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http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

ISP

203.0.113.2/24

Outside
- 203.0.113.1/24

DMZ

- -———
10.1.1.1/24 —» 172.16.31.1/24

Inside
Mail Server

| 172.16.31.10

MNetwork
10.1.1.0/24

N B - AR R B IPAHL 5 = E Internet | FEES IR, XL B ESSR EIR g
EAY “RFC 1918 Cihut, ©

RGP ERANMNERESENIMENR10.1.1.0/24 , SAEBMLH203.0.113.0/24HASA. P4t
F172.16.31. 10/ BB ¢F AR S5 B8 L TDMZM 45 7h . EENEBM 4517 RIER4FARSS 8% . B E & 5 M4
1 31k B (NAT)

EFEAIAF R AR RS ST | SAE B EASNATHYE 5 R (FEAHFIF Houtside_int) , LA FSAER
B 7 R 8R4 R 55 25 H N 5 1R I RGP E B SN ER 82 O

ASA Bl &

T BRI RBINASAELE :
<#root>

show run

: Saved


https://www.ietf.org/rfc/rfc1918.txt?number=1918
https://www.ietf.org/rfc/rfc1918.txt?number=1918
https://www.ietf.org/rfc/rfc1918.txt?number=1918
https://www.ietf.org/rfc/rfc1918.txt?number=1918

ASA Version 9.1(2)

|

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
xlate per-session deny tcp any4 any4

xlate per-session deny tcp any4 any6

xlate per-session deny tcp any6 any4

xlate per-session deny tcp any6 any6

xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain
passwd 2KFQnbNIdI.2KYOU encrypted

names

l--- Configure the dnz interface

interface GigabitEthernet0/0
nameif dmz
security-level 50

ip address 172.16.31.1 255.255.255.0
!

l--- Configure the outside interface

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0

1--- Configure inside interface

interface GigabitEthernet0/2
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
|
boot system disk0:/asa912-k8.bin
ftp mode passive

l1--- This access list allows hosts to access
l--- | P address 172.16.31.10 for the SMIP port from outside

access-list outside_int extended permt tcp any4 host 172.16.31.10 eq sntp

object network obj1-10.1.1.0
subnet 10.1.1.0 255.255.255.0



nat (inside,outside) dynamic interface

l1--- This network static does not use address transl ation.
l--- Inside hosts appear on the DMZ with their own addresses

object network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dmz) static obj-10.1.1.0

1--- This Auto-NAT uses address transl ation.
l--- Hosts that access the mail server fromthe outside
l--- use the 203.0.113.10 address.

obj ect network obj-172.16.31.10
host 172.16.31.10
nat (dnez, outside) static 203.0.113.10

access-group outside_int in interface outside

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

timeout xlate 3:00:00
timeout pat-xlate 0:00:30
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
timeout tcp-proxy-reassembly 0:01:00
timeout floating-conn 0:00:00

|

class-map inspection_default

match default-inspection-traffic

|

1

policy-map type inspect dns preset_dns_map

parameters

message-length maximum client auto

message-length maximum 512

1--- The
i nspect esntp

conmand (included in the map) all ows
l--- SMIP/ESMIP to inspect the application.

policy-map global_policy

class inspection_default
inspect dns maximum-Tength 512
inspect ftp
inspect h323 h225



inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny

i nspect esntp

inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp

1--- The inspect esntp conmand (included in the map) all ows
l--- SMIP/ESMIP to inspect the application.

service-policy global_policy global

ESMTP TLS &

MEBEXS R BEFERERELT S (TLS)INEE , MASAR Y R & 2 aB 4 £ B iH L (ESMTP) R U Th
B (BRINBH ) 2EZFBES. EAFSHTLSHERY | BEHESMTPEEINAE , M T HIFFR.

N oEE . AXT2ES | BESHERER ID CSCn08326 (UREMEL ) .

<#root>
ciscoasa(config)#

policy-nmap gl obal policy

ciscoasa(config-pmap)#

cl ass inspection_default

ciscoasa(config-pmap-c)#

no i nspect esmp

ciscoasa(config-pmap-c)#

exit

ciscoasa(config-pmap)#

exit


http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/i2.html#wp1765148
https://tools.cisco.com/bugsearch/bug/CSCtn08326
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/p.html#wp1931416
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EFNENEEERAATRERE :

203.0.113.1 203.0.113.2

T AT e T Lk
]

Mail Server

10.1.2.10
NATIP: 203.0.113.10

AKRBIPEANMEIEEDERNZME710.1.1.0/24 , HAEEMLE59203.0.113.0/2489ASA, |PHbt
710.1.2. 1009 BB PR SS B3 T N ZBM L AR

ASA B &

BT RULROIBASARE

<{froot>
ASA#

show run

: Saved

ASA Version 9.1(2)
!

--Omitted--
!

- Define the I P address for the inside interface.



interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1--- Define the IP address for the outside interface

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0
|

--Omitted--

l--- Create an access list that permits Sinple

l--- Mail Transfer Protocol (SMIP) traffic from anywhere

l--- to the host at 203.0.113.10 (our server). The nane of this list is
l--- smp. Add additional lines to this access list as required

Not e:

There is one and only one access |ist allowed per

1--- interface per direction, for exanple, inbound on the outside interface
1--- Because of linmtation, any additional lines that need placenent in
l--- the access list need to be specified here. If the server

l--- in question is not SMIP, replace the occurrences of SMIP with

1--- www, DNS, POP3, or whatever else is required

access-1list smtp extended permit tcp any host 10.1.2.10 eq smtp

--Omitted--

l--- Specify that any traffic that originates inside fromthe
1--- 10.1. 2. x network NATs (PAT) to 203.0.113.9 if
1--- such traffic passes through the outside interface

object network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynamic 203.0.113.9

l1--- Define a static translation between 10.1.2.10 on the inside and
1--- 203.0.113.10 on the outside. These are the addresses to be used hy
l1--- the server located inside the ASA

object network obj-10.1.2.10
host 10.1.2.10
nat (inside,outside) static 203.0.113.10



1--- Apply the access list naned sntp i nbound on the outside interface.

access-group smtp in interface outside

l--- Instruct the ASA to hand any traffic destined for 10.1.2.0
!--- to the router at 10.1.1.2.

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

l--- Set the default route to 203.0.113.2.

l--- The ASA assunes that this address is a router address.
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

S\ EB P £& AR B BB 44 BR 55 85

R

EFNENEREERAATRERE :

203.0.113.2

10.1.2.1 10.1.1.1 203.0.113.1

10.1.1.2 Ruutarg

L L

Hethork inside | outside

Mail Server
203.1.113.10

ASA Bl &

BT RIRPINASAEE :

<#root>



ASA#

show run

: Saved

ASA Version 9.1(2)
|

--Omitted--
l--- Define the IP address for the inside interface.

interface GigabitEthernet0/2
nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

l-—-- Define the IP address for the outside interface.

interface GigabitEthernet0/1
nameif outside
security-level 0

ip address 203.0.113.1 255.255.255.0
|

--Omitted--

1--- This command indicates that all addresses in the 10.1.2.x range

l--- that pass fromthe inside (G gabitEthernet0/2) to a correspondi ng gl oba
1--- destination are done with dynam c PAT.

1--- As outbound traffic is permtted by default on the ASA no

1--- static conmands are needed.

object network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynamic interface

l--- Creates a static route for the 10.1.2.x network.
l--- The ASA forwards packets with these addresses to the router
l--- at 10.1.1.2

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1
l--- Sets the default route for the ASA Firewall at 203.0.113.2

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
--Omitted--

: end

5 E



EAANSS BN ERRITISNREELSSESE T,
DMZ ™ £& = (Y Bif 44 R 55 83
TCP Ping

TCP ping iz iBi3 TCPHYE#E (BRIAE H Internetiz HI5E 2L (ICMP)), TCP ping KIESYNEEE
, R B HIRE KX IESYN-ACKEIEE , MIAApingth. —RE&EZTLETHANHALTCP ping.

Hlan -

<#root>
ciscoasa(config)#

ping tcp

Interface: outside

Target IP address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source IP address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

T

ASARIRASB K& , FEAVFKRBEHRSFNELREBEBIAE , BACEBIFERERTH
TEREPCEC, PUfp =l AV R E FE S By A S T A 24 O 15 R4 51 51 2R (ACL)FELLE .

ET =R | ASEA LN EFPIRSDMZEOR203.0. 11310 MBI ERE, WEELEEH
TCPT)}I)(E_LE’J HACZEARY, EEFREETREEZNYEIRE -

<#root>
ciscoasa(config)#

show conn address 172.16.31.10

1 in use, 2 most used
TCP outside 203.0.113.2:16678 dmz 172.16.31.10:25, 1idle 0:00:02, bytes 921, flags UIO



BEidx

EEESTHE , ASABABLERREES, REBTCREE , %%EIRE\E’QW@‘I'ﬁiEo Itk
BHERANERERBCEERMER7 (BIREI ) RS

<#root>
ciscoasa(config)#

show logging | i 172.16.31.10

%ASA-7-609001: Built Tocal-host dmz:172.16.31.10

%ASA-6-302013: Built inbound TCP connection 11 for outside:203.0.113.2/16678
(203.0.113.2/16678) to dmz:172.16.31.10/25 (203.0.113.10/25)

RRBIPHE-ANRGEAERTHXECEEEERP AT RNBSH AN RSERBRM T
T, MR NIE EﬁE%ﬁﬁﬂﬂ:lﬂzﬁﬁﬁiﬁ REREMEARZ IR IER (HRRFINEEH
®R)  BABTSERBERRAEY T IEE, Ak, EQERELEZNRR , SEXELLC
E‘E?&E’Jlﬂ%ﬂ’ﬁamo

Fln , B AZWACLAEE R AFiHO25E/9172.16.31.10 , MY FEMHIELER , BFEHEIUT
HE :

%ASA-4-106100 : access-list outside_int denied tcp outside/203.0.113.2(3756)->
dmz/172.16.31.10(25)hit-cnt 5 3007 8] f&

MRACLIRAFEERIR (M TAR) , MEREXTER

access-1ist outside_int extended permit tcp any4 host 172.16.31.10 eq http

access-1list outside_int extended deny 1ip any4 any4

NAT % (Xlate)

RNTHEINRREQE , BRI EXate ( R ) F. T show xlateFlocal>x BF MU ZPEHLIPH:

HESFERAN , ERZEVNERRPEFENMELREB. T—MaHERHF 2R EHEDMZH
%il!?%l:lzeﬂm&!fﬂﬁao REFZIVEE , DMZIRSEIPHb 48 #5#:59203.0.113.10 1k, 51 HHEY
FRER(ERFIP)RRFIREBRDSH,

<#root>
ciscoasa(config)#

show nat detail



Manual NAT Policies (Section 1)

1 (dmz) to (outside) source static obj-172.16.31.10 o0bj-203.0.113.10
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

Auto NAT Policies (Section 2)
1 (dmz) to (outside) source static obj-172.16.31.10 203.0.113.10
translate_hits = 1, untranslate_hits = 5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32
2 (inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24
3 (inside) to (outside) source dynamic objl1-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ciscoasa(config)#

show x| ate

4 in use, 4 most used
Flags: D - DNS, e - extended, I - identity, i - dynamic, r - portmap,
s - static, T - twice, N - net-to-net

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags s idle 0:10:48 timeout 0:00:00

NAT from inside:10.1.1.0/24 to dmz:10.1.1.0/24
flags sI idle 79:56:17 timeout 0:00:00

NAT from dmz:172.16.31.10 to outside:203.0.113.10
flags sT idle 0:01:02 timeout 0:00:00

NAT from outside:0.0.0.0/0 to dmz:0.0.0.0/0
flags sIT idle 0:01:02 timeout 0:00:00

PR 350 ) 4% FF B R 44 AR 55 25
TCP Ping

LA RTCP ping#ii B9 =l -

<#root>
ciscoasa(config)#

PI NG TCP

Interface: outside

Target IP address: 203.0.113.10
Destination port: [80] 25
Specify source? [n]: y

Source IP address: 203.0.113.2
Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.



Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

EE
AT REERIE TR
<#root>

ciscoasa(config)#

show conn address 10.1.2.10

1 in use, 2 most used

TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871, flags UIO

ERAGE S

UTRRZZGHERA

%ASA-6-302013: Built inbound TCP connection 553 for outside:203.0.113.2/19198
(203.0.113.2/19198) to inside:10.1.2.10/25 (203.0.113.10/25)

NAT % (Xlate)

T Eshow nat detailflshow xlatedy < #i H# — LE R4 -

<#root>
ciscoasa(config)#

show nat detail

Auto NAT Policies (Section 2)

1 (inside) to (outside) source static obj-10.1.2.10 203.0.113.10
translate_hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32

2 (inside) to (dmz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynamic objl1-10.1.1.0 1interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24



ciscoasa(config)#

show x| ate

NAT from inside:10.1.2.10 to outside:203.0.113.10
flags s idle 0:00:03 timeout 0:00:00

SAEB M 48 Hh Y R 44 AR 55 28
TCP Ping

LA RTCP ping#ii B9 =l -

<tfroot>

ciscoasa#

PI NG TCP

Interface: inside

Target IP address: 203.1.113.10

Destination port: [80] 25

Specify source? [n]: y

Source IP address: 10.1.2.10

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.1.113.10 port 25
from 10.1.2.10 starting port 1234, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

EE
AT BEERIERA -
<#root>

ciscoasa#

show conn address 203.1.113.10

1 in use, 2 most used
TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898, flags UIO



BEidx

LTRREBHERHA

<#root>
ciscoasa#

show | ogging | i 203.1.113.10

%ASA-6-302013: Built outbound TCP connection 590 for outside:203.1.113.10/25
(203.1.113.10/25) to inside:10.1.2.10/1234 (203.0.113.1/1234)

NAT ¥ (Xlate)

LA show xlatetn &5 H R4 -

<#root>
ciscoasa#

show xlate | i 10.1.2.10

TCP PAT from inside:10.1.2.10/1234 to outside:203.0.113.1/1234 flags ri idle
0:00:04 timeout 0:00:30

HUEHEER

ASARMZHM T EATHREENE, IRERUEREHARE L —ThHERNALE , BENARRE
E, FETENERTHDEEEERIUNER,

DMZ R £& 7 iy BIR 4 BR 55 25

Packet-Tracer

ASALMBIE SRS EATEIEERNUKES , HEEHABLERERPITHAESHSE
. RENINEE, FAKTIE BT RINEINASBAAFEIHNIENRERG , HEAZETA
RELHRE. ET—NRHAIF |, FEHPacket Tracer RELFE U T REMIEEES

EIBUE SRR,
ERBNTHPILETCP,

EIIE P P iR 203.0.113.2,
EPRAERBIKO12340 R E,



- RENBMNMER IP #hit) 203.0.113.10 BYIRSS 27
- REBEET®O 25,

LT Packet Tracer#i R~ :

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
--Omitted--

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (dmz,outside) source static obj-172.16.31.10 obj-203.0.113.10
Additional Information:

NAT divert to egress interface dmz

Untranslate 203.0.113.10/25 to 172.16.31.10/25

Result:

input-interface: outside
input-status: up
input-Tine-status: up
output-interface: dmz
output-status: up
output-line-status: up
Action: allow

LA 2Cisco Adaptive Security Device Manager(ASDM)#y — AN R4 -



Select the packet type and supply the packet parameters. Click Start to trace the packet.

Interface: |outside - Packet Type '@ TCP (! UDP I ICMFP IF
Source: IP Address w| 203.0.113.2 Destination: IF Address » 202.0.113.10
Source Port: (1234 + | Destination Port: |25 i

v | Show animation

4] [1.3]

Fhase
[EUM-NAT

| Typer UN-NAT Subtype - siatic Achion - ALLOAY Show pyls in

Conhg
st (e, outside) saurce shatic abj-172.16.31.10 obj-203.0.113.10

Info
MAT diver] bo egress interface dmg
Unkranalsbe 203,0.213.10/25 b 172.16.31.10/25
[HACCESS-LIST
|.+-|'|—'_
|EIMAT
[HIP-0OFTIONS
L THSFECT

BFAE , EzamEPEERIDMZED, XM T Packet Tracer i%it LWERER, ZITEFE
REBG R BB K ERER | ST RBETUARMABNMNEOREH,

p B~ : BXPacket TracerThsE I HMER , SR FERACLI 8.4H8.68Cisco ASA 5500F 5l
il B ¥ F M £ A Packet TracerfR BREE A E 9

BRI IR

ASA B A i —.[L)\ﬁékﬂlj%—ﬁ?ﬁmmuwso WHIRINEEEEER , AR e LIABIEERERE
BB RIER RN RIEE T, T—ANROIERT 2 3FEDMZFANEREO LB ER 4N A N capdFl
capoutfV 3R, capture@i © ﬁﬁﬁmatch?&iﬂ?— , ZRBFATEERRBAERRNRE,

N FARRHIF B capd , "RPBFLELEHEEDMZED ( AOHEA ) EFEFIWEETCPEN
172.16.31.10/host 203.0.113. 2R E, #AFH , BHFEWIRMEN172.16.31.10 %X F|EH
203.0.113.2MEATCPRE , R 2R A match KREFZTLAERH KEN @ HRTE. HIHEBE
O E X B capturets & & 5| A N EBEB A AR S5 85 IP it |, K29 Bh K IR 1Z R 4F PR S5 B5 1Ptk EHAT
NAT, EHit , BT EEZRFEIPHUIEE, Bk , T—NRAERA R FERanyRRRFTE A RERY P
W #HFFE5ZF TR,

BERRE , SABRERBAUERE , AFEHshow capture <capture_name>mn T EFE IR
o EARTRHIF , BRI LB BN ENEEBIEZTMBHRSET , NERPBRNTCP=IR{EF 7 LA


http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412
http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412
http://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

<{froot>
ASA#

capture capd interface dnz match tcp host 172.16.31.10 any

ASA#

capture capout interface outside match tcp any host 203.0.113.10

ASA#

show capture capd

3 packets captured

1: 11:31:23.432655 203.0.113.2.65281 > 172.16.31.10.25: S 780523448:
780523448(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:31:23.712518 172.16.31.10.25 > 203.0.113.2.65281: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop,sackOK,nop,wscale 8>
3: 11:31:23.712884 203.0.113.2.65281 > 172.16.31.10.25. ack 2123396068
win 32768

ASA#

show capt ure capout

3 packets captured

1: 11:31:23.432869 203.0.113.2.65281 > 203.0.113.10.25: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>

2: 11:31:23.712472 203.0.113.10.25 > 203.0.113.2.65281: S 95714629:
95714629(0) ack 1633080466 win 8192 <mss 1024,nop,nop,sackOK,nop,wscale 8>

3: 11:31:23.712914 203.0.113.2.65281 > 203.0.113.10.25: . ack 95714630
win 32768
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Packet-Tracer

LU Packet Tracer#i R~ :

CLI : packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
--Omitted--

Phase: 2



Type: UN-NAT
Subtype: static
Result: ALLOW
Config:
object network obj-10.1.2.10
nat (inside,outside) static 203.0.113.10
Additional Information:
NAT divert to egress interface inside
Untranslate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3
Type: ACCESS-LIST
Subtype: Tog
ResuTlt: ALLOW
Config:
access-group smtp in interface outside
access-1list smtp extended permit tcp any4 host 10.1.2.10 eq smtp
Additional Information:
Forward Flow based Tookup yields rule:
in id=0x77dd2c50, priority=13, domain=permit, deny=false
hits=1, user_data=0x735dc880, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0
dst ip/id=10.1.2.10, mask=255.255.255.255, port=25, tag=0, dscp=0x0
input_ifc=outside, output_ifc=any
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Packet-Tracer

LA Packet Tracer#i =l :

CLI : packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detailed
--Omitted--

Phase: 2

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 203.1.113.0 255.255.255.0 outside

Phase: 3

Type: NAT

Subtype:

Result: ALLOW

Config:

object network obj-10.1.2.0

nat (inside,outside) dynamic interface

Additional Information:

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234
Forward Flow based lookup yields rule:

in 1d=0x778b14a8, priority=6, domain=nat, deny=false
hits=11, user_data=0x778b0f48, cs_id=0x0, flags=0x0, protocol=0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0



dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
input_ifc=inside, output_ifc=outside
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