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Input,

£ 10S A, FATIE SW process M IP Input #7Z |, BlH B U2 HTFEHR U BEHMEH switching
cache & #& CEF &3 , =2 punt | CPU £t — WA E, N TF—N&FEESmMS , B/LHHER
£# punt | CPU,

1. 1 switching cache B& B ZIRXAHXMEFZEH ., WMiZBXWEW#HER 1.1.1.1 XN E WEIR
FEWEOFRER cache ERTEZFZE |, BBAXMRIOH LECPUME — S &Ko

2. BWib it RE AR YA IR,

3. IR

. IP LB #% option BY3R 3,

R EMIRIRIIR

. EENMBRREER/HIIRS ( WWERE T CSA(Compression Service Adapter)#l ESA(Encryption

Service Adapter) I FHFE LiX CPU REARHAET ),
7. DPERNBEFTEEFLANRYL. (MTURENFTEE , RiAESHAZXEKRA ),

LG AT B

S 1, B show cpu process =& sh processes cpu sorted | exclude 0.00 SREE 2 CPU &
, CPUREBRRBRMIP Input REHMEREAT .

(o) INé) N N

In-tla-rt05>sh processes cpu sorted | exclude 0.00

CPU utilization for five seconds: 97%/40%; one minute: 99%; five minutes: 99%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
188 112780212 404873385 278 54.14% 47.34% 48.09% 0 IP Input
452 32291128 170096816 189 1.43% 0.85% 0.60% 0 BGP Router
444 31584160 54483137 579 0.31% 0.19% 0.17% 0 SNMP ENGINE
442 7514572 54233626 138 0.15% 0.12% 0.10% 0 IP SNMP

2 239608 2221363 107 0.07% 0.06% 0.05% 0 Load Meter
332 9940 2296 4329 0.07% 0.07% 0.05% 0 Syslog Traps
433 14477844 2116934 6839 0.07% 0.13% 0.16% 0 Tag Control
321 12935848 171140132 75 0.07% 0.04% 0.05% 0 BGP I/O
259 660104 50553708 13 0.07% 0.04% 0.05% 0 TCP Timer
264 417244 1429570 291 0.07% 0.62% 0.54% 0 XDR mcast
446 265680 424691 625 0.07% 0.19% 0.22% 0 SNMP Traps

ST|2, WRZ IP Input HIEESHH CPU FIAERT , FBLIN1T show interface status 1 show
mterface REEPLEZOBRZHNFREFTER K , BURIX XtEO R AMMELEYE , (fast



switching / cef switching /processor)

sh int stat
Switching path Pkts In
Processor
Route cache
Distributed cache
Total
Interface POS0/1/0 is dis

FastEthernet1/0/0
Switching path
Processor
Route cache
Distributed cache
Total
Seriall/1/0
Switching path
Processor
Route cache
Distributed cache
Total
Commtouch-SC4-7513#

SR 3, show ip traffic B4 , ATAHIFENTEWER
REBEE X CPU Mt —SUBN (SEZLIRE—2D ) . FEE

RIBRTARESHN,

Commtouch-SC4-7513#sh ip

IP statistics:

Chars In Pkts Out Chars Out
650856 73671257 526830 62471991
330217560 821433561 6624091 1799996569
0 0 0 0
330868416 895104818 7150921 1862468560

abled <<<<<<<<

Pkts In Chars In Pkts Out Chars Out
376139751 259046650 373525823 58361131
212836164 1931396850 344019086 233164671
0 0 0 0
588975961 2190447507 717544911 291525922
Pkts In Chars In Pkts Out Chars Out
34782 9898739 869284 85447616
14178391 3542542743 206212532 2364427002
0 0 0 0
14213173 3552441482 207081816 2449874618

REEKER

L8

traffic

44 record route
7282 alert,

0 couldn't reassemble

Rcvd: 3764825155 total, 1632039 local destination
0 format errors, 0 checksum errors,
0 unknown protocol, 0 not a gateway
0 security failures, 0 bad options,
Opts: 103 end, 10 nop, 387 basic security,
0 timestamp, 0 extended security,
0 stream ID, 0 strict source route,
0 other
Frags: 0 reassembled, 0 timeouts,
4 fragmented, 0 couldn't fragment
Bcast: 103181 received, 61 sent
Mcast: 0 received, 32678 sent
Sent: 2929975 generated, 3758313272 forwarded
Drop: 54546 encapsulation failed, 0 unresolved,

589 no route,

ICMP statistics:
Rcvd: 0 format errors, 0
unreachable

319787 echo, 24545

quench

0 unicast RPF,

checksum errors,

echo reply,

0 mask requests,

0 forced drop

0 redirects,

46716 bad hop count

7772 with options

0 loose source route

0 cipso

0 no adjacency

10299

0 mask replies,

, 2ERNERE—T
{8 — N K B £ —High CPU



parameter, 0 timestamp, 0 info request, 0 other
irdp solicitations, 0 irdp advertisements

Sent: redirects, 1205238 unreachable, 24671 echo, 319787 echo reply
mask requests, 0 mask replies, 0 gquench, 0 timestamp

info reply, 45869 time exceeded, 0 parameter problem

o O O o o o

irdp solicitations, 0 irdp advertisements

UDP statistics:
Rcvd: 390403 total, 1 checksum errors, 292907 no port
Sent: 199023 total, 5 forwarded broadcasts

TCP statistics:
Rcvd: 883671 total, 0 checksum errors, 1878 no port
Sent: 1135440 total

Probe statistics:
Rcvd: 0 address requests, 0 address replies

0 proxy name requests, 0 where-is requests, 0 other
Sent: 0 address requests, 0 address replies (0 proxy)
0

proxy name replies, 0 where-is replies

EGP statistics:
Rcvd: 0 total, 0 format errors, 0 checksum errors, 0 no listener

Sent: 0 total

IGRP statistics:
Rcvd: 0 total, 0 checksum errors

Sent: 0 total

OSPF statistics:

Rcvd: 0 total, 0 checksum errors
0 hello, 0 database desc, 0 link state reqg
0 link state updates, 0 link state acks

Sent: 0 total

IP-IGRP2 statistics:
Rcvd: 0 total
Sent: 0 total

PIMv2 statistics: Sent/Received

Total: 0/0, 0 checksum errors, 0 format errors
Registers: 0/0, Register Stops: 0/0, Hellos: 0/0
Join/Prunes: 0/0, Asserts: 0/0, grafts: 0/0
Bootstraps: 0/0, Candidate_RP_Advertisements: 0/0

IGMP statistics: Sent/Received

Total: 0/0, Format errors: 0/0, Checksum errors: 0/0
Host Queries: 0/0, Host Reports: 0/0, Host Leaves: 00
DVMRP: 0/0, PIM: 0/0

ARP statistics:

Rcvd: 2159586 requests, 978 replies, 0 reverse, 0 other



Sent: 8855 requests, 27586 replies (25987 proxy), 0 reverse

Commtouch-SC4-7513#sh tech

HR , BB LUEE debug ip packet(detail) SR E B i & & ZIK 2+ AR LIEEICPUAL
A T7CPUHigh , ERATHNCPUNRIBRELZRE T , TR ENT

router (config) #no logging console

router (config)#no logging monitor

2 5 BT logging buffered , iX#¥ Debug KV 4 R E#EIEFKF log buffer B , T A< session
BFRENHE, &5, showlog RAILLE R EEFMIRT T,

BE A BAFF R debug:

router#debug ip packet detail
IP packet debugging is on (detailed)

Debugx K EEE 3 2| 5 Meh, AEAEMA undebug all i HELE :

router#undebug all

All possible debugging has been turned off
A LAfE Fshow logging R ELE R

router#show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 145 messages logged
Trap logging: level informational, 61 message lines logged

Log Buffer (64000 bytes):

*Mar 3 03:43:27.320: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.204
(Ethernet0/0), 9=10.200.40.1, len 100, forward

*Mar 3 03:43:27.324: ICMP type=8, code=0

*Mar 3 03:43:27.324: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.205
(Ethernet0/0), 9=10.200.40.1, len 100, forward

*Mar 3 03:43:27.324: ICMP type=8, code=0

*Mar 3 03:43:27.328: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.206
(Ethernet0/0), 9=10.200.40.1, len 100, forward

*Mar 3 03:43:27.328: ICMP type=8, code=0

ZlogE R :

- 5 4ms RE—NEZ

- IRCHVIR IP k2 192.168.40.53

. R SZM interface Ethernet0/1 3 A K.

. XL FiX CPU R 3B TR destination it .
. X L3R BT M interface Ethernet0/0 & HER

- FRXE T —BER 10.200.40.1



- R R ICMP requests (type=8)

FEiZfIF , ATLERIP Input HFEHH High CPU 2HIFEB IP #itit 192.168.40.53 B ping flood 1&
j54:08

BEXMA , SYN flood JUARAB B #iFAI , EHNTE debugging i HF LI T SYN flag

router#show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: disabled
Monitor logging: disabled
Buffer logging: level debugging, 145 messages logged
Trap logging: level informational, 61 message lines logged

Log Buffer (64000 bytes):

*Mar 3 03:43:27.320: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.204
(Ethernet0/0), g=10.200.40.1, len 100, forward

*Mar 3 03:43:27.324: ICMP type=8, code=0

*Mar 3 03:43:27.324: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.205
(Ethernet0/0), g=10.200.40.1, len 100, forward

*Mar 3 03:43:27.324: ICMP type=8, code=0

*Mar 3 03:43:27.328: IP: s=192.168.40.53 (Ethernet0/1), d=144.254.2.206
(Ethernet0/0), g=10.200.40.1, len 100, forward

*Mar 3 03:43:27.328: ICMP type=8, code=0



