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Additional Information

RN AEInternetihil R 2 (IPsec)BFEBRERMMRAIRIE , FRHETRNERT R

ET=
B

Al
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0N
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ERBEBR

ERYER—MMERERN , AP ESIRIFEICRAVBEERAENREE. BARER
SEBEHEERLERE  UREAHAF , NBRAES HERFIN S EERERNABELN , HE
WAL,

IPsecEHER ERF

IPsecR A B NMMERFEES S BEEFEMNFIS , AEHHXNBEENRERRTF . BRFH
IPsecii R BREFEEEAXERESNHERIEZFISHWENEONSLENBITER. Cisco
IOS®XEH KRN EREE A K NAN6ANEEE , WTER :



ESP traffic received

= = — - ;

ESP Sequence number

- [[161 ] [(162 ][ 163 ][ 1647]

IPSec Replay Sliding Window

Left edge Right edge

YIPsechRiE L in/E AR ERB AR , EAWIPsecRERNM T H A :

- MRFISHEEORNBEZARKE  NLEHERSNTEY, IRBFEIELITELR
ERE  NSEIZRES , FABHFSFICEREZFSS. fla, EaEAER S
, HRZENR(ESP)FHSN162HBFERZMLTERE A H.

- MRFIISHEECOR , BZRERE , WEFHES. LESENBESHRER , F#&
EREFUTHBPIEREFR.

c MRFISATEOFNREFIE , UREHRFESHTEYE. IRBEISBEITES
RiIIRE  MWEFEOFBEELM. flm, MRKBFISH1BINERBE , NE
O ALIREN189 , EHIRIEN 125 (189 -64 [EO KN ) .

« MRFISHTEDLLEG , NEREASREEF , ALRKEERITRSHEF. IBANEFHK
=a.

MRREEBRERMG ARFEIRER , BABRFERRUTUATATNREATHE

%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle n, src_addr x.x.x.x, dest_addr y.

~ EE  EBRRNETLUTRERIR : IPsecZEXREKSANEETHEMINERZE, HNFLHEH
VPN(GETVPN)EFZI EK 2 B E A 2N IPsec SA. Eitt , GETVPNERA -T2 FTENK
EERENGE  FAETRHEANAREEBELIN. AXENNB LR 2IPsechRB I E T it 3= 10
RER.

N % REBRPEIPsecthRRN —TEERL MBS . BAPseck EEABRRLRE
, BAUEERIT.



A BES BIPsecEBEF W A

WEIFTR  ERRENENRMRLESZBESNEREES., TRSHAUNEBRREN —LEERK
e

- WHIRTUREABESEAWBREREL K BN MXREPEREFERN. MR
NEERZRAFESZMERE , WA EIXTER.

o HERIRTTAER A FCisco IOSHEHIE BN B ETEERM, Hlin , EEIPELA T RE
FH D ERIPsec B E A MR BB KMATE , UETELEBXEHFESEN , efIEEH
EREONER,

- WERIRTEERBERIEIPsechinm E M E KRN B AMNRSRE(QoS)5 i, B
Cisco IOS3E#E |, IPsectlZE H OB RAIQoSZ Bt 1T, FHLLQoSIhAE (I AR LEIR RA 51
(LLQ)) T ReS BPsecHET A MAEREREAUMESTF HIER LB ER,

- MBEERE/ZTREARSERESESIMNEFEEH,
- WEHE (FEA ) TRAKER, EFNEHESPRE,

BERRIPsecEBERWE

BERRIPsecEREFHEN X ERAEPERFECRERMEF , AEABREIHRRAEX LRIE
ERABIRERBBEENIZERE O NN RUERHABZNREE. N TREFNREEERKE
SRIREFHRNBESEBTE , £ -SRIMANSEUREZFNHEIFEN IPseciR AR BIE S
KIESPF3IS,

£ A Cisco 10S XEZIE R R EIE I IRER 8L

f£1217Cisco IOS® XERR MR HESFA L , HR4EEREARN , REAFEERSTHNEXNE
KL K IPsecR £ SR BI(SPMER |, LEBNRBBEFNBIE LB SENEERE, B
=, LRHPRERESPFSIS., ESPF5S A TH —HRIREEIPsecii A Y IPsecHiE T, MR%
RS, RBREABRIBESHRPER 7T BLEHIES,

EXMERT , MEMEBNERESR , AJLAEMCisco I0OS® XEXERERHIEZRERIIEE , R5A
EHBEWT

%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:0.0 Thread:060 TS:00000001132883828011
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3, src_addr 10.2.0.200, dest_addr



N THEBRNEFNBIEINESPFIS | FHEMABKESRIERINEET RN

—
Nil
e

F B 1.i& Bplatform conditional debug i3iEeS , ACERBEFNFREZNHE

debug platform condition ipv4 10.2.0.200/32 1ingress
debug platform condition start

HPR2 fE M copyi TS AHEMERUE FIBIREBHLEE -

debug platform packet-trace packet 64
debug platform packet-trace copy packet input 13 size 100

FII. RN BB M IRET , iEEApacket trace bufferfiER TERMEFNHRES , A BATUE
EHHNBEIRRIESPFFIS !

<#froot>

Router#

show pl at f orm packet-trace sunmmary

Pkt Input Output State Reason

0 Gi4/0/0 Tul CONS Packet Consumed
1 Gi4/0/0 Tul CONS Packet Consumed
2 Gi4/0/0 Tul CONS Packet Consumed
3 Gi4/0/0 Tul CONS Packet Consumed
4 Gi4/0/0 Tul CONS Packet Consumed
5 Gi4/0/0 Tul CONS Packet Consumed
6 G 4/0/0 Tul DROP 053 (I psecl nput)
7 G 4/0/0 Tul DROP 053 (I psecl nput)
8 Gi4/0/0 Tul CONS Packet Consumed
9 Gi4/0/0 Tul CONS Packet Consumed
10 Gi4/0/0 Tul CONS Packet Consumed
11 Gi4/0/0 Tul CONS Packet Consumed
12 Gi4/0/0 Tul CONS Packet Consumed

13 Gi4/0/0 Tul CONS Packet Consumed



BIHNAEERERTRSONTHEESE , RtREAFAREE]

<#root>

Router#

show pl at form packet-trace packet 6

Packet: 6 CBUG ID: 6
Summary
Input : GigabitEthernet4/0/0
Output : Tunnell
State : DROP 053 (IpsecInput)
Timestamp : 3233497953773
Path Trace
Feature: IPV4
Source : 10.2.0.200
Destination : 10.1.0.100
Protocol : 50 (ESP)
Feature: IPSec
Action : DECRYPT
SA Handle : 3
SPI

0x4c1d1e90

Peer Addr :

10. 2. 0. 200

Local Addr: 10.1.0.100
Feature: IPSec

Action : DROP

Sub-code

019 - CD_I N_ANTI REPLAY_FAIL

Packet Copy In
45000428 00110000 fc329575 0a0200c8 0a010064 4cld1le90

00000006

790aa252

€9951cd9 57024433 d97c7cb8 58e0c869 2101flef 148c2al2 309171d 1b7a4771
d8868af7 7bae9967 7d880197 46c6a079 d0143e43 c9024c61 0045280a d57b2f5e
23f06bc3 ab6b6b81 c1b17936 98939509 7aec966e 4dd848d2 60517162 9308bas5d



ESPFIIEEIPIRAEHRVENRBEEN24FT ( NIPHFESAHKIFEN4FT ) |, METEN L F
BEoARE, ERBERGS , EFBIEINESPFFISH0x6,

SR EHE IR

BRTMRHTERREAMMEFNBESHHBESEEN , EERNIKERXIPseciVBiE T
Ko XEMTRER—IPsecRPHESPFIISERN , UEBREEREFNERER, BXUME
Cisco 10S XE A28 L FEAMRARNKIEIHIR(EPC)NIFMAELR , 1S FCisco I0SFHCisco 10S
XE#Y #R A B E S IR B & TR 1o

£ A WiresharkF 5l 5 2 #f

WEWANEZ O Ein#(ESP)BIE SN BIESHIRGE , Wireshark®] A FXEA 751 & FEHITESPF
FE2H. Bk , BRTEPreferences > Protocols > ESP /& AASequence Number Check , Z1EFf
7

[ ] @ Wireshark - Preferences

Ericsson GSM..

ErIDP Encapsulating Security Payload
ESG Bootstrap Attempt to detect/decode NULL encrypted ESP payloads
ESIO Check sequence numbers of ESP frames
Attempt to detect/decode encrypted ESP payloads
ETAG . Attempt to Check ESP Authentication
Etch ESPSAs  Edit..
ETHERCAT

T3k , EAnalyze > ExpertfE E TR EEIESPRFYERA , LITRFIR :


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

Wireshark - Expert Information - ipsec_replay_example.pcap

Packet »  Summary Group Protocol Count
|~ Warning Wrong Sequence Number for SPI 8d35592e - 1 missing Sequence ESP 30 |
15 ESP (SPI=0x8d35592¢e) Sequence ESP
207 ESP (SPI=0x8d35592¢) Sequence ESP
208 ESP (SPI=0x8d35592¢) Sequence ESP
270 ESP (SPI=0x8d35592¢) Sequence ESP
456 ESP (SPI=0x8d35592¢) Sequence =
457 ESP (SPI=0x8d35592e) Sequence ESP
519 ESP (SPI=0x8d35592e) Sequence ESP
707 ESP (SPI=0x8d35592¢) Sequence ESP
BEFISHIRNVEMTHRES  RRNAEMFAEE , MTAR :
" EoK M Wireshark
Am 1@ BNRRO ResEFeE aaar
N | Apply a display filter ... <3/>
No. Time Source Destination Protocol ESP Sequence ESP Wrong Seq Info
453 2021-12-13 15:01:95.605995 172.16.201.201 172.16.200.28@ ESP 6685 ESP (SPI=0x112f17f6)
- 454 2021-12-13 15:01:985.633995 172.16.200.200 172.16.201.281 ESP 6717 ESP (SPI=0x8d35592e)
455 2021-12-13 15:01:05.633995 172.16.201.201 172.16.200.200 ESP 6686 ESP (SPI=0x112f17f6)
2021-12-13 & (SPI=0x8d35592e)
457 2021-12-13 15:01:05.667994 172.16.200.200 172.16.201.201 ESP 6718 ~« ESP (SPI=8x8d35592e)
458 20821-12-13 15:01:05.668994 172.16.2081.201 172.16.200.200 ESP 6687 ESP (SPI=0x112f17f6)
459 2021-12-13 15:01:05.697994 172.16.200.200 172.16.201.2081 ESP 6719 ESP (SPI=8x8d35592e)
460 2021-12-13 15:01:05.697994 172.16.201.201 172.16.200.200 ESP 6688 ESP (SPI=0x112f1716)
461 2021-12-13 15:01:05.729994 172.16.200.200 172.16.201.201 ESP 6728 ESP (SPI=0x8d35592e)

Frame 456: 1352 bytes on wire (18816 bits), 86 bytes captured (688 bits)
Raw packet data
Internet Protocol Version 4, Src: 172.16.200.200, Dst: 172.16.201.201
Encapsulating Security Payload

ESP SPI: 0x8d35592e (2369083694)

ESP Sequence: 6624
[Expected SN: 6718]
[Expert Info (Warning/Sequence): Wrong Sequence Number for SPI 8d35592e — 94 less than expected]

[wrong Sequence Number for SPI 8d35592e - 94 less than expected]
<Message: Wrong Sequence Mumber for SPI 8d35592e - 94 less than expected=
[Severity level: Warning]
[Group: Sequencel

[Previous Frame: 454]

<Wireshark Lua fake item>

RF R

BENSAHAREERZFORIEQHRE , =M AIRNER TABRERRM

1. EREERNBERHER
BRERABREDTHIASREEREGEEAN , URAEREFEE ( A TRNEIER S HEE
A ) RREERANKEDER. Sl , HRETFISAXNBESINFEL , HEERE
AXRNYEFNRENGCL, MRFFSH(X + 64)NARBFESERREXZAEE , WEAFHB
EAN , RAEHFESXATERRBMOHEF.

EXFERT , JAEMERE AN PIHEAERREUBRIFNERERAEZN , 8



EENBEITEBER, RIMVBERT , EBEOXRNDESE/N (BOKNMRG64) ., MREHD
HE  BEWRRERASRIEEMN, BXUMIEEIPsechfEBREANEE |, 55 R U{HEE
IPsecBh EiBE O | BFFFEH M,

52 2R MEEERRREEOVT) LERANIPSecREBY A hRARERTEEED . N
ERENRHES N AR RECAREEREEO ST 24N, XEMETH , BN
IPseclRB YR —MEWR | BT ERHBEENNRBERE T AR, NREND
B, IRBEXANERTARNRE  BFEEEN.

o BHNR GRS KB (ASR)10008 &5 ( HlanFFESP5, ESP10, ESP20#
ESP40LA K ASR1001HASR1000 ) A2 #FE O K/ R1024 , BIECLIA T ZEE. Hit
, show crypto ipsec safs i HPIREVE O K DTFIEH, fHshow crypto ipsec sa
peer <ip-address> platform@ TRIFEH R EEE O KD, FMMEFAELHWRINEO KRN
REANBIEE. BXFHMEEL |, 155 HCisco Bug ID CSCs045946, BEThRASHICisco
10S XER i1 57 & (Bl tn# ESP100FIESP200MIASR 1K, ASR1001-XFIASR1002-X, £
FX AR %5 B% H1 88 (ISR)4000 % 51| & FH 8% M Catalyst8000 R 71| B& 87 ) BB X #1024 B B B B
O K/PMEA15.2(2) SR EBRAF,

2. XEREHRTARE A EWQoSHEL B &Y
NRIPsec kX8 E LHQoSEE S BPsecE I BIEBZEFNIESF , NIFEN EHBIEREFER
Cisco |I0S XE¥ & o N EANPsec SAM % 7 5 & 22 [H,

3. ERAHIKNEINESHES
MRHBIXMER , WBIE IR AIRNEEIE —IPsecR P ERHEEESPFFISHHAHS
NMEFEE, EXMERLT , ZEEFTMN , BN IPsecERRF W TELRXEN THHLEMEH
MERRE , MRASEASARRHES. MRLBFRFEEIM , NSIFEENBEZT 2B
HITRE,

N 8 RUEIPsecRRETEAT SRRITEEN , TAHABBRE LM, MR
BENE-—MEERZERASHRIEAMMTNS ; B2 , ATERASORIENREXE , 82
WAEXHM

Additional Information

£ A Cisco 10S ClassicX 1% 4t 5% B 85 L MY B4R iRt 1T i PEBEBR

fEFCisco IOSHIELISR G2R 5B HEE LMIPsecEREHE S5(FE MACisco I0OS XEREHEEEATE |,
TFIR

<ffroot>


https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://tools.cisco.com/bugsearch/bug/CSCso45946
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence nunber=13

HEH H T RN ZFERPi U RSPEE. ., EX W FABITHEER , BFEAERERPH conn-
id”s RBIEEIRHEE PR K “conn-id” , HFEshow crypto ipsec safiiH A ERE , RN ENRBSARE
(MTARENE ). REASHEELRETESPFIS , I —RAKETHRPIERFNKE
Do

~ EE N TFAERANARE |, “conn-id”2 A SAB conn id=kflow_id.
TEX H#HIT TR

<ffroot>

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence nunber=13

Router#

show crypto ipsec sa | in peer|conn id

current_peer 10.2.0.200 port 500

conn id: 529

, flow_id: SW:529, sibling_flags 80000046, crypto map: TunnelO-head-0
conn id: 530, flow_id: SW:530, sibling_flags 80000046, crypto map: TunnelO-head-0
Router#

Router#

show crypto ipsec sa peer 10.2.0.200 det ai

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.1.0.100

protected vrf: (none)

Tocal 1ident (addr/mask/prot/port):

remote ident (addr/mask/prot/port):

current_peer 10.2.0.200 port 500
PERMIT, flags={origin_is_acl,}

#pkts encaps: 27, #pkts encrypt: 27, #pkts digest: 27

0.0.0.0/0/0)
0.0.0.0/0/0)



#pkts decaps: 27, #pkts decrypt: 27, #pkts verify: 27

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#pkts no sa (send) 0, #pkts invalid sa (rcv) O

#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0

#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

##tpkts replay failed (rcv): 21

#pkts internal err (send): 0, #pkts internal err (recv) 0

Tocal crypto endpt.: 10.1.0.100, remote crypto endpt.: 10.2.0.200
path mtu 2000, ip mtu 2000, ip mtu idb Serial2/0

current outbound spi: 0x8B087377(2332586871)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: OXE7EDE943(3891128643)

transform: esp-gcm ,

in use settings ={Tunnel, }

conn 1id: 529, flow_id: SW:529, sibling_flags 80000046, crypto map:
Tunne10-head-0

sa timing: remaining key 1lifetime (k/sec): (4509600/3223)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

<SNIP>

MLt PRI ES , EEEHFFRE AILESP SA SPINOXE7EDE943910.2.0.200% &4k th it , 1
ALUMBEHEARETED  EEFZRIBELIWESPESISHN13, AEAX ZE&Huhit, SPISH
ESPFEIISHAERE —tRAKIESHEPEFNEIES,

N 5% Cisco I0SEE BEHENER TGS #—MBETERESH TERRL, BHE
BYNBIESEFREN AERITE , B MHshow crypto ipsec sa detaildi < ( HIFFR ) o

£ 2 HAMY Cisco 10S XE#i#4

21T R HCisco 10S XEMRAREHER L , R4 BEFPRENREPLAY_ERROR'EEITHEE X
FEERBEIXNFHE RN ERIPsecHit , TR



%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:00 Thread: 095 TS:00000000240306197890
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3

R EBRNIPsecH EHMMBRER , BTEARS BEEEPIT NN KEFLEOP)IREN LS F
W ASHSATR , LUEEQuantumiiib IS (QFP) LK FKIPsecHE R :

<ffroot>

Router#

show pl atform hardware gfp active feature ipsec sa 3

QFP ipsec sa Information

QFP sa 1id:
pal sa id:

QFP spd 1id:
QFP sp id:

QFP spi:

N = N W

0x4c1d1e90( 1276976784)

crypto ctx: 0x000000002e03bfff
flags: 0xc000800
: src:IKE valid:Yes soft-life-expired:No hard-11ife-expired:No

repl ay- check: Yes

proto:0 mode:0 direction:0
: qos_preclassify:No qos_group:No
: frag_type:BEFORE_ENCRYPT df_bit_type:COPY
: sar_enable:No getvpn_mode:SNDRCV_SA
: doing_translation:No assigned_outside_rport:No
: inline_tagging_enabled:No
gos_group: 0x0
mtu: 0x0=0
sar_delta: 0
sar_window: 0x0
sibling_sa: 0x0
sp_ptr: 0x8c392000
sbs_ptr: 0x8bfbf810

| ocal endpoint: 10.1.0.100
renote endpoint: 10.2.0.200

cgid.cid.fid.rid:
ivrf:
fvrf:
trans udp sport:

O O OO



trans udp dport: O
first intf name: Tunnell
<SNIP>

BRAXSBHEEREEMMAZTHT B3 HIERE !

event manager applet Replay-Error

event syslog pattern "%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error"
action 1.0 regexp "([0-9]+)$" "$_syslog_msg" dph

action 2.0 cli command "enable"

action 3.0 cli command "show platform hardware qfp active feature ipsec sa $dph |
append bootflash:replay-error.txt"

FEARTGIH  WENH HEEE@EIbootfllash, EEF ML , B A S more bootflash:replay-
error.txt.

HXER

o XENEZ MMM IPSec VPN(V3PN)RIR B ESEMERIT
- MAEEIPseckR EBEN . FTEY EMFHEEA,
o BARZTHEFIAY - Cisco Systems



https://www.cisco.com/site/us/en/products/networking/index.html
https://www.cisco.com/site/us/en/products/networking/index.html
https://www.cisco.com/site/us/en/products/networking/index.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/en/us/td/docs/ios/sec_secure_connectivity/configuration/guide/convert/sec_ipsec_data_plane_15_1_book/sec_ipsec_antireplay.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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