HEERHSRPE I (8] &
B =%

HSRP A i&
HSRP it
HSRP A
S ITR UM P AR b #) HSRP % F 1P o #81E
ICMP B
HSRP gs— %%
HSRP 182
HEEK
HSRP k75
HSRP ittgg
HSRP S
HSRP 8 4F
HSRP 4k#5%

RBI5H 2 - HSRP RAETHIE ek (5Fzh, &, IiF ) 5 %HSRP-6-STATECHANGE

EHHH 3 - HSRP FTEIRBIX

Pin Z 2 B ARP F MAC b3

5347 7 : HSRP §B# 40 F HI MAC i



R D47 8 : %interface Hardware Cannot Support Multiple Groups

HEBRCatalyst3Z ¥ 4/l B HSRP K BE
ARBIEHSRP B
1. BUrME— O 1P sk

2. U HSRP) IP it A PiRSE T

4 {7t Fstandy use-bia@i &
5 WiFHANERE
B. I0iIF Catalyst Fast EtherChannel PFLE
1. W uF R RFL B
2.8 ¥ EtherChannelfLE
IRER MACHb 1 32 %

C. WiF Y38 RiE 3
1B EORE
2. HERR T O O 4812
3. Wi IP

1. O UF 4 BY =

4. A

512 %] & M Telnetif |7

6.4 B TN AL - Portfast, UplinkFast 1 BackboneFast
7. BPDUFS#

8. VTP{&BY

AR ST S 4R 3 L AR FU SRR 13 B £ 38 H L (HSRP) B A 75 3
FRF M
2R

AR B EAEENER,



E AV A L

AN B EZ Cisco IOSORAMAMEHF ERIRHl, w5 A AENTHNEFENREMR,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
(A ) RE. MRENMELTEIRS , FERRETHRAERSHBERRE,

7 f# HSRP
BRER

BXENATXES HSRP XHFE LA

- BRHSREHSRPRA IPtutEE

« HSRP RASHLEEW (&3, /. XiF)
- HSRPNEH®#FEFE

« 5 HSRP HXHRMHLEIRES

« 5 HSRP BB/ B M 4% 28 1852 4t

N spE  ANEBER T WAHR Catalyst RIRHIFFHH HSRP HfE. ANHIERZE
REBREBRAEMMEHIMRITNSE, T3 , AXHENE— BN TR R NAHEER
HSRPH#EMIE S, AXEAFRITER, REEENHERERKRIE,

K5 Intranet M Internet W SR BEEFSBENCLIEREZTEABREMNONENNARER
EEETAN. WREFEMRIA Cisco IOS® H4HH HSRP , MIAEH 2413 100% KM L IE
EZITHRRINER, Cisco FHIRSH HSRP BEEM AR IP MEIRHMETR , LUBRAF
FRERUIED, FAHMMNE DS RERIEAELBNERBESDRE,

WMRAZ IP it MAC (B =/E [L2] ) btk , MW RSN BEHBAIUT I RN ELERHARR. XY
TENTEWBRIANKIR , ZHUARSBEN, ASHENITERTST AR, AANEARAED
T—8k IP M MAC i, LE3AEFRAIMINFR. A HSRP , % HEFA R A R AT E L RIRE
HE. MREANEHSFJATIUHYARITANRRMEIETAE , NS - EEHERRATIRE 2 HR
MIE. ENEEFENMIANK , FUER—HH IP M MAC it & 1P BUIEE. HITHEN

RE RN L im TR BB/,



N EE  ETUNSABRIANEEBEES Microsoft BAERZW TN T/, ERSMRIANRE
TRITH. BERSBRRAEA —IMIANK, WREBRMZFEERDY (ICMP) BES —
PMEENRAMXFAZER , REARELSISHERZANEEERIAF XK,

ERRE

Z1T HSRP By — AR MBRIMEZET , B8 M LAN LR ENRE , FERBFENMRKINRXEHR.
LEAABREHBRPA N HSRP A& AH, MARiEHE RN HFATEREV RIS E L B/
fFe, WLERMBRMNESIIRMER. 5 —ABERNBENFAKEEE. NREBER/RELE

, NEFRRARAERABESNIRR, REFERENRHARTLUEITHSRP , ERBEEHEH
B B R RA B RE L3R H 2R IP it Y R B

NTEMEREBERD , MUEREEERZE , REEBHF[NE ARHREHRE HSRP
JHE. HSRP A K H g HBFRIFTE Listen s - MRFFNRAHAB[/AEWE , WZABRHFIEE
EEIERHER. WRBABRHBRERERERENEHER , 5 — AKARMBEN R ABBHR,

B EERN— M ELBEE (BRIAFX ), NTFEM , 2HZAHELIBHN MAC H 1P
i, SAEAEATE LAN LANGENER S MBRBTS55 M, EXMBERT , BhE
HEMAL T ARSI .

HSRP Ri&

HAR EX
& 5 B 25| B BV RE A BR B AR R R MR UMV Bk I R
# R MR TR OBER

ZHR4A 2N HSRP H X EEHLE LB HESH —H IR HEs
Hello B8] |5k B4R E B HEFAYELE HSRP hello H B 2 18] #Y B (8] (8] PR
REFRTE | hello 15 B RIBRE & %X B FA 25 & 4 MBS 2 (81 49 B+t [ (8] B

HSRP 4miit

HSRP B HEREE

B {THSRPH B 25 B HSRPEIE A3t 1TEIS . HSRPVI{ERAIPV4LA #Eith 1t 224.0.0.2, HSRPV2{#E
FIPvA4A #E b1t 224.0.0.102, B MRAIEFER AP BIERPIL(UDP)IHO1985 ( BRIESH WA |, &<
NP RIEFRBIBEERAHSRPY ) o IP Z3&i 224.0.02 REREATEHREARBASREENS
Bibut, SERASMERER IP #hut M HSRP E#L MAC #bit K% hello %iEE. ZFAKHEEM
HEE M IP it FME{E MAC etk (BIA) %% hello iiE8., FERARIURMEN , LME HSRP
H2S8E1E ¥t B AH1R 51,



EZHERT , HIEGRMARBEEN HSRP AWEARID AT | X LA FUITIZAR HSRP
MAC it , AR EATBE S W BIA, BLITATRER T Cisco 2500, 4000 & 4500 B HEY. XLEEKH
BEARIRFIEAN MAC it B A ARRTES, FTUL , MiXERARERNES B AEEEN |, SIS 6ER
HSRP MAC thiit, HiXLeREBRENZARASN , S ERAHE BIA,

BRT BN BUANFTE T LR HSRP & A IP i ibiB1E

AT ENTEERERIUNNKEEN HSRP &/ IP ik |, Rt EH 405 HSRP & A IP #ikx
XY MAC b it #4T815. 1tk MAC #biib 2 H 0000.0c07.ac** AL MAC ik, ** RETH
BEOMN+#EH HSRP A58, Hlal , HSRP4A 1 AHSRPRE £AMACH#: 10000.0c07.ac01, 4B
BELANR B LBy EHLAE A IE Y b ik B 4T 7 I (ARP)IE 12 SR B A X BRWMAC #E 31t

ICMP EE [

R FMH HSRP X ERE s MiA R MK R Ei FRAVRBR, X2 HSRP B ER, P

, BANBE B A9 &) HSRP BB HIEE X R, R T Cisco 10S BHARA 12.1(3)T B Cisco
|0S B HriRAAH , H HSRP ATE—#0Or , FEZEO LBHER ICMP EXM, &BELEE
, EYLATM HSRP EHL IP thut EE @ F LM EHEIFAED IP F MAC Hitt, FTREAETR.

JakKICisco IOSE#BIA T —F AFHSRPH TICMPEE B M B %, A FHET HSRP 38 H ik
ICMP EEMEE, T—8 IP st Tt h HSRP E#libit, FFH¥E ICMP EEREEFHIMX IP
Wt SFETIZME L HSRP JESIBE MRV RITHR, MEXNNTFMXK IP it FIEKHES =
HSRP HMEZIBEEET , MAZAEI IP that Bk IP thit, LEERA REEVEEBIRAEIR
EMENRERS , FT4E HSRP RIHEM R EM,

HSRP ZhEE— %

BT IFHSRPRIZEEM Cisco IOSHAFIRAS | 1§ 5 H T SRR 47 B8 B 2R T S ME M T BE P Y
Cisco IOS®RAFHSRPIIREREP 7 -

HSRP Zhgg

AXHERHEXRXL HSRP WEERIER. -

- hESH
- EORE
- £/ BIA


https://www.cisco.com/c/zh_cn/support/docs/ip/hot-standby-router-protocol-hsrp/9234-hsrpguidetoc.html
https://www.cisco.com/c/zh_cn/support/docs/ip/hot-standby-router-protocol-hsrp/9234-hsrpguidetoc.html#toc-hId--307711931
https://www.cisco.com/c/zh_cn/support/docs/ip/hot-standby-router-protocol-hsrp/9234-hsrpguidetoc.html#toc-hId--307711931
https://www.cisco.com/c/zh_cn/support/docs/ip/hot-standby-router-protocol-hsrp/9234-hsrpguidetoc.html#toc-hId--307711931
https://www.cisco.com/c/zh_cn/support/docs/ip/hot-standby-router-protocol-hsrp/9234-hsrpguidetoc.html#toc-hId--307711931

« Z/ HSRP 4

- AJELERY MAC bk

. Syslog X#&

« HSRP i

- K HSRP i

- 50K

« IPTTR

- FREMNZEEBIL (SNMP) MIB

o SN BPUFFEZERR (MPLS) B HSRP

N oxE STUERANEEG ER T

6N

, AR AP RIX LIS,

3R E R UDP HSRP MRy ##iE 8t 0 A& =X

version | BEHE | KRS Hello B &l
RiFntE xR |4 &g
BRI HE

S

Rl IP Hhak

T&RiHBET HSRP HIESHNE

—NFE

BEaEFR

#ﬁizﬁ

BED (1M
48 )

BREBEARESTENEERE, TEENESFE : 0-hello, 1-coup M 2 -
resign. &3 hello 5‘#,%'\EI§EHE%EE%§J:?T HSRP , X BB N ET B HEER.
HHBFERNEDRAHEEN , K& coup HE ., YRAR[NTBSFLEERNEDR
AT , K& resign JHE.

R (1 AN\
4 )

BB RS FERIEIRAEEH S AV HERAY Y
10-#18, 1-%3], 2- %R, 4-31F

FRAPHENRBARER—
K. BTREXREMRENFAER
. 8- FAUR 16-7EF,

Hellotime ( 1 4
Ju4A )

HFBAE hello HEHRFTEE L, EEBRWMARAKZEN hello JHEZHK A
o BRI AR,

Holdtime ( 1 4
JARWAZ:

HFBRE hello BEFFTEEY. CREERBEEIRSERZE
45 hello 4 SRR

, BRFAER

MLEEK (1M

hFBRATEREMEHRER. JEBRFAEBHFNALTR  ERSHE




{4 ) MER R EDEmE. B P R RENEHE.
AN

%(1'A“ﬁ = B RN A

5 RWENIE (8

MNNZA )

BEHLIP #bit (4
NN )

EFRES—1HAXKN 8 ZHAT,

WRKAER S BEREEL IP thit |, WA LAMNK BESI B HESH hello B E3RA
Zittt, RATEREE HSRP &M IP #tuit |, 38 hello B2 BHRIE (4
REETRIE) NBERT , TEEIRAHbit,

HSRP X7

EX

XREBHRS. WASKHE HSRP XEE1T, BEREERIEOETRZFAMN , HEAURK
Do

/N

A e

. [EERIEWERM IP i, WXBERIENEARKLNEE F AR helo HE. it
TMRAT  RABRPASEREENBARER,

BREERAEREL IP it |, BiZKHBRET 2B RASE , CT 2R ARKBESE. SOTRE L
R EHESHY hello SHE,

L PEEREHARE hello HE , ARMSESENARN/HNZRABEERNTIL, FRFEBHB[EE
CT L IP et , BNZEEAEBS B A speak 4 -

. |REBEHBESENT —NEIBEBNRIEE , FEHRIE hello HE. BRIBEERN , 4
TR EZSE - NEAHSEAT standby state-

R AR BRETARE S MAC it BRI/ HER. ZEEHEBRERRIX hello JHE. BRIGAT
- BIRUN , AP ZEZHE —PEEHIFL T active state-

HSRP it&Y2%

BABHREA=ZMHSRPITETER, 1TEIZRZFIHeloE MM FAT R, WEFHIHSRPYEUR
THSRP helloit B2 MR IFITAIBRAEES RN RMINBERT , W NMTEIER2HIREN 3 M 10 B
, XEBKES 3 WHE HSRP & A RE ZBERIE—IR hello BIFER , FHMER 10 BEARKE
hello BiEE , MR RBFRANESRE . BUUREX LT RIRELIMRBEDRSIES | B
=, BGCPUEMREMNZ ARSHATLENNSZ , FAERhellolt B ERENET —(1)®
FREFITRBRRENE TR,

)
AR FRAFAENRHRAZFNHSRPITNRE. —LRFINFENREXIFEDE

HSRPiteY&ER. ERBZA , WIEZIF Tt 2B B HITHCPURE, MEFRAFMHSRPHM
B,

AR MREAHSRPHY RRER B BRENXN REIIRE , WHSRPL BTN AE B/ TR



B RARE, RIAERWHSRPEER., RSN LSBEMR -, TLREABE
Wo HitATEREIEIRT , BERAEBRHIRNFH HSRP RS, ATLAEA LGS ERITATER

: standby <group-number> timers <hello-interval> <hold-time>, #5140 , standby 1 timers
515,

IEREHAXRXLEITHRNEAES

1 A 28 ha

EHIT ISR A TSRS R EER, REERMABFNE hello BIFE , IitHNBER2E,
iR ISR SR /RIEIREE HSRP hello HEMHXFRP RN BEME.

AT |ITNSRATSRERARER, REZAKASIKE hello BEE |, itHNBER2E.
g | HITHNSFRISSEREEREESH helo HFESHHRENBEME,

Hello it |tbitat8R A Xt hello BB itAt. ZHellolt Bt EFd #int , & FSpeak, Standby#H
BTEE  |ActivelRZSHIHSRPEE FHES & 4 R helloBiE .

HSRP 4

LRI HSRP BRRSH RIS

E ki

5

ECRAMEN LEE T HSRP,

HSRP E&E# N AN ZFOHER,

AR, TATNFRENEE AR LERIRE—5 Hello JE B RBERIEEL
#FRITHERZIN. FAUTNRRENES A RBALE LRE&E—5 Hello JH S BB REFEE

Hello itBY2R 28, AT &IX Hello JHE KA M ITEIRREIH,

M speak & aud Bieriss kL ms hello i L

MEZ B B R EIR S TR hello JHE

MIEZ) B H 85 BN BUR AL TR hello JHR

MSEZ) B 2R U E] resign JE B

MRS L SE R & 2R E] coup SHE

JEEN N
= O

M#& R B HERREIRS M ERD hello JHE

M A3 H 2R B BB AL S RV hello SHE

N
N

HSRP #

e 2RI E A RS — 80 20 P SRENAYIR4F

R

Start active timer — MR AT M EFEEHFZWEIZR T B BRI hellosH B M= A HLig4E |, NIE
TR E RhelloH EHFHRIFNEFR, BN , SEFITNSRIRENHLEHESEFERN Y

> | e




Bl RIFRIAE. REEFITRRE.

Start standby timer — MR H TN Z R HBSZWREIZLY 5 HRIENhellolE Emr= £ LiRE
, W& AR E AhellodE EFNRIENEF R, BN , FAITNEEE R LEEHEEME
A EaTRFNEE. AEEAITHEEE.

C |&LILJESNITETER - BB iTATERLA L,

D |AILZAITRTES - FAITATERA L,
FISH - YNEDBHBREZE HHRIEREEN , XEULERE, MREEFIREA

E |WERELIP bt , ATSAMILE B hERAEIL 1P ik, BRESETUMIZEERA hello B & MR
N SRER

F |&3 hello HE - BBEASBERE YIRS, hello BB FRIFAE &% — hello SEE.

5 K% coup SHE - BRABBARIX—%K coup HE , LBAEYRASE M EaNLERNKHES
A

H &3 resign JHE - BB AE resign HE |, LA FHMBE B R N ES KA.

KIATH ARP HE - AR B —NEEAER IP F MAC it iy ARP IR EIES. KiExix
BiEaR |, ERAEL MAC b fE R 48R E R LB AR ARP BiE S+ HIR MAC #thiit,

HSRP IRAR

HEUE D HERE R HSRP RASHAKRS KR, BRASHRENTE , FEEAXEKNRE , HE
BRHBRIMEIT — 1 HSRP RS, EERF , REETREN , FRETEXERNRAE, HSRP E4
WOHWRENL T HS , HSRP REFOHFNRENL T F&, EERNESE. T —REEHEER
mE , KEREFHANETLHE,

BITEIR
Router A
10.1.2.10
PC2

Router B

%% Macihit |IP Address| FMERE |BRIARX

PC

110000.0c00.0001({10.1.1.10 |255.255.255.0{10.1.1.1

PC2|0000.0c00.1110{10.1.2.10 |255.255.255.0{10.1.2.1

BREER A NELE (JEBIIEHER )




interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200

interface GigabitEthernet 0/1

ip address 10.1.2.2 255.255.255.0
mac-address 4000.0000.0011
standby 1 ip 10.1.2.1

standby 1 priority 200

BRE2R B WEE ( FAMEHES )

interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.255.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1
ip address 10.1.2.3 255.255.255.0
mac-address 4000.0000.0021
standby 1 ip 10.1.2.1

N B ERANHETRABNTRESS MAC tit. BRIESRIY  EIEBHS MAC
My,

IREVIR $R 25 BR 3 LALHEBRHSRPHBERY |, B4 T BBIBSREEHE S, BB A FEARLER
200 , HERNED LB R ESIEHEE. BRI RGP , NBBHSBLAZIEEV THEENEK
EaE MAC it 7 IS FESM T MAC ik (BIA), EIEHN A . %7 HSRP IP it HEiES
B B 45 MAC #biit 7y HSRP EE#l MAC #biit, E3FE , ERAEASIMEN2BE , FNBIERHK MAC
et HFAEE

TERETHESNMIERZEN MAC M IP S8 , EETFMRER X BB IRIESELRT,

BEER TR MAC BH MAC R IP BEW IP
IR EES A 0 Ethernet 0 9
M PC1 Z| PC2 WEIER |PC1 (0000.0c00.0001) |[HSRP E#L MAC bt 10.1.1.10/10.1.2.10

(0000.0c07.ac01)

B REHEE A M PC2 IR

. ; R H 28 A Ethernet 0
gﬂﬁ*ﬂ‘ﬁ PC1 I EIE BIA (4000.0000.0010) PC1 (0000.0c00.0001) 10.1.2.10/10.1.1.10
X8 PC1 X% HSRP & MRS A 0 Ethernet 0 &Y
A IP st RS PC1 (0000.0c00.0001) |[HSRP FE#. MAC i1t 10.1.1.10{10.1.1.1

(ICMP , Telnet) (0000.0c07.ac01)




RAETEDN R HER A SEBR ¥ H 28 A Ethernet 0 BIA

31k B4 - . o »
#Zlfegmﬁﬁﬁ (P, 1PC1 (0000.0090.000D (4000.0000.0010) 10.1.1.10{10.1.1.2

K% MM (ICMP, 3228 B Ethernet 0 BIA

YSERR IP th ik S : . A1, A1,
;;;ge@t) HYSERR IP #3ERY |PC1 (0000.0c00.0001) (4000.0000.0020) 10.1.1.10{10.1.1.3

HSRP #REHEBRZR B2 47

ZHl9H1: HSRP £ IP it #IRENEE IP it

ARRHIAUTHRIRER

Oct 12 13:15:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.ac19

Oct 13 16:25:41: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.ac19

Oct 15 22:31:02: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.ac19

Oct 15 22:41:01: %STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.ac19

XEHIRBERT—EE R HSRP A&, MRk , HiREE AR R —MNMERK Y (STP) TREE K H
BR/IRMHEE R, XEHRBEERARS — N EBRVER,

X

B, REERHEETHE HSRP EERAE, NRHESMN HSRP HiES. XLEHRHE MR
£ 30 WAt EEIfR. A , MEZTRENBRESEXRTERANEGTREN , XSH™=£
HSRP #b3EHY STANDBY-3-DUPADDR 4 & -

¥ i

XLEHE R RRIEEAHIFWEISREVLAN 25 EHIHSRP IP# it I EIER , EMACHEHE R
0000.0c07.ac19, HHFHSRP MAC#H:1it }30000.0c07.ac19 , At HXEHAB[ELRE BCHERES
, BEARHSRPA PR /NEEHESEH NENIRT. RARBEEFRIEESHHRES , FTRBER
AR ENEM T REAHES L, AZHEEATRESBLLT . TeESBZEREENMNE R B ITIE

- BEH STP R
« EtherChannel Eti& 8] &

- EEM

HERRIX Lo AR RO BB EY | 1§51 AR Catalyst3T R ALY HSRP K FE HEBR B8 5 1 B S FE HERR 25 3R



o MEMEHRERGERTAIS , P BREEER. B, LENIET Y BEPRAR
BHERHSEEMRTR,

AT AE A 1R B R ARG LIESE SN B BRI B H B 2 Z4E hello BIEZ, BR | XRARXEHIRE
B —f@RGE , FARGFRESBREAIBER, #RGERN HSRP EONAY B AMKEE S
®o WRIFIRAZENDE IP it RIE BT HR S Eib it 224.0.0.2 NATERE.

access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2
access-1list 101 permit ip any any

interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 1in

RPIDHT 2 : HSRP RS THIER (&30, FM. X&) & %HSRP-6-
STATECHANGE

Jan 9 08:00:42.623: %STANDBY-6-STATECHANGE: Standby: 49:
V1an149 state Standby -> Active

Jan 9 08:00:56.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:03.011: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jan 9 08:01:29.427: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Standby -> Active

Jan 9 08:01:36.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Active -> Speak

Jan 9 08:01:43.808: %STANDBY-6-STATECHANGE: Standby: 49:
V1anl49 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Standby -> Active
Jul 29 16:27:04.133: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Spesk
Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Speak -> Standby

XL IRE MR T F AHSRPE SR B RIFITASH[IH 2R BEMNENFRZEIWHSRP
helloEZRIEIR . W EREABASM standby #x74 active »3 - RIEE , BHARDE
standby ¢ - BRIFILEHIREEENB R RN HI , BNRATER R HSRP HES B ERER. It
HIRHEERENFHZBERE HSRP hello EKX, HEHRILBER | BLMBIE HSRP X F
ZENERE. NEERABEEENEN,. BEEEX , RSBFEXEHEENKRERRBE. HSRP



REERELERENE CPU AR, MRHREERHATS CPU AR , NEMEXPHRER
R HBRESHS CPU EARMNRS

BV RR RS BN EHEZEERX HSRP BiEE. &ELNFEERYERFE, 4B EZE K
MEEMERE , B Vian EENSERE. SROAMRH —# , EREHRERBERT
HSRPIRAE RAVEIR | 455 R EIRHSRPFE,

MRNEEZEER HSRP HIESERHA T LRBHEN VLAN BRI ZHRE | SR LRS-
SPD , FR¥EFEAFI K/ BATT B 51 A BA B ZFFHY R

ERMEREMHFEIEF(SPD)A/D , BFHIIE EE X H £ Catalyst 6500 LHATU T8 :

<tfroot>

(config)#

ip spd queue nmax-threshol d 600

!--- Hidden Command

(config)#

ip spd queue mn-threshold 500

!--- Hidden Command

ERMRIFATIARD |, EHEE VLAN BEOBEXHRITATSHS

<#froot>

(config-if)#

hol d- queue 500 in

EEINSPDRRIHBATI KNG |, IR 1T clear counters <interface># % , M AT LUEBRIE O 1T k5

o

265 ¥ 3 : HSRP AR BIX Fk



e #B0 FP A BE B 2R B R — M HSRP #17 T BEB T ARSI H HSRP X EARIEE MR, &
REWBR , BREIFAATEMAELRER R HSRP hello, HEHFRILHIER |, 1ES M4+
RV IR R E A 0 MR IE HSRP BRMREEN T, MEAVEREZRERY  BREZEBFE
FIEER VTP B,

V1an8 - Group 8

Local state is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router 1is Tocal

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, last state change 00:05:03

ROIDH 4 - HSRP REE X B RMHLE Syslog PIRE“SYS-4-P2_WARN: 1/Host
<mac_address> Is Flapping Between Port <port_1> and Port <port_2>"

AREHIUTHIRER

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:9d:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Tel/0/7 and port Te2/0/2

fECatalystX il A |, MR BAIREEHR O 2 BB EHMACHEH |, FBEMRENMACHUETE
15WNBIFHX , WAL REERSTPHREE ., RBHIAAE 15 VAEFRBLEVNNKES , %
ZiAFF STP RN EMEERIK. MREFNKOZBBHHIRENMACHE I RHSRPE #1
MACHE3E | R 1R o] AE tH £ 1 A HSRPE& FH 85 &R 3t ASEBh » 7o

2 RAIRE ) MAC b3 T2 HSRP L MAC #it | B TaeRBRIEQEM SR RER, B
SRS, XERMEGER TEER HSRP 8. S MAC it B3 &% N RE 24 KK A8
SYEE EE,

HICHEBRIL R IRE B ERT |, ISR T HRR

1. BEEN MAC bt IEBIR (%O ) .
2. WiIFF R eERENIMACHE I iR O,



3. iI2FE/ VLAN BJ STP #ipEfH B E STP HE,
4. BWifiwm OEERE,

1. BRNIROFEERETRESHEN MAC it ~E£HREER . XRATIROGEN
AEIGEARFURG

RO 5 FEXNIEEEM HSRP ( EHIZ1T HSRP MERHBJ[AIME P R ERETE
2t )

ERAEXHEEEN , FANBZRBESEENNEEBRENNEFECBEATENRE, LEEIR
RETHSRPLER (FHSRPIRENENHZA ) HFHSRPEHBFZAEENBIIHENER, TR
HMEFHEIMBESRTESHANNEBIIEZ . A, TRLRASERR (MLS) B, 4
RPN F R BRFEIRBEHFAERAN , RRERMNEFEZH. ATREER MAC it E
, R R BEE. RANERRBES , FRAT AT hnERE, BRZTHEER T
FHwAXFIENTABES, EROATHAXNHREBBETH , FARTMRELBZHANER,

A FRER VIR B 4%

- IZEEHEITZA
« BRI MLS 5B
- RIRBERLERENRO ENBTESHE TR ZEN

- ETE_ENRIECEESIE ( MRSHABETFEHR, Web EFRFZINMMEKRE ) BATH
LRHEIR

T 5|‘=8FE Cisco LocalDirector l Cisco Cache Engines

« EENENANTEERITELERMEFZEREABMEFHES

N EE BARBELOERIAARP EEE{RERM/NY., SRAKATSHEESE (CAM) £ B
BR\B{LET A2 E 94, TH TEWM ARP E{0E AT b H RES, BAHF ARP &
1L B (B 1% B N /)N At

RERGEALFEE, WHIMNEHREIBEES SR P ERSRERRIINEER (MSFC) /Y
Catalyst 6500 &5, BRULRHIER MSFC |, EREAAEREAIBEIRM AR MSFC, &AL
{5 I B9 7R 51 B% FR 2R 2 4R B A IR IR (RSM), FIKR#REEHIRE (GSR) M Cisco 7500, E#RFEA
EEIMY EWNRO, RYLEI N VLAN 1 A VLAN 2 ZHRER 9B MiE#E,



MSFC-2

Catalyst 6500

1M
Catalyst 6500 Trunk

LAH 1 VLAH 2

2n
v

Host A Host B
10.1.1.10 10.1.2.10
0000 0600 0001 0000 000 D002

iX L4 3 B 5 \MSFCHshow standby @ <% H o

MSFC1

interface Vlan 1

mac-address 0003.6bf1l.2a01

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bf1l.2a01

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state 1is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured
Active router is local

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.ac0Ol
2 state changes, last state change 00:20:40
Vlan2 - Group 2

Local state 1is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is Tlocal

4 state changes, last state change 00:00:51
MSFCl#exit

Console> (enable)



MSFC2

interface Vlan 1

mac-address 0003.6bf1.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bf1.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state 1is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured
Active router is 10.1.1.2 expires in 00:00:09, priority 110
Standby router is local

7 state changes, Tlast state change 00:01:17
Vlan2 - Group 2

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured
Active router is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, last state change 00:40:08
MSFC2#exit

S

MSFC2 £ VLAN 2 &F HSRP active %
INFX2EBNEA P tbit,

S¥F : £ MSFC1 £ VLAN 1 &F HSRP active #% > 5 ¥ VLAN 2 %= HSRP standby #x - {E
»# 2 VLAN 1 == HSRP standby * 3% -

B =AM

1. &%), FTEEEEHNZ. VA E£H MSFC1 ENEERIAMX, 4B £AH MSFC2,

Ping B3 2 BI#Y ARP #1 MAC #bit &R

EHA
ARP &

Tl 1 MAC kR
MAC VLAN #%0

MSFC1
ARP &

MSFC2
ARP &

Tt 2 MAC bt
MAC VLAN % [0

4B
ARP &

0003.6bf1.2a01 1 15/1

0003.6bf1.2a02 1 15/1

0003.6bf1.2a01 2 15/1

0003.6bf1.2a02 2 15/1

0000.0c07.ac01 1 15/1

0000.0c07.ac01 1 1/1

0000.0c07.ac02 2 1/1

0000.0c07.ac02 2 15/1




0003.6bf1.2a01 1 1/1
0003.6bf1.2a01 2 1/1

0003.6bf1.2a02 1 1/1
0003.6bf1.2a02 2 1/1

N oxE o vmEER , L E D HOR B R P A5 28 HSRP BYRA 1 MAC it
#E A MAC ek,

2. ¥l Aping EW. B , XEHREEN A KiXZ— ICMP echo B2, HTFHAE VAT LB
VLAN £, EVN AFEREAEN B WBBESELBEBRIANMNx, ERELERE , TV A X
MEIE—N ARP , F e T EERIAMH MAC #thiik 10.1.1.1,

EH A EEIARM X KIE ARP Z 5/ ARP Rl MAC 31k 3%

Rl 2 4B
. XAl 1 MAC ik MSFC2 | MAC it 5%
E4LAARP & # MAC VLAN #%00 MSFC1 ARP ARP %% | MAC VLAN A;ZP
% O
10.1.1.1 0000.0c00.0001 1 [10.1.1.10
:0000.0c07.ac01 |2/1 :0000.0c00.0001

.MSFC1 #l#EE , EERES , ARHBEISHR LI EN B, N TEERES , MSFC1
[EAH B &KiE ARP EXR , BRiZENM TEEEZNZEND, MSFC2 MFEBUILRPHAE
BiEE. = MSFC1 M\EH B E ARP MZER , MAXRIIRAEEN B RENIRKA.

FHMAREEESRERIAMK | URMSFC1EEHBARIZARPZ/G , ERARPHIMACH: it K.
Tl 1 MAC Tl 2 MAC

MSFC2

FH AARP & | Hbiit®R MAC |MSFC1ARP & ARP % #ut&{ MAC | £41 B ARP %
VLAN %0 VLAN %0

10.1.1.1 0000.0c00.0001(10.1.1.10 0000.0c00.0002|10.1.2.2

:0000.0c07.ac01|1 2/1 :0000.0c00.0001 22/1 :0003.6bf1.2a01

0000.0c00.0002
211

10.1.2.10
:0000.0c00.0002

. EHIBEIMSFCIMNENAZWENKES, THNBRELMEENAREENNE, AT EH
A TARMVLANL , Rt EHBESEMINMKIMSFC2ERNE, N TEIRRHES

, ENBAI N HEIAMXIPHb1E10.1.2.1 KIEARP,

EEH B mEHBRIAMXAIE ARP 258 ARP 1 MAC bt

#AL 1 MAC

AL 2 MAC

FH AARP & | iHbit®R MAC |MSFC1ARP & [MSFC2 ARP k| #thiitsk MAC | 4l B ARP %
VLAN i 0 VLAN i H

10.1.1.1 0000.0c00.0001|10.1.1.10 10.1.2.10 0000.0c00.0002|10.1.2.2

:0000.0c07.ac01|1 2/1 :0000.0c00.0001(0000.0c00.0002|2 2/1 (0003.6bf1.2a0

0000.0c00.0002
211

10.1.2.10
:0000.0c00.0001

10.1.21
(0000.0c07.ac(




5. EHBIFE NG E NN EBIFE I HE KX EIMSFC2, MSFC2M EHAKIEARPER , BN CEEE
EFIVLAN 1, XrH26E A ENBHMACHIHEFTF HMACH IR,

FEEH A KE echo BIFE2fEHY ARP M MAC #Eiit &

FHl AARP &

il 1 MAC
it R MAC
VLAN %0

MSFC1 ARP &

MSFC2 AR

P&

Ui 0

il 2 MAC tb
k%% MAC VLAN

10.1.1.1

:0000.0c07.ac01

12/1

0000.0c00.0001

10.1.1.10

:0000.0c00.0001

10.1.2.10

0000.0c00.0002

221

0000.0c00.0002

10.1.1.3

:0003.6bf1.2a0

211

0000.0c00.0002

10.1.2.10

:0000.0c00.0001

10.1.1.10

0000.0c00.0001

11/1

0000.0c00.00001

10.1.2.1

6. AFREFIEEN A, BNRETEMN,

SEXN B R AR

ZEAEH AZELENEN B 1T ping BERER. FicE , TV A FENHESRIEE

MSFC1 , =4l B RENNERIEER MSFC2 , FEA TIEXNMEEHIRDS. R T HEEHBRIR
MACHYItf —BS [l R EHIBEIE KR EMSFC1MARPER, X2 RN EHBERAMSFC2/ERN HEBINM X
, FRBEMSFCIREHES , Rt N 2B RPN REHREEZ, B TARPERERIA N E/ME |, itk
RN ERANBER TESHEREKENBHMACH I, RV2ERESHEEENNAZNL. &

, KAl 1 BIUFEBEN B BFR MAC WATERESIFEARMBBHITLOE, BRIVFMEN A
REEHN B HNBFESMAMBERAKREEH, B, BARKRI 1 F%E MAC it BEH B, ®
mMtF&AE MLS &EB,

FEHREN AEL Ping V. B5 28 2fE , 78 ARP Hl MAC st &

FHl AARP &

AL 1 MAC
#h ik 2k MAC
VLAN %0

MSFC1 ARP %

MSFC2 ARP %

AL 2 MAC
b3k & MAC
VLAN i 0

F#l B ARP &

10.1.1.1
:0000.0c07.ac01

0000.0c00.0001
12/1

10.1.1.10
:0000.0c00.0001

10.1.2.10
0000.0c00.0002

0000.0c00.0002
22/1

10.1.2.2
:0003.6bf1.2a01

10.1.1.3
:0003.6bf1.2a0

10.1.2.10

:0000.0c00.0001

10.1.1.10

0000.0c00.0001

10.1.2.1
:0000.0c07.ac02

KRB EVBHYE NN ERFEISER R EEHNANMACHEIE R B G HERIREHERNRIE, EH
B EI R R & # R BIMSFC2,MSFC2R I3 RER B EIEE , HEVLAN 1 ERFELEH K. R
MACHE it R IR AR E EHA , Rt AFCRBESMVLAN 1R IR D23 H X,

SEXI PR B RE T 2 HnER, BER

i i 5B O AT AR IR I ) R

SEX RS B AT RE

SHEERIEZANMEXRMLS T, B=

¥ B A

10.1.2.2(0003

(0000.0c07.ac



o FENRBEYLH £ MAC EILATEFERN 14,400 # ( /et ) HERAE,
- [FEEHER LM ARP BRI EHNESH (3008 ),
« 5 MAC Z{vetiE M ARP et h E — B etE,

B HERS MAC ZLRBERN 14,400 ¥, UTREENESEN

« Cisco |0S & :

mac address-table aging-time <seconds> vlan <vlan_id>

=694 6 : HSRP EH#l IP it # 3R &S RN AR Y IP it

“%STANDBY-3-DIFFVIP1" 4R iR BB RN HAFRE TR —HEEFEEMIPH 1 WHSRPHIES
o REN—HHYHSRPELE. VLANRM KM E2ZE IR,

MRBFERFEL |, FERRY A FFEREE T FE interVLAN g |, i§ 5T RIXLED TR R
BEERIR
1. BEHFESELET R ZFERANRE,
MRLBEREFERBSR , BERATIR
1. BEERMSE — & IR AL U BR F 3R AV BR R E VR
2. BEBRMEREABR EI 58 — A XML AV &R LRV R,
2. EEIREFLNEAXIY , AERERE LR RT QZBEEANRKORE,

XRBIDH 7 : HSRP ¥ Z 2w O L HI MAC EFH

HEERED S A HSRP AR O LREEROZEH , HEH MAC &M , RAETEE
EZNMEOLEBE—/1%2 MAC #thiit, EUTIERZ—H , RO ELRREREEM !

o BB URAPHEZ S MAC it BE KX EIHRAK , ME MAC it REZtat R P T/EM
HEGEEAQ,
s E—NLEEO0LRASEEN I HTER -1 VLAN 88— 12 £E0 L,

RANBERT , WO R BN S BB ER RERMAZER A EIREA |, MTPELETERE B R B &
& HSRP RAH B



BRIRTT %

- EHHEE LA W standby use-bia 8 H . XEHIEABBEAE LU A T HSRP , MARELL
MAC b3k,

- ZHEEICEEA HSRP WEASHIREIIFEO LNKEOZE,
KB4 8 : %linterface Hardware Cannot Support Multiple Groups
MEFEEOLLETZANHSRP A | HKRBIMEIRER :

<#froot>

% nterface hardware cannot support multiple groups

KEHEZEHEERANEEERASH Y LN EHRE, BEMREREZEHT TR RLBES,
BBEEFMN HSRP AFEAZEO LMW S — MAC it , REEAAR MAC & A B AXEHZ N AR
MAC b3t , LS Z 4 HSRP 4,

fRRF L= E A standby use-bia FEAOBREW T , Zn S EAEONE LU (BIA) ERHER
MAC it , MR 2%k D BRI MAC Hbiit,

BERRCatalystR Al HHIHSRPH &
AR BHSRPE HEFHEE

1. WUEME —BREHAREE O IP bt

EEORKIIEA HSRP BBHARAS N FMREM TH—/Y IP i, HEH , RIS MEONLRHIL
2E uwpo NTHRERIESMEOMNHENRE , EAXH show ip interface brief 5%, 510 :

<#froot>

Router_1#
show ip interface brief

Interface IP-Address OK? Method Status Protocol



Vlanl 192.168.1.1 YES manual up up

V1anl0 192.168.10.1 YES manual up up
Vlanll 192.168.11.1 YES manual up up
Router_2#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.2 YES manual up up
V1anl0 192.168.10.2 YES manual up up
Vlanll 192.168.11.2 YES manual up up

2. BIEZ A (HSRP) IP bt & AL S

BMIFREEN R A (HSRP) IP it MZ AL S EENS5 HSRP WK HERMEEE., MRFALAS
HSRP % At RICHEL , M AgE5| & HSRP [@&, show standby iR iFAE REMEONEZH4A
MZLH Pl E, il

<tfroot>

Router_1#

show st andby

V1anl0 - Group 110
State is Active
2 state changes, last state change 00:01:34
Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Active router 1is Tlocal
Standby router is 192.168.10.2, priority 109 (expires in 10.784 sec)
Priority 110 (configured 110)
Group name is "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Active
2 state changes, last state change 00:00:27
Virtual IP address is 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Active router 1is Tlocal
Standby router is 192.168.11.2, priority 109 (expires in 8.944 sec)
Priority 110 (configured 110)
Group name is "hsrp-V111-111" (default)



FLAGS: 0/1

Router_2#

show st andby

V1anl0 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Active router is 192.168.10.1, priority 110 (expires in 11.584 sec)
Standby router is Tocal
Priority 109 (configured 109)
Group name is "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual IP address is 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption disabled
Active router is 192.168.11.1, priority 110 (expires in 9.120 sec)
Standby router is Tocal
Priority 109 (configured 109)
Group name is "hsrp-V111-111" (default)
FLAGS: 0/1

3. RiFEMEOMNE A (HSRP) IP thit REETHE

KIFZ A (HSRP) IP it RE S8/ MED LEER IP it FE. show standby in T REFUER
HRESE, filan

<#root>

Router_1#

show st andby

V1anl0 - Group 110
State is Active
2 state changes, Tlast state change 00:01:34
Virtual IP address is 192.168.10.100
Active virtual MAC address 1is 0000.0c07.ac6e (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)



Hello time 3 sec, hold time 10 sec
Next hello sent in 0.144 secs
Preemption enabled
Active router 1is Tlocal
Standby router is 192.168.10.2, priority 109 (expires in 10.784 sec)
Priority 110 (configured 110)
Group name 1is "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Active
2 state changes, last state change 00:00:27
Virtual IP address is 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 2.096 secs
Preemption enabled
Active router 1is Tlocal
Standby router is 192.168.11.2, priority 109 (expires in 8.944 sec)
Priority 110 (configured 110)
Group name 1is "hsrp-V111-111" (default)
FLAGS: 0/1

Router_2#

show st andby

V1anl0 - Group 110
State is Standby
1 state change, last state change 00:03:15
Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.088 secs
Preemption disabled
Active router is 192.168.10.1, priority 110 (expires in 11.584 sec)
Standby router is Tocal
Priority 109 (configured 109)
Group name is "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Standby
1 state change, last state change 00:02:53
Virtual IP address is 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption disabled
Active router is 192.168.11.1, priority 110 (expires in 9.120 sec)
Standby router is Tocal
Priority 109 (configured 109)
Group name is "hsrp-V111-111" (default)
FLAGS: 0/1

4 TR} 5 F standy use-bia®i



BRIESHEMEN LA E T HSRP , &I standby use-bia i HNZA A FHEKBER. WHSBEANE
MR EAHE BIA MARER HSRP MAC tthiit T HSRP A, ETHEIAMNEF |, tRIREEHFTE
(SRB) & FEAIRE , BA standby use-bia i H R A FHAESN K H[E I LTH ARP B ENH
BHAEEFER (RIF) &7, BEXTRMENEVRIELEIERibLETH ARP, standby use-bia @
THE —NMEESTUSRARE ARP, RAKBSHITEBRAKEENBHBESERNRE ARP HE
B

5. WUFiH ) 5 KRB E

WUFEFTE HSRP W& LB EMNFRFIRET R TREHZEN LERENEM HSRP itk 455!
#h, WUEN TRIREBAIXEE FWN EFAERHSIMERNSEMI (224.0.0.2), FEE , RIEEHRR
HSRP im0 1985 By UDP RE R BRI IE. HSRP {1tk 3k Fiw O £ X4 54K 2 (8] £ 3% hello #1
B8, ERAPRIESE LW show access-lists T , LiZ T M LB ENIH R FIR, B0 :

<#froot>

Router_1#

show access-lists

Standard IP access 1list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access 1list 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)

B. I&iF Catalyst Fast EtherChannel 1/ 4 f &

1. WA P A E

MBRHSRPN EFMBEE —FHZHRTRUNKER #HTEE , BRIISNTRUNKRE EFIBITHEAE
HSRP VLAN, &8 &E AR _E=E1Tshow interfaces <interface> trunk@i £ H B LU TIE R :

- ¥OERNIEEE 802.1QH 4K1Z1T,

« FIEVLANTE R ImREE — o

« HSRP VLANTEH 4 E 7o ¥F BAL FIENIRAS.

« VTPEREMVLANE B H R M BRHSRP VLAN,
« STPFHSRP VLANHY R4 E T # 2 IR

o MY EARMLEVLAN, BESIHOKBER -,



FERARBNPRRERERRH. NTRRINBZGENWESHE , FERRINEEPHERX, &
RSP EDWDTP)WEA L, RYNEZITEES T ERAASPYUDE, switchport
nonegotiate i S EADTPINE ; EF 2R FE O E & I TRUNK,

<ffroot>

L2Switch_1#
show i nterfaces gi gabitEthernet1/0/13 trunk

Port Mode Encapsulation Status Native vlan Gil/0/13 on 802.1q trunking 1 Port Vlans allowed on trunk G
Router_1#

show i nterfaces gigabitEthernetl/0/1 trunk

Port Mode Encapsulation Status Native vlan Gil/0/1 on 802.1q trunking 1 Port Vlans allowed on trunk Gi

2. ¥ ¥ EtherChannelfii &

MR Aport-channelEEHSRPEE AR , FR UL AR XM LK EtherChannelBii E. EARE
XA EEtherChannelf B im, X Fim QLR (PAgGP) , £ desirablezauto ; XJ F 8L R
HIPHILLACP) , Mactivespassive ; 3 F#EtherChannel , ik,

B2 , TEARRAFF | FOFTEport-channel BB &

<#froot>

Router_1#

show et her channel sunmmary

Flags: D - down P - bundled 1in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U

- in use f - failed to allocate aggregator

M - not in use, minimum Tinks not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 0
Number of aggregators: 0



Group Port-channel Protocol Ports
—————— e e e

Router_1#

Router_2#

show et her channel sunmary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U

- 1in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port

A - formed by Auto LAG

Number of channel-groups in use: 0

Number of aggregators: 0

Group Port-channel Protocol Ports

—————— e e e
Router_2#

3R EZIMHMACH 3 EE & R

WiF HSRP B HEFHI RN L MAC it R EEFE HSRP E#L MAC thit M1¥)3E BIA %K H
o BEHIER LM show standby T IREE L. MAC tthiik, show interface ai 1R ALME BIA. LT 2
Tl

<tfroot>

Router_1#

show st andby

V1anl0 - Group 110

State is Active
2 state changes, last state change 00:37:03

Virtual IP address is 192.168.10.100

Active virtual MAC address is 0000.0c07.ac6e (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)

Hello time 3 sec, hold time 10 sec
Next hello sent in 0.768 secs

Preemption enabled



Active router 1is Tlocal
Standby router is 192.168.10.2, priority 109 (expires in 10.368 sec)
Priority 110 (configured 110)
Group name is "hsrp-V110-110" (default)
FLAGS: 0/1
Vlanll - Group 111
State is Active
2 state changes, last state change 00:35:56
Virtual IP address is 192.168.11.100
Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)
HeTllo time 3 sec, hold time 10 sec
Next hello sent in 1.472 secs
Preemption enabled
Active router 1is Tlocal
Standby router is 192.168.11.2, priority 109 (expires in 8.336 sec)
Priority 110 (configured 110)
Group name is "hsrp-V111-111" (default)
FLAGS: 0/1

Router_1#

show i nterfaces vlan 10

V1anl0 1is up, line protocol is up , Autostate Enabled
Hardware is Ethernet SVI, address is d4e8.801f.4846 (bia d4e8.801f.4846)
Internet address is 192.168.10.1/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:01, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
9258 packets input, 803066 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored
3034 packets output, 368908 bytes, 0 underruns
Output O broadcasts (0 IP multicasts)
0 output errors, 2 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

L2Switch_1#

show mac address-tabl e address 0000. 0c07. ac6e

Mac Address Table

Vlan Mac Address Type Ports

10 0000.0c07.acbe DYNAMIC Gil/0/13
Total Mac Addresses for this criterion: 1



L2Switch_1#
show mac address-tabl e address 0000. 0c07. ac6f

Mac Address Table

Vlan Mac Address Type Ports

11 0000.0c07.ac6f DYNAMIC Gil/0/13
Total Mac Addresses for this criterion: 1

FFHBKE CAM E{LatE , LEBERENZLEE, NRNEEFT STP RAERNEEE (K
IWERTR 158 ) , WREFHRATERFE STP g, RORTHWMEMT

<ffroot>

L2Switch_1#
show nac address-table aging-tinme vlian 10

Global Aging Time: 300
Vlan Aging Time

10 300

L2Switch_1#

show nac address-table aging-tinme vlian 11

Global Aging Time: 300
Vlan Aging Time

11 300

C. RUrYEZiE

WME HSRP ANEZNEHERL T EIRS , MXLEEHRIZTE—BMNEM HSRP NS4 HEE
WE hello BiEZ. WEERBAEKMEIEREENSAZEFEEIH SBULER. BEER HSRP
WEER , BHARIE HSRP &S 2 B YEIEEM IP EZ, & H show standby 5 LAR IFE 2
o flan :

<tfroot>

Router_1#

show st andby



V1anl0 - Group 110

State is Active
2 state changes, last state change 00:54:03

Virtual IP address is 192.168.10.100

Active virtual MAC address is 0000.0c07.ac6e (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)

HeTllo time 3 sec, hold time 10 sec
Next hello sent in 0.848 secs

Preemption enabled

Active router 1is Tlocal

Standby router is unknown

Priority 110 (configured 110)

Group name is "hsrp-V110-110" (default)

FLAGS: 0/1

Vlanll - Group 111

State is Active
2 state changes, last state change 00:52:56

Virtual IP address is 192.168.11.100

Active virtual MAC address is 0000.0c07.ac6f (MAC In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)

HeTllo time 3 sec, hold time 10 sec
Next hello sent in 0.512 secs

Preemption enabled

Active router 1is Tlocal

Standby router is unknown

Priority 110 (configured 110)

Group name is "hsrp-V111-111" (default)

FLAGS: 0/1

Router_2#

show st andby

V1anl0 - Group 110

State is Init (interface down)
2 state changes, last state change 00:00:42

Virtual IP address is 192.168.10.100

Active virtual MAC address is unknown (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6e (vl default)

HeTllo time 3 sec, hold time 10 sec

Preemption disabled

Active router 1is unknown

Standby router is unknown

Priority 109 (configured 109)

Group name 1is "hsrp-V110-110" (default)

FLAGS: 0/1

Vlanll - Group 111

State is Init (interface down)
2 state changes, last state change 00:00:36

Virtual IP address is 192.168.11.100

Active virtual MAC address is unknown (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac6f (vl default)

HeTllo time 3 sec, hold time 10 sec

Preemption disabled

Active router 1is unknown

Standby router is unknown

Priority 109 (configured 109)

Group name 1is "hsrp-V111-111" (default)

FLAGS: 0/1



1 REEORS

KREEZQ, RIEREMELRE HSRP MNEOHBLT w/up RE , MU T RHIFAR

<#froot>

Router_1#

show i p interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.1 YES manual up up
V1anl0 192.168.10.1 YES manual up up
Vlanll 192.168.11.1 YES manual up up
Router_2#

show i p interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.2 YES manual up up
V1anl0 192.168.10.2 YES manual administratively down down
Vlanll 192.168.11.2 YES manual administratively down down

MREMEOEEER LT down/down RES |, FHEBEHSF EEABREEN AR HEORERN no

shutdown 5. fii0 :

<tfroot>

Router_2#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#

interface vlian 10

Router_2(config-if)#

no shut down

Router_2(config-if)#



end

Router_2#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router_2(config)#

interface vlian 11

Router_2(config-if)#

no shut down

Router_2(config-if)#

end

Router_2#

show ip interface brief

Interface IP-Address OK? Method Status
Vlanl 192.168.1.2 YES manual up
V1anl0 192.168.10.2 YES manual up
Vlanll 192.168.11.2 YES manual up

Protocol
up

down

up

MRHEPE—FEOLT down/down # up/down sz s ipsp a9 L5 £ { <d« XWETF Cisco 10S

FRRMIME |, EEBRTF/XABRTSHIATINEE

<{froot>

%LINK-3-UPDOWN: Interface "interface", changed state to up
%LINK-3-UPDOWN: Interface "interface", changed state to down

Router_1#

show | oggi ng

3d04h: %STANDBY-6-STATECHANGE: Standby: 0: VlanlO state Active-> Speak
3d04h: %LINK-5-CHANGED: Interface Vl1anlO, changed state to down

3d04h: %LINEPROTO-5-UPDOWN: Line protocol on Interface VlanlO, changed state to down



KERO, BHM HSRP NEA 2 BN ERASREMIER . REEABKRIENTT 7 EMERE
P REEEAEOLEEAER > FANBESARXARRETY 2 REEZEAOREBFEELMAER , T4
TR -

<#root>

Router_2#
show i nterface vlan 10

Vlan10 is down, line protocoal is down , Autostate Enabled
Hardware is Ethernet SVI, addressis 1880.90d8.5946 (bia 1880.90d8.5946)
Internet address is 192.168.10.2/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:10, output 00:00:08, output hang never
Last clearing of "show interface” counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, O packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1243 packets input, 87214 bytes, 0 no buffer
Received 0 broadcasts (0 | P multicasts)
0 runts, 0 giants, O throttles
0input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
23 packets output, 1628 bytes, 0 underruns
Output 0 broadcasts (0 IP multicasts)
0 output errors, 2 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out

2. HERR B Ul um O 46 1R

KEX GG O R ERMEME R, RHUATHRSHRERL

» show logging
* show interfaces <interface> counters

» show interfaces <interface> status

XS A # B IR E MM A tiIRE 2B REFEEERE,



XN T aERITF/RABR , AT HERIERH :

<{froot>

L2Switch_1#

show | oggi ng

Syslog logging: enabled (0 messages dropped, 5 messages rate-limited, O flushes, O overruns, xml disabl

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level informational, 319 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, O messages logged, xml disabled,
filtering disabled

Buffer logging: Tevel debugging, 467 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File Togging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 327 message lines Togged
Logging Source-Interface: VRF Name:

Log Buffer (10000 bytes):

*Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/13, changed state to up

*Jul 26 17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/13, changed state to down

*Jul 26 17:57:11.716: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernetl
*Jul 26 17:57:11.716: %SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernetl/0/16 on VLANO307. Inconsis
*Jul 26 17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to up

*Jul 26 17:57:16.237: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down

*Jul 26 18:02:16.481: %SPANTREE-7-RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernetl
*Jul 26 18:02:16.481: %SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernetl/0/16 on VLANO307. Inconsis
*Jul 26 18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to up

*Jul 26 18:02:20.561: %LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down

1= 1Tshow interfaces <interface> statusis & AW Eix AWM EHRZ1TRR. Hln -

<tfroot>

L2Switch_1#

show i nterfaces gi gabitEthernet 1/0/13 status



Port Name Status Vlan Duplex Speed Type
Gil/0/13 connected trunk a-full a-1000 10/100/1000BaseTX

FEOIRA R connected, notconnectid Berrdisable? NRIRAZ notconnect , EREMHKELR R EHEE
;‘ﬁko *ﬁﬁﬁﬁﬁﬂg%zﬁ%@ﬁ%o ZZEI%%?S% errdisable , iﬁﬁ%ﬂ'?&%ﬁ%%éﬁﬁﬁ%%ﬁiﬁo ﬁ
REMEER , BSEIIECisco IOSF A L MErrdisablel FIRZS,

tbim O R E XA VLAN BER ? FRAEZENS —wRNE— VLAN BB . MRFEREEN
FRgk | T BIRIE A 4R P iR ER A B B A RY VLANG

BREMNTEREENM? MREREMNEMLET —Na-, WNZKORENBFDERENNT., BN

,MEEERCMABELEE. FRESENEENN I , SRR RELATE, MR-
MRENIHOBEN BFHE , NERS —REBLAREN B3HE. IR -IHEERDENEER
EMNNT , Z—intlBARITERE, MRET—IRBINHE , A5 —w N ERDE |, <P
EklpiYipiiz =N

<{froot>

L2Switch 1#

show interfaces gi 1/0/13 counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards Gil/0/13
0000O0O

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil/0/13

0000O0O

=B AEZ MAlign-Err, FCS-ErrB{Runts?IXLEAIRER RIEE RN TAEHEL, HLWE, WA FHESR
HYBERRT, FERZmONEENNITIZE , SEFHBIEREIXLEIR,

1Z1Tshow interfaces <interface> countersip S AR IEi O BB EEEIERE, InMoutFIIE RELS

Eim O LR AE M EE, ABN BEESNRE, EENITHSEETEZ P BEESHERES
ER, URXERECRERAURHIEREN —Z 2o Lrn-Discrd, In-Lost Hl Out-Lost it&EH T
EHPXTEMBREAREFTNRFESHE.

<#froot>


https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

L2Switch_1#

show interfaces gi 1/0/13 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/13 304933333 1180453 1082538 14978
Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gil/0/13 282752538 276716 824562 588960

3. Wik IP E#

KE IPEE. MEXEBASEXNEEHSRPIRZ X HIP ping. XEMTREMBEENEZEER. ¥
& ping {X1E enable XA A, ROIGHEWMENT

<#root>

Router_1#
show run interface vlan 10

Building configuration...

Current configuration : 141 bytes
|
interface Vlanl0
ip address 192.168.10.1 255.255.255.0
standby 110 ip 192.168.10.100
standby 110 priority 110
standby 110 preempt
end

Router_2#

show run interface vlan 10

Building configuration...

Current configuration : 120 bytes

|

interface Vlanl0

ip address 192.168.10.2 255.255.255.0
standby 110 ip 192.168.10.100

standby 110 priority 109
end

Router_1#

ping 192.168. 10. 2 repeat 1500



Type escape sequence to abort.

Sending 1500, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
{0 T T A I I A I A I A A I |

Success rate is 100 percent (1500/1500), round-trip min/avg/max = 1/2/9 ms

MEA HSRP B H 2R R HE EXFAE ping ABEEZNREME.
410 EF o) HER%

REXRIREFHE HSRP XNFE 2 AN RO, SU8ETRIEIER LN iR ARNRE
, MAMIRZFTLEZZRBERANREN , e~ E R 0K, WIHREVMFE @EERQN (UDLD)
FEN . UDLD NEEEN IR X FFIIEER T AIAH. UDLD EFHBEXETE L2 E , SEE
HREACERER  UNRERGEEBNSECEN@ RS, ROIGTHEHTT :

N 2% SHBEBUDLDHTHAEN T —MER | ZOARATEANTA,

% —/NMEUDLDZ 7] A Bt 8 BY T 36 F B8 [o) 4% B& 1Y 3£ 01 =2 655 F Cisco X B (CDP), JE A CDP 23
— RN EREREEEENTE, RGN — IR AN EEPIRE | EERIERZENE
&  HEAREAWENED,

<tfroot>

Router_1#
show cdp

Global CDP information:
Sending CDP packets every 60 seconds


https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10591-77.html

Sending a holdtime value of 180 seconds
Sending CDPv2 advertisementsis enabled

Router_1#show cdp neighbors gi1/0/1 detail

Device ID: L2Switch_1.cisco.com
Entry address(es):

IP address: 192.168.70.1

IPv6 address: 2001:420:140E:2101::1 (global unicast)

IPv6 address. FE80::2FE:C8FF:FED3:86C7 (link-local)
Platform: cisco WS-C3650-12X48UR, Capabilities. Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13
Holdtime : 173 sec

Version:

Cisco 10S Software [Dendi], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Wed 13-Feb-19 03:00 by mcpre

advertisement version: 2
VTP Management Domain: 'CALOnet'
Native VLAN: 1
Duplex: full
Management address(es):
IP address: 192.168.70.1
Spare Pair PoE: Y es, Spare Pair Detection Required: No
Spare Pair PD Config: Disable, Spare Pair PSE Operational: No

Total cdp entries displayed : 1

5. Htt B R W EHRSE

BES LT XA

X LAK R 10/100/1000Mb /43X T B zf i i 3 17 Bl i A 56 iF

1£ Cisco I0S £ & Lk E errdisable i OIRES

Catalyst3X L FINIC IR 75 14 7] F B FE HEBR AV 7 AR BNIE 65 B IR S0 20

—_

o HERRASIR AU O A0 42 O MRS

D. 2=/ HSRP @i

MRHSRPIRSIMEE K , FERHEF LFHAHSRP debugin s ( EEAERT ) LM EHSRPES)
o WEB A BN EML HSRP IR R A A BRAMAIEN., MEBE Cisco BRI FHRS
BXR , BRENREER, AidHHEE R HSRP RASEER , UK FEMAM HSRP hello BIBE&K 1T,



https://www.cisco.com/c/zh_cn/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html#ustand
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/12027-53.html

1. 5/ HSRP i

f£Cisco |IOSH | f# A ©debug standby/S AAHSRPiBi®X AL, X TRIBMR., XML M EON

mE , WERFEFA, BIAR , B AEEMS &K HSRP 3% H B8 23 LA4S E i 8] (8 fF 2
&% HSRP hello iEE, MRKHERKE hello FIEE |, & AT LU S AR EH hello HIEE
EMEER T HES,

Cc) B

debug standby|/g2 A HSRP iz

Rl TRENT

<tfroot>

Router 1#

debug st andby

HSRP debugging is on

Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100
Jul 29 16:12:17.183: HSRP: VI10 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:12:17.366: HSRP: VI11 Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100
Jul 29 16:12:18.736: HSRP: V110 Interface adv in, Passive, active O, passive 1, from 192.168.10.2

Jul 29 16:12:19.622: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100

2. % HSRP A ( BIER AL/ VLAN BRFI%H H )

Cisco 10S ##hrAx 12.0(3) 5| A debug condition , & A iFiR$E$#E O A 5B IE debug standby
e, ZWSEATE Cisco I0S B4R 12.0 5| A# debug condition R4,

we =)
debug condition standby <interface> <group>|/8 Fi A FYHSRP %4 181z,(0-255)

BEOXTRAUEIEF HSRP MAMED, AR ARMOZEI255MFMA, AR FRFENARERIR
S, XAFEFANNACEREIRIER, %8 debug standby , FAE4E RAEMIAR A H,
MR FRFER A debug condition , MFAFEED LMAABEAERFRRA L, ﬂﬂ%'ﬁ-’fiz’l‘ Ng
F debug condition , ﬂ'Jf"*EEFﬁﬁ%FH debug condition , X & A @A H#TIIR. =HI up%’f“
HINTE

Router_1#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1



Router_1l#debug standby
HSRP debugging is on
Router_1#

Jul 29 16:16:44.797:
Jul 29 16:16:45.381:
Jul 29 16:16:47.231:
Jul 29 16:16:48.248:

HSRP:
HSRP:
HSRP:
HSRP:

3. #58 M HSRP @i 2haE

V110 Grp 110 Hello
V110 Grp 110 Hello
V110 Grp 110 Hello
V110 Grp 110 Hello

out 192.168.10.1 Active pri
in 192.168.10.2 Standby pri
out 192.168.10.1 Active pri
in 192.168.10.2 Standby pri

110
109
110
109

vIP 192.168.10.100
vIP 192.168.10.100
vIP 192.168.10.100
vIP 192.168.10.100

Cisco 10S B4R 12.1(1) 7N T 58K HSRP #iXZhaE. A THBKRIBANGEE |, HEN

HSRP FiA ZhBEFRFIEH Hello HEFHEFH BBFREMRTES . HEIBRRSERUE
Cisco RAXIFTREM—E T/ , ESS3E M.
) BEY

debug standby

S RFIE HSRP iR, EH4MBES

debug standby errors

£ R HSRP ££i%

debug standby events [[all] | [hsrp |TT3R | track]] [detail]

S~ HSRP E#

debug standby packets [[all | terse]
resign]] [detail]

s A AR
(B B [hello] |0 = |orp sips

debug standby terse

S RERTBEMHSRPiEIR. B4

HEw

Rl TRENT

<{froot>

Router_2#

debug standby terse

HSRP:
HSRP Errors debugging is on
HSRP Events debugging is on
(protocol, neighbor, redundancy,
HSRP Packets debugging is on
(Coup, Resign)
Router_2#
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:
*Jul 29 16:

49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:

35.
35.
35.
35.
35.
35.
35.
35.
35.
35.
35.
35.

416:
416:
416:
416:
417:
417:
417:
418:
418:
418:
419:
420:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

V110
V110
V110
V110
V110
V110
V110

Grp
Grp
Grp
Nbr
Nbr
Grp
Grp

HSRP:
HSRP:
HSRP:
HSRP:

Peer not
V110 Grp
V110 Grp

track, ha, arp, interface)

110
110
110
192.
192.
110
110

Resign in 192.168.10.1 Active
Standby: 1i/Resign rcvd (110/192.168.10.1)

Active router 1is local, was 192.168.10.1

168.10.1 no longer active for group 110 (Standby)
168.10.1 Was active or standby - start passive holddown
Standby router is unknown, was local

Standby -> Active

%HSRP-5-STATECHANGE: V1anl0 Grp 110 state Standby -> Active

present
110 Redundancy "hsrp-V110-110" state Standby -> Active
110 Added 192.168.10.100 to ARP (0000.0c07.ac6e)

V110 IP Redundancy "hsrp-V110-110" standby, local -> unknown

pri 110 vIP 192.168.10.100



*Jul 29 16:49:35.421: HSRP: V110 IP Redundancy "hsrp-V110-110" update, Standby -> Active
*Jul 29 16:49:38.422: HSRP: V110 IP Redundancy "hsrp-V110-110" update, Active -> Active

S

&R LAfE A2 O /30 HSRP 4B S A48 13t BAXS )t 8 st o 4T 3308

DD
AR T

B

debug condition interface interface

B REO&4RE

debug condition standby <interface> <group>

B HSRP &3

EAREIH | BREARRMASEFEN HSRP 4 :

<#root>

Rotuer_2#

debug condition standby vlian 10 110

Condition 1 set
Router_2#

debug condition interface gigabitEthernet

Condition 2 set
Router_2#

debug st andby

HSRP debugging is on
Router_2#

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29
29

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:
54:

12.
15.
17.
18.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
23.
23.
25,

496:
122:
737:
880:
316:
322:
323:
323:
323:
324:
324:
325:
325:
325:
326:
326:
327:
328:
328:
104:
226:
825:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:
HSRP:

V110
V110
V110
V110
V110
V110
V110
V110
V110
V110
V110

Peer
V110
V110
V110
V110
V110
V110
V110
V110
V110

Grp
Grp
Grp
Nbr
Grp
Grp
Grp
Grp
Nbr
Nbr
Grp

not
Grp
Grp
Grp
Grp
Grp
Grp
Grp
Grp
Grp

110
110
110

192.

110
110
110
110

192.
192.

110

110
110
110
110
110
110
110
110
110

1/0/1 vlian-id 10

Hello
Hello
Hello
168.10.
Hello
Coup
Active:
Active
168.10.
168.10.

Hello
Hello
Hello
Hello
Hello

out 192.168.10.2 Active pri 109 vIP 192.168.

out 192.168.10.2 Active pri 109 vIP 192.168.

out 192.168.10.2 Active pri 109 vIP 192.168.
1 is passive

out 192.168.10.2 Active pri 109 vIP 192.168.
in 192.168.10.1 Listen pri 110 vIP 192.168.
j/Coup rcvd from higher pri router (110/192.

router is 192.168.10.1, was local
1 is no longer passive

1 active for group 110

Active -> Speak
%HSRP-5-STATECHANGE: V1anl0 Grp 110 state Active -> Speak
present
Redundancy "hsrp-V110-110" state Active -> Speak
Removed 192.168.10.100 from ARP

Deactivating MAC 0000.0c07.acbe

Removing 0000.0c07.

out 192
in 192
out 192
in 192
in 192

.168.
.168.
.168.
.168.
.168.

acbe from MAC address filter

10.2 Speak pri 109 vIP 192.168.
10.1 Active pri 110 vIP 192.168.
10.2 Speak pri 109 vIP 192.168.
10.1 Active pri 110 vIP 192.168.
10.1 Active pri 110 vIP 192.168.

10.100
10.100
10.100

10.100
10.100

168.10.

10.100
10.100
10.100
10.100
10.100

D



*Jul 29 16:54:25.952: HSRP: V110 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.
*Jul 29 16:54:28.427: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
*Jul 29 16:54:28.772: HSRP: V110 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.
*Jul 29 16:54:30.727: HSRP: V110 Grp 110 Speak: d/Standby timer expired (unknown)

*Jul 29 16:54:30.727: HSRP: V110 Grp 110 Standby router is local

*Jul 29 16:54:30.727: HSRP: V110 Grp 110 Speak -> Standby

*Jul 29 16:54:30.727: %HSRP-5-STATECHANGE: V1anl0 Grp 110 state Speak -> Standby

*Jul 29 16:54:30.728: HSRP: Peer not present

*Jul 29 16:54:30.728: HSRP: V110 Grp 110 Redundancy "hsrp-V110-110" state Speak -> Standby

*Jul 29 16:54:30.728: HSRP: V110 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.
*Jul 29 16:54:31.082: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
*Jul 29 16:54:33.459: HSRP: V110 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.
*Jul 29 16:54:33.811: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
*Jul 29 16:54:36.344: HSRP: V110 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.
*Jul 29 16:54:36.378: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
*Jul 29 16:54:38.856: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
*Jul 29 16:54:38.876: HSRP: V110 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.
*Jul 29 16:54:41.688: HSRP: V110 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.
*Jul 29 16:54:41.717: HSRP: V110 Grp 110 Hello 1in 192.168.10.1 Active pri 110 vIP 192.168.10.
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MERH STP MBHFREM TREAPELLE HSRP XMEAEEBE, ATXMAEEEE , 84/N%
SHER A EDHREBAST. STP AKESH BXE, EEWM MAC RFE—B. FIAEXLRTRNF
MEANRL | 4552 HSRP, HSRP iR EE MR STP A& 5 —MNMEJK,

MIRBERR STP #ERt |, BUM T HEEN VLAN RIS STP b, B AR E WA KR 2R M
¥, HEZXBRYAMERE L FREMELXRS. BTSN VLAN EEBHCEHW STP #ifd , &F
N VLAN £, WEERIIEEEN,

1. WUE £ B EL B

BFRRENEZPNES A TRV ANFERE LEE STP. BlE TEAXRBRIFTIANNBRRFMAE, &
ERRTUTITRESMNE :

* IRRAKEILHIE

* BERE

* HRIER
& Hishow spanning-tree@ T ULEEMAXLEEE., RIAMBERT , # S ERAEVLANKRES, B
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BREERM.
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R LR ERYITEYERICEL, BFRRITEISRSRMAFAE , B HI R EE — KRR
FER. TRSRERMFECEAY THPr EENEEMNETERE, TEEETUBLEERT R
IE# 1T B 85 Y ST S BN L R

N osiE . B-—ERANE VLAN B STP , FEME R B ETRER, NREETRME L
B STP , ABb I, MEEASTRISESERE M —2FfE  FERNE
— AR | AL LN, CRESEAEN  STP t2kEEAN, WEKE STP
RSB T RS th i SRR MR | A AR EE R A SR L,

LR 2show spanning-tree i 1 19 i i R 451 -

<ttroot>

L2Switch_1#

show spanning-tree vlan 10

VLANOO10
Spanning tree enabled protocol rstp
Root ID Priority 32778
Address 00fe.c8d3.8680
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 00fe.c8d3.8680
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Gil/0/3 Desg FWD 4 128.3 P2p
Gil/0/10 Desg FWD 4 128.10 P2p Edge
Gil/0/11 Desg FWD 4 128.11 P2p
Gil/0/13 Desg FWD 4 128.13 P2p
Gil/0/14 Desg FWD 4 128.14 P2p
Gil/0/15 Desg FWD 4 128.15 P2p
Gil/0/16 Desg FWD 4 128.16 P2p
Gil/0/35 Desg FWD 4 128.35 P2p

L2Switch_1#

show spanning-tree vlian 11

VLANOO11
Spanning tree enabled protocol rstp
Root ID Priority 32779
Address 00fe.c8d3.8680
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec



Bridge ID Priority 32779 (priority 32768 sys-id-ext 11)
Address 00fe.c8d3.8680
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Gil/0/3 Desg FWD 4 128.3 P2p
Gil/0/10 Desg FWD 4 128.10 P2p Edge
Gil/0/11 Desg FWD 4 128.11 P2p
Gil/0/13 Desg FWD 4 128.13 P2p
Gil/0/14 Desg FWD 4 128.14 P2p
Gil/0/15 Desg FWD 4 128.15 P2p
Gil/0/16 Desg FWD 4 128.16 P2p
Gil/0/35 Desg FWD 4 128.35 P2p

RHHLL2Switch_12VLAN 10F1VLAN 118948
2. £ R BIIREG

ER4E STP K , NEHLMTFE L2 MEAR. MRTFENERREER , WA KESTPIRE
o STP REEWEERNT -

o BAWLE T

. EH BE

- MERBIRESHEBNRERAE
HESA VLAN £4 STP & , MTAJREfEMER B EM VLAN W, show interfaces
<interface> controllerin TR IERARMF BRI ZHEINHE O, SN BNZSBEIEERKROR

STP HREEM —&f 7, / BIABRESREMELCEUNEL , FASEEM. MACTIRIE.
hINER, REHCPULEARRSHERE , AIFESTPIRE,

N B RBMFERAEH STP NSRS (BPDU) il Z#&Mi, 4T STP fHE
RASHY U O AR 45 5 M4E U STP BPDU,

<ffroot>

Router_2#

show interfaces gi1/0/1 controller

GigabitEthernetl/0/1 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901)



Description:

PNP STARTUP VLAN

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, Toopback not set

Keepalive set (10 sec)

Full-duplex,

1000Mb/s, media type is 10/100/1000BaseTX

input flow-control is on, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:00, output 00:00:04, output hang never

Last clearing of "show interface" counters never

Input queue:

0/2000/0/0 (size/max/drops/flushes); Total output drops: 0O

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 33000 bits/sec, 31 packets/sec

5 minute output rate 116000 bits/sec, 33 packets/sec
9641686 packets input, 1477317083 bytes, 0 no buffer

Received
0 runts,

1913802 broadcasts (1151766 multicasts)
0 giants, 0 throttles

0 input errors, 0 CRC, O frame, O overrun, 0 ignored
0 watchdog, 1151766 multicast, O pause input
0 input packets with dribble condition detected

10702696

packets output, 4241534645 bytes, 0 underruns

Output 3432 broadcasts (0 multicasts)

0 output

errors, 0 collisions, 2 interface resets

9582 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
0 Tost carrier, 0 no carrier, 0 pause output

0 output
Transmit

4241534645

10562003

4229489212

137261

11812065

3432

233368

0

[=NeNeoNelNolNoNelNoNolNolNol

0

38144
4910833
1237675
1029126
2205966
1280952
0

[eNeNolNolNolNo)

buffer failures, 0 output buffers swapped out
GigabitEthernetl/0/1 Receive

Total bytes 1477317083 Total bytes

Unicast frames 7727884 Unicast frames

Unicast bytes 1291270617 Unicast bytes

MuTlticast frames 1151766 Multicast frames

Multicast bytes 91096867 Multicast bytes

Broadcast frames 762036 Broadcast frames

Broadcast bytes 94949599 Broadcast bytes

System FCS error frames 0 IpgViolation frames

MacUnderrun frames 0 MacOverrun frames

Pause frames 0 Pause frames

Cos 0 Pause frames 0 Cos 0 Pause frames

Cos 1 Pause frames 0 Cos 1 Pause frames

Cos 2 Pause frames 0 Cos 2 Pause frames

Cos 3 Pause frames 0 Cos 3 Pause frames

Cos 4 Pause frames 0 Cos 4 Pause frames

Cos 5 Pause frames 0 Cos 5 Pause frames

Cos 6 Pause frames 0 Cos 6 Pause frames

Cos 7 Pause frames 0 Cos 7 Pause frames

Oam frames 0 OamProcessed frames

Oam frames 0 OamDropped frames

Minimum size frames 4165201 Minimum size frames

65 to 127 byte frames 3126489 65 to 127 byte frames

128 to 255 byte frames 750243 128 to 255 byte frames

256 to 511 byte frames 1279281 256 to 511 byte frames

512 to 1023 byte frames 103668 512 to 1023 byte frames

1024 to 1518 byte frames 205229 1024 to 1518 byte frames

1519 to 2047 byte frames 11575 1519 to 2047 byte frames

2048 to 4095 byte frames 0 2048 to 4095 byte frames

4096 to 8191 byte frames 0 4096 to 8191 byte frames

8192 to 16383 byte frames 0 8192 to 16383 byte frames

16384 to 32767 byte frame 0 16384 to 32767 byte frame

> 32768 byte frames 0 > 32768 byte frames

Late collision frames 0 SymbolErr frames



Excess Defer frames 0 Collision fragments

Good (1 col1) frames 0 ValidUnderSize frames
Good (>1 coll) frames 0 InvalidOverSize frames
Deferred frames 0 ValidOverSize frames
Gold frames dropped 0 FcsErr frames

Gold frames truncated
Gold frames successful
1 collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames
collision frames

9 collision frames

10 collision frames
11 collision frames

12 collision frames

13 collision frames

14 collision frames

15 collision frames
Excess collision frames

[eNeNeoNeNolNoNeNeNoNeNoNeNe Ne No o NoNeoNo NoNoNoNe]
coNOoOYuwvT b WN

LAST UPDATE 2384 msecs AGO

3. AN E B A

B—ANXSTPHEBE L H EXREEMN T Rshow spanning-tree detailfi . tHTRERINESEL
(TCN) SHE , —EEB#EIRES., XEERNRENENSHR BPDU KX HEERARENHN RIS
MERELSE R, ZRXBYG TCN FEHERIKED, TCN ETBFHFRMF, EKTCN BPDUK

FriEE EZE W TCNRY IR O M ELEBPDUR IR BH N E R IA(TCARERAINE, NRBWFHFT2
BRF , EELBERERKOLIETCN BPDU, HEMHFUZITCN BPDURY , BB 4 R
RIEHEEBPDURREHINER(TCIRE. XLSHFIBEIERMFFFE MAC thit REITET SRR
BANEE STP X IHER,

NTRELEBE , FiFRSNVLANRMSE | H X RRYLIEZEN O K Hshow spanning-tree
<interface> detailii5. last change occurredsk B 2 #1ZIN E—NTCNIIRIE, FELHBERT , BEX
MERET SHATEER STP IREEHY TCN , EL AT AR, wmirEassk B AiLR T EIMAWTCNEX
B, £ STP REEH , WiITHBEMEIATsEE M. EXFARE , BFSRABRSTPRIBREXIZITEE
B,

Htt B AN BESRE

« BF— TCN WimO
« HE— TCN Ryntial
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https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html

Rl TRENT

<{froot>

L2Switch_1#

show spanni ng-tree vlan 10 det ai

VLANOO1O 1is executing the rstp compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 10, address 00fe.c8d3.8680
Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6
We are the root of the spanning tree
Topology change flag not set, detected flag not set
Number of topology changes 8 last change occurred 03:21:48 ago
from GigabitEthernetl/0/35
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Port 3 (GigabitEthernetl/0/3) of VLAN0O0O10 1is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.3.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.3, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type 1is point-to-point by default
BPDU: sent 6066, received 0

Port 10 (GigabitEthernetl/0/10) of VLAN001O is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.10.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.10, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
The port is in the portfast mode by portfast trunk configuration
Link type 1is point-to-point by default
BPDU: sent 6063, received 0

Port 11 (GigabitEthernetl/0/11) of VLAN001O is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.11.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.11, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type 1is point-to-point by default
BPDU: sent 6066, received 0

Port 13 (GigabitEthernetl/0/13) of VLAN001O is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.13.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.13, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1



Link type is point-to-point by default
BPDU: sent 6066, received 3

Port 14 (GigabitEthernetl/0/14) of VLANOO1lO is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.14.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.14, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6066, received 3

Port 15 (GigabitEthernetl/0/15) of VLANOO1lO is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.15.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.15, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received 0

Port 16 (GigabitEthernetl/0/16) of VLANOO1lO is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.16.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.16, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received 0

Port 35 (GigabitEthernetl/0/35) of VLANOO1lO is designated forwarding
Port path cost 4, Port priority 128, Port Identifier 128.35.
Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680
Designated port id is 128.35, designated path cost 0
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 6067, received 0

I3 8 RO GigabitEthernet1/0/35E MR B K ERFE —IRAINER, BETXK , NMZIRE X
i 48 [ By show spanning-tree detail i T AZ R RERAIB, MR EKTCNHRIRYLIUEEZEIPCIR L
i, BEAEXERO LS ASTP PortFast, Zim A RIRSE , STP PortFast £#0%] STP
TCN,

BX STP MAMALERREM & O+ (NIC) XERMV SRR FEIMBENEE | BSRANT X

« £/ PortFast 1 H fthainT iR T {4 /5 2 % R (7] 7R

- I A BB Y (802.1w
« BEERSTP R K X RIHF BB


https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/10553-12.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/24062-146.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/24062-146.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html

4. 1B &

BRI ENSTEPERSERROTE, TEXRKE STP RENEERERAZ— ATRSTH
R B

A
AR BRRREE , LREE, ABRIARANLEXNKNLE, MIENEESRERE
RE , AERFRIECSEENRE.

<{froot>

L2Switch_1#
show run interface TenG gabitEthernetl/1/5

Building configuration...

Current configuration : 279 bytes

1

interface TenGigabitEthernetl/1/5
switchport trunk allowed vlan 300-309
switchport mode trunk

storm-control broadcast Tevel 30.00
storm-control multicast Tevel 30.00
storm-control unicast level 30.00
spanning-tree guard root

end

L2Switch_1#

show storm control broadcast

Key: U - Unicast, B - Broadcast, M - Multicast

Interface Filter State Upper Lower Current Action Type
Tel/1/5 Forwarding 30.00% 30.00% 0.00% None B
Tel/1/7 Link Down 30.00% 30.00% 0.00% None B
Tel/1/8 Forwarding 10.00% 10.00% 0.00% None B

L2Switch_1#show storm-control multicast
Key: U - Unicast, B - Broadcast, M - Multicast

Interface Filter State Upper Lower Current Action Type
Tel/1/5 Forwarding 30.00% 30.00% 0.00% None M
Tel/1/7 Link Down 30.00% 30.00% 0.00% None M

5.324%) & M Telnetif[A]



7 STP Higd , BIRMIMEFIAS Telnet RELEZB/AEE , UETFHREBKRINRZE
o EENHENET BN , EEETATRMENTERT , ERERRBEEISRE TFENE
BeR  B-RETRNTTRER. TRESRERZH , ARSTPEMESFARKIEENE, MR
EERMENMEER G  EFHY STP 3R, BIERBI HHRRE,

6.4 B Th&E : Portfast, UplinkFast 1 BackboneFast

IE PortFast, UplinkFast 1 BackboneFast (WELE A IEH, BEERSTPEER , FRIIREEE
T & %iUplinkFast=®BackboneFast , ARSESNENHERN R B FEAX LG, NEHTEMITMESE
ESENEPNBAEREE. B4, BRITIERNEEZEETFFEEZNNRO LZA STP
PortFast, JEFFZEENEEAF TEMMTHMFANEEES. BOEEEIELIRNEMZ R
Mk O £ /5 A PortFast, THER—LEIHY , AJ#E TN EBIX LI

T fR 4 B PortFast BPDUPBSL 3 1838 Th &L

T fR AL & Cisco UplinkFastIh g

7. BPDUBs#°

L85 A PortFast BPDU B3 et , tNR7EF RN, B2/3 A PortFast ¥i% 0 LW E BPDU |, NiZ
% O3 A errdisable IR7A. WIHEE T #HBIRE H PortFast ERE RN EHMIE O, LINEEE MR
ZEML R RBIE SR FSTP BPDUE AR, EXISTPRIZEM 1THEDERRAT , BT LAS Atk Ihae
LIRS B fR B STPIR) &,

<#root>
L2Switch_1#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
L2Switch_1(config)#

spanni ng-tree portfast bpduguard
L2Switch_1(config)#

end
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8. VTP{EH]

LMEMERSEAH VTP BB , EARELS 3 HSRP ANRZ - ATZHRE., XASHEMXZ
B HI IP ARHER T RERE, BERVIPTA2MNMEHTEN P HIEB{EMHSRPAHAIVLAN,

MRBE AR HSRP WA Eb=H AW , TR EBEAH D FFLE NG E, A AR
BARMNENMEMENH. “DFFLE T ESRATHRPHERN DTSSR

N B RHEES T REAREMTS N — RS EN,

7 HSRP #I2— Ml VLAN @ VLAN Bl5 HSRP B 88 3k,
- WIFATETTRIED.

- Ff FEC % 0 2 BB /MNMEE IR O,

 ff HSRP AR A B EZNER B A

- P MED , SUEEXERO ERIEAEBLERN VLAN,

- BIFFMEHEEZENRRY , EXEETBHI
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