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‘Which symtom best
describas your problem?

BGP naighbor is flapping or unable to
establish BGF peering

¥

BGP routes are nol in routing table

BGP rautes not adverhising to neighbors |

Troubleshooting multihoming and
lnadshanng

Receming “%BEGR-F-INSUFCHUNKS®
aITOr message.

BGP Meighbor
Establishrnant
BGP Rowles nol in
Routing Table

BGFP Route

Advertisamant

Fultshorming/

Leadshanng

i the aufonomous system (45) path
length 1= longer than 50 ASs (100 bytes),
the rowter uses regular memory
allocation and relums this error

Receming "%EYS-2-MALLOCFAIL" errar
message

message. For more information, see
What Does the "#eBGP-3-
INSUFCHUNKS: Insuficient chunk poals
for aspath” Error Message Mean?

b OCFAIL error occurs whan the
rauter runs out of memory. To optimize

Unable to run BGP acrose P firewall

and troubleshoot BGP memory related
igsues, refar o Achieve Optimal Routing
and Reduce BGP Memory Congumption.

PL¥ needs ta be configured 1o allow the

BGP routes are flapping in the 1P routing
table {racursive routing failure )

BGP traffic between BGP peers, For
details, ses Sample Configurations of
BGP across a PL Firewall

Common symptoms of recursve rouling
in BGP are BGF routes keep flapping
from routing table and loss of

BGPEHRiER

Unable to do BGP conditional
adwertisement

connectvty toward BGP-learned
destinations. For more information, see
Troubleshooting Flapping BGF Roules

For more iformation, see Configuring

HEERBGP4R B M &

and Venfying the BGP Conditional
Adverlisement Feature




Nok Coming Up

Look for the log messages.
*sample log messages
provided below the flow
chart

Y

Use the werite lerminal or
show mnning commands
to find the bgp neighbor
satement for the
nelghbor in gue stion.

sthe A3
number
correct?

Yes

p

Isthe peer
IF address
correct?

Yes

Are
Keepalive and
Hald time rs
correck?

-"fsrn.llt' configured

ihop 2

<|:ifthe eBGP peeris not
directly connected)?

Yes

s update-souwro
oopbackDd configure
[if peering onthe
loopback address)?.

Melghbor
Establishment

Mo

o

T o fix the confi guration
issue, seeWhy Do BGP
Neighbors Toggle
Between |dle, Connecd,
and Adtive States?

A

sthere an

access list
derwing TCP
ort 1797

Yes

both peers in the
routing tzhle ¥ Use show
ip route to check

Isthe
neighbor not Foz MTL
oming up or is the neighbo Brihere s gk stch
problerm? Check using ;
fizppings Use the show ip bgp Flap . Yese=| problem using
wetended ping and
eighbuo the ip vl
ruEximum size LS
achekb**

the show ip bgp
neighbor command to

nid the reason far the
last reset

From the logs
see if the
rre ssage has
hold time
expired and
verify the imers
configured.

Can you Ifyou receive the
ping from peer EITOF Me s5age
gddressto pee raddress RGP
wsing extended ping? Refer to MAXPFX Mo, of
Using Extended ping and Mo prefi: received
Extended trace route from A, B,C.D

reaches{] max
i¥ please referto

Configuring the
Yes BGPﬂaﬁlmum
Y Prefix Festure,

oFrect route £

Mo
Y Y
allaw TCP part To fix the routing i ssue,
179 In an access see Why Do BGP
Mo ligt. Meighbors Taggle
Bebereen Idle, Connect,

XRBEARB A BARERN BEERTA

and Active Stabes?




BGP_SESSION-5-ADJCHANGE: neighbor[ip address] IPv4 Unicast topology base removed
from session Peer closed the session

BGP_SESSION-5-ADJCHANGE: neighbor[ip address] IPv4 Unicast topology base removed
from session Unknown path error

LT REBEI KN Rping® =~4HI , 7 HenableTEIPIREPFTBE D BRIV :

<#root>

Router#

ping 10.10.10.2 size 1400 df-bit

Type escape sequence
Sending 5, 1400-byte
Packet sent with the

Success rate is 100 percent (5/5), round-trip min/avg/max

to abort.

ICMP Echos to 10.10.10.2, timeout is 2 seconds:
DF bit set

= 1/37/84 ms

N B SEERBEONNTRE.

EE MRABATEONIMEAEEE , BEEMAno bgp fast-external-falloverds 2 FeBGPHRIE

HETHR, BINBERT , MRA TRAWMEAVEREMTT , BGPREBEXR. HEBGPEE
TERALThEE , UREBGPIREH Py LEO RS,

MRBTCPUERAREMAREED , F5REEERCiscolf gE FAICPUE AR SHE.

HEEREX FA 2% P ER D 1Y B% FR PR


https://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/15095-highcpu.html
https://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/15095-highcpu.html
https://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/15095-highcpu.html
https://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/15095-highcpu.html
https://www.cisco.com/c/en/us/support/docs/routers/10000-series-routers/15095-highcpu.html

P

o

-

,/

F

a
/ Svnchr'unlz ation
turried off?

& BGP muterW|th
synchronization
enabled will not

install iBGP leamed

routes into its
routing table if it is
not able to validate
those route sin its
[GP. Tum off
synchronization
using the no sync
commarnd.

- |5 be st path Jtarnef
*from an iBGP oreBiGP peh

{use show ip
gp cormmand)?

Y ——
BGP Route s hot
in Route Table

s N
“Doesthe pati:f“x\

Ast i the BGP table ™.

T “.. luse showip bgp
. command)?
Lo \
&3

Flapping

Check if the BGP
route s are flapping
using the showip
route | include,
00:00 command. See
Troubleshooting
Flapping BGP Route s
{Recursive Routing

Failure ),
S
’Isthe re i‘“ Ve
Sl-(valld route tn
ext hop?

Establish a route

for the next hop or
use the mexthop
self cormmand on

/SH b
- ath in Bab\

“ table marked

5
;uu %-:e ired-onk?

P
Sy
_/’// g
-

ay

"

P ihei
’//lfilﬂG pear establishe i

L

Mo—=<

Yes

o,
£ g
,-f i
" #re you leaming ™

with neighbor advertising
the route (use show ip bpg
summary and show ip bgp
eighbor comrmands)?

MNeighbor
Establishment

BEP routesfrom a peer (use™.

d

show ip bgp neighbor = peer-
address= routes and debug ip

Mo

Y

bgp x.%.%.% updates
commands]?

Yes
L

Troubleshoot
the router that
i= advertisng
the route,

Are the e filters
configured on either
BGPpeer? Use the
wirite terminal or

show running
commands to check
vour filters. Look for
trailing white-space in

re gexp.

)

iBGP Peers. For
rmare information,
see Lsing BGP for

Routing.

: NRBGPHBATERABART

It meansthat Inbound
soft reconfiguration is
configured and inbound
filters are not allowing
the prefic. Check the
inbound filte rs and
change itto permit the
prefiz,

Inte rdamain
i OpenaTac
l- case.

PR ZE EAWMHE

. FEdebug ip bgp x.x.x.x updatesTE T H , X.X.X.x2 LI HBE S

s

Route o
Advertisement

HEIIBGPEL & T MnetworkiZ A 2 & EH,

HEMLE.



Far more information
88 Sample

Sharning with BGP in
Single and Multihomed
Emaronment s

If the BGP connection
15 terminated on &
single router on both
sides, load balancing
can be achieved by
peenng with a

loopback address. For
more information, see
Load Shanng Using the
Loopback Address as a

Multihormingd
Loadsharing

Is your load-
shara traffic
destined for
inbound or
outbound?

~omfig 5 fi
Configurations for Load

BGP Meighbaor,

HEERBGPER B & IR

Imbound

Aultihomed wit
sama ISP or two
different ISFs

Same
5P

onnections to |SP
terminated on single
router or multiple ?

—— Clutbound —m

Go 1o Multihoming
Clutbound

Multiple—s Load Shanng when

You can configure load
shating in many ways
using MED, AS-path
prepends, or communily
attributes. For more
information about the most
commanly used A5-path
sample configuration, sea

Dualhomed to One |SP
Through Multiple Local
Routers. For More
information on MED and
community altributes, Refar
to Lising B=F far
Interdomam Routing,




Ara you
redistributing
th network from
any static or other
IGP routing
profocol 7

Mo

Are you
advertising
routes learned

aver iBGP,

Troubleshooting
Unable 1o
Announce IBGP-
Leamad Routes

Roule
Sdverisement

Unable 1o
avertise
v w wiy prefiz
to & BGP pear

XX command in EFGF"
onfiguration to advertiss

he route?

Do you use the
basic network x.x.xx

—— Tes

F

its subnet route exists in
the BGP {able using the
show ip bygp <prefix>

BGP allows aggregation of
rautes when 3 compaonent
(subnet) route exists in the

agaregale-addrass Command

BGP table Formare
information, see
Trinsbleshooing Roules
Announced Using the

Nnﬁ

Uging

Usze the show ip route x.x.0x
command 1o check for an
componen route match for the
prefix in routing table  Refer 1o
Troubleshooting Routes Annaunced

LUse the network ®.xatx
mask y.y.y.y command
under BGF, Use the show
ip route x.%.%2.% mask
y.¥.y.¥ command lo check
for an exact match in the
rouling lable See
Troubleshooting Routes ¥
Anngunced Ueing thi
Metwork Statement wath a
Magk

i Basic Metwork Statement

aulo-summary

enabled (chack

uslng show ip

Mo Mo

roules subnets Yes— summarization is in

of majar
nets?

NN
Lind

Is there an access list or roule
map applied to redistribution?
Check {o make suwms the netwark

wiy is nal gettng denied See
arstanding Redistibilion af
OSFF Routes into BGR

If probiem is still nol
resolved, open a TAC case

Tha IGP rades will be
summarized 1o the
major netwark when
inpectied into BGF
because BGF

eflect {audo-summary
is enabled) Disable
Bliffimanzalon using
the no awto
summary command.

N

Check if a route map or
filter list iz applied to the

PERRZTEE Huh &

particular neighbar not
recening BGF moutes




Same ISP

If the BGP connection is
terminated on a single routar on
both sides, load balancing can be

achieved by peening with a
loopback address. For more
infarmation, see Load Shanng
Uzing the Loopback Address as =
BGF Meighbor, Configuring BGP
mak-paths allows you to have
muliple routes to @ destination
when all BGP attnbutes are the
same For more information, see
Lizing BGP for Interdomain
Routing

CEF or Fast Switching

Loadshanng also depends on the
type of switching path used. ¥When
CEF awitching is used, loadsharing
can be achievad per destination or

per soufca’desthination pair. To
troubleshoot loadsharing in CEF,
refer fo Tlnuhle-ﬁhnu'llng Load
Balancing Owver Parallal Links Lising
Cisco Express Forwarding (CEF)

HXER

- BGPHIPRH X

Multihaming
Cutbound

ultihoming wit i
same ISP or twao
different |5Ps?

Different
ISPs

Ara the two
connactions to the

same ISP terminated
qn single router

You can configure
lnadshanng outhound using
differand attnbutes (weight,
local preferance). For more

on information, see Load
Shanng when Multihomed
1o Twa ISPs Thraugh a
Single Local Router,

‘When termemating on
different routers, use local
preferance. For more
iformation, see
Load Sharing when
Multiromed to Two |SPs
wia Multiple Local Routers.

OR

'

Zet partial routes from both
15Ps using regular
eupression/prefin-list. Refer
1o Sample Configuration p——0OR
for BGF with Twao
Different Service
Providers (Multihoming).

Cutbound loadsharing
could also be achievad
using HERP. For more
infornation, see How to
LUze HSREF 10 Provide
Redundancy in 4
Multihomed BP Network.

. BAZBATH - BRRELE



https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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