THRER/ZBEERERERABGPHITREAE

Evand
AS11 H1 AS10 2 [H 3 B IO IE
RERUE
AS 10 E| AS 11 WA ISR E W
={R101-R103 2 A R A AT I0
HmEE
BN A 25 B AR T ISP B MR85

&




B

ANHENMERBHAE , EAVTRARESIBEEZRDEEL BNEARE,

TR

=R
EZEMEBZH , FEERZATER

- BGP H{EHRFRFEF LR AR

- ECiE BGP R AIR

ERREHF
AR R TR E RV A AR AR Ao

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANAAERZRNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHBELE,

b B /=
B 515 N

RANEHRERERHSRER , B UERBDSHIORE , H0

- EBHREED (RIP)
- 1858 BN EF X B B P (EIGRP)
- FTRS&ERENLSL (OSPF) Y

EREBRT , BRAMKXPY ( BGP ) RIAFR—NMREBEMARITRABEE, RNXETENFAE
FABGPEAFRMZRHFHITABAE. EXROABHENEMES | BSALBGHUNM T/,



https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
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EARM O ERN BGP KENAHRHLE

BARETEZN (ZREAN ) ERAEENWASKIMARKE, ERESEBEBREAS)H—1
BHsRPLL  ERBEEBGPIREHAMZEASH S —MEASRPLILE, UNEE RN,

R 4% B

AEDERAUTHERE :

10.10.10.0 _
—~ T A Gi0/o oo, f,qfﬂ_hﬁ_ﬁg
- A Gio/M GioM .
Router A M 4020200 ™ 2 pomterB . —

BLE

AEBDERAUATERE :

- ERERERA
- EREHERB

B%EHHERA

<#froot>

interface loopback 0
ip address 192.168.1.1 255.255.255.255

interface GigabitEthernet0/1
ip address 10.20.20.1 255.255.255.0

interface GigabitEthernet0/0
ip address 10.10.10.1 255.255.255.0

router bgp 11

neighbor 192.168.2.2 remote-as 10
neighbor 192.168.2.2

updat e- sour ce | oopback 0



l--- Use the IP address of the loopback interface for TCP connections.

neighbor 192.168.2.2

ebgp-nul ti hop

!--- You must configure ebgp-multihop whenever the external BGP (eBGP) connections are not on the same
router eigrp 12
network 192.168.1.1 0.0.0.0

network 10.0.0.0
no auto-summary

% H25B

<{froot>

interface loopback 0
ip address 192.168.2.2 255.255.255.255

interface GigabitEthernet0/1
ip address 10.20.20.2 255.255.255.0

interface GigabitEthernet0/0
ip address 10.10.10.2 255.255.255.0

router bgp 10

neighbor 192.168.1.1 remote-as 11
neighbor 192.168.1.1

updat e- sour ce | oopback 0

l--- Use the IP address of the loopback interface for TCP connections.

neighbor 192.168.1.1

ebgp-mul ti hop

I--- You must configure ebgp-multihop whenever the eBGP connections are not on the same network address

router eigrp 12

network 192.168.2.2 0.0.0.0
network 10.0.0.0

no auto-summary

) AR BULIERABRAKBARERBMIKRSIAFTREE B W ENERE, ERGH | KA
EAEIGRPRAZREE L,



ATl

ERARS AIRERBREEFEIZT.

BN CLI oArss (PEATEMEF ) XBFREL show i, EEEXN show TREN DT |, &
£/ BB CLI 74728,

show ip routef S HI M HHE R 7 2/192.168.2. 2ME M F 5B ZE ( BIEIGRPIREX ) » show ip bgp
summaryin =& R"BGP4RE = FEAZER AN EEOMEN ., traceroutets T HY i H R AR
DWEANBRTEREZE, FEFRP , ABRAZTRH4NENINREIZE—#ITH. ATAESRTEOD
AW ip route-cache i , #INBNERE—RITARKLE., EETFLUER Cisco RIEFK K IhEE

BEETESMENENAREE., BXUNMAEE Cisco REHXANESELR , ESHELE Cisco

BER.

<ttroot>

RouterA#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of Tast resort is not set

10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks
10.10.10.0/24 1is directly connected, GigabitEthernet0/0
10.10.10.1/32 1is directly connected, GigabitEthernet0/0
10.20.20.0/24 1is directly connected, GigabitEthernet0/1
10.20.20.1/32 1is directly connected, GigabitEthernet0/1
192.168.1.0/32 is subnetted, 1 subnets
192.168.1.1 1is directly connected, Loopback0
192.168.2.0/32 is subnetted, 1 subnets

roOorr N

(@)

D 192.168.2.2 [90/130816] via 10.20.20.2, 00:02:01, G gabitEthernet0/1 [90/130816] via 10.10.10.2, 00:0z:

RouterA#

RouterA#

show i p bgp sumary

BGP router identifier 192.168.1.1, local AS number 11


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/15-mt/isw-cef-15-mt-book/isw-cef-basic-config.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/15-mt/isw-cef-15-mt-book/isw-cef-basic-config.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/15-mt/isw-cef-15-mt-book/isw-cef-basic-config.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/15-mt/isw-cef-15-mt-book/isw-cef-basic-config.html

BGP table version is 1, main routing table version 1

Neighbor Vv AS MsgRcvd MsgSent Th1Ver 1InQ OutQ Up/Down State/PfxRcd
192.168.2.2 4 10 20 20 1 0 0 00:15:05 0
RouterA#

traceroute 192.168.2.2

Type escape sequence to abort.
Tracing the route to 192.168.2.2
VRF info: (vrf in name/id, vrf out name/id)
1 10.10.10.2 2 msec
10.20.20.2 2 msec
10.10.10.2 2 msec
RouterA#

HEHEER

HADR AR EDERR L BB Y45 E A A &/ #Lo

BE — A EBJ/NELARE R —PME RS =R (ISP)ETHY
B

A RETRYIZE AS EXH AS Z AIfFES KRN , SMASHABHE, XLEERESU AS
B —MERHERP AL | FAERTEE BGP IEHZRE AS NS N RMSRHFL L, RINERATIIMNEE
H Bl

AR RGIEE KA maximum-paths 5. BRIAMERT , BGP &N — /N AS FRAHY AT BEHY & A AN 3%
BPEE—INBRERR, B2 , BUUERATHHITERNRBRBRHNEAKE, AHTHEN , &
£ BGP EL& #‘33E maximum-paths paths 5. X F paths 2% , TJEH 1 F 6 2R F.

R 45 B

FEHERAUTMEZRE :



10.20.20.0 Gi0/0

10.10.10.0
GioN

BLE
AEBDERAUATERE :

- EEEAERA
- EXEHERB

* RouterC

BXEHHERA

<#root>

interface Loopback0

ip address 192.168.1.1 255.255.255.255
!

interface GigabitEthernet0/0

ip address 10.20.20.1 255.255.255.0

!

!
interface GigabitEthernet0/1

ip address 10.10.10.1 255.255.255.0

!

!

router bgp 11

neighbor 10.20.20.2 remote-as 10
neighbor 10.10.10.2 remote-as 10
network 192.168.1.1 mask 255.255.255.255

maxi mum pat hs 2

I--- This command specifies the maximum number of paths to install in the routing table for a specific



2B

interface GigabitEthernet0/2

ip address 172.16.2.1 255.255.255.0
|

interface GigabitEthernet0/0

ip address 10.20.20.2 255.255.255.0
1

|

router bgp 10
neighbor 10.20.20.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0

RouterC

interface GigabitEthernet0/2

ip address 172.16.2.2 255.255.255.0
!

interface GigabitEthernet0/1

ip address 10.10.10.2 255.255.255.0
1

!

router bgp 10

neighbor 10.10.10.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0

WiF
ERAR D AIRERBREE ERIZT.

BERl CLI 288 (ERATEMEF ) ZIFHELE show v d. EEFXN show REHENDHT |, &
A ER CLI 24788,

show ip route@ TV HE R |, E172.16.2.0MEH A KB R E 2 BIBCGPIREM, tracerouted i &
MW HERBARDHEFRNBRITERZE. EHERF , ABRAZEH4NESNERE—HITH,
show ip bgp i R ATERATF 172.16.2.0 REWEMFKE .

<#froot>

RouterA#
show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area,

o - ODR,

*

- candidate default, U - per-user static route
P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last

resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

roOrr N

10.10.10.0/24 1is directly connected, GigabitEthernet0/1
10.10.10.1/32 1is directly connected, GigabitEthernet0/1
10.20.20.0/24 1is directly connected, GigabitEthernet0/0
10.20.20.1/32 1is directly connected, GigabitEthernet0/0

172.16.0.0/24 is subnetted, 1 subnets

B 172.16.2.0 [20/0] via 10.20.20.2, 00:08:51 [20/0] via 10.10.10.2, 00:08:51

192.168.1.0/32 is subnetted, 1 subnets
C 192.168.1.1 is directly connected, LoopbackO

RouterA#

traceroute 172.16.2.2 source | oopbackO

Type escape sequence to abort.
Tracing the route to 172.16.2.2
VRF info: (vrf in name/id, vrf out name/id)
1 10.10.10.2 3 msec
10.20.20.2 3 msec
10.10.10.2 3 msec

RouterA#
RouterA#

show i p bgp

BGP table version is 4, local router ID is 192.168.1.1

Status codes: s
r
X
t
Origin codes: i

RPKI validation

Network

*

suppressed, d damped, h history, valid, > best, i - internal,
RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
best-external, a additional-path, c RIB-compressed,

secondary path,

- IGP, e - EGP, ? - incomplete

codes: V valid, I invalid, N Not found

Next Hop Metric LocPrf Weight Path

*m 172.16.2.0/24 10.10.10.2 0 0 10 i *> 10.20.20.2 0 0 10 i

*> 192.168.1.

R HERR

1/32 0.0.0.0 0 32768 i



HEDK AR ESERRIL I B E T AR R

B 2 A8 3 8% B B8R X E AR B — MSPRT Y S 839

ATEREES SN A IRMEERSE —1 ISP AS N EZM AKX AR FE. B eBGP XWFH &
ERWNRIRAY AR A ERL L, HTBGPiEEMeBGPHIAEBGP(IBGP)IR AHIM 45 HHY B —FK =
PR, RMLTTERIM/ N8R L ARIGE., EHE@ AS 10 WS MNEERHTARAZERREILT
o RARXMRAEMNMBHAE , RABEMEZNREFNRETE LW REET ARERTITER, It
A MR-FERRESRE  Z—FFRIHZH

NEEEL , BAREAS 11HIBGPEHAKRKMT :

« AS11 EZXHE AS 10 W ABHAURBREBE I THERERMER,
- HEBERARENOT
« MR101%#FInternettI R REFH 2B IR101-R1034E & H o

- WRR101-R1034EB K EBE , MMR101ZEInternetfI FR B R E & FFEZIR102EIAS
10,

- @8 , MR102& FInternetfI FRI B R EE 2B IIR102-R1044E5%

o WIERR102-R1044558 K £ FE , MMR102F]Internetty Fr B i 2 & EITR101RIAS
100

« AVEBERRBEAOT
« Minternet X M £5192.168.11.0/24 I R &K BR103-R1016% 8,
« Minternet X £ M £5192.168.12.0/24H Fi &k B R104-R1028% 8 .
« WMRFIAS 100 —FERRERIE , 5 —FERFREIMERNENFREMInterneti B
BIAS 11,

A, MR101ZIR103E % 7192.168.11.0 , HAS_PATHELMR102EIR104BEME. AS 108
R103-R101£5 B K B E KR, B |, 192.168.12.0 BT R102-R104 €K EMNRERE. AS
101L £ E FAAR104-R1028E B2 M EIAS 11H#7192.168.12.009 R £

X T HIERE  BGPRIBETeBGPR AN M ABERERE. 5EN iBGP RAWBAML , X
LRRMENE. Eit , R101 &Y eBGP M R103 3R41 10.10.34.0 , &3 iBGP M R102 3RAl

10.10.34.0, EFINEBREM A RAEER. NREEFRI101EBEPHBGPE , $E010.10.34.089
B% HFHEER101-R1034888 , T —B6410.10.13.3, #£R102 + , $5[@10.10.34.089 B B R102-



R104%55%% , T—8k10.10.24 4 FEH L HM . NEEF10.10.34.00 R EDBAH. XLURRERT
R101MIR102 LM ERINIE . BXBCGPEBEZEZEIFENFMEER , FSHABCPRERBIEEEE,

P 4% B

AEDEARTHEIRE

IBGP |

10.10.34.X

192.168.12.0
192.168.11.0 second ary

BE

Ao ERUTEE :

L]
Py
-
o
-

o
Y
—
o
N

.
Wy
—
o
w

Py
—
()
IS

R101


https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

hostname R101

!

interface Ethernet0/0

ip address 192.168.11.1 255.255.255.0 secondary
ip address 192.168.12.1 255.255.255.0

!

interface Serial8/0

ip address 10.10.13.1 255.255.255.0

|

router bgp 11

no synchronization

bgp Tog-neighbor-changes

network 192.168.11.0

network 192.168.12.0

neighbor 10.10.13.3 remote-as 10

neighbor 10.10.13.3 route-map R101-103-MAP out

l-—— The AS_PATH 1is increased for 192.168.12.0.

neighbor 192.168.12.2 remote-as 11
neighbor 192.168.12.2 next-hop-self
maximum-paths 2

no auto-summary

|
access-1list 1 permit 192.168.12.0
access-1list 2 permit 192.168.11.0
route-map R101-103-MAP permit 10
match ip address 1

set as-path prepend 11 11 11

|

route-map R101-103-MAP permit 20
match ip address 2

R102

hostname R102

!

interface Ethernet0/0

ip address 192.168.11.2 255.255.255.0 secondary
ip address 192.168.12.2 255.255.255.0

|

interface Serial8/0

ip address 10.10.24.2 255.255.255.0

!

router bgp 11

no synchronization

bgp Tlog-neighbor-changes

network 192.168.11.0

network 192.168.12.0

neighbor 10.10.24.4 remote-as 10

neighbor 10.10.24.4 route-map R102-104-MAP out

l--- The AS_PATH 1is increased for 192.168.11.0.

neighbor 192.168.12.1 remote-as 11
neighbor 192.168.12.1 next-hop-self



no auto-summary
!
access-list 1 permit 192.168.11.0
access-1list 2 permit 192.168.12.0
route-map R102-104-MAP permit 10
match ip address 1
set as-path prepend 11 11 11
!
route-map R102-104-MAP permit 20
match ip address 2

R103

hostname R103

|

interface Ethernet0/0

ip address 10.10.34.3 255.255.255.0

|

interface Serial8/0

ip address 10.10.13.3 255.255.255.0

|

router bgp 10

no synchronization

bgp Tlog-neighbor-changes

network 10.10.34.0 mask 255.255.255.0
neighbor 10.10.13.1 remote-as 11
neighbor 10.10.13.1 default-originate
neighbor 10.10.34.4 remote-as 10
neighbor 10.10.34.4 next-hop-self

no auto-summary

R104

hostname R104
!
interface Ethernet0/0
ip address 10.10.34.4 255.255.255.0
!
interface Serial8/0
ip address 10.10.24.4 255.255.255.0
|
router bgp 10
no synchronization
bgp Tog-neighbor-changes
neighbor 10.10.24.2 remote-as 11
neighbor 10.10.24.2 default-originate
neighbor 10.10.34.3 remote-as 10
neighbor 10.10.34.3 next-hop-self
no auto-summary



ATl

v

RS RENEETHDEBHACHNEEREBTEEET.

BR CLI PBERFFELE show 5% (RRTEMEF ) , EAUBIZRTEEN show i
ez g

AS11 1 AS10 Z (BIB9S 85 B 20 /3 3 Bt I IiE

JEE : show ip bgp command output PR F S (>) RATREN KRR AT ZMNENRER
&R, BXREMAER , 155X BGP S{ERBRBE L,

R101FHBGPXRE RBIIR101-R1034E 8 BiA B EX M Fr B 1% R E M R L ®. show ip route
meEHEEARBRPAER,

<#root>

R101#

show i p bgp

BGP table version is 5, local router ID is 192.168.12.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 10.0.0.0 192.168.12.2 100 0 10 i
*> 10.10.13.3 0 10 i

l--- This is the next hop of R103.

* 110.10.34.0/24 192.168.12.2 100 0 10 i

*> 10.10.13.3 0 0 10 i

I--- This is the next hop of R103.
* 4192.168.11.0 192.168.12.2 0 100 0 i


https://cway.cisco.com/cli/
https://cway.cisco.com/cli/
https://cway.cisco.com/cli/
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

*> 0.0.0.0 0 32768 i

* §192.168.12.0 192.168.12.2 0 100 01
*> 0.0.0.0 0 32768 i
R101#

show i p route

l--- Qutput suppressed.
Gateway of last resort is 10.10.13.3 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Ethernet0/0

C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.13.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.13.3, 00:08:53

l--- This 1is the next hop of R103.

B* 0.0.0.0/0 [20/0] via 10.10.13.3, 00:08:53

l--- This 1is the next hop of R103.

LT ER102HBGPMEKH X, BIFIZEK , R102EBEXR102-R1048 B A REK AR EIAS 10:

<#froot>

R102#

show i p bgp

BGP table version is 7, local router ID is 192.168.12.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>0.0.0.0 10.10.24.4 0 10 i

I--- This is the next hop of R104.

g 192.168.12.1 100 0 10 i

*> 10.10. 34. 0/ 24 10.10.24.4 0 10 i



I--- This is the next hop of R104.

* g 192.168.12.1 0 100 0 10 1
* §192.168.11.0 192.168.12.1 0 100 0 i

*> 0.0.0.0 0 32768 i

* §192.168.12.0 192.168.12.1 0 100 0 i

*> 0.0.0.0 0 32768 i
R102#

show i p route

l--- Qutput suppressed.

Gateway of Tast resort is 10.10.24.4 to network 0.0.0.0
C 192.168.12.0/24 is directly connected, Ethernet0/0
C 192.168.11.0/24 is directly connected, Ethernet0/0

10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.24.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.24.4, 00:11:21

I--- This is the next hop of R104.

B* 0.0.0.0/0 [20/0] via 10.10.24.4, 00:11:21

I--- This is the next hop of R104.

M AS 10 2 AS 11 I ASERERUE

M£%192.168.11.081192.168.12.0/8 TAS 11, WBIFIZEKE , AS 11L& FEAR103-R1014E8& KL
RIEML192.168.11.09 R E , M{EAR104-R10265 1 K& K EME192.168.12.000 R &,

<#root>

R103#

show i p bgp

BGP table version is 4, local router ID is 10.10.34.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.34.0/24 0.0.0.0 0 32768 i



*> 192.168.11.0 10.10.13.1 0 0 11 i

!--- The next hop 1is R101.
* 192.168.12.0 10.10.13.1 0 0 11 11 11 11 i

*>j 10.10.34. 4 0 100 0 11 i
!--- The next hop 1is R104.
R103#

show i p route

I--- Qutput suppressed.
Gateway of Tast resort is not set

B 192.168.12. 0/ 24 [200/0] via 10.10.34.4, 00:04:46

!--- The next hop 1is R104.

B 192.168.11.0/24 [20/0] via 10.10.13.1, 00:04:46

!--- The next hop 1is R101.
10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.13.0 is directly connected, Serial8/0
C 10.10.34.0 is directly connected, Ethernet0/0

4% 192.168.11.0 /£ R103 LW HKEBR R EEN R103-R101 §55% , MML 192.168.12.0 W R{ER
ZEREY R104 EAS 11, EXMRAP , RIERENKERE T HERE.

E# , £ R104 # , BGP MEHAREGLHEM

<#root>

R104#

show i p bgp

BGP table version is 13, Tlocal router ID is 10.10.34.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path

*>710.10.34.0/24 10.10.34.3 0 100 0 i

*>j 192.168. 11. 0 10.10.34.3 0 100 0 11 i

* 10.10.24.2 0 0 11 11 11 11 i
*> 192.168.12.0 10.10.24.2 0 0 11 i

R104#s

how ip route

I--- Qutput suppressed.
Gateway of Tast resort is not set

B 192.168.12.0/ 24 [20/0] via 10.10.24.2, 00:49:06

!--- The next hop 1is R102.

B 192.168.11.0/ 24 [200/0] via 10.10.34.3, 00:07:36

!--- The next hop 1is R103.

10.0.0.0/24 1is subnetted, 2 subnets
C 10.10.24.0 is directly connected, Serial8/0
C 10.10.34.0 is directly connected, Ethernet0/0

HR101-R103¢% 88 & £ M FE BT #E 1T AUE

MR101-R1038E| K EHER |, MEFREHMHSNBELRI2EH KA, TEEE THLER ;



10.10.34.X

192.168.12.0
192.168.11.0 second ary

X< R103 £H R103-R101 £ SAERIX M EIR .

<ffroot>

R103(config)#

interface serial 8/0
R103(config-if)#

shut down

*May 1 00:52:33.379: %BGP-5-ADJCHANGE: neighbor 10.10.13.1 Down Interface flap
*May 1 00:52:35.311: %LINK-5-CHANGED: Interface Serial8/0, changed state to administratively down
*May 1 00:52:36.127: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial8/0, changed state to down

REE| AS 10 K H/FERH,

<tfroot>

R101#

show i p bgp



BGP table version is 17, Tocal router ID is 192.168.12.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*>{0.0.0.0 192.168.12. 2 100 0 10 i

I--- This is the next hop of R102.

*>j 10. 10. 34. 0/ 24 192.168.12. 2 100 0 10 i

I--- This is the next hop of R102.

* §192.168.11.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 i
* §192.168.12.0 192.168.12.2 0 100 0 i
*> 0.0.0.0 0 32768 i
R101#

show i p route

I--- Qutput suppressed.
Gateway of last resort is 192.168.12.2 to network 0.0.0.0

C 192.168.12.0/24 is directly connected, Ethernet0/0
C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 1 subnets

B 10. 10.34.0 [200/0] via 192.168.12.2, 00:01:34

B* 0.0.0.0/0 [200/0] via 192.168.12.2, 00:01:34

1--- A11 outbound traffic goes through R102.

R102#

show i p route

I--- Qutput suppressed.

Gateway of Tast resort is 10.10.24.4 to network 0.0.0.0



C 192.168.12.0/24 is directly connected, Ethernet0/0

C 192.168.11.0/24 is directly connected, Ethernet0/0
10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.24.0 is directly connected, Serial8/0

B 10.10.34.0 [20/0] via 10.10.24.4, 00:13:22

B* 0.0.0.0/0 [20/0] via 10.10.24.4, 00:55:22

!--- Al11 outbound traffic on R102 goes through R104.

£ R101-R103 < BRI A W BB R A -

<#froot>

R103#s

how i p bgp

BGP table version is 6, local router ID is 10.10.34.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.34.0/ 24 0.0.0.0 0 32768
*>| 192.168.11.0 10.10.34.4 0 100 011 11 11 11
*>7192.168.12.0 10.10.34.4 0 100 011 i1
R103#

show i p route

l--- Qutput suppressed.
Gateway of last resort is not set

B 192.168.12. 0/ 24 [200/0] via 10.10.34.4, 00:14:55

I--- The next hop 1is R104.



B 192.168.11.0/ 24 [200/0] via 10.10.34.4, 00:05:46

!--- The next hop 1is R104.
10.0.0.0/24 1is subnetted, 1 subnets
C 10.10.34.0 is directly connected, Ethernet0/0

£ R104 £, &7 192.168.11.0 1 192.168.12.0 Ml &S R104-R102 5 EE 12 5o

<{froot>

R104#

show i p route

I--- Qutput suppressed.

Gateway of Tast resort is not set

B 192.168. 12.0/24 [20/0] via 10.10.24.2, 00:58:35

I--- The next hop is R102.

B 192.168. 11. 0/ 24 [20/0] via 10.10.24.2, 00:07:57

I--- The next hop is R102.

10.0.0.0/24 1is subnetted, 2 subnets

C 10.10.24.0 is directly connected, Serial8/0

C 10.10.34.0 is directly connected, Ethernet0/0
==

PR HERR

LA A HEDEBR L BB RV 45 E A A &/ #Lo

BYENAKIERARFZERHE TR ISP B A E 2

ERFRD  ARGETERTEBENE , AL REH#TARRE, SXERTAESEE B
BGPEMTEIAVASIRERHYBGPRE B UL R —FEE B RN RERE. HBBKEN1.0.0.xF



128.0.0. CEE AMISPA)RHAMBAIREFHFNEE , AMISPB)RIANEAKRITEFHFNES
o UATHHMEE A -

BREMER , FSRARNTERSREAR (ZEE ) HE BGP NEE R,

RIS

AEDERAUTHERE :

ISP-A

10.16.6.0/24
172.16.2.0/24

10.20.20.0 Gio/0

~"Router & Gi0/1
10.16.6.0/24

10.10.10.0 172.16.2.0/24

GioH

BLE

AEBDERAUATERE :

- EEEAERA
- BXEHERB

* RouterC

BXEHHERA

interface GigabitEthernet0/0
ip address 10.20.20.1 255.255.255.0

interface GigabitEthernet0/1
ip address 10.10.10.1 255.255.255.0

router bgp 11
neighbor 10.20.20.2 remote-as 10


https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html

neighbor 10.20.20.2 route-map UPDATES-1 in
!--- This allows only the networks up to 128.0.0.x.

neighbor 10.10.10.2 remote-as 12
neighbor 10.10.10.2 route-map UPDATES-2 in

!--- This allows anything above the 128.0.0.x network.

route-map UPDATES-1 permit 10
match ip address 1
set weight 100

route-map UPDATES-1 permit 20
match ip address 2

route-map UPDATES-2 permit 10
match ip address 1

route-map UPDATES-2 permit 20
match ip address 2
set weight 100

access-1list 1 permit 0.0.0.0 127.255.255.255
access-1list 2 deny 0.0.0.0 127.255.255.255
access-1list 2 permit any

R E25B

interface GigabitEthernet0/2
ip address 172.16.2.1 255.255.255.0

interface GigabitEthernet0/3
ip address 10.16.6.1 255.255.255.0

interface GigabitEthernet0/0
ip address 10.20.20.2 255.255.255.0

router bgp 10

neighbor 10.20.20.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0
network 10.16.6.0 mask 255.255.255.0

RouterC

interface GigabitEthernet0/3
ip address 10.16.6.2 255.255.255.0

interface GigabitEthernet0/2
ip address 172.16.2.2 255.255.255.0

interface GigabitEthernet0/1
ip address 10.10.10.2 255.255.255.0



router bgp 12

neighbor 10.10.10.1 remote-as 11
network 172.16.2.0 mask 255.255.255.0
network 10.16.6.0 mask 255.255.255.0

I E

ERAIS AIRERBREEFEIZT.

B CLI 288 (PEATEMER ) XIFELE show BF. EEFX show SHEN DT, &
FEAER CLI 2488,

show ip routedin %5 19 i tH Mtraceroute s T AV 4 H & RAEIK F128.0.0 xHI M E MBS
10.20.20.2iR HRouterA, LtE&EH2MSerial 0FO X HHW T —Bk, ERMLES 10.10.10.2 iIBH
, X 2B serial 1 2O T —Bk,

<#root>

RouterA#

show i p route

l--- Qutput suppressed.

Gateway of Tast resort is not set
B 172.16.2.0/24 [20/0] via 10.10.10.2, 00:13:16
l--- This is the next hop out through GigabitEthernet0/0.

B 10.16.6.0/24 [20/0] via 10.20.20.2, 00:13:16

l--- This is the next hop out through GigabitEthernet0/1.
l--- Qutput suppressed.

RouterA#
show i p cef 172.16.2.0

172.16.2.0/24

next hop 10. 10.10.2 G gabitEthernet0/1



RouterA#

show i p cef 10.16.6.0

10.16.6.0/24

next hop 10.20.20.2 G gabitEthernet0/0

RouterA#
show i p bgp

BGP table version is 10, local router ID is 192.168.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,

t secondary path,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

*> 10.16. 6.0/ 24 10.20.20.2 0 100 10 i * 10.10.10.2 0 O 12 i * 172.16.2.0/24 10.20.20.2 0 0 10 i *> 10. 1

*> 192.168.1.1/32 0.0.0.0 0 32768 i

RouterA
#traceroute 172.16.2.1 source | oopbackO

Type escape sequence to abort.
Tracing the route to 172.16.2.1
VRF info: (vrf in name/id, vrf out name/id)

1 10.10.10.2 2 nsec 3 nsec 2 nsec

2 172.16.2.1 [AS 12] 3 msec 3 msec *

RouterA#

traceroute 10.16.6.1 source | oopbackO

Type escape sequence to abort.
Tracing the route to 10.16.6.1
VRF info: (vrf in name/id, vrf out name/id)

1 10.20.20.2 3 msec 2 nsec *



RouterA#

R HERR

HEDK AR ESERRIL I B E T AR R

AR R ER S TE E RIS ISP R A&

EEAWA ISP NSBEEHRD , FURXANEITE. BGPRMMNTEASIKEKIBGPIEZ L
RBEEMNBNE —HERE , AT ARATAREE, ER , ABRAZTTUERXHSEE
BGPM &I, BREFEMTHENKE , £HTEN BGP BIEEFIRE.

RO MEEARMENZSEEIRE, EEE RMASSMARAE, FSHMEE , HH AS 100
EIJ%‘TEE*EJLT—Iﬁﬁ$uﬁ§/\?O

N B ARGIRHIPHEUHAREC 1918% A i 2 AT,

NTERER , REAS 100HBCGPEHEKRIAT :

« AS 100 ZKRERMMEEBHARERE , UKk HEMInterneti HAYER AR H .
- HEBERREOT

- ZIAS 300/ L FZ TR - ISP(A) # 8.

- ZIAS 4008 FZTR2 - ISP(B)§EEE

- FIEHMREEEETR-ISP(A)SERK K B IAREFH0.0.0.0,

- MRR1-ISP(A)EER K EWE |, FIEREHLEIR2-ISP(B)ER,
- AWEBEREHOT

« Minternet& M ££10.10.10.0/2489 KR ER HISP(A)-R16£5 o

« Minternet& M £%10.10.20.0/24 ) i 8 5k B I1SP(B)-R248£ 5% .

« MR-—NMSPREWIE , 5 —NSPFAMBEMEHREMInterneti& HEAS 100,


https://www.ietf.org/rfc/rfc1918.txt?number=1918

R 4% B

AEDERATFERE :

192.168.31.3

192.168.21.1
ISP-A Hetwork

10.30.50.0:/2 4

AS 100
Hetwork 10.10.10.0:24
Hetwork 10.10.20.0:24

192.168.42.4

ISP-B Hetwork
10.40.30.0,2 4

192.165.21.2

BLE

RO EANUTERE :

R2

interface Ethernet0
ip address 192.168.21.2 255.255.255.0

interface Serial0
ip address 192.168.42.2 255.255.255.0

router bgp 100
no synchronization
bgp log-neighbor-changes
l--- The next two lines announce the networks to BGP peers.

network 10.10.10.0 mask 255.255.255.0
network 10.10.20.0 mask 255.255.255.0

l--- The next Tine configures iBGP on R1.



neighbor 192.168.21.1 remote-as 100
neighbor 192.168.21.1 next-hop-self

I--- The next Tine configures eBGP with ISP(B).

neighbor 192.168.42.4 remote-as 400

!--- This is the incoming policy route map for the application of attributes to specific routes.
neighbor 192.168.42.4 route-map AS-400-INCOMING in

!--- This is the outgoing policy route map for the application of attributes to specific routes.

neighbor 192.168.42.4 route-map AS-400-OUTGOING out
no auto-summary

I--- This Tline sets the AS path access list, it permits all routes within the routing domain of the pro
ip as-path access-1list 1 permit A400%
l--- These two Tines set the access Tist.

access-1list 10 permit 10.10.10.0 0.0.0.255
access-1list 20 permit 10.10.20.0 0.0.0.255
!--- The next three lines configure LOCAL_PREF for routes that match AS path access Tist 1.

route-map AS-400-INCOMING permit 10
match as-path 1
set local-preference 150

l--- Here, the route map prepends AS 100 to BGP updates for networks that are permitted by access Tist

route-map AS-400-OUTGOING permit 10
match ip address 10
set as-path prepend 100

I--- This Tine announces the network that is permitted by access Tist 20 without any changes in BGP att

route-map AS-400-OUTGOING permit 20
match ip address 20

R1

interface Serial0/0

ip address 192.168.31.1 255.255.255.0
!

interface Ethernetl/0

ip address 192.168.21.1 255.255.255.0
!

router bgp 100

no synchronization

bgp Tlog-neighbor-changes

network 10.10.10.0 mask 255.255.255.0
network 10.10.20.0 mask 255.255.255.0

l--- IBGP peering with R2



neighbor 192.168.21.2 remote-as 100
neighbor 192.168.21.2 next-hop-self

I--- This Tline sets eBGP peering with ISP(A).

neighbor 192.168.31.3 remote-as 300

!--- This is the incoming policy route map for the application of attributes to specific routes.
neighbor 192.168.31.3 route-map AS-300-INCOMING in

!--- This is the outgoing policy route map for the application of attributes to specific routes.

neighbor 192.168.31.3 route-map AS-300-OUTGOING out
no auto-summary

I--- This Tline sets the AS path access list, it permits all routes within the routing domain of the pro
ip as-path access-1list 1 permit A300%
l--- These two Tines set the IP access list.

access-1ist 10 permit 10.10.20.0
access-1ist 20 permit 10.10.10.0

0.0.0.255

0.0.0.255

!--- The next three lines configure LOCAL_PREF for routes that match AS path access Tist 1.

route-map AS-300-INCOMING permit 10

match as-path 1

set local-preference 200

l--- Here, the route map prepends AS 100 to BGP updates for networks that are permitted by access Tist
route-map AS-300-OUTGOING permit 10

match ip address 10

set as-path prepend 100

I--- This Tine announces the network that is permitted by access Tist 20 without any changes in BGP att

route-map AS-300-OUTGOING permit 20

match ip address 20
!

K UE
ERAASS THRERBEREERET.

B CLI 288 (PEATEMER ) XIFELE show BF. EEFX show SHEN DT, &
FEAER CLI 2488,

& H show ip bgp &5 LAREIE H 5/ A SE R EE R BB X

~ JEE : show ip bgp output FBI A F & (>) RRAENEEPA T ZMENRERR, BXF



N fEE | B55 BOP BERERREE,

<tfroot>

R1#

show i p bgp

BGP table version is 6, Tocal router ID is 192.168.31.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

BGP table version is 6, Tocal router ID is 192.168.31.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 192.168.31.3 200 0 300

!--- This Tine shows that the default route 0.0.0.0/0 is preferred through AS 300, ISP(A).

* 110.10.10.0/24  192.168.21.2 0 100 0 i
> 0.0.0.0 0 32768 i
* 110.10.20.0/24  192.168.21.2 0 100 0 i
> 0.0.0.0 0 32768 i
*> 10.30.30.0/24  192.168.31.3 0 200 0 300 i
*>i 10. 40.40.0/24  192.168.21.2 0 150 0 400 i

!--- The route to network 10.30.30.0/24 (AS 300) is preferred through the R1-ISP(A) Tink.
!--- The route to network 10.40.40.0/24 (AS 400) is preferred through the R2-ISP(B) 1ink.

W , iF R2 LAY show ip bgp output :

<ffroot>

R2#

show i p bgp


https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

BGP table version is 8, local router ID is 192.168.42.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 0.0.0.0 192.168.42.4 150 0 400 i
* >j 192.168.21.1 200 0 300

I--- This Tline shows that the default route 0.0.0.0/0 is preferred through AS 300, through the R2-ISP(B

*> 10.10.10.0/24 0.0.0.0 0 32768 i
* g 192.168.21.1 0 100 0 i
*> 10.10.20.0/24 0.0.0.0 0 32768 i
* g 192.168.21.1 0 100 0 i
*>i 10. 30. 30. 0/ 24 192.168.21.1 0 200 0 300
*> 10. 40. 40. 0/ 24 192.168.42. 4 0 150 0 400

!--- The route to network 10.30.30.0/24 (AS 300) is preferred through the R1-ISP(A) Tink.
!--- The route to network 10.40.40.0/24 (AS 400) is preferred through the R2-ISP(B) T1ink.

f£Router 6 £ & tHshow ip bgp@r ¥ , LAMZEEM££10.10.10.0/245110.10.20.0/24 49 A Sh SR BE -

<#froot>

Ro6#

show i p bgp

BGP table version is 15, local router ID is 192.168.64.6
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 10.10. 10. 0/ 24 192.168.63. 3 0 300 100 100

l--- This 1ine shows that network 10.10.10.0/24 1is routed through AS 300
l--- with the ISP(A)-R1 1ink.

192.168.64.4 0 400 100 100 100 i
10.10.20.0/24 192.168.63.3 0 300 100 100 i

*> 192. 168. 64. 4 0 400 100



!--- This Tine shows that network 10.10.20.0/24 is routed through AS 400
I1--- with the ISP(B)-R2 1ink.

*> 10.30.30.0/24 192.168.63.3 0 0 300 i
*> 10.40.40.0/24 192.168.64.4 0 0 400 1

XM R1 LW R1-ISP(A) 838 H M BGP k. FIERMInternetfy iR E & BT R2-ISP(B)SERE K H :

<{froot>

R1(config)#

interface serial 0/0
R1(config-if)#

shut down

*May 2 19:00:47.377: %BGP-5-ADJCHANGE: neighbor 192.168.31.3 Down Interface flap

*May 2 19:00:48.277: %LINK-5-CHANGED: Interface Serial0/0, changed state to
administratively down

*May 23 12:00:51.255: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0O, changed
state to down

R1#

show i p bgp

BGP table version is 12, local router ID is 192.168.31.1
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i0.0.0.0 192.168.21.2 150 0 400 i

I--- The best default path is now through the R2-ISP(B) 1link.

* 110.10.10.0/24 192.168.21.2 0 100 0 i
*> 0.0.0.0 0 32768 1
* i10.10.20.0/24 192.168.21.2 0 100 0 i
*> 0.0.0.0 0 32768 1
*>710.40.40.0/24 192.168.21.2 0 150 0 400 i1

R2#

show i p bgp



BGP table version is 14, local router ID is 192.168.42.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 192.168.42. 4 150 0 400

I--- The best default route is now through ISP(B) with a local preference of 150.

* i10.10.10.0/24 192.168.21.1 0 100 0 i
*> 0.0.0.0 0 32768 i
* i10.10.20.0/24 192.168.21.1 0 100 0 i
*> 0.0.0.0 0 32768 i
*> 10.40.40.0/24 192.168.42.4 0 150 0 400 1

5 & Router 6 M4 10.10.10.0/24 KIEEH :

<#froot>

Ro6#

show i p bgp

BGP table version is 14, local router ID is 192.168.64.6
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 192.168.64.4 0 400 100 100 i

I--- Network 10.10.10.0 is reachable through ISP(B), which announced the network with AS path prepend.

*> 10.10.20.0/24 192.168.64.4 0 400 100 i
*> 10.30.30.0/24 192.168.63.3 0 0 300 1
*> 10.40.40.0/24 192.168.64.4 0 0 400 i1
=
HUEHEER
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https://community.cisco.com/t5/networking-videos/bgp-multi-homing-design-and-troubleshooting-video-from-live/ba-p/3100134
https://community.cisco.com/t5/networking-videos/bgp-multi-homing-design-and-troubleshooting-video-from-live/ba-p/3100134
https://community.cisco.com/t5/networking-knowledge-base/bgp-multi-homing-design-and-troubleshooting-questions-and/ta-p/3124267?referring_site=bodynav
https://community.cisco.com/t5/networking-knowledge-base/bgp-multi-homing-design-and-troubleshooting-questions-and/ta-p/3124267?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/5212-46.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/217964-configure-sample-for-bgp-with-two-differ.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13759-37.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13759-37.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/tech/ip/ip-routing/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
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