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AR BEARENER,

E VAL

A BR T 45 E BV B4 M RE R R AN o

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
wh(RIA) BRE. MRENMELTEIRS , FERRETRAERSHBERRE,

db
A=

Al

HIBRI Cisco IOSREREZRT , MENBAEZ ML,

MENBEAZLEESEMFREDEATRAN=ZARERGE, NEN=ATHEEEDIIZ : B
FH. ZHFENKETE , SN TERASERFOTENEE. AXERHE TSNS HENE
BRI X LENSE,

- EEYH - EEVYEHEEXRIAFCisco IOSEREZFNRE , AMARRFMMAR , flInzLH
FT(SSH)F fa] 2 [ & B U (SNMP),

o BEIFE- MR RENEFFELEN TEPNEEMRENEREENRE. BHFESHE
W 4818 % 2 (B9 Rz A AN | 4503050 SR X < i1 (BGP) A R A ER R S MY (IGP), 1A ‘B35 18758
B A B M o< % FB WM (EIGRP) M FF ik 8% 2 B& R 4L 55 (OSPF),

- BIETH - HETEEIMNBREZERBIE, BEFTEFBERIETER#Cisco IOSIRERITR
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AXEPFSRNELLIERERURZBFAERS  WELEREMRIIE, B2 , MREFFHAEE
(W EMSABERZINE , AELTUTEREZEN ZUWRATESXRE. EURNELNE
BT, AXHEE - LB, IEBWEXNREHEDTHANEZ 2,

BREITRE

BRNEEZTEZER-—NFFEENTE, BERATIHN AR ABTETERM TRAMMEMR Cisco
I0S REMNEEZS , BEMNESREATETLEBRMNEEZE., NELEANEITEIEERRR



ENERE—# K ERABRELZEENENLL,

XEFFHITE - LEEVUEIHRNBERN, XEFFFEBRTHNRKETHNREEESE , Fit
HA2MH,

M Cisco B2 I ME [z

BERFmZEEH4MA/DA (PSIRT) AN ERFRFSZLHEXNAE , QIEA4PEENR (
PSIRT 21 BWHRY., TEA“Cisco Z2MWM"X—HEREXCERERENQE, ERLS
NERREETZE LN EMI@A,

£ Cisco Z2jRE KM P A UK I B RXLEBEF RN EMES

BEEPREME  BIBERTHNENRZLEUANNE, LEAFZTHAEXNRENAR , Re
AE A IR R ATREXY M GG B LD . MBS AT ERBAERNHEE , TSR ZE2REANKL DR NE

4
o

MASHEIE, #XMICK

SOWIE, FNMICHK (AAA) ERN TRRMNEFERBZLZLEXREE, AAA EREHENEEXEN
SEHWIETIRE , RULLEAFREN ARKRTREEN,. EERAEUNGT , ALLEXHMBEAFHAN
2T BXRUAFNA AAANESEER , FHHAXENSHRIE, BNMICKES.

£ BRRENEZRE

BETHRELZ2EMHEXNER., RSN EES  ENALALTER SN BENMKEKN S — KiK.
IS —REAARARBABEMEZREN BE , FEATT LR A B E KRER AR,

KiEEF BEG , BLTIFR —MERCFERCFKOMANBEREYR, ETLALNEE , LHE
RSEE A AN TN B SBENRAEEMNETANNSR DN 2,

BXWMMAECisco IOSMERZE LR ASHFAES , BSHAXHEHN B TICFRETERS

RABEFERAZEMN

FRAZSMMCRERBRBRNMEEEHRIE, RUEFERAZSMN. ZE2MIUERSEFEASSHMT
2Telnet, At EMRITHEMNEBEEEIHMLBME, A, EEHEEHRERERZ S XK LR
i, Hlan , FRREEHIHIN (SCP) KE FTP = TFTP,
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BXBEMIOS RBEZLEENESRFEE , FEAAXHENZEREXEECFT D,

f£H NetFlow SR EHIERTILE

NetFlowfEIRREB L IEME LR E, NetFlowR¥ AT EREEESHINKEBENARER , Bt
ALRATFETREAHASILENRESE. FRLNEAUSNEEZ2INENRER. TIERENRE
BESHIZEWES , HEVUZEINetFlowEEMEZRE , LEESENTRNEHFERE,

BRI EEMIZMEES |, FSFAR M RE IR B F B #2849 M Cisco 10S NetFlow,

 AEERLEMAF TGRS TEMER.

Gt

E
REEE

REEERATEN. F&. #EANBREERNIRE. EHX Cisco I0S RFEEN LT H
 BEEEENSAFNTHEREE  KEFHNES,

EAREFHORNMBREFMMNER. EZE2BFRF , EAUEAREFEREERT T WL
ZE2ERURERRENNE, LESSAAABSEE-BEYTRRRZENZTEHIT,

Cisco I0S REMEEI S W ZHBRNFAES. AFE. BEMHREETIRGABTER LR
REENTRH, FERPATEHCisco IOSKREZEBNFMRE. UAFZeN AR TRXEFEE T8
SWABNMEN L 2,

EEYm

EEVYHLEATXUMEEEBRNIIE. HPaEER SSHHIXREXAEERE , URER
SNMP = Netflow HEEITHERETIRE, HEERMBZRENEZ LN , RPFEEFTEEXEE, W
REZLEHREBRAEEFENEE , NIRRT ERENIBEMLE.

RN LD F M T Cisco I0S R RENEH TRICERFENZEURNKE.
— AR E IR EEL

EEVYEHATIR, EENEERE  UREZESITNHBRENME, EEFYEHERAREA
TXEDERENRE. RPREVEZETFENZFTEH , BN FEHREERZREEFEN
B, EEVHERERANHILIE
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- REMBEEBIL (SNMP)

* Telnet

« Secure Shell i (SSH)

o NHERIHY

o I ARMERITNN/ R 2 S ARE RN

- ERXHERBDIL (TFTP)
- REEHIPIL (SCP)

- TACACS+

« RADIUS

* Netflow

o PR R (NTP)

- REAE

RERESEMHN , BIRBMEEN S RERERNIZGZEE T ARSZ1T, MRE—FERKIDF
A, FrEFEHBITERAR.

B EE

AGEFNRRHIRZNHFR,. XREEATRIEFRNVEDIAMN, SWRIHRTRERIRENF
Ret, ZFERSZIRWARIERBNEH , HFEATUREERE T, E/IRHEHLR. FH—;
TEREXEK , ASHSIER TACACS+ 5 RADIUS S RIERFH[HTERE, ER , 3
TACACS+EHRADIUSIRS R EHERS , MEEAREERN TR ED, REFENEEP B IREFER
ftOSEE , W NTP 4. SNMP X F RSB ER.

i Penable secret Fl TR B R F I Cisco IOSR M EE 17 B PRIV 15, HTUE T Henable
secret , T~ 22 |HBY B enable password 3 o 1% B enable password T3 {5 F 58 N B2 & 5% o

MR R enablesecret FIRB AN B Aty BEETOS , NEHA0STRTERERAE , BET
BAMIERRRE #htty(viy) 2 IEZBRIS T R, WIRIENLFEERTLEN , XtUES —MNAREE
enable secret BWEH .

2 @ service passwor d-encryptionBit B 65 5 ¥8 /R Cisco |IOSE 4N Z1E, RiAEF 5 B RIE MY (CHAP)®
ANREFEEEHEEXHPHRCEBIE. XMNBEE T LEBAMEEMNEEZE |, flnSimi1EE
EEABELLMNREER, B2 , Z%D A & service password-encryption i 2 & . # Vigen re 18, It
HEEZEZRLEMLEBHELEEENREENREXHHITRANSH , HEFEAT LREN, £
B EMNZEOTH Cisco 10S BLENH , AIFIX L OTHAX IR —HZ R ™=ZHNRF,

BRZGSTERALBNZREL  ERREEMTURLBEEDSEMER T 1Z & Lenable secretenable
passwordo AAEHER I ZEZE | H B Fenableecret B{F AT S HEnhanced Password 22 hRE,
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i Tencble secret M BB F DR 2 W EAE S W ES(MDS)RITHIDES, WEEEZIAIAZHLT
RE , HFEIANERFTEN, BR , kEEZRZZINFARE, EFHARTF , KEELZHFH
FHMARERDIRPNENFRERTCEDT, Rt , XML FEEEXH , A REZEEN
MAHREZIMH

EENOSTER

Cisco IOSHHFIRA12.2(8) THEI AR BB EB T2 R AT EER N T E EMDSHRI 5!
usemame, FEMLTIREZ B , AMMPREMNERD KRB OMRKBE 7, iERHAXFD , RECRET
Vigenre MFENEE, “WENOTREEL DEFTESERAXOT AR (21 CHAP ) —i2fE
Ao

EFEAMDSEIIMZAFZD |, A HE Busename secret BLE IR T o

username <name> secret <passw0rd>

EXEBERYE

Rl I0S BMHERRA 12.3(14)T RN T ERFRERYEIE , ANEEREAFKFZHERK
MRBRFEENRBERESE, —BERFHHE , FEFEKFBUEBE 28 , K/ RREF
BERS. ERALIETEMERENRRIIN1SHNENAF . FNRENN1SHAFPBRENR
ME

FER , OREBFZAMEBRZHRY , MERNAFETRSFAECBERRE 2. 1, &
FRAFUTRLEATRAFSESERTEORIESE , NTalEHIELIRS (DoS) &

ARPIEBMAR A EFOTERBE THEE

|
aaa new-model

aaa local authentication attempts max-fail <max-attempts>
aaa authentication Togin default local

username <name> secret <passw0rd>



R EERATHHRIESE , fIWCHAPTIZE & 41K UE thHIL (PAP).

No Service Password-Recovery

£ Cisco 10S BAHHRZA 12.3(14)T RESHRAF |, “BAASIRE EZE LEMEFRHE &5 RN
ROAFUAZ2N AR BRREEENEROT, WIHEERATHRIEEEAF EQEEEHE
M7 E NVRAM,

no service password-recovery

Cisco IOSBHRHEBMELE , ZIBMB T HFIROMEZEX(ROMMON) , ZEAERL S
Zh R £ FBreak#, EROMMONR | AILLEM M IRERH , LETREENEBNHREEE,

AW OTMESEATEMAEARFHELRANRNAFBHREREMNSE, EREBIIHA , XL
ZRE"ThRE R BA Lk Break #7355 KM # A ROMMON &,

BN FRno service password-recovery £ IR & LB A, MEBWRFRBEENWRNEIAR , HXEEREFEERT
R, BRALYEES , MRFEEME Cisco 10S REMNOT , BANEERFHEM R,

BXRILDENESEER , F5MHEZE ROMMON B E R,

ZRARERNIRS

FRAZEHEREK , BREATATLENRS. TEENRS , LEHRERAFEERDY
(UDP)WRS , ROVBTEEEHN , EAATREDoSHMHE AT BiE S IErE LYK T,

ZATCPMUDP/MERRS, XLERS DI !

« echo (WwWHS7)

« discard ( iwAS 9)
+ daytime (I HAF 13)
« chargen (IwHAS 19)
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REB &G 8] 52 7] DUR S SR Kk AN B RSN , BEMSH AR EMRE LB
RAXLRRS ., BRIAMERT , Cisco IOSHHMA12.0RESMRAZRA/NERS, EREHOR4D |, no
servicetcp-small-serverswlf}{no service udp-small-serversivf H:'.andé%@ﬂ Iﬁﬁ'%;ﬁi—%ﬁﬁ e,

MRFER , BAREANEARS S

« &K Hnoipfinger global configurationdn A AFingerfk%. BIAMBERT , &8F12.1(5)H
12.1(5)TH Cisco IOSH iR A< ZE A L AR 55 o

« EHEREE S noipbootpserver , A 5| &1L (BOOTP),

« 1ECisco IOSEHRA12.28)TRESRAF , £ /EEE X T &K Hip dhep bootp ignoredn
TUUZHBOOTP, X# A AR EHEE MY (DHCP) RESFEBER ARS.

o MRAFFEE DHCP 4RSS , N AT LA A DHCP RS, BEEZREEER T A H no service
dhep 8 Ho

- EEOBREBEN T A HHno mop enabledds 5 LAZE F 437 IR fEML(MOP) BR S5 o

« & tHno ip domain-lookup£ R EL BB A ZF1E R K5 (DNS) BT ARS -

- E2REEER T & Eno service padint , UZAR TX.25ME N HKIESA KRS/ 2 fhes
(PAD)BRSS -

E2BEEERXT , AIEA noip http server s SZ A HTTP BRS85 , FAIEMA noip http
secure-server £ R{EEM T UZA LT L HTTP (HTTPS) ARS8,

BRIE Cisco I0S X ZFHE B HEINMEFRREE , TN AHEA no service config £ FEL
BT, XHEAPHLEER 10S REFZXAER TFTP ERMEPWEE X4,

Cisco X I NN(CDP) R —FM &N , AT AIMEE ZHCDOPHIIRFZ LI LR B4R A M &%
aih, MEEBERANMS) AR EREMERERFEHACDP, HAEEZITAENENAE
#0O EZHACDP, £/ no cdp enable OGS ASALLRIE, E , LA no cdp run
2REETTEREM CDP, HEE , BEMAF WIAERCDPIH 1Tl R FR ST ML,

- HEREXZDDIL(LLDP)RE802.1ABFE X MIEEEMY , 5CDPEEL, BR |, i AFEH
A% COP MR R ZRHHITHIEE, HMLLLE COP E—FA XX LLDP #1742 | Xt
FIEEREITZEENMENZEOZEA LLDP, At , 4 Hno lldp transmitHIno lidp
receiveiEOBE GRS, Kinolldp run£RHEEGRTUEREALLDP, BEAFBLIUER
LLDP# 1T {01 52 F AR 5% R 4%

« XWFXiEMsdflashs| SRR, , TLLE R “no sdflash’ELB i S 8B MMAESI S A
sdflashtV Z £ 1%,

EXEC #at

ERENR , EXECHATHMEBEFELLAECHEFAFMA , B X Hexectimeoutk KB BEH T
o fEAexec-timeoutin i MBI vtyStty& i I AiE, RINVERT , 2 FSEL TFIEBTIRS
10 D8I HT 7T,

Tine con O



exec-timeout <minutes> [seconds]
Tine vty 0 4

exec-timeout <minutes> [seconds]
|

TCP «1&H Keepalive

service tcp-keepalives-in Flservice tcp-keepalives-out £ BB E & H L FiR & KX TCP keepalive
LU#4T TCP £1f, FAEE iR E M AMIEREFZZ M HIbERE G ATCP keepalive, iX##
AU REEERIFNZREZMATIHE , HEMEMCisco 0SSR H Ml BR ¥ FF & BRI LEE,

service tcp-keepalives-in

service tcp-keepalives-out
I

EEEORE

RENEEFEAUBIYERZEERRAUFRAIHEFALTA LR, BEBELT , 8I/MHERE
BEHFNMENEERY R, Kkt w7 B P 25 A i 8B 7 R B P H

ATRZFHFATRNEELEOD -REBHOEA, FEEOBLLTERRS , MYEEOT
BEURE , AR ZEORRLTERITHR. BUASMREMMI—IMHEEOFENEEED , H
BERATEEYH, XESEEATUNER/IMNNEPNAEETHRE, —BERBLEE THE
B0, EEVEBI (WSSH, SNMPRIREBE ) B Al A AR EE QKA ENELRRE

!
interface Loopback0

ip address 192.168.1.1 255.255.255.0
!

N EBEA

B Cisco IOSEAFIRA12.3(4) THARIMBINFHEBHINGE , LA UEHRE LHNREFETZRE,
LEThEEE AP G EARIX— B  "NEREBEA N RNFRE,

Memory Threshold Notificaton2£ K BFEE , ERRZF LN TARNFERTEENHE. FEE
745115 BB a4l £ Fl memory free low-watermark £ BB EB&H /B AL, XEIRZEBETAR



FEREEETEENHENEREA , AETARNFELAISTEENSE 5% HERXERE
Hlo

memory free low-watermark processor <threshold>

memory free Tow-watermark io <threshold>
|

ERANERE  UEARBNAFETATXREN. HEERFERNAERALINE , LBRIRE&
NEARNEEH#HESLEZIT,

memory reserve critical <value>
!

BXRLDENFAEE  FSANEREEA,

CPU HR{EEX

£ Cisco IOSE#FRZA<12.3(4)TH 5| ARCPUBIEE A Zh8E A F B E R BN CPUR BB T BB/ HE
BRI F BB, ABEYRER , RESERHFKIE SNMP BEBHEE., Cisco IOSE#XIFH
MCPUBERBRERE : “EHARE N THERE"

HROIEEE RIS A EANTRERRELMACPUSEBAER

snmp-server enable traps cpu threshold
!

snmp-server host <host-address> <community-string> cpu
|

process cpu threshold type <type> rising <percentage> interval <seconds>
[falling <percentage> interval <seconds>]

process cpu statistics Timit entry-percentage <number> [size <seconds>]
|

BXRILBERNFAEER , HSH CPU H{EEH,
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RERFURA TR ETF

F£Cisco IOSEERA12.4(15)TRESRAF | “NEEHFHBHRRENF HWETATREZBENNTF
, MR XICisco I0OSIRZFMEFI AR , ATEBENHERE. SE{FAFETEN , LkIELRE
. & LL& Hmemory reserve console£ RELE fnHkK/E ALLIhEE. ARRHIHF Cisco 10S R ZEL
BENRE 4096 TETHAREFEUATHEWN,

memory reserve console 4096
1

R 5t R 25

£/ Cisco |0S B#ERRA 12.3(8)T1 A 5| ARt IR ER M 28" Th A8 AT LA M 2% & L 0 175t
- AERRNBANLAMBEANETL, BHESEPXMEEBER PR, AFHRETFEEREM
EAARRERMUBRSNESIITHNEIE. KIEFTEATRMNDISHAESE. A HAshow
memory debug leaks EXECT RN 2B FENFH K.

ZHXigh : N HEE Redzone

7 Cisco 10S BAFRRA 12.3(7)T REBRAH , AAMERZFLERAEFXEE : TUERE LF
RN ML [ERedzonefR A TNAEE , SAK M M LY IE R FF 5058 H FF 4R SRR 1E

+REESS R TEALLIEE, BESKE , show memory overflowfi F A A FEREHKEH
KUNMEELITER,

!
exception memory ignore overflow io

exception memory ignore overflow processor
I

By Crashinfo T4 EE

“BUH BV Crashinfo XHFURE"ThBERED BB BRIBAY crashinfo X4, Hi&ZAARAT |, iZIh8E
( Cisco I0S BHRRZA 12.3(11)T FERM ) AR E W ZE B SASIZEHHY crashinfo X #. LhIhEE
& ARYFE B EREN crashinfo XX EE .



exception crashinfo maximum files <number-of-files>
|

P 2% B fE B (NTP)

MEEBILNTP) TR —REBRINES , BEEMNTEEMNRSHIERRKEEN. WREHA
NTP , M A EEESEENNER}EAEYNRIT, REBEXETEEBOUFNAE | Flx
BERGHTEGERERE |, &AL 3178 1M R & 0 I IE A R VPNIE RS,

« NTP Time Zone — BLENTPR , EERENKX , MEHEEXEKNEE. NEELRELRS
R ENEREENXERMAERSZE, —fEER2ERDEH RN (UTC) ( ABIFRAHEM
BAPRERE (GMT) ) BEEFFENSKIRE. Z—AERFERAAERXEEMEIRE, X
WINEERFAMEER | BES R BRI M X F i “clock timezone”,

« NTP B RiE - MREE NTP AR , N AIBAREZEEN NTP NERE 2R NTP
R,

LUTREANTPEHRIEAN REIEE :
B

<ffroot>

(config)#

ntp aut henticate

(config)#

ntp aut hentication-key 5 nd5 ciscotine

(config)#

ntp trusted-key 5

(config)#

ntp server 172.16.1.5 key 5

e



<ffroot>

(config)#

ntp aut henticate

(config)#

ntp aut hentication-key 5 nd5 ciscotine

(config)#

ntp trusted-key 5

&

ERERRLR

‘!I

BRERRESM) RN ZERERKIRTZIEREREAFRREPINEASLR, BRXERE
RRBIX 5 TR

« REASMIZHEER A,
o NERASMITHEEHTTEZMTBHOA,,
« FASmart InstalSMIZhEEH T A E (HENRBGERE ) WA,

LUTEIHANETBNMIR -

o RMEASMITHAEM A,
o T{EASMIZHAE , H HEMS A AEHZE{TCisco IOSHICisco 10S XEER 4R A< A9 A = 7] LA fE A
no vstackdn =2 A SMIZh&E,

N sxE . vstack® S Cisco |OSHRZA12.2(55)SE03F 5| A,
LT RZERASMIZF s IhBERI Cisco CatalystR 4/l _Eshow vstackdn < B9 % H =Bl

<tfroot>

switch#

show vst ack

config Role: Client (SmartInstall disabled)



Vstack Director IP address: 0.0.0.0

{REEASMIZhRER AT H M ENF

EEMLTETRE , ZRASMIZFiFIhEEs#Mno vstackin .

Effno vstackan TEBEIMEF |, BEANUATHEZ—

- EFEEF R LS Ano vstack@$ ( FEI@WARERABAE ) .

« % hino vstack@n S ¥EN Cisco IOSELEM —EB% |, ZEEEN BEMETEN — o XIS
SMIZE F if5 o

« ERFZFvstackin B HIIRAS (Cisco IOShRZA12.2(55)SE02R ERMRA)H , EEFIw RN L
SR 15 (R 432 41 51 2= (ACL) LABR IETCPI® 04786 LRV R &

ENREERASMIZEFIRIIGE , BEMBEES R L5 Avstackan & ( FRHRARERAMA ) o

MR SMIZhRER T IE B IZAIERI T/

ESMIZZHMRITH |, FEEFEEMREIPHUZE B A AZEESHRE. EFXiFvstackin S HIAR
A BRI AESMIBER BRI G 04786 LW FIESMIZ i EHTCPEREE,

EEAAUEAUTZ2REXREZZMRE LHITSMIEE

« ¥EOACL
« ¥EHFEXRME(CoPP), FH3EFTACisco IOSEAFhr A #B iR 1tk Zh&E.

HRHIER—MEOACL , HSMBEZE R HLIPH# L7 10.10.10.1,SMIZ F %I Pib 11k 5910.10.10.200:

ip access-1ist extended SMI_HARDENING_LIST

Permit tcp host 10.10.10.1 host 10.10.10.200 eq 4786
deny tcp any any eq 4786

permit ip any any

LACLAAEEBEFB R MO AIPED £, HE A th o] BUE BIRERE A ST XA H#EIX

o

EH—SRENEMIGEANFMEEFIHNGR , EEATUERSE EWEMIEE EERAXERER
£



- B e EHI 5K (ACL)
« VLAN5E#2 4% % (VACL)

AR EM M ACL BR&IM 417 8]

iACLaEFHJJ:*?%E*RLEEH%&%EE , RPN RIBHLZ RS2 —, IACLIWER
IL?FE%M“%/)H.E%B%?%M?% ) MAREENELRE,

Rt , AILAEH A IACL RIEERBENIMNEN, FERAFHRIMNBRZHEE, XLE
BERANE I RO 2FEeBGP, SSHMSNMP, FﬁmE’JL?&%‘Z}wﬁFZF PR Bt &34 B B At R4
HBERERAREEL, AT, 2EBATMELIZNEH BFUEMBRYIRE N B PER
jEl)ll:o

IACL RENRF EEEFEMEHREREZ TR, ﬁﬂi‘fﬂ%gﬁﬂjuﬁ‘&u%ﬁ}fﬁz'ﬂﬂ’]i&ii LI
fE{LIACLEY K. BXIPHiit RS VN EMEER , BSHELRTENIPRIE S E,

A RBIACLEL B 3 B 7E 7T 1iIACLSE e s 72 B A VB HE SV 4544

ip access-Tist extended ACL-INFRASTRUCTURE-IN
!
I--- Permit required connections for routing protocols and

!--- network management
!

permit tcp host <trusted-ebgp-peer> host <local-ebgp-address> eq 179
permit tcp host <trusted-ebgp-peer> eq 179 host <local-ebgp-address>
permit tcp host <trusted-management-stations> any eq 22

permit udp host <trusted-netmgmt-servers> any eq 161

|

l--- Deny all other IP traffic to any network device
!

deny 1ip any <infrastructure-address-space> <mask>
!

l-——- Permit transit traffic
!

permit ip any any
!

—HA32  ZIACL XN ATHRrAEEEEEMEMRZFNED, XTFSHMALR, ZREHRKR
. AFBRNBERORHRERZENEQ,


https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html
https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html
https://sec.cloudapps.cisco.com/security/center/resources/security_ip_addressing.html

BXREMEN ACL WiFAEE , FSRAKFENRL  ERIERHRIP 1 EEHIHR,

ICMP #iz a1 iE

Internet FHIE B (ICMP) Rt — IP &I, At , —MmE , EEEWELETELE
TCPHIPIMNAEERBERE, HFEMAICMPH T EDEIRII M4 T EpingMtraceroutedt , IEFRIN
FRERDEENTICMPER,

Cisco |10S B RHIEBMIREMABEITIR ICMP JHERThEE. ARH| ACL BMSHIJLAR
PIFp IR EREIZRE (ACE) —RER , AFREZEEEE TN NMS BRS5 R ping , FMHELE
FrIEEM ICMP B#E3 :

ip access-Tist extended ACL-INFRASTRUCTURE-IN
|

I--- Permit ICMP Echo (ping) from trusted management stations and servers
!

permit icmp host <trusted-management-stations> any echo

permit icmp host <trusted-netmgmt-servers> any echo
!

I--- Deny all other IP traffic to any network device
|

deny 1ip any <infrastructure-address-space> <mask>
!

l-——- Permit transit traffic
!

permit ip any any
!

TR 1P 2 BR

NEZL2REFMS , DHIPEESNTREIRTER - DK, XRERNATIIETCPMUDPEHES
AR EENEFET R R, Cisco I0S MHFERARESE , RIFE BRI LR FIRKKQEIEL]
¥ B, Cisco IOSRHFRIFEACLITMAEXLIFMIE DR , ARBEMFIRTIERER . X2FBNE
EMEEBACENSEIE I LTI D Ko

FELRBIEES , RwA22 LK% 1F192.168. 1. 1N TCPEFESEEAMIEP TR , NREHESH
HE4IREE , F-NACERETHEFNBET R, BR , 2 ETHEINMACERNEIRESR
, B—MACERWRIRIFAE (FE ) 7R, KAFAREREUTEES :


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/43920-iacl.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/43920-iacl.html

ip access-1ist extended ACL-FRAGMENT-EXAMPLE
permit tcp any host 192.168.1.1 eq 80

deny tcp any host 192.168.1.1 eq 22
!

HT o RAENIFERER , ACLEERELEPAN IP 7R, 7BRERRATEHRBEARLN
RGN, HTXERR , IPHRELEATRE , ARANMTAKFEEMEEEIACLAYTRERE
AR EN. ZREACLEENIPHBRNEETIE. R RAIFHHELASHERGIPHNIEERES
£/ o

ip access-1ist extended ACL-INFRASTRUCTURE-IN
!

l--- Deny IP fragments using protocol-specific ACEs to aid in

l--- classification of attack traffic
1

deny tcp any any fragments
deny udp any any fragments
deny icmp any any fragments
deny ip any any fragments

I

l--- Deny all other IP traffic to any network device
!

deny ip any <infrastructure-address-space> <mask>
I

l--- Permit transit traffic
1

permit ip any any
!

BXRACL AL EBDER IPBEENESER | ESRIGREFSIERF IP 5 E.,

TIEIPETAACLX #F

Cisco IOSH#FIRA12.3(4)THE I T N EAACLIREHESH I ENIPETTRIPHESIN X, A
T IP EBAFEANREHRFESHTLE , it , XEEIANMNERERE T —NE2HEATER,
XERA-ERENCPUIEERE MY TEIMEAMNWARKREENFITEINITFE. HES
REEIPETERIEAXBBRAMEN L EES , HEAEMLARTHESH DS, it
, MMM BZILETIEERIPIRTNHIEZ,

L RBIATEREREIFHACE—EER , LB RS2 IPETNIPEES


https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html

ip access-Tist extended ACL-INFRASTRUCTURE-IN
|

!--- Deny IP packets containing IP options
!

deny 1ip any any option any-options
!

l--- Deny all other IP traffic to any network device
!

deny 1ip any <infrastructure-address-space> <mask>
1

l-—-—- Permit transit traffic
|

permit ip any any
!

METF TTL EITIEA ACL X

Cisco IOSEMARAR12.4(2) THRIN T ACL 5 |, RIEAF A B (TTLEDTRIPEES, YKESHF
AEBARE , IP BIERN TTL BEEREENBEZER. EARAVRERRERENR , ES3HES
NTTLREIER , XMEFZBES. B TTLEZBIZEHALEZFBEENRZETEER —%
“ICMP ErEE |, HRZEEREZIBESHIR,

ERNMEFRXLEHERETRELE, HFYPNIPRESHRERDN |, BREJ[UMITIIIGE , BR
NRIYPHIBFEIHERS  NEKNERXLEEESSAMATANCPURIR, XEM-T -1
DoS Wi k&, At , FEENRFHITENL , FHEZEASERIPHES (AMFEIH ) DoSK
o

BIWALAEMEZORERARNN TTL EIE IP HiEE,. T2 TETTLETRZUAZFEMEHNEES
 MNMERBETTTLNRE R

ARRBIACL EANT 6 89 TTL EXERERD. IFMITUERERSZ N 5 BRI EFHE TTL E
MW,

ip access-Tlist extended ACL-INFRASTRUCTURE-IN
!

I--- Deny IP packets with TTL values insufficient to traverse the network
!

deny 1ip any any ttl 1t 6
!

I--- Deny all other IP traffic to any network device
!



deny 1ip any <infrastructure-address-space> <mask>
1

l-—-—- Permit transit traffic
|

permit ip any any
!

N EE BEPDWER TTL BERDMNBESRAEN. eBGP REXH — I, BXERE
FITLEIHN RENFMAEE , BSATTLR N EIR 5| NE

ZERXREAEEXE

W

BYREEERQE , TUERNRERXRRBERARENER. WROBEAFKERER , &S
ARESRNBEBIR. MARFAATHITEHMERE, EAEFMRZHERGRNERN A ERE8E
AV ZREHITEENER RS, DARPEELENRE , U LERRBNRERNB TR,

B FHEARY

#Cisco IOSEAFHRA12.4(6) TR EEMAR , EEFEHRIF (MPP)UEEA T EE AN RZREINT
EEAEEREBEMRE. XEAEERRHRTHRZFUARBERZFNEANES LG,

AR5 BE 704 )5 -l MPP LAY 4E GigabitEthernet0/1 # 0 £ /2 SSH # HTTPS :

control-plane host
management-interface GigabitEthernet 0/1 allow ssh https
!

BX MPP WHAREE , FZHEETERY.

N EE  MPPR%EIPG | BRRTFIPABABE, EHIPVERTE , A RAIPVA/IPVEER
i:%.q:l EFH COPPO

#H=E R

EHFERFP(CPPEIERFIFERBINGENEM £ , ATRHAME G K ECisco IOSIRZHIERH


https://sec.cloudapps.cisco.com/security/center/resources/ttl_expiry_attack.html
https://sec.cloudapps.cisco.com/security/center/resources/ttl_expiry_attack.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-6-t.html

L FEERAVIRFIFERE. 1ECisco IOSEHFMA12.4(4)THRMEY , CPPrfR &I FE 2 A TR EZ
H#PERD , WA FEQ, HAE=MERFEEFED 4. ERNCEFRE, i, CPPrEaHE
LA 251 S E AR 47 h &€

- WARIEINEE — AT EEAEHBERFH AXARIFMITTCPFUDPE AW EIEZ,
* Queue-threshold policy feature — PR &l#2 & FEIPH ARSI A TFHIEE MV BFESHRE

o

CPPrAWEEANAEIRZNRERITHX, EFMRE , UAEBL N FEORITEER.
FEOXRINBEL RO SFEEERE ( WISSHF Telnet ) FEEH L

N B CPPr F%HE IPv6 |, (BT IPv4 AR,

A Cisco CPPr ZHEEHVHAE RS , FEURGZRERIF EEIEE - 12.4T M 7 MR G R E R

MBEEEXE

HTEEUAEREAEEQFEPLIT , B STMBRLLRE , WEEEA - T ETRME M HE
o REMBABRERBFBIZENEZRGFIEE, IREELEFRERRBEIMEUAFEALR
EH, NREERATERMAEXRRZMMNENHBER

EEATLUER SSH & HTTPS ( Z£BXAEF RN ) e SRR EINMBEN LT ZRHEERE
MEHE, BR10S BAEIE SSH AR 1.0 (SSHv1), SSH KRS 2.0 (SSHv2) # HTTPS , Hrh
HTTPS fERZ£EEFE (SSL) MEHE LTS (TLS) HITH MR IUEFMEIEMEE, SSHv1 F SSHv2
RFHRB, SSHVIARZE , EFRRENL , L INRERSSHV2 |, MABIWERASSHV,

Cisco |IOSE & XL 2 E HIMY(SCP) , ZIMXAFELIMBZMNL S EEREFREBEER T4
MR%, SCP fk#i T SSH, ARHIEETE Cisco 10S && LB SSH :

ip domain-name example.com
!

crypto key generate rsa modulus 2048
!

ip ssh time-out 60
ip ssh authentication-retries 3

ip ssh source-interface GigabitEthernet 0/1
|

Tine vty 0 4
transport input ssh


https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-4-t.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-4-t.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-4-t.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html

KELERBIE A SCP RS :

ip scp server enable
|

L EERHIERTFHTTPSERS :

crypto key generate rsa modulus 2048
!

ip http secure-server
I

B X Cisco 10S B SSH ThEEMIFHAE R , 1B S HEZ1T Cisco 10S By N33l F A&
Secure Shell#1Secure Shell (SSH) & IL[a] &,

SSHv2

Cisco IOSE#EMRA12.3(4) T Bl ABISSHV2 X35 AL A YF A FELBSSHV2, ( SSHv1XI#ECisco
IOSEMHH REIRA DS, ) SSH EASEMNEHEC LZ1T , HiEME AN S MR IEMMMEEThEE
o NSSHE XM —AFEEZMARTCP, SSHIEH T —MBEIMKZEHCITENR IR LLZ£iHEH
ZEWITH TS L, BISSHPRE &M T L EFIHIL(SCP)EE R F LT & EH 3,

R AKEAHEEip ssh version 2@ , NICisco I0S/E FASSHIRA1.99, SSHKRZA1.99 /¥ SSHv1#
SSHV2iE#., SSHVIIAANRTREN |, AIRERNREFETHEW, WRBATSSH , BIUER
ip ssh version 2@r 52 ASSHv1,

RRBIEREEZBR I0S&REEEAT SSHv2 ( BEAT SSHv1)

hostname router


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/19143-ssh-faq.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/secure-shell-ssh/19143-ssh-faq.html

ip domain-name example.com
!
crypto key generate rsa modulus 2048

ip ssh time-out 60
ip ssh authentication-retries 3
ip ssh source-interface GigabitEthernet 0/1

|
ip ssh version 2
|

Tine vty 0 4
transport input ssh

BXER SSH2 MESER , B R NFRAE 2 X #,

ERAT RSA Z4ARY SSHv2 158 ThAE

BR I0S SSHv2 XFHFREARXBERAMETHEBHNFHRIISE, EAT RSA BAM SSHv2 581
AEE T X FE PR MRS BRHITE T RSA WA S BRI,

XTAFRIE , 2T RSANWAFRIEERSSMNAPXERNALA/ L2ANBITEHRIE,. AF4MR
FE&EFim EE KRR/ AR, H7ECisco I0S SSHARS 88 LELE AT F B RIL,

HEHBIFIEN SSH AR EARARENBENES. MBELENAF LA/ RERISSHRS 2=
HTEHWIE, SSH BRF[ET ZAFRUNLATERIIE. BIIRATHERSHFEEE TR
%B. MREICTED , FEALARTET RSAHERIE, FHit , RENZHNEERIEAF
HIEL R,

N TR /WL , R I0S SSH FFmLANBNRSRIE —MENFEH. SFFRSHAER
$5EREI SSH 2R , EFENBHXEEREN - KREIRSHNER, NREFFRLEA

TEBENFBHARERS , UEFRIRECREEREMAREN RSB NN ENRHAZXE

MRKRFICEDR , FrRmREREARSSHRENBHRIILER . WRRSH[RIERD , FHREET
2F ;BN , FELERIEAHERERESRBIERMESR.

RRBIEREZEER 10S R LBEAT RSA 4K SSHv2 :


https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco

! Configure a hostname for the device
!

hostname router
|

! Configure a domain name
!

ip domain-name cisco.com
|

I Specify the name of the RSA key pair (in this case, "sshkeys") to use for SSH
!

ip ssh rsa keypair-name sshkeys
Enable the SSH server for local and remote authentication on the router using

the "crypto key generate" command
For SSH version 2, the modulus size must be at Teast 768 bits

crypto key generate rsa usage-keys label sshkeys modulus 2048
Configure an ssh timeout (in seconds)

The following enables a timeout of 120 seconds for SSH connections

ip ssh time-out 120
!

! Configure a Timit of five (5) authentication retries
!

ip ssh authentication-retries 5
|

! Configure SSH version 2
!

ip ssh version 2
|

BREM RSA BN SSHV2 WEZER , FSHEMT RSA BN TSI 2 HEINEE,

ARBIEE R ER 10S SSH RFEHFMITE T RSAWAFKIE, WREATS K L EEB AR
AN UL RS 27 L7 AY RSA 2247 , M A PR UERBLZh.

! Configure a hostname for the device
|

hostname router
|

! Configure a domain name
|

ip domain-name cisco.com


https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082562
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082562
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082562

! Generate RSA key pairs using a modulus of 2048 bits
!

crypto key generate rsa modulus 2048
!

! Configure SSH-RSA keys for user and server authentication on the SSH server
!

ip ssh pubkey-chain
!

! Configure the SSH username
!
username ssh-user
Specify the RSA public key of the remote peer
You must then configure either the key-string command

(followed by the RSA public key of the remote peer) or the
key-hash command (followed by the SSH key type and version.)

BXREM RSA BHHK SSH2 NEZER , TS HEEZR S 10S SSH iR BFIMITE T RSA KA

FPRIFES .

IS E RISz BB 10S SSH &F i iTE T RSA MRS 2RI,

hostname router
|

ip domain-name cisco.c
|

! Generate RSA key pairs
!

crypto key generate rsa
|

! Configure SSH-RSA keys for user and server authentication on the SSH server
!

ip ssh pubkey-chain
!

! Enable the SSH server for public-key authentication on the router
!

server SSH-server-name
Specify the RSA public-key of the remote peer
You must then configure either the key-string command
(followed by the RSA public key of the remote peer) or the

key-hash <key-type> <key-name> command (followed by the SSH key
type and version.)


https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082784

Ensure that server authentication takes place - The connection will be
terminated on a failure

ip ssh stricthostkeycheck
!

BXREM RSA BHK SSH2 NEZER , BZHEEZR S 10S SSH FEFiRMNITE T RSA BIAR

FERPUFE S .

EHEMN AUX IwmA

£ Cisco I0S R&H , #2458 MHBY (AUX) i A2 AT TX At TR iR ZFH T RN R LR

HEER | Cisco I0Six%F LM ZFH Bl 0 EREHRNIR, HRXENRATEREANTOSTREST
B, EMTEBRE , RESHRIENREEFTEL R2H AR O H FHREBFRRNSBIRE B’
RYBEN

FMATIHENEZ R SR AON S EBATUASRZHITEFRIFAEENZEHREN SR N
DR . ATRFIFRIN G EXMSIEEAAAA, exec-timeoutF B HIRHZEZE ( LR BHIHER
BEETIEFE ) -

MEFRFEOS]RE , WEE R 7 LUEno service password-recovery2 Bl B SRR TOS
EIEHWEES ; BR , —B B A T no service password-recovery@n s , BE R MTTEEIRE L
TEBIRE.

ERXZHBERT , XA RZAUXR O UG L RZL BRG], BZUATHSAIEZA Aux g0 ;

Tine aux 0

transport input none
transport output none
no exec

exec-timeout 0 1

no password
I

ZH vty F tty L&

Cisco I0S MR EXNEEXEFEA tty EM tty (vty)o tty B FI LK , Kimal UEREET
ZER LG R HTARMIGR |, FEEZFAFB AR TR H TR SR, BFE  tty TAT


https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895
https://search.cisco.com/search?query=Cisco%20IOS%20Securing%20User%20Services%20Configuration%20Guide&locale=enUS&tab=Cisco#wp1082895

EEIHEMREFNEFARA, WHEAPRESR tty KB RZAFEEHERSSE B 2RSSR
EA B BB AR BEET tty LIAIRBNEF SR ONEE, E4FANATHE EXER
[EEERERY tty SRR HE1TIRH,

vty SRR TIRBEMXEFNMEHMEZREMEERE , MAE W ( 21 SSH, SCP = Telnet ) 201,
NARETBREEEEXETTAFRIIEE , PIMIEVy MittyLk 3§ E L /EE XA, Cisco 10S &%
BEEK vty LR EB AR ; FH show line EXEC R A E A ALK, YMAMAVyRIEHE
FEHAN , TZEBRIHTNEESE , XA LR EEE I EDoSEH.

FHE R HvtySitty IR 2 R ZRFIREFMELR LERSHRIE , MAZRIEZRENE LNLE,
XN FUYyRBREREE , A AME TG EIX LR, EET A TR ERENAFZERN
tty& % , REEEIEMTZ ORI EHONOty&EE |, BRI UEM &R, £/ transport input 2
access-class BLE@ . CoPP # CPPr hEEREIRE EXNBONAHRFIER , LA ARITHMAE
A vty F tty RS,

B AAA (N TRIENIRZER , BWERLSE ) SRR BIEFERREASRERE vty 5
tty &g FEERENHEZBSHRIE , TRITESHRIE.

I F exec-timeoutdn T iE SHvty Sitty4k 8% E R B 1%, KBS E Aservice tcp-keepalives-indp
B I%Z B ANEREZ ATCP keepalive, XA HAREZZEIRNIZRZMATIER , FEMNAH
Cisco 10S1& & H il BR 3 FF AR Sk A 3L HYIE 4%,

&l vty 0 tty LRAIE A

vty Mty Bl BN (IEZERFRET ZRE (MRAERFHERSES ) WNBRLZEHEEEE
B, AFp e tty , ARELRTLUEZTHMRR EWRFEERD | XES tty 7T SUBE ML
BATHE, ABFLEEEMERARLFZNGHEE G MIZE 2 BAERNETE | B&EHtransport input
sshifl 2B XY , WMTelnetFMrlogine B LATEtty b /& Ftransport input nonefit & , X &E LR &
o422 6l & E O A tty 4 B% o

vty f tty KR BATEEAEZIHMREZ., ERFISEZATATAHEZENEEWERE  #EH
transport output line configuration@i . MRFFEEE HiE#E , NEMtransport output none, B2
, R AL HERE | WA Atransport output sshXEFERITINE BZ £ I G R 5%,

N onE - mRSER | THEEEA IPSec BT MBEN RS ERIFEEE, NEER
IPSec | Xt ALRE FMFIG CPU FF44, BR  EMEERIPSec , thBFIISSHIER 518
REHE.

g

HIRE&



EREZRERX , RIBEEAFPHSIMMNERERZRSE , SRR E#TRIFHENESE
Me3EE 1R, REE AN — 75 %25 E R M A A Cisco IOSHE #rbanner logints © Bt B #YF5
BHEEHF,

ERBANERRER  RERRNBERMR , A RFESZEBRHRTINE, AEEERXA
,EEVN R RARAE. 5RMEER , IMETRHUTHIRNEHER

« FAER  ARGEMHEERIENNNMABRRZRMER , ATRRHEBXETURTFEANRBRNE

« FAER  WEARGEHNERARERNNERGBIFETH , ATERZIRENAHEHE,

« FAR  NRENEFAERABTUERSTEANER TRITICRHEZRE , EXKH RS HAE
ERE £ RFIESE.

« RHSEERENREBEA,

NEZLMIFERBERE , EXRNETFESEMAXBAREN, BS, REIMERNEBER
B, WERWRESHBEBEAFER,

BAE, RAXAICHK

SORIE, BRMCKAAAERN TRIFIMNERZNREXTREXREE, AAAVEREHRTS
ERENIE , AJBUREMEEFERIEITES,

TACACS+ H K1

TACACS+R&Cisco 10Sig % f F T # M IZBAAARRSS sa X B A P H#E4T 5 0 WIER & DR UED L
XEEREA /A LUEESSH, HTTPS, TelnetstHTTPI4 @I Cisco I0S1R & o

TACACS+ SO RIE ( ERHMHN AAA RiE ) B IMNEXEEREBERENRA/KS, MRER
BT ENMAERD , NAREMEREEFBILIENTRE,

RADIUS 2 —fipi , HAES TACACS+ X4 ; 7 , ERBEXNNEBEALENZEME,
[ , TACACS+ Al & TCP ARAHME , BREAFBNEB, EAlt , YAAARSSHBXF
TACACS+iY , iEEATACACS+M A ZRADIUS, BXLEXFHBIUMNIFMER , BSHLE
TACACS+ #1 RADIUS,

ERESUT RARENER 1I0S && L, AIFA TACACS+ HAWIE :

aaa new-model


https://www.cisco.com/c/zh_cn/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838-10.html

aaa authentication login default group tacacs+
|

tacacs-server host <ip-address-of-tacacs-server>

tacacs-server key <key>
|

Z BN EE A REALBEENAAAS G RIERERAVE R

FEIRREREEWURIEA N FORIES ZNIRFSIR. FEIREZTUEE -1 HZ N
ATEHHRIENZ2HI , NMENKRAERMABARSHRIENZD RS, TR 10S RHEERT
HWE - ER D EITELR S, ABERHA EHTRSSEFTRANEEHRM AR , F
=HEET E.

HHRIEEIR

MBFAECEER TACACS+ REZ25EA AT A |, M Cisco I10S &% Al LAk SEMBY R IE . MNERFR
EEBEMN TACACS+ RES[HATH , BEMNE ESFEFE A local = enable K,

BE LN RULETNZFE enable, local M line, B MEIME AL, BEFERAEZDE , RAFERE
MEERHIZS  HEEZEM S TEEE A BRI Wenavlesecret BB 7R H BT AN MBE %,

BR 6 EXERAMEYWEAFERMNZOSH Cisco I0S #Hi#mA L | aeeE S EEIRE local

BWif, XATN—INEZIHEEERCBRMENLHAF . MRTACACS+ZE£FAAH , Mg
ERERATUEREAR A BNHBB, BARE TACACS+ HIIHWER |, WIBEFESMANEKERR
HEE , BARKEMEEME , RASAEFFIEMNERZPHAREAEFKS,

TR ERGIZEYERENTACACS+HGRIERAlz £, LEBHEERESGRIIFFER TR EEE

HY Oenablesecret Sy :

enable secret <password>
I

aaa new-model

aaa authentication Tlogin default group tacacs+ enable
|

tacacs-server host <ip-address-of-tacacs-server>

tacacs-server key <key>
!



R EEATNFEHNOTHTREFZNRE 7 OSHTRE—HZ2NOSTERER. BT
B BNBRXERE, BREAFTRED | BRIFCisco IOSKRE LEEEANIIREE,

RUEJREEARE (%)

username <username> privilege 15 algorithm-type scrypt secret <secret>

Al LUE T AAA & 1956 3E F1{# FHIEnhanced Password SecurityZh eI BRIt 2K 2258 | ZTIEER TR £/
BEmTAMENNAFEAINZEZBusenane, MRTETESBEFEALE 7 05, ATEOEXLED
SMACHENL , MARENE,

BXRBBRRBE7TZBNFAGE  BSAEAEEFEBLES

TACACS+ i m X

TACACS+ Hl AAA R S ENEHTATRIELEERAFr M ANESES NG, YAPH A EXEC
WEE , Cisco I0S £ FEZnm T AEINCEEN AAA RSEE. AAAIRSESSFEREB EMREE AT
RIELZISEAFNSTS,

1B & A SR DN E B E RV AAA S 3 30 IE R B Fp BUSE a1 AN

aaa authorization exec default group tacacs none
aaa authorization commands O default group tacacs none
aaa authorization commands 1 default group tacacs none

aaa authorization commands 15 default group tacacs none
I

TACACS+ = ig ik

BERS , AMB T IEKSTFHMANENEXECH THEXEERLA AT EHENTACACS+RSE . £
EFTACACS+HRFEBEMNEERIERITHG S, MITHRBMNAAGSHAFRG. TXEEH
RADIUS #{T@Hicik,


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc14
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc12

HRGIEE N ENRRB0. 1158 ANEXECTH T B HAAARTIEK, BRI ST
TACACSHRS 23l B 1 o al R & At L

aaa accounting exec default start-stop group tacacs
aaa accounting commands 0 default start-stop group tacacs
aaa accounting commands 1 default start-stop group tacacs

aaa accounting commands 15 default start-stop group tacacs
|

TUR AAA RS 3R

HEREAN AAA RSBXFAREENRELNE. XBEPTHRRE AAA RS 21F 7 A et 7] BU
ITREAXNEETE (MSSH) .

HIRITHRETLR AAA RS BJ[HERA RN |, FiEENATEESEM

« REBEMZHEITAAAIRS 211 7T A 14

« AAA RS ESTEIHEE 0 BURE

« ERERSHHERAFTED AAA IRSSER LA
- MEEARSRE AAA BRSS 382 R 4 EER

« AAA RS BRBIEER S

BREFAEE , FSREE DR EHRSER.

1858 ] B2 P 4% B B I

A& ERITB A A TR Cisco I0OSIREHRSNMPEBN LM 5%, EBRF SNMP LR R 4521
BRNREAAMEIHNERZNNELE, TEENTHAMERER, SNMPRHEAREBAXRMER
BEBETRANEE, HLEEERAFMAXERENNERITRE , NTRFEES.

SNMP 1 X7 &

a7 #F & = M A T Cisco I0SIRZFHIF T , A TRHIXIIRFE ESNMPRIEN JMEELF. 5/
BEB—# K XEHXFHEELBOEE  LBRENHAELTKEE, RENELZEREBENE
REAEZFER, flm, SNXEERFRHECRET LA ERFFE.

UTXERBETHATERERRHXFAFE READONLY MixE4# X F#F& READWRITE :


https://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/configuration/guide/deploy.html

snmp-server community READONLY RO

snmp-server community READWRITE RW
!

N g MENREGERARLEAREEGREXETHENER. WTEFTE | B
EEERMEXFHE  AEFHEHES—RIFE, BFANFEFZIHFNS

BRI EEMIEFMEES |, 5 Cisco I0S SNMPH©5 %,

SNMP #XZF#fF&5 ACL

Bt XZHFEIN , MA#—SEAISNMPIFE —AiEERRIPH#IEANACL, AEER SNMP RiEif
B PR &R TF 192.168.100.0/24 HbitZE B LK EHIRZ , FHEHIF SNMP =B 15 R PR &R RaE
WHREHALTF 192.168.100.1 BILK i EHIZ R,

N B XEBACLAYNRE EETHROL KA S8 B RUSNMPEEL.

access-1list 98 permit 192.168.100.0 0.0.0.255

access-1list 99 permit 192.168.100.1
!

snmp-server community READONLY RO 98

snmp-server community READWRITE RW 99
!

BXMHENEZEL , BSH“ER 10S MEAEBHRSSE"HH snmp-server community

E A28 ¥ ACL

E At MEACL(GACL) A AR E M 4R R B8 RS EIP i i1 K L5 £ 7 8ERF SNMPif & K5 2
Cisco IOSIR %, BAFERT , IACLEEELUDPHKE D161 L RRINSNMPEIE B K.

BXREM IACL NFAER , B RAEPHEREMEN ACL REIN M T FER 7 .



https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#limitaccess
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#limitaccess
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#limitaccess

SNMP 1 E

SNMP IR 2T AT AFHELI F L SNMP MIB iR L £IhEE. SIEZMERHAFER snmp-
server community community-string view £ BB EGSHEMATHXFHERE , MREEHR MIB
BIE , SEERENREFERZNERE LW RFETIHR, EEZHN , FRANEFESNMPH AR
R AR,

A ERGIMEATEXFERFE LIMITED & MIB iFRIFRFHI N TFRELHHBH MIB HIE :

snmp-server view VIEW-SYSTEM-ONLY system include
!

snmp-server community LIMITED view VIEW-SYSTEM-ONLY RO
|

BXEFEMEER , BSHEE SNMP X,

SNMP kR4 3

SNMP B4 3 (©SNMPv3) B~ RFC3410%. RFC3411%, RFC3412°, RFC3413°,
RFC3414 “#1 “RFC3415 “E Y B —MEFIOEN T HIRERESENL, ~ SNMPv3 21t
ZEHAERFHONER , R CETRIENETPHOHESH TEEEENENE, EZIEFENERT

, EBBSNMPEY , AILAERASNMPVIFINE — N E4E. SNMPv3 @E=AFEHRBILT

* no auth — WIEKX A FEEXNSNMPEIE S TEA S HRIENINE
 auth - LEXFEZRIE SNMP B , MARITINE
o« priv- LEXBFERIEZN SNMP #iE2 , XEENHEMNE (RE)

HIMFERNEIZBIDFT sEEFASNMPVIR £ H ( HHRIES S ARIEFNMNE ) L IESNMPEIE S
- BRINBIRT , %528 ID FEA# AR, 51ZIDTA] LA{E F a5 1 & show snmp enginel D7 , S NIRRT

<tfroot>

router#

show snnmp engi nel D

Local SNMP engineID: 80000009030000152BD35496
Remote Engine ID IP-addr Port


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.ietf.org/rfc/rfc3410.txt
https://www.ietf.org/rfc/rfc3410.txt
https://www.ietf.org/rfc/rfc3410.txt
https://www.ietf.org/rfc/rfc3411.txt
https://www.ietf.org/rfc/rfc3412.txt
https://www.ietf.org/rfc/rfc3413.txt
https://www.ietf.org/rfc/rfc3414.txt
https://www.ietf.org/rfc/rfc3415.txt
https://www.ietf.org/rfc/rfc3415.txt
https://www.ietf.org/rfc/rfc3415.txt
https://www.ietf.org/rfc/rfc3415.txt

N ormomEaE D RETL  NWARBHEEFHE SNMP ALK,

T—3REE SNMPv3 4, kit EH SNMP R854 AUTHGROUP 3 SNMPv3 BELE B 10S
RE , HEA auth KEFEX LA B B S HRIE :

snmp-server group AUTHGROUP v3 auth
!

LS EA SNMP BRSS254 PRIVGROUP § SNMPv3 BLE B R} 10S 8% , HEH priv xBFX
ﬁtéﬂEm%ﬁLxﬁubm ;

snmp-server group PRIVGROUP v3 priv
!

tin 7 5 FAAMD5 & 14 18 1iF 2258 M 3DES 10 2% 22 15 Bt i SNMPV3 A authpassword F snmpv3userprivpasswor d:

snmp-server user snmpv3user PRIVGROUP v3 auth md5 authpassword priv 3des

privpassword
|

BEIEBsmp-server user , BB T A SRBRFC 3414 ERE RERBNEER E P, Hit , TEM
EEREEAFOTS. EEECEENAFR ) '\Lﬁiﬁshowsnmpuserlﬁ’% ) WA T RBIFFT -

<#froot>

router#

show snnp user

User name: snmpv3user

Engine ID: 80000009030000152BD35496
storage-type: nonvolatile active
Authentication Protocol: MD5

Privacy Protocol: 3DES

Group-name: PRIVGROUP


https://www.ietf.org/rfc/rfc3414.txt

BXRIEENFMAES , FSHEE SNMP X#.

B FHEARY

Cisco IOSE iy B B P H =3 (MPP)Zh8EA] A T & BIRFSNMP , BN © 2R FISNMPREE R
& L&A BUBERER. MPP IEEATERRAN — MRS MEOEENEEEO, XATER
BEMBTXLEEREO#ARE, BAMPP G, REENEEREZDON | RETMEORBEK
Blig & BArfy M G EEHITER.

MPPR2CPPrIhaeI F& K EE X ECPPri¥Cisco IOSHZA, BX% CPPr WiFMEER |, HSH T HRE
HERE R,

EARRFIH | MPPA T RFSNMPHSSHI5 A BR &l 791X 17 7] FastEthernet 0/03% 1 :

!
control-plane host

management-interface FastEthernet0/0 allow ssh snmp
!

BXEAEE  FEREEYERI IEERER.

B RIS R R ERE

S AERHEXCisco IOSRBZREREBEREMZR MM, Cisco IOSHRHRHEZNRIENH
SEEERD , AJABKIMARNMEEEM T B Ar.

XIS RE - EARN AENEERESSER |, AIHBEER RIIFIH B ERINEE | Bt & KR E R
D3t Cisco 10S1& % L H B A ThBERI 820,

FEERERFREE

BUSFHBEEERERZERE BERSFR X, AEME R RBEMTEMKRZLE M
EMEZLEH, EEE , syslog HEEN UDP BUIAX R4 , XidEm A X H R IE, Bt
, MENEBERERENEARE (FMMBRFTAGR ) BALRY RASERE A SRE,

It RBIBELECisco IOSKREBEUF AFREEREEZRRE A ERSR


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/12-4t/snmp-12-4t-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-6-t.html

logging host <ip-address>
!

BXBEXRBKNFMRES , FSHAERR XEMCisco IOSEEMER R4t B SEHRH| B4,

Logging to Local Involatile Storage(ATA Disk)IhBEEE X TECisco 10S 12.4(15)TH , HRH1E
12.0(26)SH5|A , FREBEEEUURFESREARMFATANEFE L, EFNSHEKHESE
, ATA BB R REFIEE N2 FHE.

XL BTN H ?f,ﬁ S #Y134,217,728F% (128 MB)EL & ZIATAIN 77(disk0)Ksyslog B &7 |, IEX
HK/NR16,384F

Togging buffered
Togging persistent url diskO:/syslog size 134217728 filesize 16384

ERNBEHEBAATARE EWXHZH , Cisco IOSHHELREUBERTEEBNHAZH. &
W, OFRBRRENEEXMEE (ENERE ) | AREFIEIXXM. XHEHERN

Iog_month:day:year::timePDFo

N E  ATARERH BRI EEAMR , R FEEX E TS DOB % B & 7 BIE R ATaE 1,

ARGIBRIMAELEP SEFH AT HEMNEHBATANEZEFHZIFTPIRS5192.168.1.129 LKy
HNEBREE -

copy disk0:/syslog ftp://myuser/mypass@192.168.1.129/syslog

BXRILDENESEER , TSN # (ATA BZ ) By HEICS
B &I F L7

Cisco IOSIEZFERNBLAFTHERP2BE TMOR ( E2) B7H (AiR) EI’J/V\FEV{Z o BR
FBNEE BBV SEEERAETREE, F7THRETELEMNREZ LHWCPURE , —Erﬁllx
ZMMETRE,

2R E W SlogingtrapR B A T IEEGWLE BT EELETEEREAERSES. EEMN level R
EREENRETEERF. WFEFBEE , logging buffered i A level i H o


https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
https://sec.cloudapps.cisco.com/security/center/resources/identify_incidents_via_syslog#2
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/esm/configuration/xe-16/esm-xe-16-book/log-local-nonvol.html#GUID-1D31F81A-1E6F-4A5D-ABC1-B9D3E2721B15
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/esm/configuration/xe-16/esm-xe-16-book/log-local-nonvol.html#GUID-1D31F81A-1E6F-4A5D-ABC1-B9D3E2721B15
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/esm/configuration/xe-16/esm-xe-16-book/log-local-nonvol.html#GUID-1D31F81A-1E6F-4A5D-ABC1-B9D3E2721B15

HERERIFREIZEERSG B ERSH AR AEETXHW AT HERFNTEMS (R ) E
0(E82) :

logging trap 6
Togging buffered 6
!

BXREAFEE  FERAEN R, REEEMESILR,

BRI EFEREAXEF

fEFCisco IOSE % , IV AFHERZF KELFNZEHE , KEAFEAHEXECHTHRE
I, B B & i terminal monitoro 1B , X2 NCisco IOSIRZWCPUSM S , Rt AR VX HEM, Hx
, MAEGERERES T SEFNA M B EE show loggingP X

{5 A3 £ FA B i P no logging console T Fno logging monitor ZE B HI A MU L FEN HE, ABEERHIEEE T
XLETSHAE

no logging console

no logging monitor
!

BXR2RBEEDTHNIFEMAEE , BSH Cisco I0S MEEBFBEGTSE,

ERZEFBEE

Cisco IOSHHZIFFEAA M BEESNX , AN EBRUEEAMERNW BT EE, BIUBWER
EMHEE, MTAREERICERIZEH AT LIZERFLE,

BEPEEN , BEHEMEXANEEZEN : BEEHARAXPMNEEESHXFHEET=EY, £/
% [FBL i& 81ogging buffer S ELE BY K7\ o {8 Flogging buffered sizelog buffered severityfi S ELIE ZEH X
ENHETEYE, EERAMUBNEXECHTSEE HEZE W Xshow loggingf A A .

HEE R DIERE16,384F T B EZPX , AR™EM N6, Informationally BEEHX | RR
R BIN0 (ER ) E6(Informational)HIE &


https://search.cisco.com/search?query=Cisco%20IOS%20Network%20Management%20Configuration%20Guide&locale=enUS&tab=Cisco
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

Togging buffered 16384 6
!

BEXEHBENEFMAREE , HSHCisco IOSMEBERBTSE,

BB R FEicFREO

NTHERENFZASHENEHRES KN -3t , BUERSEERSCFRERN. XBY
mterface ap T §Elogg|ng source-interfaceTE o BEASELEHY A F 2 FIRZEO AT EAEME AN Cisco IOSIRE X
EWAE AFHEFHIMEENIPH, ATREREY , BEAKEEOAEN BER.

Bt BR & 745115 BA 20 4] 5 Ainterface£ BBt B I8 E A T ATE A FE 2 Mloopback 03 O Ay Pkt

logging sour ce-inter face:

Togging source-interface Loopback 0
!

HXEMEER , BHSH Cisco I0S FESE,

Ei & B & A&

BENEEBENEES) TEMRRZRKENS. YAXRERE —HHNVBASHRABEE , LAERA
UXBREEHE, BERSNES  UEVEESS BHMNNE , AE2FRZ L EEEANNEX,

ARFIEFEDBERNFUTC)XIBR U ZEW BELRE AHEE :

service timestamps log datetime msec show-timezone
|

MREAFLEIEFMAXNT UTC WETE , AIEERENABRX , FFZEERENEREER
By B EEE R ARBIuE B A FARERTE (PST) KEIVIRZEE !


https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/index.html

clock timezone PST -8

service timestamps log datetime msec Tocaltime show-timezone
|

Cisco |I0S M4 fl EE

Cisco IOSHRHBEZ AL , AI#Cisco IOSKRBE LERAEMEANKEEE., XENRSEFH
BLENF A E R AR AR eI 2 ARV EL B E i B SR ZhaE,

BEEERMNEEDR

BB 10S MAMRA 12.3(7)T MESHRAF , BEBRMNEEDRDEATFEERE LTI

I0S REEEFE. FHHAFFHEE , LFEPHEE T AT Afilenametn &k 2 B1Z configure

replace‘ﬁ'@ﬂlﬁo tgf”enameﬁ’%copyﬂqrunning-configtto fi|enameconfigurereplaceﬁi'%ﬁy'f%fiﬁ_'ﬁﬂlﬁ ) m
TRUBDTHITHEG copy#o

BWEEMSK EWATECisco IOSRB LEALLYEE. BARE , EEATMUERAG S NYIETEE
;?ﬁle]::'H?—E—'larchlve config EXEC':F‘ Tﬁﬁﬁ AP T EET?%IE’J@ES?\OW archive EXECEO

ARBIEBE T B EBEMNEE, 2RI R Cisco I0S & NEMNWE BENB R archived-
config-N M) X 171 1E diskO: XHRE L , ZREREB14ANED , AEEEAREZBSHNEXRTFY

— X ( 14405 ¥write memory EXEC ) o

archive

path diskO:archived-config
maximum 14

time-period 1440

write-memory
|

EARABMEERYETUEEREZS 4N EZLEE , BEBRNWEEFERAGDS 2 ZE 2 E EmaximumK,.

B A RBTEEE XL

WINEBRHOSEHFMA12.3(14)TH |, M 5B EE RIFRIZIEEATRRNE — 8 X A £ 18 E R EXY
BRIOSHREH#HITEREE R, WG T HRERNEXMEXEELGFMERNAEZM, tIEE
BisRGiEwTEINHTHRE , configuration mode exclusve F FE LA T AR R 2 — 1217 - - B EHFH



- EEFERT , REQXEEE AKX HE T B3 8iconfiguretermina EXECEE. EFHEXT , EEA
T:I_:iﬁconfigureterminaj Iockkgﬂlﬁ*ﬁﬁwﬁﬁﬁ ﬁ%ﬁmigﬂgo

ARG B hAERY BB BL BB ERVEL B

configuration mode exclusive auto
|

Cisco |0S #{F#ME &

F£Cisco IOSE MR A12.3(8) THIRIN T #MALEThEE , ZThBEAI AR £ #th 774 Cisco IOSIRE S Hl
EAMCisco IOSHHMEMEZEEN AR, BRALLIES , I EERIM BRI LR M4, B
WIE B ALt TheE SABS I E L E P B B 2 = M BRIX £ 30 4

secure boot-image
secure boot-config!

FERLLIhEES , ATREREW RS EMIBRAYELE S Cisco 10S B4R &, LLIhEERY S AR AT LUBE #5

‘%E'Lshow secure boot EXEC 7R o

HFrEANIRRGE

1£5& F FCisco 1900, 2900F139005% 515 B 2249 Cisco |IOSEAERA15.0(1)MA RN T HF XL B
B GEE , ZEFERAZENTRM (28 ) MEER , ETEABRFZIRZEMZFEERCisco
|IOSE 4,

HZEENREAEEHESNNE (EARE ) BIE, ERER , RECAERATEETIHR
AWBXRERLANES , FAELUTEHECHREGHS, NRERVBIIESITENREHIE
PeE , MRERBEZM/ , ALEE.

HFEENENRAEBARBHRENRARRR, BHAURERKR, £ S0RRE, £/ M4k
BZHRRBEA - I RBENEZRARE , FHERCENBRNRFRIFZE, SEARFZERNINK
" 2h8ERt , ROMMON MEH R 10S BRGHE AR E~BRHALER . ROMMON BRE T K

, BAFEREMBHNEARRE~REARNERALR.

RS ERIRZEZBAFEETNBARIENZESFBRE c3900-universalk9-mz.SSA K TEEM -



show software authenticity file flash0:c3900-universalk9-mz.SSA

S, BH Catalyst 4500 E RFIKIRHEYBHR I0S XE FRZA 3.1.0.5GC A ER T BHFZXENER
B8,

BXRLUENESZER  FoRBEZANERSH,

BB 10S MAMRA 15.1(1)T RESWAF , 5| AT RFEANERBHE N BA BRI, FH
%?ﬁ!%ﬂﬁk%b&" Eﬁﬁﬁ{%qﬂﬁiﬁﬁﬂﬂﬂﬂﬁ?ﬁﬁﬂzﬂ?—xﬁﬁﬁEE'HEM”F&EE’J&.%HO EZAMENER
, ARBUHS BN EZH,

AT (BHRIE™ ) BEOFH (BRIES ) BHAKRE (£73EE ) BR , ZEGATHRESH
MEBRFEFZR. £AFEPMFH#NRBHAITRIEBERENTEYE, RIBATTER.
LEREESBAN , ENEBERGE , CETHRIRARINIRAFED , HEXBKRNIER
AALHEE | REARROMMONBRGH 5| SRV AEF RGBT, MRBEBHRBH |, FMBES
BRE. LWERERIMMAAVSHRESR , AREIENSHRER. 7R ROMMON J5 , BIA 3 3h#TRY 45 %
R

AROIER T BESHRBANRE, XEGTSTEFINBRZAMNISIEFRGRMNEIZHAE |, FH
A ROMMONBR {5 (C3900_rom-monitor.srec.SSB) & #ll F 7% X 15 (usbflash0:) , 4 ROMMON X 4
, AR BN SHRER

software authenticity key add special

copy tftp://192.168.1.129/C3900_rom-monitor.srec.SSB usbhflashO:
upgrade rom-monitor file usbflash0:C3900_PRIV_RM2.srec.SSB
software authenticity key revoke special

RIE , AR ERER B (c3900-universalk9-mz.SSB) E#IBIZE MM N1FH |, HaFEHFT RN
B (SSB) RBILZMENZE -

copy /verify tftp://192.168.1.129/c3900-universalk9-mz.SSB flash:

=17 2R 10S XE B Catalyst 4500 E RIS A IEHABBEME R , EXEMRYZHEF
“BFER N BRERE EE.

BAUDENESES , HSH2

FAN

2’:_]0



https://www.cisco.com/c/en/us/td/docs/ios/fundamentals/configuration/guide/TIPs_Conversion/lmsi_15_1s_book/cf_dgtly_sgnd_sw.html
https://www.cisco.com/c/en/us/td/docs/ios/fundamentals/configuration/guide/TIPs_Conversion/lmsi_15_1s_book/cf_dgtly_sgnd_sw.html
https://www.cisco.com/c/en/us/td/docs/ios/fundamentals/configuration/guide/TIPs_Conversion/lmsi_15_1s_book/cf_dgtly_sgnd_sw.html#wp10764844
https://www.cisco.com/c/en/us/td/docs/ios/fundamentals/configuration/guide/TIPs_Conversion/lmsi_15_1s_book/cf_dgtly_sgnd_sw.html#wp10764844

BEEBEHNEE

£/ Cisco 10S BHRRA 12.3(4)T H7HNAY B & 5 UB A A B Fid K" Thee A BLid F 3T Cisco 10S
BREMBAEEER. BHEECisco IOSIRF L4 , BEERENAFLGRE. BANEEGSUR
FEmvetiEl, tIhEEEI configuration change loggeriogging enable configuration mode@ /8 Ao A
1% 85 S hidekeysfllogging sizesk B A T HBIAEE , A ENSHELEFEBHEEAEHENEXBEN K
E.

BUEERLLIIEE , LEERZEMCisco IOSREMEEE RN EidFK. I, BUIEEEAnoity
syl B T EERBEENERREBSHR.

archive

Tog config
logging enable
logging size 200
hidekeys
notify syslog

1

BHEEERBEMNMNBERICFEKINEERE , W LASEH S show archivelog config a IXREXECT R EFEE H &,

R

BERHEEYREISSHDUMNHE K ATEMZRBZZARTEEUSHENRBR iR, X SHEEH
P ( 2 SRR ) BARICMPHI R IR TR & I (RSVP) F %o

EENBFEEETNE4HFIENRFHEEERAERNE , RIFFEEN, MRBBEFESH ( Him
DoSKif ) WIR%IFE , WEANMBAREEBSTIRE, XLHX Cisco I0S B IHEEMBEBHIE
ERBTHAEAESZEEAEM.

—RRAEFI = L

RENFRFNEFTFEEREE , IR FEATEAREENREYASIEF FEEET. W
REFIFTEHEZ2SEHHRAZETRE Mg ERENENREME,

EFZHERT , BuAEAED EREEERANZERNEH  ARGAEERDLETLERED
FrEHICPUSAE,



IP ICMP EE [

MRER—MEO EEBTERBES , AR TRILER ICMP EEMEE, EXMERT |, B
HEESRABEE , AF—FK ICMP EERERREAREBEHFESHNRIES . XMPTAARTFRIES
WITEREARE  FEENEENBESERIER (REFEIBNIKMAR ). EEBSTHIP
Mg | RARNXATHCHA M FRANENREEEODHES ., RYER , ICMPEEQEE RS
BHESEU R,

HEFMREY ICMP EEMHEE : EVHUBEERDEEMBNFRNEEREE. BERAF AR
M A ER/RIEICMPEEMARESD , T M HBREMHES  BERBRERAICMPEEGER
AL , MTXICPURMBRFABR M REE R AE RN, ZEB LR EHBRERMICMPEER , HEAEnoip

redirects A BLIE A o

ICMP R H[IA

FAEOHEIRITELSSHCMPA AR EEABRETERENR. ERXLEEHESEMER LW
CPUEAR, BRINBERT , ECisco IOSE A , ICMPA Al ik 4 B # BR 5 3 85002 ¥ &£ i — N8

B, TEAZEOREESSEZERAICMPAREIABEE £noip unreachablesi . FE £ BELE & Finterval-in-
ms , A LAMBRIAIRE FEip icmp ratelimit unreachablet ICMP A AT AR R R H .

KIE ARP

KREARPE—MEAR , BEXAER , —A8% (EEEKRHE ) TUNKLAER — 2850
ARPER, BXIDhE 513 , B8 AR IR B EIRAR B M T, RIBARPTLIEE T H
R ENEEERE TN  TEERHEERMRIAME, RFC 1027 “hEN TAE “ARP, ©

REARPHEAEERR. ELSHMERTH ARP REE M, RFRERRFEARE. KE ARP
RBET MR FERNERE , ANESMNAEN ARP BRELEEIVENTF, WRHMEERIE
REBARPEX , 1A sEER A ATRARNRF.

mhE] A I SR R 45 R Y EHLBE S BURER 2R IMACHEE , NS R ENEZ R REECREI KRG E
o ﬁlﬁﬁﬁiﬁﬂﬁﬂl_ﬁ%i—’?—fﬁﬁﬁﬂARP noip proxy-arp.

PR &4 &I F EREX CPU B2

R ZHEZAREXREEN, HTNARFERNSLRAFCRITRLKRIFUENEEREMRZ
W, EETENEFROTEREMHANFEERSS H TUIEREZET,


https://www.ietf.org/rfc/rfc1027.txt
https://www.ietf.org/rfc/rfc1027.txt
https://www.ietf.org/rfc/rfc1027.txt

TR ERE

EERRI Cisco IOSIREZFHEFIFE , MM T HCPUBMITHEIRNWRERE, #ERMAES

FEOEARTRINRERE, F—HREXBEEM@EICisco I0SEFE , HMHACisco I0SiEECPUE
BB, ERFESEFWRBERERT. LRESTEEBRPREXL(CEF)RFHERE , HHRT—

BHSEMERIREART | CLIH H P RiBreceiveshowip cefRRo N TEEH Cisco I0S 8% CPU &
EAENEM IP it | X—EREFED IP i, ZiEMutZe | M Bz 6,

CPUMEME —MAREXAENFETYERE — BB HCisco IOSIRBEAENRE , XEE
CPUBTHHKRALE, EANFETFERENCPUNEMHARTIER , BEXLERERBEHRERLN , ®
I T RE & B M 328 85 SE I 4R 1E

>H

« HREFIGIRBEIERK — ACLESREBEER T EMlog R B FMACERNITE ( RFHIEL
) T4 R ERIERE R,

- BREYFNRERR (2BRPF) — 2ERPFEACLESER , RS RELHEINIER

o

o IPIET - 2RIV IP BIFSH4MEH CPU A3,

- DR — FED BN EAIPHETHLIUEEFICPURITALE,

- AERETTLES - TTLENTRET N BREEFEREERMEZGE B hIGER
(ICMPRE11 |, 180 ) HE , T2FHCPULLE,

* ICMPAHEIA — FEH., MTUSRIZIRE TS HICMPA AlEH B N #E 2 ACPULL E,

- FEARPERNME — TFHEARPFK B R BARHCPUAE,

- FIPRE - FTE3E IP REMH CPU &L HE,

B RFMIAER T HECisco I0SIRZFCPUAL B FRLL SR E R R M L7 57 -

« S showip et IRECEFRHPIEMNBMNPRIEN T —BER. WHFTR , BE receive fEHT
— B R B WA N BRBEXR |, ABRTBERLMERERIEER CPU,
* "L?Zﬁishow interface smitching‘%?%ﬁ:tﬁ* EElﬁﬁﬁ?fﬁfiﬁﬁﬂgﬂﬁ@ﬁ%yﬂ%%\o
* ﬁ'%showiptrafficﬁfﬁﬁ;’lﬁlpﬁﬁ@ﬁiﬂlﬂgzg :
- BEAETHBIR ( BIERBERRBEER )
- BA%EM
- BETK
o BRIEBIS k22 (E]
« BRIED| S B 72 H)
o BURABEEX REIE R AT LAEIZ A show ip cache flow ¥R, K& Cisco I0SIREZ MR
BREE — At B #9320 (Dstlf),
o EHFERETATHRARRBCisco IOSREZH FHARENKENER, BIERABAD
g_éACL\ E/:E\*uﬁ'% , E.”’X#L?T?%%'JSFE%SMW policy-map control-planemﬁo

EAhZER ACL



EZR# ACL (ACL) A TRRHEIMABERMEREZ#ITER. AAHRYEHERH R EACLER HIXS £
B9 175 (R &R 43 ¥ 4H ST 4R TIACL.,

BUUEKHE IACL MR PR A MR Z RV IR B R H

#EI ACL

NF2HRXFEA , Receive ACL(rACL) AT LA £ Cisco I0SE AR 12.0(21)S2(3E A F 12000(GSR)).

12.0(24)S (ERF7500 ) #112.0(31)S ( EATF10720 ) KT, rACLAIEFi BB/ AL EE S

ARPEZRZEERENTM, rACLXATRIEETCHIRE , MARRETSZEACLHF R
o EIt , B FTRREIACLE B R EAK B FRIPH# it ‘any’ (NS BB SN M E R ERLIPHE i, rACLE
BAAMBZLZEREIE , RN EFHIREZLZ SN KB4E,

XBANT AVWKE 192.168.100.0/24 M4 LM ZEFEEHH SSH ( TCP IwA 22 ) HIT\RME AN
B ACL :

l--- Permit SSH from trusted hosts allowed to the device.
!

access-1list 151 permit tcp 192.168.100.0 0.0.0.255 any eq 22
|

!--- Deny SSH from all other sources to the RP.
!

access-1list 151 deny tcp any any eq 22
|

l--- Permit all other traffic to the device.

!--- according to security policy and configurations.
|

access-1list 151 permit ip any any
|

I--- Apply this access 1list to the receive path.
!

ip receive access-1list 151
|

FZ 0 GSR : #EWIHREFIFIFR , UHEBRAF R FRERENSEREHELB TS ENRIE
Do

CoPP

CoPPIhREE Al A T RR&AIR A EMIRBIRZWIPHIES. BEXRRMP , AALFREZEEENHN


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43861-racl.html
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43861-racl.html

SSH #IE# F5k Cisco 10S %% CPU,

~ AE  MNRAKAAFEIPHU ERFNREA B2 L EB/ D EIPH UK E A S Cisco
IOS-LX%EIJ E?ﬁo

access-1list 152 deny tcp <trusted-addresses> <mask> any eq 22
access-1list 152 permit tcp any any eq 22

access-1list 152 deny ip any any
!

class-map match-all COPP-KNOWN-UNDESIRABLE

match access-group 152
!

policy-map COPP-INPUT-POLICY
class COPP-KNOWN-UNDESIRABLE

drop
!

control-plane

service-policy input COPP-INPUT-POLICY
!

£ L= CoPP RHlF , FIERNBBE IS AT RFTEN ACL RELXSHRBRFEF I8
FREHFEL  MEELEBETRNEEINFZRERF EF IR,

CoPP £ Cisco 10S B#rhRA R % 12.0S, 12.2SX, 12.2S. 12.3T. 12.4 # 12.4T FA A,
£ HZE ERE

Cisco IOSE#FhRAN12.4(4) TR 5| A Y2 & ERH (CPPr)®] A T FRHISE il & £ Cisco I0SR &
CPURYEHIFERE. SCoPPR{L , CPPral L AERAMREIRE, CPPARPLREZERIFEXIZ A=
MRS FERD , MAFED, FE TN, ‘PR NCEF REBBERENN FEO, A
, CPPr d BfE A T X L2 HI 2 ER 8L

o UROEIEThEE — L IhRE VX RIEH B XA H I TCPHUDPIR O N HMIEIHTEHIME
Fo
« BASIR{EZhBE — b ZhREPR 42 6 EIPH A B S| RIFHEEMNMUN BB IHE,

BXREMACPPrIHEENHAEE | FS 5 7 12 ¥ E{RH (CPPr),



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html

B 13 == PR 1l 25

Cisco Catalyst 6500 R 5 EE 5| Z32MEE 5| B720X F A ENE TEHNIER R HIZE
(HWRL) , EATHRHHEMEG R, XEBEHRERFEISZHASOHIRRRGIE  BREIEE— A5
ENTENX IPv4, IPve, #£#FEMZHE DoS F R, HWRLATLARH Cisco IOSIRZFRZEMFE
CPUALEEIE T K .

RINBERTBAZMNHWRL, EXHWRLHEAEE |, FSHRPFCIE TR AR FERRR HISFERINZE
BX HWRL WiF4ER |, 1§35 PFC3 F N E TEH4IERESIEE,
Z4 BGP

BHRMK P (BGP) £ Internet IR ERL, FIt , EEFRANE[AERBEEER BGP,
BGPAERNYEHEENHE B , AN ERE/NEALATIIERE , A HREAZHBGPE BN ER
o T, BFZHRET BGP WL £ IIAEATATIRSE BGP BEMN R 214,

HPfid T REENBGPZ 2R , AEELABER TRE TERERN.

ET TTL WE2 R

BN IPBEESHaIE —IMIATERE (TTL) M1 ZWFR. IPRESBET —A/KRE , ZER
B 1. TTLEKRERRERGMR , BETEN64F255, HBENTTLERIIFHFREFR.

ETTILNZERFBEMRAETTTLHERZ£HH/(GTSM) , BFANBGP TTLR &K
(BTSH) , ERAIPHEESNTTLERBRWINBCPHE IR A BERERNXNFH, LIEEES
EXREXNEFHREFRONE ; BER, —BEEA , ERAUNTSIRMFZH3 BGP HWET TCP MK &

o

£ FABGP& 185 HL & 5 B ttl-security B 1E 10 S neighbor I GTSM for BGP, A< /R45lIUEBF L ThBERVEL & -

router bgp <asn>
neighbor <ip-address> remote-as <remote-asn>

neighbor <ip-address> ttl-security hops <hop-count>
!


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SXF/native/configuration/guide/swcg/dos.html#wp1141328
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SXF/native/configuration/guide/swcg/dos.html#wp1141328
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SXF/native/configuration/guide/swcg/dos.html#wp1141067
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SXF/native/configuration/guide/swcg/dos.html#wp1141067

WEBGPHIERR , 2RETTLE , RELARTHFT255 , BlEEENBEE,

/8 MD5 # 1T BGP X &R i

A MD5 #H TN ERITL4X BGP 2 FF X ENENEFEECE— MDS BE, BE4AmME
 IPFITCPIRAMIEE D, TCPRAENBARATERBE,

RE , BIRMBERFHAE TCP T Kind 19 ¥ , BATZ REC 2385 CeilhTBEMmel "
B2, CEWSBGPHFEERAMARNEENZAREFEREERE, NEEKINFEESZY
TESHAHEERE , IEFHEZ,

FFIBGPE HESEl B in T WY IE AL passwordiE T i FH MD5neighbor B X 2 B 3 I iE . Itk a0 BY 55 A i3 B
WmE

router bgp <asn>
neighbor <ip-address> remote-as <remote-asn>

neighbor <ip-address> password <secret>
|

BXEM MD5 #17 BGP WERIENFHMER , FSHLERBARRIL,

Be B & A B R ¥

BGP I BHMEHBFHENFT, BHBSTRENINRES , BGPHENNERES, ERLER
B, ATAEEFTAInternetBl BRI 75 |, SIMNEXF AR ARBRIREFA-MNEEHNEEF.

AFLEAFER , FEESMNNSFHESINREANRHE, BWHIEN BGP WEHHEE —/N R
=

MR (F FIBGP I 25 AL i Ao neighbor maximum-prefix D EL B UL THEERT , EE—NSH : EXNHHKRFAZ
AESHNIBRNRARE, EATLUEERA—INT 18100 BT, EBRFRRAERNRE
AN TFEFEERERENE D .

router bgp <asn>
neighbor <ip-address> remote-as <remote-asn>
neighbor <ip-address> maximum-prefix <shutdown-threshold> <log-percent>


https://datatracker.ietf.org/doc/html/rfc2385
https://datatracker.ietf.org/doc/html/rfc2385
https://datatracker.ietf.org/doc/html/rfc2385
https://www.cisco.com/c/en/us/td/docs/ios/iproute_bgp/command/reference/irg_book/irg_bgp3.html#wp1071961

BXRANERZANBFMRES , BTSHEE BGP R AR RN,

EA ARSI RTIE BGP A&

HIRFIRAMEEER R HIELBCPRARIZERBBER R, WRTTEE , BEANRIIERBR
MEREBBIAERERE. FARFIREA T AWM TS @ E1NeBGPX Fik,

Be B B BT R 51 3R R X SR AT B R PR 0 4% B8 B SR RG BA T R PRV AT R IR B T IRBIKERTR
MAENITIZRME , BREMNSKIRAZTIHELENERIR. XEEHAERNBZSERDTEN
Pt 3t 22 [E) M EIRFC 33305 W#Bi B M RERIME, BEHMRIIRUTIATALAERS
RYBT &R

A EROIE AR RBHIGIRAWBEEEBE. B4R | 5148%515% BGP-PL-INBOUND {X St iF
— NERIABRH AL | BIZR 192.168.2.0/24 21t —# BGP-PL-OUTBOUND AR iFEEWEH.

ip prefix-Tist BGP-PL-INBOUND seq 5 permit 0.0.0.0/0

ip prefix-Tist BGP-PL-OUTBOUND seq 5 permit 192.168.2.0/24
!

router bgp <asn>
neighbor <ip-address> prefix-1ist BGP-PL-INBOUND in

neighbor <ip-address> prefix-1ist BGP-PL-OUTBOUND out
!

BXRBGPHIRTEREENTREESTE , FSRERINIBCPEEZIARS R R,

£/ BOA REBRET R 5 RITIE BGP Bl

BGPHEXRE(AS)BEFHFIRAVFAFREMNBRNVASEERELEERANBENIR, XATNUS
AIRSIREEHEA , WEYBEANTIRRES

AEERBIER AS BRE R 5 R AU BIRR B0 BLIRBIZE AS AR , HIFHMRTRIRE
NBLRE A EERENIR, REFMEHMEESERENINRFRIIRE  T2REIHERD.


https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/25160-bgp-maximum-prefix.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/25160-bgp-maximum-prefix.html
https://www.cisco.com/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/25160-bgp-maximum-prefix.html
https://www.ietf.org/rfc/rfc3330.txt
https://search.cisco.com/search?query=Cisco%20IOS%20BGP%20Configuration%20Guide&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20IOS%20BGP%20Configuration%20Guide&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20IOS%20BGP%20Configuration%20Guide&locale=enUS&tab=Cisco

ip as-path access-1list 1 permit A65501%
ip as-path access-Tist 2 permit A$
!

router bgp <ashn>
neighbor <ip-address> remote-as 65501
neighbor <ip-address> filter-list 1 in

neighbor <ip-address> filter-list 2 out
!

R REB R R M

& EWRELREAMNAINECRHERRENEDBURT HINVEBIER, BETUSETREMN
KIPL(IGP)REZHEME, BRINBERT |, IGP BB , HEEBANSEEEANEE IGP &
EHVEAMbER MRS, IGPERY W 1E W 4R R £ IR E AR B

XETFMIBMIENAREEN IGP T2 IhEE. EEHMNS | FREEEEHEBRDIARE 2
(RIPv2), 18583 IR/ <AL (EIGRP) MFF & E M Z L 5t (OSPF) HEWF R,

£ SR E 5 RYES AT IE M IE

MRTEFART D REMWRREBEHAEE , REEARSENEHS|ANENIRBES . EIRHARZ
(6] £ F BR R I I AT A R IIER BB RN B L 2, ER , BT HRIENANRIE , Bt , BFX
MELRHXNTREEMS AR+ 2 /%,

EESHRIESEFMMMDSEFUEER , MEERFTBITSRANED , A ERAEHRNEHENETE
ppER. B2 , MREASZED , MDSHFRRIENARZESZIRIWEMNFHEE, BUEER
OO, AT MD5 RIELEATRIEEMNEZ S , Fitt , XERFHEET MD5 Kit.
IPSectt AJ A TRIEMRFEE BN , BXERHFARFHANELAR,

EIGRPHIRIPV2EE AR AEENEEN —EBr0. BEXEENFERARHHENWIETMAER , 5SH
keyo

LT EEH MD5 § EIGRP IRHEE SRR RAIEE :

key chain <key-name>
key <key-identifier>
key-string <password>
!

interface <interface>
ip authentication mode eigrp <as-number> md5


https://www.cisco.com/c/en/us/td/docs/ios/iproute_pi/command/reference/iri_book/iri_pi1.html#wp1013148

ip authentication key-chain eigrp <as-number> <key-name>
|

XZ2RIPV2HIMD5E HER B M REEE R ¥l, RIPVIAXEFEHRKIL,

key chain <key-name>
key <key-identifier>
key-string <password>
!

interface <interface>
ip rip authentication mode md5

ip rip authentication key-chain <key-name>
|

X B EAMDS#ITOSPFER 2R & IR RAIECE, OSPFAERZHEE.

interface <interface>
ip ospf message-digest-key <key-id> md5 <password>
!

router ospf <process-id>
network 10.0.0.0 0.255.255.255 area 0

area 0 authentication message-digest
I

BXREHAEER , FSHEE OSPF,

Passive-interface #i %

BYEAEDTEFRHEEBENDT , AINEHE MRS @GP AEREE M Elpasive
interfacei o EWEFTEREMAEEBRETLEERFTE AN,

L RBIER T L ZhERERYER -

router eigrp <as-number>

passive-interface default
no passive-interface <interface>


https://search.cisco.com/search?query=Cisco%20IOS%20OSPF%20Configuration%20Guide&locale=enUS&tab=Cisco
https://search.cisco.com/search?query=Cisco%20IOS%20OSPF%20Configuration%20Guide&locale=enUS&tab=Cisco

%mﬁilb\

ﬂg T)JEM\EIW%J:%I)\fﬁﬁ%ﬁa%ﬁﬂ’ﬁ}ﬁ% ) lﬁﬁﬁﬁ%mﬁ/ﬁ?o '—TI-_E%EE%Epassiveuinterface@EIEﬁ%;F
B, —BERATHEHIR K BEOLRLKERE , BEEERNENEEER.

ST FEIGRPHRIP , AT Adigributelis X B Fout I D AIRGEIESHNELE , MEAXEBFZnARE
AIBHERH, tidisributelis S AT FOSPF , EEFRAPRIERBASFEBEILENEBE, R , Tae
filter-ist AE I Z T B o

EIGRP R~ 516 A 5 F 81 8% Flldistribute it RIS 8 H UG @ &

ip prefix-1list <list-name> seq 10 permit <prefix>
!

router eigrp <as-number>
passive-interface default
no passive-interface <interface>

distribute-1ist prefix <lTist-name> out <interface>
|

7 EIGRP RO BRI R IEA VL EH -

ip prefix-Tist <list-name> seq 10 permit <prefix>
!

router eigrp <as-number>
passive-interface default
no passive-interface <interface>

distribute-1ist prefix <list-name> in <interface>
|

HOSPFR4IfE A B EO0SPF4EE M1t Y IR 5K areafilter-list command:

ip prefix-Tlist <list-name> seq 10 permit <prefix>
!



router ospf <process-id>

area <area-id> filter-Tlist prefix <list-name> 1in
|

Bt FH A2 BT RUH #E

BREMDIEIRHRAREFREANTFS , FERFEECHERHBILTRENH NI RME M, H
Pl FRMER | BEERAMUARSR TR, WREMAERRSBIEFEERFRPIE , NESY
OSPF A LTkt B #Ro

ARRBIE OSPF s8R RS BIEFEB R RIPHAENEE

router ospf <process-id>
max-1sa <maximum-number>
|

B2 E—BITRIIL

E—BE LRI (FHRP) AERBIAM XA IRZREBUATRRE, XFER X LEHAE —X
EIRRBFNMER—AZTERSH/H LA VLAN REBIAFRIEHTER T2 ER,

R x A G E Y (GLBP), A% A HE Y (HSRP) FE £ B a5 TR (VRRP) #HE T
FHRP, BIABERT , XEMDINAIERZRITNEEHKE, KRB ENERTENERFTSFHRPER
HRIRE  UEBRE EWERIARXAE, HEEATHGEERTHEAREHEBIEEFTME
HWAFRE,

R TBFLIEERTE | Cisco IOSH M X FNFIEFHRPHSE EEMDSH X ANZHEMN S HKIFThEE
o HTFRZLWIFHN FHRP A& KA B , BUGX LM SEFIEER MD5 ®iF, Z<E & K455 BE a4
£/ GLBP, HSRP # VRRP MD5 &1 :

interface FastEthernet 1
description *** GLBP Authentication ***
glbp 1 authentication md5 key-string <glbp-secret>

glbp 1 ip 10.1.1.1
!

interface FastEthernet 2
description *** HSRP Authentication ***



standby 1 authentication md5 key-string <hsrp-secret>

standby 1 ip 10.2.2.1
!

interface FastEthernet 3
description *** VRRP Authentication **%*

vrrp 1 authentication md5 key-string <vrrp-secret>

vrrp 1 ip 10.3.3.1
!

HERE

REBFEFENTREENEBIZ BN , BERLTRD , HEFEAR=ANFEFHRITEEN
FHE. Hit , HEERFMERZN , RPEENEFIFEALETHREFERFERFEE,

BR , BEREREAS A , AR T ZUHRINEELTAE T RIFEER. UTHIFANTAL
BEFEIN , UEE T UE R MR ML,

— B IEE R

BRZBBEFEREBSNERAEERE, ER , £ IP MEEATUERET WL HRIES
HYBRAR, IPIETL ( 453 2RISR ) FUREMAK T HSHNEEIGHN T2

E R MACLB BB TR (L B3R F

EXFHEER , FSH ACLTE HEED
IP ETLUERMER

IPETUER T RN LZEEE, BRIPETKNREMLMHCisco IOSRERITHERR , X£EHK
CPUREE M, IPETEBEEIREET MLV ERIIHEE , WA FEERAT L2 EH,

HFXLLEE | Cisco IOSEHMRA12.3(4)T, 12.0(22)SH112.2(25)SH 1IN T £ B ELE dFip options
{drop ignore} e TEMTTHIE—FZX A | ipoptionsdrop @S Cisco |0SIR Z1EZ UK IPIE I I A B IPEK
BOMELWER., XETMLBFLE IP R CPU AEIEI , HoIUARS X LEEIRIRIAZ £ 18§,

s S HIE =N Rip optionsignorefF Cisco IOSIE ZELE N A ZWHFESTHIENIPET, |AX
BRI SRS AR IEZWIPEIEXNEN , ETHEZUEAZIPEMMNE M, Hit , BIE
dropifEA LT TR, WAREE RIS


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc100
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc100
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc100

ip options drop
!

LMY ( HIIRSVP ) &iE M EAIPEI, XL INAESZ Rt E,

J& FIP Options Selective Dropfg , Z &+ Al Al THE B T FEIPEI M EF N BIE S Esowip
trafficEXEC, LI B TFTE T forced drop it#EgH,

=/ P IERKH

|PR B8 FA (5] B A FA M4 SO B8 F AN 10 SR B8 R T ; 2R3 f52 A 7™ 4% R B% FH (Strict Source Route) A K
Record Routei& Wl , EIPHIERRES IEERTFEIRANMERBRR, IhETA TS HERERH
TG EAEBARE.

MRIPETUEREMEF U KT REMAIPED , WSAERIPRIEHE, IPHRERMA ( EATECisco
IOSEHFRAHEINE A ) BE L BEE fhnoip sourceroute T A, AEERBIHE TG THAE !

no 'ip source-route
|

A ICMP EE[

ICMPEER A TEMMERZEG@IPERNEFERE, BINMERT , MR Cisco 10S R4 EIRI K
FassBEE ERZBEINEORTEH , ERAREEEMHE.

EREERT , WEBETRESFCisco IOSRBXIZXFZICMPEERHEE , X&SHCPURAEEM
o At , BNEAICMPEE £, ICMPEERBEZEARESR S Enoipredirectsi , TN T RAI
BEFTR :

interface FastEthernet 0

no ip redirects
|



BRAYRE P E@HE

£/ 1P ERBS FEAILENER IP FRAE IP /- BRBES. BREEINEZENERE , BRIPIRFZHFH
REENE2RT BAEIFRENMEYR. WEREIDEERAE/LARE ( BFFsmurfid
) PRV AN RSB,

FINERT , HEMRAKCisco IOSHHCER L INEE ; ER , TLUBEZE OB E dhip directed-
broadcas TR E. BIANERT , 12.02BIHI Cisco |IOSE iR A /5 A Lk ThBE,

MRMEHZBER O BN BRHLER. FEAACLAER B IS A USKIL ip direced-
broadeastBo UL ERE T IREE B HE IR H1 0 R B ZEEM192.168.1.0/2409 UDPKIES -

access-1list 100 permit udp 192.168.1.0 0.0.0.255 any
!

interface FastEthernet 0

ip directed-broadcast 100
!

EFA & ACL SiRfAmRE

EAAE ACL (tACL) AIZHIBINENRE. XEACLAE , IACLARELIEREMBZEFHR
B, HEAHGRIREROARERELANREIREMENRER , tACLRHUNTIERRERN.

BSE | BAEMATIHEIESRRE, BER , BREBRT , ML LAYCisco I0SIREZE LTI IE
BREFEERM. A, BHMITILIR , BFFER XIE,

tACLtE R EFHSRRIRIF N EE M E.

BREAER  FERRKBRIF D .

FSr R EEH5Ix - I RERITHIE T #Ex tACL BNEMEER.

ICMP ##ERTIRE

Internet 2 HE S (ICMP) &1t — 5 IP #HIH. Eit , ©EERER TS TCPHIPH
WEEEAREIM, T EMMERAICMPRpingHEtracerouteBRMEHE | URBEMTULI, B , EEW


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc104
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/44541-tacl.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/44541-tacl.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/44541-tacl.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/44541-tacl.html

MEZTRDFEEINEBICMPEE,

Cisco |I0S AR EZRBEMBEBAMABLITIE ICMP EENIEE, W RHIACLAFRBZEMR
REEICMP |, [EAtPEIESR B HARAFIBICMPEIE R

ip access-Tist extended ACL-TRANSIT-IN
!

l-—- Permit ICMP packets from trusted networks only
!

permit icmp host <trusted-networks> any
|

l--- Deny all other IP traffic to any network device
!

deny icmp any any

B EB o AR |, 3 BRIPEIE 2RISR AT RE XY

2R E IR

AT BREFINFENER , ACLEELATEFRATIPT R, HEREARRMNREQNE | t
KEEFERATERYE. ETXERR , IPﬁJ‘EQ FRATHREG , FRUTUEEMSEEAACLAYTRER
EXTIE, FHBACLRAIBEIPS RNGEILIRER. ARG PR Ay T e 400 5 B E 7R 6 #Y Th e
BLSfEM

ip access-Tist extended ACL-TRANSIT-IN
!
l--- Deny IP fragments using protocol-specific ACEs to aid in

l--- classification of attack traffic
|

deny tcp any any fragments
deny udp any any fragments
deny icmp any any fragments
deny ip any any fragments

AR ACL AR ED B IP MIECNESER , B HIGRAESISRM IP 5K,


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc28
https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html
https://www.cisco.com/c/zh_cn/support/docs/ip/generic-routing-encapsulation-gre/8014-acl-wp.html

HIRIPETKIACL X

#ECisco IOSEAFIRA12.3(4) TR EFMAH |, Cisco IOSHHZFEAACLREREZHEZEMN
IPEITUSLIEIPHES. BESHFEIPENARERTIAEARBBIMEN R 22E , HEAHMS
ARBHESHPERFE. HTXERR , BEWEMKXLETRERIPETNHES.

ERALREIAKRAERFHAR , N ESIPETNIPHESRHTERNILIESR

ip access-1ist extended ACL-TRANSIT-IN
!

l--- Deny IP packets containing IP options
!

deny ip any any option any-options
!

J2 505w AR 4

WEREHEDHERR IP it BIRH T AR NG S EHEENRTIR , FESEREITER, Cisco
10S KR H 2% RPF # IP JRBEH (IPSG) LAPE LEBRLE R SR IP bt BRIRAY I . Lb5h , ACL H
THEHESHEEFENFINRR ST ERITHE,

IPSGEE Rl O, MACH: IR i IER M AE | EEEEERE T & ARE MR DM 4K
o FBRPFEMAFEMERIE  AJURIAZEREERHNMENR WL L, ®ROREATRATE
IEE AR HIMACHELE, ZH7SHbIE AT (ARP) & (DAI) AUEDEAR R P ER ARP TEAY
RHRE.

% RPF

FERPFEIRFEB VIR A BECN Rt RE ATER ZBZHEINEO IR, TERBE
BRPFIEN By LE ERIRAY HE —RY . MRFHEEEIR IP it WAERREIRRE , N RIREHRIE R T 8E
B S SR RPF MO AMSE, 2% RPF FELEEMRE LEABRNRER K , A EEN
B0 LERERRMRERE R,

B8 RPF AIURAUTAHERN c —#HTERE | MEEARHRER, EFETHBEENERLT
BEABEN , AN ELAEFREASKEXLEER TEAREE, EEEZEARBEDip veiy T
B, XEFanyBLEMBIRTN | TXBFrxEE™HER,



ARG EA L ShRERYEL B -

ip cef
!

interface <interface>

ip verify unicast source reachable-via <mode>
|

BREBNMEREE RPF WiFAER , TSR T HEEBRARERR,

IP TR

MR AEHE 2 RED , W 1P RSP RIAATH LB U, IPTRB5H EADHCP T
M1EBEERED EARE RO HITRSIFIR(PACL) , AR EIPIRYE R RXBN P
WAEAT .

IPIRBFIF A N A F /& T /8 ADHCPXITHIVLANW E2E##E O, AUERAUTXEdmS/EH DHCP %
-

ip dhcp snooping
ip dhcp snooping vlan <vlan-range>
!

BREDHCP %Wz fE , JMERAUTXERSE A IPSG :

|
interface <interface-id>

ip verify source
|

Al LAE A OB E S /3 Tip verify source port security i A 22 XA EE L FBEEip dhep snooping
information option;#R > , DHCP AR %S 854471 X 3 DHCPI& I 82,

BRILINEMNFAER , S REE DHCP ThEedl IP JRBAH o



https://www.cisco.com/c/en/us/td/docs/routers/ios-xe/ip-routing/b-ip-routing/m_cfg-unicast-rpf-0.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_40_se/configuration/guide/scg1/swdhcp82.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_40_se/configuration/guide/scg1/swdhcp82.html
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R

wOZEATEEZEAZEONMACH I KR, iwsOZ S AERANSKRMN (#%F ) MAC it B
Wi THREE, —BIRORELHEE MAC BN , AIEANMEAERN s —, XEEXTIE
R, BRE. REAMREAVLAN, EREEFERT , R —NimOMUR FERFEMUE BN TEL
REHE  FXEREN 128, YRAKERBERNIG , RAEMACH L ( FIZIHSRP ) &
MR,

interface <interface>
switchport
switchport mode access
switchport port-security
switchport port-security mac-address sticky
switchport port-security maximum <number>
switchport port-security violation <violation-mode>

BEXinOZ2RENESRFER  BEHEEROZS,
;7S ARP KE

HSARPR I (DA AT A T EEXN AR it M ERARPE LK. ARP TERERKYEE A #ME XK
ENE ARP EEMNKESE, EEEERTHMIREZN ARP &7, WEHEBEEAARPEILK
WATHE AR T

DAl EBHRIIAZEEHNA LMNFATE ARP HIEEH IP 5 MAC #thitRIX %R, £ DHCP ;R8T
, DAl 5 DHCP % WIhREE R BIE, EZEEED LBERNARPEEZTFTSLTYRIE , HES
EEFZEEEO LN TREUES, £3E DHCP REHFEEFME A ARP ACL,

A LAER AT X Lar /3 A DHCP 9T

|

ip dhcp snooping

ip dhcp snooping vlan <vlan-range>
|

BRADHCP Wz fE , JERUTX /3 A DA :


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_40_se/configuration/guide/scg1/swtrafc.html

ip arp inspection vlan <vlan-range>
|

£ IFDHCPIEH , FEMAARP ACLXKJS ADAI, ARfli%BAFERA ARP ACL #y DAl WEREE

arp access-1ist <acl-name>

permit ip host <sender-ip> mac host <sender-mac>
|

ip arp inspection filter <arp-acl-name> vlan <vlan-range>
|

DAIRAIAEFEMEORA , TieXHFWMEO,

ip arp inspection 1limit rate <rate_value> burst interval <interval_value>

BXLNAEE DAl NiFEAEER , FSHEEEDDS ARP B E,

I B3 ACL

NTFERAEMRANTZE AU ZRANKRE , FHEEN ACL ARUBSRERRT. BF , X
LR B ACL BN RE ACL MEHN A TREL R LR ABER. RERBACLEEZEEH KIZH
B, BAElaemEER, MRMAHY ACL REEEAMA i utiRE , TR AT aEED K
B 2 3 P 4% 39 7% & P B9 ER O o

A RBIE R A E FAACLPR FlIPE DR, 1Lt ACL NMATHREEZO LW AMBIER. WRILL ACL 1Y
ACE #F74¢H.,. MBMEXLACLEE FERBLBENZHTSE,

ip access-1ist extended ACL-ANTISPOOF-IN
deny ip 10.0.0.0 0.255.255.255 any

deny ip 192.168.0.0 0.0.255.255 any
!

interface <interface>

ip access-group ACL-ANTISPOOF-IN in
!


https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/consolidated_guide/b_consolidated_3850_3se_cg_chapter_0111101.html
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https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/consolidated_guide/b_consolidated_3850_3se_cg_chapter_0111101.html

BXRIMABERRZHFIRNFAEE  FSHREEERR IPACL,

KOBELHY Internet i&iJJ:E;\J ERFIFRH Team Cymru 43, B AR AEAbut I HAER
2 #Bogon Reference = W,

PREIZIEFEREX CPU WY

ERBEBNRRINETEZERN , RFEESNMBETRZFERIRLBIR. IEFLIHELTR
MEHPHNRENBIESTRLEIEIRE CPUNET, RPBETE ( SHEREMBRENRE
), LA%R"’“E%H?’“%‘JSFEE’JJ:??O MRPEREBEARESBRZFLEIMIRE |, MIRFAVERSHF
HARESZRPME , NS BEE M.

£l CPU B ThREM IR FRE R
REHTER , BIIRBEETERSHRCPULE HHCPURITHRESHNWEIEFEREXRR .

- ACLAFIER —ACLAERESERMERBEXREFZNACENTE ( ATFRIEL ) mMAERD
ERBED,

- BIERPF — SEACL—R2EAN L EBRPFIESHBELEESNIERMR,

- IPEI - BERTEA IP BB I XIH CPU LB,

- PR - BESBRNEM IP BIEESH4MAEEES CPU #ITAE,

o TFENE (TTL) BH - TTL BERTRET 1 HEESFERE BBRMEGE S SGER

(ICMP & 11, 1830 ) HE , NTIRH CPU #H1TAE,

« ICMPARHA — HBEH, MTUSEIEMSHCMPF AIAE BN HIESHCPULE,

- FEEARPERMNAE — TFFEEARPERE M BRHCPULLE,

- EIPRE - FRE3E IP REH CPU &1,

BXBEFEBELCHFAES  BSH - RBEFEBRLHD .
EF TTL ELIE

& AT LAfE A Cisco IOSE MR A 12.4(2) TH 5| ABJACL Support for Filtering on TTL ValueXh8EET B
IPAEIZIRPRFBTTLETRBES, LA MRPERTTLEAORINFHEREN RS, BE7
DEAETTTLENHRESIRKREBRTTLEMETNEMNER | X ATURF THREMIRERE/
EHYEEZTTLAISKRSE.

RENAEFNIE , flflraceoefTTLEHSEESATURMZHE N, —EiL (W
IGMP ) &3&fEMA TTL{E 1,


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/26448-ACLsamples.html
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/26448-ACLsamples.html
https://www.team-cymru.com/
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc95

A ACL RUIBIER—/1\KEE , AT 3R TTLE/NT 6 89 IP BIES,

!
I--- Create ACL policy that filters IP packets with a TTL value

l-—-- less than 6
!

ip access-1list extended ACL-TRANSIT-IN

deny ip any any ttl 1t 6

permit ip any any

!

I-—-- Apply access-1list to interface in the ingress direction
!

interface GigabitEthernet 0/0

ip access-group ACL-TRANSIT-IN in
!

BRIABBFTTLESERESHFAEE , FSRTITLE MR E R B MEE.

BRUENENFMAES , FSANE TTL EXIEN ACL X,

BB 10S MAMRA 12.4(4)T RESHRAH , RIFHRTESLTE (FPM) IEEATEERETHIES
R EB B ITIEE, LLFPMERBEEFTTLE/ N TORIREZ,

Toad protocol flash:ip.phdf
!

class-map type access-control match-all FPM-TTL-LT-6-CLASS

match field IP tt1 1t 6
!

policy-map type access-control FPM-TTL-LT-6-DROP-POLICY
class FPM-TTL-LT-6-CLASS

drop
!

interface FastEthernetO

service-policy type access-control input FPM-TTL-LT-6-DROP-POLICY
!

TRERE IP ETULIE

# Cisco |0S B¥Fhr 2 12. 3(4)T REGRASR , BUNESHBOT R IP HRSIRPERNILIRE
IPIETIH ACL X5 2hde , LIIEER IP AT IP HIEE, EAIUEAETIPETNIPHEENY


https://sec.cloudapps.cisco.com/security/center/resources/ttl_expiry_attack.html
https://sec.cloudapps.cisco.com/security/center/resources/ttl_expiry_attack.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-2-t.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-2-t.html
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ISR BA L B AL R IR B Y2 P H FEHECPUR A B X EHITER,

SIEIPETACLEFhEE R A T ® BT BACL, RSVP, ZMIRZERBHAETRE. IGMPARA
MUK FERIPEMBFEBSHEHMPN , MREFXEHUNKIES , WEEEETIHE, MREME
FIEfE X LY , Ma LAEEAACL Support for Filtering IP Options, {E2 , ACL IP;ETUHER M4
EFYEALEFRRE , HEXEMYEEEETLE, MRERIARFEAEE IP LA THIN , ne
E“ACL IP ETARM ER IR EFXEKIES,

A ACL RHItIE— A TIIRSEEM PRI IP BIFETH R

ip access-1ist extended ACL-TRANSIT-IN
deny ip any any option any-options
permit ip any any

|

interface GigabitEthernet 0/0

ip access-group ACL-TRANSIT-IN in
!

ARPIACLEBET —NMNAFLEEERMNMEE IP AT IP BIEENER, S2XLEETNHIES
FrigEds
« 0IEIMFIFRAKE (eool)

7 1B % H (record-route)
68 BY[E & (timestamp)
131 - PABURERH (Isr)
137 - PR IRB& H (ssr)

ip access-1ist extended ACL-TRANSIT-IN
deny ip any any option eool

deny ip any any option record-route
deny ip any any option timestamp

deny ip any any option 1sr

deny ip any any option ssr

permit ip any any

!

interface GigabitEthernet 0/0

ip access-group ACL-TRANSIT-IN 1in
|



BXRACL IPETUEERMEFNEAES | BSREA N —RBIEFEELERS .

SRR [FRIESIFIFR . FYour Edge LR , TEAXMMAIEFRMILEREMNFHEE.

Cisco IOSHHF A AT EAIPETUTEBIE TN 5 — N hEERCoPP, 2%} I0S kA
12.3(4)T MEFMRAEF , CoPP ATEE A REH FTEKIFESHRE, X#FFCisco IOSE MR
12.3(4)TH 5| AR EIPIE T A CoPPHIACL X 51918 % T LAE A 1/ 8] 5 R SR BE T I8 B & IPIE T 3K
I,

It CoPP RS EFRFZWRINFHEEM IP AT FHRHES

ip access-1ist extended ACL-IP-OPTIONS-ANY
permit ip any any option any-options
!

class-map ACL-IP-OPTIONS-CLASS

match access-group name ACL-IP-OPTIONS-ANY
|

policy-map COPP-POLICY
class ACL-IP-OPTIONS-CLASS

drop
!

control-plane

service-policy input COPP-POLICY
|

Lt CoPP RS EFRFWIINFHEUTXE IP AT HEBES

0 &I 5|FRKE (eool)

7 18FB&H (record-route)
68 Bf[E & (timestamp)
131 MARUREEH (Isr)

137 =H&IREEEH (ssr)

ip access-1ist extended ACL-IP-OPTIONS
permit ip any any option eool

permit ip any any option record-route
permit ip any any option timestamp
permit ip any any option 1sr

permit ip any any option ssr

I


https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/13608-21.html#anc95
https://www.cisco.com/c/zh_cn/support/docs/ip/access-lists/44541-tacl.html
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class-map ACL-IP-OPTIONS-CLASS

match access-group name ACL-IP-OPTIONS
!

policy-map COPP-POLICY
class ACL-IP-OPTIONS-CLASS

drop
!

control-plane

service-policy input COPP-POLICY
!

H 2B CoPPREEH | FHIE A SpermitiR EICERY 15 #2551 R 5% B (ACE)S X EHFE T WK
BEERST EFEEEF , MSdenyBRE ( RETR ) EENBIESTZRKRF EF AR,

EH= m R

FECisco IOSH MR A12.4(4) TRESKRAF , #EHIFERF (CPPr)A AT & Cisco IOSIREH
CPURRFIHEHIIZFIFHRE. RARECoPPELL , ECPPrA] LABRHIE il L CoPPE R MM R E
o CPPrEZENRFIEANNS A=AMRNFEONTRZEFEZEER : “EH", “FE"F‘CEF &
"FEEO,

It CPPr REEEFIRFWEIN TTLENT 6 WHHRKES , URRFWEH TTLEN O H 1 HF
HYFPREEZ, %2 CPPr RBEEFRZWIINEFFTIE IP EMAKIES,

ip access-list extended ACL-IP-TTL-0/1
permit ip any any ttl eq 0 1
!

class-map ACL-IP-TTL-0/1-CLASS

match access-group name ACL-IP-TTL-0/1
!

ip access-1ist extended ACL-IP-TTL-LOW

permit ip any any ttl 1t 6
!

class-map ACL-IP-TTL-LOW-CLASS

match access-group name ACL-IP-TTL-LOW
!

ip access-1ist extended ACL-IP-OPTIONS
permit ip any any option eool

permit ip any any option record-route
permit ip any any option timestamp
permit ip any any option Isr

permit ip any any option ssr



class-map ACL-IP-OPTIONS-CLASS

match access-group name ACL-IP-OPTIONS
!

policy-map CPPR-CEF-EXCEPTION-POLICY
class ACL-IP-TTL-0/1-CLASS

drop

class ACL-IP-OPTIONS-CLASS

drop
!

1-- Apply CPPr CEF-Exception policy CPPR-CEF-EXCEPTION-POLICY to
1-- the CEF-Exception CPPr sub-interface of the device

control-plane cef-exception
service-policy input CPPR-CEF-EXCEPTION-POLICY
!

policy-map CPPR-TRANSIT-POLICY
class ACL-IP-TTL-LOW-CLASS

drop
!

control-plane transit
service-policy input CPPR-TRANSIT-POLICY
!

R —NCPPriREEHF | FHE I SpermitiREL RICE MG RIZEHIIRFER , XEHFEIH
policy-map dropZhEEEH , M SdenyiR¥E ( RER ) EEALKIE SN T ZRKEEME EFIHEEH T

o
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At , B 2ESHMASHMEMEETEMNRHMR | 2788 F E R IR F BB M & B TR
NetFlow#1 % KACLR#E A Cisco IOSEHEI M BRI EE %, £ NetFlow 7 LUE B M 4%
FHFBEHIER. Bt , NetFlow R A s REKHBEBE N B 2T RERS — Xk, 23X
ACL R ACL N — 14 , EEHRTMEAINSIMRBENRER , A EEEESTHRAFEISTM
o ATIXLEI5 IR TITh R B 28R,

Netflow

NetFlowiB i IREMEREKRIRNSELZEHINFEMNEES . NetFlowHIERILABEECLIEE M %D
#r, LS HERE U REERAINetFlowlESHITREM Do NetFlowlES @S KB RE


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_plcshp/configuration/15-mt/qos-plcshp-15-mt-book/qos-plcshp-cpp.html
https://www.cisco.com/c/en/us/obsolete/ios-nx-os-software/cisco-ios-software-release-12-4-4-t.html

HMEITAMERTH. NetFlowN IPRIEEHHEERMURTON , HOIER. Ho5REKTE AN
NetFlowhx 7S ; ER , FORERESH T Bit. MAEARERE TRENRERE , 6l

Netflow o

CEF =54 %=\ CEF 25 A NetFlow Y% R%H . NetFlow 7] LA &£ B FHES ARl £

AR Bl BANetFlow I BEARE B, 1E£Cisco IOSHHAH EFIMRAH |, £ 0 L5 FANetFlowlI &S =Zip

route-cache flow T 1~ 7& ip flow {ingress| egress}.

ip flow-export destination <ip-address> <udp-port>

ip flow-export version <version>
!

interface <interface>

ip flow <ingess|egress>
|

X23XEB CLI B9 NetFlow i H R4, Srclf BEBBIFHITE M,

router#show ip cache flow

IP packet size distribution (26662860 total packets):
1-32 64 96 128 160 192 224 256 288 320 352 384 416 448 480
.741 .124 .047 .006 .005 .005 .002 .008 .000 .000 .003 .000 .001 .000 .000

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.000 .000 .001 .007 .039 .000 .000 .000 .000 .000 .000

IP Flow Switching Cache, 4456704 bytes
55 active, 65481 inactive, 1014683 added
41000680 ager polls, 0 flow alloc failures
Active flows timeout in 2 minutes
Inactive flows timeout in 60 seconds
IP Sub Flow Cache, 336520 bytes
110 active, 16274 inactive, 2029366 added, 1014683 added to flow
0 alloc failures, 0 force free
1 chunk, 15 chunks added
last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
TCP-Telnet 11512 0.0 15 42 0.2 33.8 44.8
TCP-FTP 5606 0.0 3 45 0.0 59.5 47.1
TCP-FTPD 1075 0.0 13 52 0.0 1.2 61.1
TCP-WwWW 77155 0.0 11 530 1.0 13.9 31.5
TCP-SMTP 8913 0.0 2 43 0.0 74.2 44 .4
TCP-X 351 0.0 2 40 0.0 0.0 60.8
TCP-BGP 114 0.0 1 40 0.0 0.0 62.4
TCP-NNTP 120 0.0 1 42 0.0 0.7 61.4
TCP-other 556070 0.6 8 318 6.0 8.2 38.3

UDP-DNS 130909 0.1 2 55 0.3 24.0 53.1



UDP-NTP 116213 0.1 1 75 0.1 5.0 58.6
UDP-TFTP 169 0.0 3 51 0.0 15.3 64.2
UDP-Frag 1 0.0 1 1405 0.0 0.0 86.8
UDP-other 86247 0.1 226 29 24.0 31.4 54.3
ICMP 19989 0.0 37 33 0.9 26.0 53.9
IP-other 193 0.0 1 22 0.0 3.0 78.2

Total: 1014637 1.2 26 99 32.8 13.8 43.9
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gio/1 192.168.128.21 Local 192.168.128.20 11 CB2B 07AF 3
Gio/1 192.168.150.60 Gi0/0 10.89.17.146 06 0016 101F 55
Gio/0 10.89.17.146 Gio/1 192.168.150.60 06 101F 0016 9
Gio/1 192.168.150.60 Local 192.168.206.20 01 0000 0303 11
Gio/0 10.89.17.146 Gio/1 192.168.150.60 06 07F1 0016 1

B < NetFlow THEERYIEME R |, 1§51 Cisco |I0S NetFlow,

B % NetFlow ZhEERI B AR#BEIAR | &S5 Cisco 10S NetFlow &} - FARBEA,

23 ACL

£ 2K ACL AIBEIZE HONBIER. 7R ACL FTLEAMENRLRE , B , WEE(]
BB RRA TR, R EFRHEITOR, FlM, AILLRAAMARIERN ACE RRY%
ENDRHmORTID . HREERAE S RIBEACER TREMGREN AL , RANE
MREXRFEBEBACHRH IR, EERETUFACLREN B Rdenys RN BMACE , LAHED
RARIELRYRERE,

EERTA 3 A 9 22 ACLAEXECHS 5 3R Mshow access list R = dlear ip access-list counter st R o

LRBIE R RACLIVEE , A THEMINEL 2 BRZISMBRE :

ip access-1list extended ACL-SMB-CLASSIFY

remark Existing contents of ACL

remark Classification of SMB specific TCP traffic
deny tcp any any eq 139

deny tcp any any eq 445

deny ip any any

|

E{NBIFERA 2 EACLHARE |, B H Dshow accesslist EXECT o Al LAE AT IEKRACLIT Bdlear ip access
list counters EXEC%Eo


https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-netflow/index.html
https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-netflow/index.html
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router#show access-Tlist ACL-SMB-CLASSIFY

Extended IP access 1ist ACL-SMB-CLASSIFY
10 deny tcp any any eq 139 (10 matches)
20 deny tcp any any eq 445 (9 matches)
30 deny ip any any (184 matches)

BRIMAEACLHE R B SN FMER | FS0 7 1 FRH 5% B ISR,

5/ VLAN BRET Fum O 1 [A] 42 &l 51 SR 3 17 17 9] 152

{5/ VLAN 5 R & 53R (VACL) SiEH VLAN BREFFiw O ACL (PACL) , AT BANT IERE R BUIE TR
TN A TR RZE O GE 2 5 RE IR T i O E iR,

o

EEB 0 Bk T VACLMPACLEYZhEE, B MBENERTZ R

X

£/ VLAN BR ST 31T 177 0 22 5

VACLEL R A FArE 3 AVLANKI B IE S B VLANBR ST BEE XS VLAN R E S e 5 R 32 4], ML IhRERE
ATEEED LN ACL, #ia0 , VLANBRSI B A FR5 LR —MNVLANF BERN ENAAEEBE , AR
DAY EERIERFNAR —ME LR ENHTE, EELHIESEAVLANRS | Bl TER
EMIGEEFIFIRACL) , FIEVLANBRE R EIRE Ndrop. BLE VLAN BRET/E |, FHBREEREN
VLAN BREHZIR XS FrE 3 A LAN B EIE a3 1T1T4, VLAN TR BRET 25 IPv4 F1 MAC 519 5
=, BR , efIFXEFEAFEHIPV6 ACL,

RABERYT ROV & R FIRKE AL IRENEE :

ip access-Tist extended <acl-name>
permit <protocol> <source-address> <source-port> <destination-address>

<destination-port>
|

vlan access-map <name> <number>
match ip address <acl-name>

action <drop|forward>
1

Z R BISE TR A A VLANBR 51 4B 48 TCPi 0 1391445 5L K vines-iptHiX :


https://sec.cloudapps.cisco.com/security/center/resources/access_control_list_logging.html

ip access-Tist extended VACL-MATCH-ANY
permit ip any any
!

ip access-Tlist extended VACL-MATCH-PORTS
permit tcp 192.168.1.0 0.0.0.255 192.168.

permit tcp 192.168.1.0 0.0.0.255 192.168.
|

1.0 0.0.0.255 eq 445
1.0 0.0.0.255 eq 139
mac access-1ist extended VACL-MATCH-VINES

permit any any vines-ip
|

vlan access-map VACL 10
match ip address VACL-MATCH-VINES

action drop
|

vlan access-map VACL 20
match ip address VACL-MATCH-PORTS

action drop
|

vlan access-map VACL 30
match ip address VACL-MATCH-ANY

action forward
|

vlan filter VACL vlan 100
|

BXEE VLAN RENFHREES , FEREAACLEENERS,

£/ PACL #1715 R2H

PACL RBER A TXX#HEE 2 EYMEEOMNAWIG M. 5 VLAN BRESZEEL , PACL TSR XY 3EE
HEEE 2 BRI RAVIIFRIES, 62 PACL MLENE T VLAN BREFEX MR ACL , HiIE X5
HEF ACL MHE. MREMNACLNATE 2 2EO , ME2EHN PACL, BEESE0IE IPv4,
IPv6 8 MAC ACL , FRFEMNAEIE 2 BHO,

LRBIERY Ran & 15 R 5 RKEALLSIRENEE !

ip access-Tist extended <acl-name>
permit <protocol> <source-address> <source-port> <destination-address>
<destination-port>

interface <type> <slot/port>
switchport mode access
switchport access vlan <vlan_number>


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_40_se/configuration/guide/scg1/swacl.html
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ip access-group <acl-name> in
|

BXREE PACL WFAEE , BSHEM ACL IiEMELZ M KO ACLE 7.

£/ MAC #1717 [E) 2 %

MACTHE R EE&IFZRT BIXRTUEIPRNE FNA  fEOEEERXTEALSS

Cat6K-I0S(config-if)#mac packet-classify

N srE  MACTHEESIFIER T EEIRRIEAS XN B2URKIED, Cisco I0S MEMRA
12.2(18)SXD ( AT Sup 720 ) M Cisco 10S FfEhRA 12.2(33)SRA HE SMRA X Ftar 5

[¢]

EONTLANATAOEAD , AR TERRSIETREIPHRL. ERE , BUUEIPHEFER
MACT; R 5l %R o

% F VLAN £

T RAVLANPVLAN) R 2B L £ IAE , ©R&I TVLAN E TSRS SB[ ENERE, &8
PVLAN , 26 2 E VLAN T B R R TEHEBERE. FEEREANVLANLRE Z BN BEERFIMNE
BIFLZEMIMERER. Hla0 , PVLANBER TREIEARAFRFM ENRSSEANERFS. R
—BARSH[ZH , BTPVLANKNAS B EEZTHMRSE , WG TR —ARS S
WEE,

L VLAN R =fhEH : [@E VLAN, 44X VLAN #E VLAN, PVLAN B E XA 7 VLAN
M%B) VLAN, £ VLAN @EFMERBAwO (WMEFIR ) , HE8E -2/ B VLAN | X4
B VLAN AT LA 2FE8E VLAN 54X VLAN,

fRm&E VLAN

FHBIVLANE BN REVLANS T2 I HBIVLAN ER R & 2 HWERE. B EEVIANR R —
MEEVLAN , FERBERZHATUSREVLANLNIRABE. RE VLAN TATRZEEHN
& (MFHENNE ) .

LB E R BIFVLAN 11EENREVLAN , FRHHEEEVLAN VLAN 20xEk, LRAIER#E D
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FastEthernet 1/1E & N VLAN 11 L REw O :

vlian 11

private-vlan isolated
|

vlan 20
private-vlan primary
private-vlan association 11
|

interface FastEthernet 1/1
description *** Port in Isolated VLAN **%*
switchport mode private-vlan host

switchport private-vlan host-association 20 11
|

#t X VLAN

BB N XVLANRHBIVLAN R FVLANE R 2 A AR E X EVLAN LW ERIE R OB TERE, B
=, BEEARNEX VLAN 2|, HE&EELX VLAN 5RE VLAN 28, TEH#TER. Y95
XVLANA TN EERKIERE , EFREREEIVLANLEHMRENRSFHITOE, XHER
BEATRFHRNMERRSREOTZEENFFRREHABTNEMLE,

ARBIEE— X VLAN H 35 # 415 O FastEthernet 1/2 BEE N iZ VLAN IR G, X
VLAN ( Bl VLAN 12 ) = VLAN 20 E9%B) VLAN,

vlan 12

private-vlan community
|

vlan 20
private-vlan primary
private-vlan association 12
|

interface FastEthernet 1/2

description *** Port in Community VLAN *#**
switchport mode private-vlan host

switchport private-vlan host-association 20 12



BT EVLANRH R RYm OB AERE D, EBRisEAOTUEEEVLANMEBIVLANR N FTE Hitb
WO@EE, BASHPHAIZTEORXL VLAN LEERNIER.

AMERHIEES T EHMREMELX VLAN R4, HHNTERRES®ARED FastEthernet 1/12
HNEE :

vlan 11

private-vlan isolated
|

vlan 12

private-vlan community
|

vlan 20
private-vlan primary

private-vlan association 11-12
|

interface FastEthernet 1/1
description *** Port in Isolated VLAN **%*
switchport mode private-vlan host

switchport private-vlan host-association 20 11
|

interface FastEthernet 1/2
description *** Port in Community VLAN *%%*
switchport mode private-vlan host

switchport private-vlan host-association 20 12
|

interface FastEthernet 1/12
description *** Promiscuous Port **%*
switchport mode private-vlan promiscuous

switchport private-vlan mapping 20 add 11-12
!

KHEPVLANEY |, AMERI B EIREE X FHFPVLANRIAIRE , 3 B A FEIBPVLANEE.
8 B B8R ACLZU B K $E RY 38 3/2 1 I8 25 7T LARA LE PVLANES & # 3%

BXRERAMEELT A VLAN NiFAEER |, ESRMAVT LANZS2 T ENEA VLAN (PVLAN) - 8
4 VLAN, FBE VLAN., #[X VLAN,
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