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MBAIRNRLEREHE
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HEAEATRENIEEN , @REUTREES (RN4NES )
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, BEREL
BUFEATLARRBRZSET,
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BIRERTAREMNER, BEERNTHT. BEHEMKEKA Yangt&E,

IPSE & B (RFC 791)

CLI

<#froot>

RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#

ipve ?

source-route Process packets with source routing header options (This is deprecated since

PR EE

ipv6 source-route

ipv4 source-route

g

f-=3
=

RP/0/RPO/CPU0:Oct 17 19:01:48.806 UTC:ipv4_ma[254]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : & {§ FA sk Bt B Zh B
“PVAREEE", WWBREATRE , BFEREFELEALNER, BTEFERE2RR , F2ERIPYIREKH.

RP/0/RPO/CPU0:Oct 17 19:01:48.806 UTC:ipv6_io[310]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 {52 Fi 5 it & Zh &
“IPVEIFERE". LLBEEHA LS , FERFILEALIIE. BTHFERENE , F2/EAIPGREEHE.



YangtRH!

Cisco-10S-XR-ipv4-ma-cfg

Cisco-10S-XR-ipv6-io-cfg

Cisco-10S-XR-um-ipv4-cfg

Cisco-10S-XR-um-ipv6-cfg

#iY

TR = £ HYE T

TEEBINERATR, FERFPREIIRHMERE N T 7 LA E T SRR B B s E A B 242 5B RS i AL 5
( THRBARRBARLAR ) #HITEH,

SSH v1

CLI

<#root>

RP/0/RP0O/CPUO:Router(config)#

ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed in

RP/0/RP0O/CPUO:Router(config)#

ssh server ?

vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.

ssh& F iv1

sshfR S5 88 v1



g
ok

TR DRSS, netconf-portBELE. sshvl, sshimO , XEFRERSEN
YangtR !

Cisco-10S-XR-um-ssh-cfg

RP/0/RPO/CPUO0:Nov 19 15:20:42.814 UTC:ssh_conf_proxy[1210]:%SECURITY-SSHD_CONF_PRX-4-WARNING_GENERAL :tt ¥ & F AR A A
#iY

fEFASSH v2,

BLESSHV2 : KL &A=

FERATMEZR4AMWTACACS+HRadius ( 73 )
cLl

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#
key ?

clear

Config deprecated from 7.4.1. Use 'O' instead.
encrypted Config deprecated from 7.4.1. Use '7' instead.
RP/0/RP0O/CPUO:Router(config)#

tacacs-server key ?

clear

Config deprecated from 7.4.1. Use '0' instead.
encrypted Config deprecated from 7.4.1. Use '7' dinstead.


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

tacacs-server key 7 135445410615102B28252B203E270A

tacacs-server host 10.1.1.1 port 49

#4A7 1513090F007B7977

radius-server host 10.0.0.1 auth-port 9999 acct-port 888

#4A7 1513090F007B7977

aaa server radius dynamic-author

client 10.10.10.2 vrf default

server-key 7 05080F1C2243

radius-server key 7 130415110F

aaa group server radius RAD

server-private 10.2.4.5 auth-port 12344 acct-port 12345

47 1304464058

L

==
=

RP/0/RPO/CPUO:Oct 18 18:00:42.505 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 1 F =k &t & Zh 8¢
“TACACS+HE®4A (RE7EDE )7, LI ECHTZ: , FEREILFEAINEE, FHAXEG (ETFAES) &,

RP/0/RP0/CPU0:Oct 18 18:00:42.505 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 & F =k Bt i& Th 8

“TACACS+ over TCP with shared secret(default mode)’s LLIHBEE AT L L , EERFLFERALIEE. EAETTLSHTACACSt (&

£TACACS+ ) SRR T £,

RP/0/RPO/CPUO:Oct 18 18:18:19.460 UTC:radiusd[1149]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : & &£ Fi =k it & Zh 6
‘RADIUSHER ( RE7HRTE ). WHREHTRE , FERFLEMALINGE, EAXE6 (ETAES) ME,

RP/0/RPO/CPUO0:Oct 18 18:18:19.460 UTC:radiusd[1149]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 1§ F sk &t i& Th A
“RADIUS over UDP with shared secret ( BRIAE ) " LLIIEEEHMNAF L2 |, BEREFLFEAILIIEE, £MARADIUS over



TLS(RadSec)sRDTLSLAIE B R £ 1%,

YangiEH

#iY

fE FATACACS+BRTLS 1.35kDTLS L WRadius, fEAEEGERFKIE,

BREETTLS 1.3x8DTLSHTACACS+={Radius : BiEAAARRS

TLS 1.01.1 , FHABED

CLI

<{froot>

RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?

t1s1.0 Force TLSv1.0 to be used for HTTPS requests, TLSv1l.0 is deprecated from
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.1l is deprecated from

RP/0/RP0O/CPUO:Router(config)#

| ogging tls-server server-nane mn-version ?

t1s1.0 Set TLSv1.0 to be used as min version
t1sl.1 Set TLSvl.1l to be used as min version

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane max-version ?

t1s1.0 Set TLSv1l.0 to be used as max version
tl1sl.1 Set TLSvl.1l to be used as max version

logging tis-server server-name <> max-version tls1.0|tls1.1

for
for

for
for

syslog, TLSv1.0
syslog, TLSvl.1

syslog, TLSv1.0
syslog, TLSvl1l.1

is deprecated
is deprecated

is deprecated
is deprecated

from 25.3.1
from 25.3.1

from 25.3.1
from 25.3.1


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html

g
ok

Yangt=H!

Cisco-10S-XR-um-logging-cfg

Cisco-10S-XR-um-http-client-cfg.yang

#iY

fEFATLS1.288TLS1.3,

HEZ£AFIER

EEEEEHE

Telnet ( (RSB BME P s )

cLI
<ffroot>

tel net ?

RP/0/RP0O/CPUO:Router(config)#

ipv4 IPv4 configuration.
vrf  VRF name for telnet server.
RP/0/RP0O/CPUO:Router(config)#

tel net ipvd ?

(Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
server

ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)

RP/0/RP0O/CPUO:Router(config)#

Telnet server configuration commands.

(Telnet is deprecated since 25.4.1. SSH 1is recommended inst
tel net ipve ?

client Telnet client configuration commands.

(Telnet 1is deprecated since 25.4.1. SSH is recol
(Telnet 1is deprecated since 25.4.1. SSH is recol


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-logging.html

client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is reco
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol

RP/0/RP0O/CPUO:Router(config)#

telnet vrf default ?

ipv4d IPv4 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)

RP/0/RP0O/CPUO:Router(config)#

telnet vrf test ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)

RP/0/RP0O/CPUO:Router#

tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is recol
X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet is deprecated since 25.4.1. SSH is re
vrf vrf table for the route lookup. (Telnet 1is deprecated since 25.4.1. SSH is r

telnet

telnet ipv4

telnet ipv6

telnet vrf

BE

RP/0/RPO/CPUO:Jun 27 10:59:52.226 UTC:cinetd[145]:%IP-CINETD-4-TELNET_WARNING:M25.4.17F 38 , R B X #Telnet, EXASSH.

YangtRE!

Cisco-10S-XR-ipv4-telnet-cfg



Cisco-10S-XR-ipv4-telnet-mgmt-cfg
Cisco-10S-XR-um-telnet-cfg

iy
fEASSHvV2,

BLESSHv2 : KR E T

TFTP ( RF 22 MEF i )
cLI
<#froot>

RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)
tftp

ip tftp

TFTP% P iy

ng

==
=

RP/0/RP0/CPUO0:Oct 17 19:03:29.475 UTC:tftp_fs[414]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : B {# Fi =i Bt E Zh B
“TFTPE ", WIhEEE AT RS | BERELFEMALLIIEE. ERASFTP,
YangtRE!


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

#iY

£ FSFTPZRHTTPS,

BLESFTP : KE R 27

TCP/UDP/NE! AR5 25
cLl
<ffroot>

RP/0/RP0O/CPUO:Router(config)#

service ?
ipvéd Ipv4 small servers (This is deprecated)
ipv6 Ipv6 small servers (This is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

BRSipv4

BRZ5IPv6

g

f-==3
=]

Yang#&H!

Cisco-10S-XR-ip-tcp-cfg


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

Cisco-10S-XR-ip-udp-cfg

#iy
ZFTCP/UDP/NELBR %5 88
FTP
cLI
<#root>
ftp ?

RP/0/RP0O/CPUO:Router(config)#

RP/0/RP0O/CPUO:Router(config)#
ipftp ?

client

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea
ip ftp

3
ok

FTP client config commands.This is deprecated since 25.4.1.SFTP 1is recommended instea

RP/0/RPO/CPUO0:Oct 16 21:42:42.897 UTC:ftp_fs[1190]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : & f&f Fi =i &t B Th
‘FIPEFIR". WWHBEEHARE |, EERFLERALIIEE, FRASFTP,
YangiEH!

Cisco-10S-XR-um-ftp-tftp-cfg

L)
e



#iY

£ FSFTPZRHTTPS,

BLESFTP : KE R 27

SNMP v1/2c

CLI

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnmp- server ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnp- server host 10.0.0.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)
3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snnp-server group test ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This 1is deprecated since 25.4.1)
v3 group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnmp-server ?

community Enable SNMP; set community string and access privileges. (This is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community Enable SNMP; set community string and access privileges. (This 1is depr

RP/0/RP0O/CPUO:Router(config)#

snnp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#



snnp user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnmp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community-map Community Mapping as per RFC-2576. (This 1is deprecated since 25.4.1)

snmp-server community

snmp-server user <> <>v1 | v2c

snmp-server user <> <> v3 auth md5 | sha

snmp-server user <> <> v3 auth md5|sha <> priv 3des|des56

snmp-server host <>hR 2% 1|v2c

snmp-server group <> v1|v2c



snmp-server community-map

SNMP#E[X

snmp user <> <>v1|v2c

snmp user <> <> v3 auth md5|sha

snmp user <> <> v3 auth md5/sha <> priv 3des|des56
snmp host <>kR 7% 1|v2c

snmp group <> v1|v2c

snmp community-map

g

f-=3
=]

Yangt=H!

Cisco-10S-XR-um-snmp-server-cfg

#iY

FFSNMPV3 & & 43 1 E #1012 (authPriv) BE & £ Ao

Bt i SNMPv3 with authentication and authPriv : & &
NTPhxZ4~2F13 A X MD5 & 17 36 iE

CLI

<tfroot>



https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-management/26xx/configuration/guide/b-system-management-cg-26xx-ncs540/implementing-snmp.html

RP/0/RP0O/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp server adnin-plane version ?

<1-4> NTP version number. Values 1-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 multicast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from

RP/0/RP0O/CPUO:Router(config)#

ntp aut hentication-key 1 nmd5 clear 1234

ntp server <>hRA2|3

ntp peer <>kR7A<2/3

ntp server admin-plane version 1/2/3

ntp interface <>/ #&MRA2|3

ntp interface <>4A &R A2|3

25.4.1

25.4.1

25.4.1

25.4.1

25.4.1

onwards;

onwards;

onwards;

onwards;

onwards;

use

use

use

use

use

instead.

instead.

instead.

instead.

instead.



ntp authentication-key <> mdb <> <>

]

==
=

RP/0/RPO/CPUO:Nov 25 16:09:15.422 UTC:ntpd[159]:%IP-IP_NTP-5-
CONFIG_NOT_RECOMMENDED :M25.4.17F % , NTPV2RINTPV3EF A, BEFEANTPV4,

RP/0/RPO/CPUO:Nov 25 16:09:15.422 UTC:ntpd[159]: % INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 A s Bl & Zh8E“NTP with no authentication”s ItHIEEE AT &
%, FERELERALINEE.

YangiRH!

Cisco-1I0S-XR-um-ntp-cfg.yang

#iY

FERANTPE AR R BEMDS AN F AT,

BLENTP : & M £ A B i

GRPC

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

grpc ?
aaa AAA authorization and authentication for gRPC
address-family DEPRECATED. Removing in 26.3.1: Address family identifier type
apply-group Apply configuration from a group
certificate DEPRECATED. Removing in 26.3.1: gRPC server certificate
certificate-authentication DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication
certificate-id DEPRECATED. Removing in 26.3.1: Active Certificate
default-server-disable Configuration to disable the default gRPC server
dscp DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
exclude-group Exclude apply-group configuration from a group

gnmi gNMI service configuration


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

gnpsi gnpsi configuration

gnsi gNSI

gribi gRIBI service configuration

keepalive DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout

Tisten-addresses
local-connection
max-concurrent-streams
max-request-per-user
max-request-total
max-streams
max-streams-per-user

DEPRECATED. Removing in 26.3.1: gRPC server Tlistening addresses
DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket
gRPC server maximum concurrent streams per connection

Maximum concurrent requests per user

Maximum concurrent requests in total

Maximum number of streaming gRPCs (Default: 32)

Maximum number of streaming gRPCs per user (Default: 32)

memory

EMSd-Go soft memory Timit in MB

min-keepalive-interval DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval

name DEPRECATED. Removing in 26.3.1: gRPC server name

no-tls DEPRECATED. Removing in 26.3.1: No TLS

part p4 runtime configuration

port DEPRECATED. Removing in 26.3.1: Server listening port

remote-connection DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th

segment-routing gRPC segment-routing configuration

server gRPC server configuration

service-layer grpc service layer configuration

t1s-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint

tlsVl-disable Disable support for TLS version 1.0
tlsvl-disable CLI 1is deprecated.

Use tTs-min-version CLI to set minimum TLS version.

ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc no-tls

grpc tls-max|min-version 1.0|1.1
grpc tls-cihper defaultjenable|disable ( ETLS 1.280 | B E=ANEEEFERATZELZBEHN2
FEEM)

g

==
=

RP/0/RPO/CPUO:Nov 29 19:38:30.833 UTC:emsd[112]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN 2 A5l EEE‘gRPCALLEE", IEEHFA , ENER
WNATLZE ; EUEWIRA S HEBRE, server=DEFAULT ( TLSHRAEF1.2 , BB T AL 2R
BEH)

Yangt=H!

Cisco-I0S-XR-um-grpc-cfg.yang



Cisco-I0S-XR-man-ems-oper.yang

Cisco-10S-XR-man-ems-grpc-tls-credentials-rotate-act.yang

Cisco-10S-XR-man-ems-cfg.yang

B

FEREERZBNTLS 1.28ESRA ( ZRFETLS1.3),

BLE : f£HoRPCIMYE W IR 7y W X 1R 4E

3DES-CBC#18

CLI

RP/0/RPO/CPUO:Router(config)#ssh server enable cipher ?
3des-cbc Enable ssh server 3des-cbc algorithm. This 1is deprecated from 25.4.1
aes-cbc Enable ssh server aes-cbc algorithms

RP/0/RPO/CPUO:Router(config)#ssh client enable cipher ?
3des-cbc Enable ssh client 3des-cbc algorithm. This 1is deprecated from 25.4.1
aes-cbc Enable ssh client aes-cbc algorithms

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

ssh server algorithms cipher ?

WORD choose one or more in required preference
aesl28-ctr

aesl92-ctr

aes256-ctr

aes128-gcm@openssh.com
aes256-gcm@openssh.com

aesl128-chc

aes192-chc

aes256-cbc

3des-cbc (This 1is deprecated from 25.4.1)
chacha20-poly1305@openssh.com

RP/0/RP0O/CPUO:Router(config)#


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

ssh client algorithms cipher ?

WORD choose one or more in required preference

aes128-ctr

aes192-ctr

aes256-ctr

aes128-gcm@openssh.com

aes256-gcm@openssh.com

aes128-chc

aes192-chc

aes256-chc

3des-cbc (This is deprecated from 25.4.1)
chacha20-poTly1305@openssh.com

SSHAER 88 /8 A # 3 3des-cbc
SSHERF B8 & 7= 3 3des-cbe
SSHAR %5 88 & 7% %40 K e diffie-hellman-group1-sha‘

SSH%E i J5 F ##53des-cbc
SSH% i & £ #15 3des-cbc
SSHE P i & 32 348 KX # diffie-hellman-group1-shaf

g

f-==3
[=]

RP/0/RP0/CPUO0:Jun 3 07:11:48.212 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : B A S &l &
Th&E“3DES-CBC for SSH client cipher algorithm list’s LEZHEEEFA , RN EWINA TR S ; ELUGHRAPFHERE

RP/0/RPO/CPUO:Jun 3 07:16:54.913 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : & fi£ F si Bl iE
Ih#E“3DES-CBC for SSH server cipher algorithm list’s LEZHEEEFA , AR EHIAN TR E ; ELEWRAEPFEHIRE.

YangtR !

Cisco-10S-XR-um-ssh-cfg

B

EHZEEB,

Diffie-Hellman4i1 SHA1Z34A X it



CLI

RP/0/RPO/CPUO:Router(config)#ssh client algorithms key-exchange ?
WORD choose one or more in required preference

ecdh-sha2-nistp521
ecdh-sha2-nistp384
ecdh-sha2-nistp256
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal (This 1is deprecated from 25.4.1)
curve25519-sha256
diffie-hellman-groupl4-sha256
diffie-helIman-groupl6-sha512
curve25519-sha256@Tlibssh.org

RP/0/RPO/CPUO:Router(config)#ssh server algorithms key-exchange ?
WORD choose one or more in required preference

ecdh-sha2-nistp521
ecdh-sha2-nistp384
ecdh-sha2-nistp256
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal (This 1is deprecated from 25.4.1)
curve25519-sha256
diffie-hellman-groupl4-sha256
diffie-helIman-groupl6-sha512
curve25519-sha256@1ibssh.org

I

RP/0/RP0O/CPUO0:Jun 3 10:00:03.566 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : B2 f = Bt & Ih 8 Diffie Hellman Group1 SHA1 for SSH client
Key Exchange”s LLINBEEFA , EANEHIANTRE ; EULEHREPFHIRE.

RP/0/RP0O/CPUO:Jun 3 10:02:53.874 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 f = Bt & Ih 8 “Diffie Hellman Group1 SHA1 for SSH Server
Key Exchange’s WWIHEEEFEA , RAEBHWINATZ S ;| EUAEHMRAFFHERE.

Yangt&E &

Cisco-10S-XR-um-ssh-cfg

B

ERREBRHARREE.



TRENMITHTIIR

EHles

CLI

<ttroot>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)
<#root>

RP/0/RPO/CPUO:Router#

copy running-config ?

ftp:
tftp:

Copy to ftp: file system (Deprecated since 25.4.1)
Copy to tftp: file system (Deprecated since 25.4.1)

copy <src as tftp/ftp> <dst as tftp/ftp>
copy running-config <tftp/ftp>

copy <tftp/ftp> running-config

L

==
=]

RP/0/RPO/CPUO:Nov 26 15:05:57.666 UTC:filesys_cli[66940]:%INFRA-WARN_INSECURE-4-

INSECURE_FEATURE_WARN 2 (B & 2h8E copy ftp”s WWHEEEFA , AN EWIANT R
£ ; EUENRAPFERERE. HRXASFTPHSCP,

PN AT

RP/0/RPO/CPUO:Nov 26 15:09:06.181 UTC:filesys_cli[67445]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : B2 F s Ei & Th &8

copy tftp”s HLIIEEEFHA , RABHIANT R



2 EUUEH MR PR S,
YangiEH

iy

ERAsFTPESCP,

CLI

install source

install add source

install replace

g
ok

YangiRH!

Cisco-I0S-XR-sysadmin-instmgr-oper.yang

BERASFTPH®SCP,


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

#iY

£ AsFTPESCP,

mEas

CLI

<ffroot>

RP/0/RPO/CPUO:Router#

configure

RP/0/RPO/CPUO:Router(config)#
RP/0/RPO/CPUO:Router(config)#

| oad ?
ftp: Load from ftp: file system (Deprecated since 25.4.1)
tftp: Load from tftp: file system (Deprecated since 25.4.1)
<#root>

RP/0/RPO/CPUO:ROUTER(config)#

| oad script ?

ftp: Load from ftp: file system (Deprecated since 25.4.1)
tftp: Load from tftp: file system (Deprecated since 25.4.1)
<#root>

RP/0/RP0O/CPUO:ROUTER(config)#

load diff ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

ftp:
tftp:

Load from ftp: file system (Deprecated since 25.4.1)
Load from tftp: file system (Deprecated since 25.4.1)
<#root>

RP/0/RPO/CPUO:Router(config)#

load diff reverse ?

ftp:
tftp:

Load from ftp: file system (Deprecated since 25.4.1)
Load from tftp: file system (Deprecated since 25.4.1)
load <ftp/tftp>

load script <ftp/tftp>

load diff <ftp/tftp>

load diff reverse <ftp/tftp>

g

f-=3
=]

RP/0/RPO/CPUO:Dec 18 10:58:45.938 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
TRE ; EUERNRAPFRERE.

INSECURE_FEATURE_WARN :Z “‘é‘ load ftp:' used or configured”, LLTHEEEHEA , BN EHIAR

Bidftpingl : 2L BE2FH., BRAscpasftp.
RP/0/RP0O/CPUO:Dec 18 10:58:51.584 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 A E EIh8
2 EUEHNRAPERHERE. B

Bdthtpindk : T2 BEHFA. B MAscpEisftp.
INSECURE_FEATURE_WARN :Zh&E

€‘load tftp:”, WIEEEFA , AN EWIANFR
RP/0/RPO/CPUO:Dec 18 10:52:11.086 UTC:config[67526]:%INFRA-WARN_INSECURE-4-
BIARNT RS ; HEUEHMRAFRRIRE, B

“load scrlpt ftp:' used or configured”,

WINEEEFER , AAE
SftpmEMA : T2 BEHFHA- uaﬂilﬂiscpjcsftpo
RP/0/RP0O/CPUO:Dec 18 10:53:38.825 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN B A= B & IhsE
ANARZLE ; EUUEHRASERRE, B

load script tftp:"”, JH:IJJ"_E'}FFE EREe#HIA
BXthtpHEBA - F22BEHFH., BB scpsftp,
RP/0/RP0O/CPUO:Dec 18 08:24:37.414 UTC:config[65969]:%INFRA-WARN_INSECURE-4-



INSECURE_FEATURE_WARN :Ih&E“load diff ftp:' used or configured.ltThEEEHF A , BN BHIA
NAZE ; EUEHRATERBRE . IEEMEf over fip: FRE£BEHM. B Ascpisftp.

RP/0/RPO/CPUO:Dec 18 10:55:37.248 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 £ A s Bl & Ih8E“load diff tftp:"”, WWIIEBEEHER , BREHIAR
e EAEWRAFFERERE. EEMSKS over thp: A 22 BEBFH., B HscpHisftp.

RP/0/RP0O/CPUO:Dec 18 10:56:21.806 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN :E £ F 5Bl & Ih 8E“load diff reverse ftp:”, WIHEEEHFA , AR TE
WIANRTLE ; EUEHRATDERBRE . EFE N over fip: FRELBEHF A, HXAscps
sftpo

RP/0/RP0/CPU0:Dec 18 10:56:12.031 UTC:config[68291]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : B2 i = B & Ih BE“load diff reverse tftp:”, WWIIBEEFH , B E
BOIARNATZE ; EAEHMRAFERBRE ., 1EEMEf over titp: A Z £ BEHFH., iBHXAscph
Sftpo

YangiRH!

#iY

EHAsFTP=SCP,

BE : KRN F

utility mv source

utility mv source

source


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

L
ok

RP/0/RPO/CPUO:Dec 18 10:30:22.499 UTC:run_utility[68509]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : & fi sk B B ThaE utility mv tftp”. WLINEEEER , RAEHINF
=2 ; EURHMRADEHERE.

RP/0/RPO/CPUO:Dec 18 10:30:35.803 UTC:run_utility[68549]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN : 2 F st B & Zhae utility mv ftp”s WWIIEEEFA , RN EWIUAAT
ZE ; EUAEHRAFFIRERE,

YangtR&

#iY

EHAsFTP=SCP,

BE : XEEeNT

7 RR4

YangB SRR ARZENR , BEEMLIIHAAEER.

LA £ Yang#& # Cisco-10S-XR-ipv4-ma-cfg.yangan = 3 T il BR IR 28 B B9 SE B2 89 7R 45


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

leaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";

LU & Yang modelCisco-I0S-XR-um-ftp-tftp-cfg.yang 1 Fi F il BRFTPRI TFTP Y SE B2 9 /=5l

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {
status deprecated;
description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";
container client {
status deprecated;
description
"FTP client configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4d {
status "deprecated";
description
"Ipv4d (This is deprecated since 25.4.1)";

container ipv6 {
status "deprecated";
description
"Ipv6 (This 1is deprecated since 25.4.1)";

container tftp-fs {
status deprecated;
description
"Global TFTP configuration commands (This is deprecated since 25.4.1)";
container client {
status deprecated;
description
"TFTP client configuration commands (This is deprecated since 25.4.1)";
container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";



% 2 Mk

#E10S XRiRZA<26.2.14 , B4TU e B ABRBIB B : Telnet. FTP, TFTPHRCP,

Telnet, FTP, TFTP%HRCPEEE?FHM THPEZERE, BXxZRGPHTEIR  ESREEHN
RITH SN AL EES D

FTelnet FINEI AERPM Telnet.rpm , FFFTP, TFTPRIRCPZRMIZIA%£RPM IP-Insecure-
Apps.rpm,

FANENTZLEEARNBHBARXAHEES —HER. ERXEMAHEEZ , BIUE
B‘/%Z:_ﬁo

<#root>

RP/0/RPO/CPUO:Router#

conf t

In this SDR's running configuration is inconsistent with persistent configuration.
No configuration commits for this SDR will be allowed until a '

cl ear configuration inconsistency

command is performed.

TelnetPR &l

Telnetft B M 17 95 58 Z A ERPM: Telnet.rpm.

MR & KR Z%Etelnet.rpm , M{AXFEN TelnetiEEREH AiwO ( MauxiwO ) .

MR B ZETelnet.rpm B ELE 8 “telnet ipv4 client source-interface mgmth 0/RPO/CPUQ” , M3 #F
Bl TelnetEZEIERIF O,

H7.0.1# , Telnet©@ £LindtFE & TiERPM , Rt A& LindtEAHITE R,

REBEETAZ2YEE , RENABIORAE—RREAETESE,



LA Ryang® & Z 2§09,

Cisco-10S-XR-ipv4-telnet-cfg

Cisco-10S-XR-ipv4-telnet-mgmt-cfg

Cisco-10S-XR-um-telnet-cfg

TFTP. FTPHMIRCPIIBER I

TFTP, FTPHRCPELE M 1T HF 8 E A[i£RPM:IP-Insecure-Apps.rpm.

RERE T’Z_ﬁtﬁizbﬁﬁ, RENMeT30RAEH—

RRGERT

EERRBISGEA TeXRo 1T RIFEARRRA A AR LindtBR &,

Lﬁ
N

MRk Z % |IP-Insecure-apps.rpm A i&rpm , MFEZ LU T ZETFTP/FTP/RCPHIMT -

- 85l

- NASNL

- AH

« install ( 2% )

o BASZN N

MREATFTREHP , M2 ERER

Error : Install operation using FTP is deprecated as it is known to be insecure.

L Fyang® &2 &0,

» Cisco-I0S-XR-um-ftp-tftp-cfg
* Cisco-I0S-XR-ip-tcp-cfg
» Cisco-I0S-XR-shellutil-copy-act

LI BRE

o filan

FTP is currently part



ZEGIFBETEMNRPM IP-Insecure-Apps.rpmo

<{froot>

RP/0/RPO/CPUO:Router#

install add source ftp://cisco@O.1.1.1/tftpboot telnet.rpm

Error : Install operation using FTP is deprecated as it is known to be insecure. FTP 1is currently part

I0S XR3& L35 r

Z<$5maCisco 10S XREAHE INE fE g AT #E B B E 3 A MR £ Mol A BR3P & T Cisco I0S XRIVERHZRMN T2 , NTIIREMEH
BUEZERS

AXEEEMERE WD KN =N FERITHE.
BRARN=UWRETVTEREEYH. REHFENBEYEH, SMIRBEH/LARTHTEEE,

- EETH: EEVYHISXFERIOSXRRZMMEAW AL, £FNERIIENAMERENEZEH., HEATHNRE
BIELRLHR(SSH), T2 EHIMNIN(SCP), fE#MEEERPIL(SNMP), R HE. TACACS+, RADIUS, DNS,
NetFlowfl BRI ZI NN, BEFEREBHRL BB A BRHOS XRIZRE

s PEHTH: Z2HNTHSSMERE. 55, SERSNEGEHNUAESEL  XEPATRUENMEFMERE
BEORRS, XEMUEELRMXINIU(BCP), FRFEREEMRE(OSPF), HRED KM (LDP), FEREEFER
23(1S-1S), PILERTE PMU(NTP), bt AT WM (ARP)F 58 2 Z keepalive, 1% | FHERE R LR B A BRHOS XRi& % -

s HEYH : MEFEE2HREN. BEFWE. BRSEVINARFERNEFNARESEYE , XEREBRKBEMEX
BHHTERLEE  HEREXEEE, BIETEIESEPREH. PE@S &, ICMPEEE. ICMPFRAELER
EARP, HETFTEHREFTEBEIREBRER , HFETLKEARMC isco 10S XRIZHE

B i 5 P B At i e M iR 2R

BRI HRREE  UEBERER: , ZTEERATSMRERS , B4E10S XR:Cisco

Config Resilient Infrastructure Tester,

| 52

TAMRBEDRBEESTHEBEAEER —HT , REESBAMRAE - REATEEHE?


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

A : No.

2. —RBRFFENTEHENFANRET P REAR2SERINREEETES?
A : Yes.

T~

RP/0/RPO/CPUO:Oct 17 19:01:48.806 UTC:ipv6_io[310]:%INFRA-WARN_INSECURE-4-

INSECURE_FEATURE_WARN B sk B EREIPVOIREEE". WHRECSATZE , BEEREFL
ERLLIIEE. ATEEZENE , BB RAIPV6IREEH.

RP/0/RPO/CPUO0:Oct 17 19:01:48.806 UTC:ipv4_ma[254]:%INFRA-WARN_INSECURE-4-

INSECURE_FEATURE_WARN 2 s E E2hae IPVAIREE R WWIIEREANTRZSE , FERFL
EALLIEE. AT HFEEZ2NEK , EZEAIPVAREH,

SHHERPHN AT ZLHETTRERSIRHNESE?
A :Yes.

AYMNEETHRFZEHINEN , REHNREEEES?
A : Yes

T~

RP/0/RPO/CPUO0:Oct 18 08:16:24.410 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED :EMIBRF L £ B SSHENZADSAR LM E,

RP/0/RPO/CPUO0:Oct 22 06:37:21.960 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED :2MIBRT 2 £ Ihee“TACACS+#E

—_
=

F

B (RE7THRDE ) "BE,

RP/0/RPO/CPUOQ:Oct 22 06:42:21.805 UTC:tacacsd[1155]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED : 2l & £ IheE“TACACS+ over TCP with shared
secret(default mode) ( ETFHEZEEANTACACS+ [RRIAER] ) "EE.

5.8 BT EAHR LA Telnetdl A,



- WA LLUZEITIOS XR XR7/LNT , R A Y& & % Telnet RPMET |

Telneto

6.2 A FEIXR7/LNTE B install source”fr S HIsFTPESCPIL I,

A : BBl , XR7/LNTAR Z#“install source’ i S HISFTPESCP,

7.ERRBR#HEATIOS XR eXRFIOS XR XR7/LNT?

A :Yes.

8. UMK B HBFEBTIEZEITIOS XR eXRFHIOS XR XR7/LNT

A : fEf“show version”}# &3 ‘LNT", 80008 1 88 fl — LENCS540% 4iE 1T

Bl

<tfroot>

RP/0/RPO/CPUO:Router#

show ver si on

Cisco I0S XR Software, Version 25.2.2

LNT

IOS XR XR7/LNT 12t

IOS XR XR7/LNT,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



