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SRRMEIBREER |, BXCisco I0S® XERHMNERT HBFATHE,
ERHAK

AP REEEA T A LUZ1TCisco 10S XE 17.18 2R E SR A RUMIFERE. HH3ECisco
|0S XEB&HIzR. MHLMWLC,

AXHEFNEEHBRETREXRERETNREFREN . ANHEPERANAARZERIERAR
wh(IA) BE. MRENMELTEIRS , FERRETRAERSHBERRE,

B R

ANHENARNUNMBEITLZERMIARE. BRTRENESRRMINEURERESREEME , KM
DEMMETRNRTE , ARKRE#RBEDZ L.

BXHMEREE , ES AR M EMIRIE XM Cisco I0S XERHMEIEE, AXIEERNTADH
Eﬁ?’%ﬁ’rﬁﬁ‘éﬁéEE&Fﬁ—rﬂlE’JEﬁEEﬁ&%%ﬁo

B ER A E

BRRA DB R ERBBRZ RN DEMPIL , UBDREE , AXFERAXBNRER
Rk, XERENHMBRBURT RN, —MHERANREEBEST MR, M3 —MHEEEA
“PR%I”BT B o

HEETXENTZ2IEN  CLIEERES. AXHNMTAXEFTRENEE , UMEAUFHEIR

HELZEMNET, VALEBETLZLESHE . A TESHBRNFALZLEETCMARNEETLER
o

BB R

MABRT , TENFAZ2DRLTERARS , FEELEXARFEIFTZ2EXNER. NELHE
FHREZFT , EHREFTERERARETFZEMNEE, Cisco I0S XETVA LWL T


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening

[REIFTER. EEEBRZE , ENRER/LMRENES
E=RBrER : MIBR

SEEMBRE AR I8, ThEEMIBRA A HBUR T EMAMRAER. Fla, IiZRAMTHEE (M
SNMPV2 ) B9 7KIR E LT 5 AR ThEEE

XEwT
EXERE N ERWEMSHEN , ZERRFREM. AP ARLERD,

» show system insecure configuration

HHTATERLETRANBNIFANANTIZ2EE, EF2ERLETESHRIBERHR
BRNTLR2EE. Jtl:un wm_u_/T\T RAZENEETJHMAIRREE (EITHSENTZEH
BEAE P EFHANA) .

» show system security mode

R TRHEERRBLTRE2EAFIFAZERANEER L.
» show running-config all | include system mode insecure

W TERRREERATZLXRBELENETEHRE (BERINEE ) . BXFHAEE , HSH
EREZEER,

+ test system secure all
B SIEZETHNTZEEENTE , I Rshow system insecure configurationfii i, iX
EYTEEHGRFARLFIENEE K mMAEZFREITTEIH,

» show system insecure profile

oS ERRREIZBMH A LA T RN Restriction-phase insecureBt &, BEEZEHE
SENBELARE  BEXHAPNTIZLEEINRSTHEN, XHTHERBIZE EHFEE
WAZLIMEE. TRERGERNAMERINBTRZLEENIIR, BXEREZEE
%, BSREME R PR RILIER.

ARBHNEERE



TSR NARE2NEERHE

AP EFAN BN T LLMERENES EEMRHEITNEL  URHEZTHR, BFEFR
2HEBE , B2 ILEIMshow system insecure configurationfii H B %k, Bt BR300 4
WERIZT , AFEKRIODHWIEER, R#H , NATRENRESHEXNNAISYS-4-
INSECURE_CONFIGRZ BEZ B ATRERZ AR 2 HWIER,

£ Fshow system insecureBt BT EE FNAHRBETZHRRNETE, TR RERENE
— &,

BE-AROEREHTHREER , E8THNAIBRXARTLZE2NEE

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Commands: 1

Database Type: Active (Current State)

Scan Status: Complete

Next Update: Pending in 8 min 0 sec <<<----------
Database State: Update Scheduled

T—ANREIERE EXRAEUARRENUBEAREES , EETENF RN EEH# THMERLSE

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1

Database Type: Active (Current State)

Scan Status: Complete

Next Update: No pending updates <<<----------
Database State: Stable




£ Ftest system secure allin T ARG ENEFH A, RTRALHNEFHABZA , KB TEETR
show system insecureBLEfi . XEMTEEXGERFMALZLHICHNEE K MESESAMITE
2R AR,

T EZENEEES

M17 18. Zﬂ:tﬁ@lA% E 'LX%_.]-J'/LEFEL/LT'LH /igiﬁk%xau /u\/ﬁ

%SYS-4-INSECURE_CONFIG: Module:

- Command:

- Reason:

- Remediation:

%SYS-4-INSECURE_DYNAMIC_WARNING: Module:

- Command:

- Reason:

- Remediation:



XLEH B EHE

- ER AR BEEENEAH ( FIIWLOGGING, HTTPILLINE )
- T RABELTHENSERE

« B WEEFRIEAITEZENER

c W IBEERZENERARMENRE

FLEBELHETAEMRE LNRSHAYE, BNRREIZEXETZENERE , UEXHEHX
RS,

EE : MCisco I0S XERA26.1.1FF % , INSECURE_DYNAMIC_WARNINGEEEEEM
BIERTLZ2WEE , MINSECURE_CONFIGHEEREIMNERIERTLZEMWEE, show
system insecure configuration#i i 1 {X & RRestriction-phasefit &

XLER IU\EFdJﬁﬁIE?IREf“FHT;zéE’JEE BER. WA, eAUEHMERHAERE L, BX
XEHEREBEZNESHARE , B HBMEEMRHCisco IOS XEZLBEHESE,

BE T AT RS B SR

AT REATRENEBETALNNREEBSHEETH. N HNENTRERELH 5 R
#, NATR2EER  AREERSHIHTLETUTHE |

! Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit

Fﬂ]ﬁ—j%ium%/)b /._,\7.]_?15“

XLER FEbHTLT\EIJT_\ﬁu;ﬁ,Eo S(‘H:%\,M_L/)”UEUE’J%/IWFTI%EEE ) REHELER—FEER -

! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html

TREEN

Cisco I0S XEMRA26.1. 15| AT A L2 KK, FREEAFTHTHRESINANTREHNBSARKE
tRMGE BN EE, TE2RAREATFERERANBTN T LZLINEEREE  BricBEREESRT
RELNEBATINAERE, EXRRYEFREENATH RIANRZBZAXNENBEIN. F22
BREARFEESNRZAINEFANIDEERITHFBL AR | XLEIHEEFFEE =B R T MR,
FTLRERAWENRIIFEBR IR RITREFRPOME | BatHR AR E b 2> 758 H B A Zh e A

o

FNFHIMEMLE BRIARE , RABER T 2RELZ£EN (no system mode insecure) , XEREFIR
ZFAFRARFMNEBNTLZLEE, X9 Hsystem mode insecure2 RREE X BEATEZEE
X, THENARFNMEFTZEWINENDIN. LTESEHBENFARLINEMPUNITEREERT
BiA , BEfaERESER,

RESRIRZEER

AJ LAfE Fshow system security modein SR EIRZIE N, show running-config all | include system
modef TIERMIEZFLTFLZEEBARFTLLER, alXBFEMRZFEHEPIERINEE , AR
T2 EXAZFHBEARINRE.,

UTRERRTATREEANRE

Device# show system security mode

System Security Mode : Secure

Device# show running-config all | include system mode

no system mode insecure

MENSTITATRERZREBLTAZEERN !

Device# show system security mode



System Security Mode : Insecure

Device# show running-config all | include system mode

system mode insecure

ERREEN

BRATZE2ENK

EFATREEN , BITUTERE

1. AL RBREERRN.,
2. i=21Tsystem mode insecure.

Device# configure terminal

Device(config)# system mode insecure

BRZEERN

ESAZ2ENA , BRITUTRE

1. AL REERRN,
2. 1I21Tno system mode insecure.

Device# configure terminal

Device(config)# no system mode insecure



BRAZEEANER

EHALZ2ER , BTHRRUTER :

« EAFLENEEEHEEBLHT Ko
« BANREFRBRAIEFRZENEE,

MRTFTERFRZENEERH  REcEAMITRSRIPERRAER !

Device# configure terminal

Device(config)# no system mode insecure

System secure mode cannot be changed to secure as insecure configuration scanning is in progress. Try a

{ Ftest system secure allan & AJ 58 & S BN EFH .

WMRITeSRIH , BEEAHTEX , FERGEMARUFTRZENEE , WRET2HAREER, &
MR EFLZENEE , REFREAREEN !

Device(config)# no system mode insecure

System secure mode cannot be changed to secure as insecure cli(s) are present in system.

HMEXWANERRE , IAEAREERN

Device# configure terminal

Device(config)# no system mode insecure



%SYS-4-SYSTEM_SECURITY_MODE_CHANGE: System Security Mode Changed from INSECURE to SECURE

MATEENEE

EZeEXT , MR MNA T Restriction-phase insecureBLi& , M ERBIREE , HETANAR
B, {5l :

Device# configure terminal

Device(config)# ip ftp source-interface Gi0/0/0

%Error:Insecure configurations are not permitted in secure mode. To proceed, set the system mode to ins
Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is configure
%ERROR: Security policy check failed, configuration cannot be applied

Device(config)#end

BEZREVAERKEERARZLTLREER , ARTENATLZENEE , BIEERNA :

Device# show running-config | include ip ftp source-interface
Device#

ENARFMBRTZENEE , FELEATEENER  RAEEARGSEXTZENEREE !

Device# configure terminal

Device(config)# system mode insecure

Device(config)# end



Device#show running-config all | include system mode

system mode insecure

—BRBLETAZEER |, RAUNARHNEN T ZEEHE, BEERENSERRUNZLESHE
B, BR , NATALRENEE :

Device# configure terminal

Device(config)# ip ftp source-interface Gi0/0/0

SECURITY WARNING - Module: FTP, Command: 1ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encr

Device(config)# end

Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0
Device#

%%ﬁgﬂéhﬁi@/ ,mthéE’Jﬁﬂl_o ATt SRS XEE R ARG ERR | HiktEER
EEE% bEE‘ @FZ-%J.L/-J_\JJ:IS%\JL ll.l\ .

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N

RALTRHEAMBRHDEMDPUFTEIMETRZEEN, LTEENRNDEMPUDAINERE
BTN,

B ERITLREEN

HCisco |10S XERZEAREF26.1 1HESRAE , REESISHRLNEMEMRHEMERNTFTLREE



B, A RRFERITRELER. TFEF 3R Msystem mode insecure2 FELE , £ A
Restrictionft BRBf th R X TR L Ihee = £ # M,

WRBINTBM17.18.2 ( HFZEFLZL2ERNER ) ALT26.11 ( EFEXTZ2EXER )
EFERRITLEER, REFEMNNANZEMRENIp ftp source-interface
GigabitEthernet0/0/0BL EFF o

&# , &% MCisco 10S XERRZ~17.18.2FF 14 :

Device# show version | include Cisco I0OS XE Software
Cisco I0S XE Software, Version 17.18.02

BRNE - M T LRENEIE :

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1 <<<----------

| Module: FTP

| Parent Command: NA

| CLI Command: ip ftp source-interface GigabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

DATABASE SUMMARY

Total Active Entries Processed: 1



A, BRRAFERA REEN TP REEN IR

Device# show running-config all | include system mode
Device#

REMEREALT26.1.1, BIATRERAMAZ KN,

Device# show version | include Cisco I0OS XE Software
Cisco IOS XE Software, Version 26.01.01

MANAHRNTREEE :

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1 <<<----------

Module: FTP
Parent Command: NA
CLI Command: ip ftp source-interface GigabitEthernet0/0/0 <<<----------
Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
Reason: No encryption is configured
Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
Config Mode: configure
Status: ACTIVE
Severity: HIGH



DATABASE SUMMARY

Total Active Entries Processed: 1

HTFELL (REM ) REMRFLZEEE , RERNFECH B ERRITZLER

Device# show system security mode
System Security Mode : Insecure

REEXNTLZEBREENNA :

Device# show running-config all | include system mode
system mode insecure <<<----------

system mode warning periodicity 24

Device#

S
AR FRESHBENTZ2EETRMAOFARZEEANER, RABEEERIIMNEHT
ZEHES 2R BRI,

INEIR &

EMERIER (B=BE ) 281 , NMAZEM TN IEBIELR LN G E, BRERT 44
WERE , AIERMMIAR T L ENEEHHTHE.

BENANTZEEE

A] £ Fshow system insecure configuration EXECHi S &EE YR NANREMNEBRTLRLEE,
SHHEEE26.1.1REEMRAF A show tech-supporthii ., L RBIEH HFKRBERMA T =M EHIB
BTRELHEEMIRE



Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis

Total Active Insecure Commands: 3 <<<---------- Number of insecure configurations identified

Database Type: Active (Current State)

Scan Status: Complete

Next Update: Pending in 10 min 0 sec <<<------- Time remaining until this output refreshes to reflect
Database State: Update Scheduled any configuration changes applied.

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

| Module: FTP

| Parent Command: NA

| CLI Command: ip ftp source-interface GigabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3

ttmHeEEXEETREE E’J*iﬂ%ﬂ’]%ﬁﬂn,w RTHEE (MRXBRHREERE ) . HFICH
BECLIGT, N TRENRRAUREEZSBTATEN %l\i&?’"fﬁo

3% 7] LA Fshow system insecure profileii T EEFIBE TR EMWCLIERNME SR, Hshow
system insecure configuration & /= = 6] M A K R HI T R L& B ERY , show system insecure
profile & /= % 45 BN 49 Fr B Restriction-phase insecureBLiE. BEZ S RESBNFTELE , BE
XHEHPNTFREEETRSTUER.

ENTREEIER AR A



RLERPRER T WA, RN EANTILZLEE, TieEAINSECURE_CONFIGRSE
H & H Bk 2 £ Fshow system insecure configurationfii i | ,.JJH%‘B%BETEA#;E%‘;‘E??R—I B
#h IR BRI E

T REN RIS E

LTRERZLBINESHEE

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username

- Reason: No encryption is configured - Remediation: Transition to secure file transfer methods u
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password

- Reason: No encryption is configured - Remediation: Transition to secure file transfer methods

& 1] LLiz 1Tshow system insecure configuration REE A XX ERLZ2HEENEHMER -

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

| Module: FTP

| Parent Command: NA

| CLI Command: ip ftp source-interface GigabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

[ Config Mode: configure
[ Status: ACTIVE
| Severity: HIGH



o o
| ACTIVE INSECURE CONFIGURATION ENTRY [2/3]

o o

| Module: FTP

| Parent Command: NA

| CLI Command: ip ftp username

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

o o L

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 2: ip ftp username

o o
| ACTIVE INSECURE CONFIGURATION ENTRY [3/3]

o o

| Module: FTP

| Parent Command: NA

| CLI Command: ip ftp password

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
| Reason: No encryption is configured

| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

o o L

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 3: ip ftp password

DATABASE SUMMARY

Total Active Entries Processed: 3

Device#



&R SEZERSFELTERE :

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0
ip ftp username

ip ftp password

EFMXERLZLNEE , THRITUTERE

1. AL REERN.
2. MBRAZEWFTPEE,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device(config)# no ip ftp source-interface GigabitEthernet0/0/0
Device(config)# no ip ftp username

Device(config)# no ip ftp password



N2 AEZLSNMPHHMY

XRRFLETRNESHE

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

1= {Tshow system insecure configuration S AEEEX T2 HENHMEER :

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

o o ol
| ACTIVE INSECURE CONFIGURATION ENTRY [1/1]
o o ol
| ModuTle: SNMP
[ Parent Command: NA
| CLI Command: snmp-server community
RO
| Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
| Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
| Remediation: Configure SNMP v3 User
| Config Mode: configure
[ Status: ACTIVE
| Severity: HIGH
o o o

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO

DATABASE SUMMARY

Total Active Entries Processed: 1

Device#



XL HSEEREEWEES

Device# show running-config | include snmp-server
snmp-server community

RO

& 0] UE FASNMPV3 3t 1T B 44 3030F £ 10 27 (authPriv) 3 1T 4 6

I REEE (FAQ)
FRARATAEHTXLEER?

Z BNEERTXEER , BIRATLRENESIEE,. sIAERANFFNER , URELR
S8RE  REBEMEEMRENZEMENENE, IEZSHEBTRIFEFRZTHERZNMEE
B BAENEE , AEMENEFIUTESRREEMT ER. B4R , ZITNENRNSE
MARWEAWE—NIANR, Z2AAFHEM,

A EERTREHMENRFERHIMBRARZZNEHRAE , 2REMFLER?

A HIRBARIGENRNRS (FZME ) BREN , REESISTEPRUTLZENEE | H#
B RBHRI TR EWER,

A Y EEFR2HRENRZEBRNBRARZZNEMRAN , 2REFLER?

A HREBEARIEGEDENBR (EZMR ) AN , BROVEEFTBTA, ETEELNS® S
R EEIBER

FlAER —MRAFREMER T AR EAITHEE ?

MBI RENDERKER —RETBER, BRERRAIMELE, EAT=ANEE
ATREDE  BEAEREIRNIFTZ2YENRHES  REBIRMNEAXLENRERERE


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-17-x/snmp-xe-17-book/nm-snmp-cfg-snmp-support.html

ERAXEAEERE (BEEIATEZLER ) REHEER , REERRORAFTLMBRIXLLIIEE
o HETHEETILABKS “BREIMER , BEENEBES BEMER". MERBEIENGENMFEEAMSE , BS. R
AN BREY R A B IR ER S MR , WMCisco 10S XE, Cisco I0S XR, Cisco NXOS, Cisco ISEF]
Cisco ASA/FTD, koS REAMHRNFIHRERE , HEEFFENRAIEIZEHNERS R,

[F]: 3 A T & 2 Th e a2t A PR B 30“I BR B ER 2

% . AR Thagd A BRE S MIER B BBV et B RTheE MIRERE M T, BXEFMER , BSHINEE
7 F A0 M BRAE 40 S B 3R,

R ENBEFLZLUNRFEBEZATR?
A ESRERBRNZNWERTRNY  BESHFARZEDRNDPUNBNERST R,
FlAAERERSEINA T BEFLRENEE ?

% EEFYHANA T BERIMBRTLZLEE , BECisco 10S XE 26.1.1 R E & R4 L Ashow
system insecure configurationii &, Lt FiRMHEZE LEENRIM BT LZENBENEE TR, Lt
4\, ¥ Cisco SD-WAN Manager® , f# FMonitor > Advisories #i%#Insecure Configurationsi%& i
+, UEFER, BEANERZENTLLEE , URIRTREE, LUEBKRKAT300 0 RIE
=X, LBRIREBENES.

FlAMAERLERMRAN LB TRRN TR LB ENFIR ?

A : fEF S show system insecure profileZ & R 4t Z 4 Il 19 77 55 Restriction-phase insecure CLIE
NI TEFIKR, Sshow system insecure configuration ( NERHFINANTFLZLEE ) FE , &
EXHHEERGHMBRSEMEEANTLLEE , HEELLHKEIERN KR ER.

EERYUYET —NMEENEE. N TALAEMAREREShow system insecurefit & i H # ?

Z FZE2NEENABRNEL TFRZENEXTEREZET. XERBEEEEFZLNEERS , R
SFLMNERMER , BERHTT XTI (3008 ER ) Hik. it TREEHERNE
REFNTLZ2EEFMAES  ANSZARERBEDHITREFMENTTS, FHtest system
secure allin SRAFIZENEFHFH , UBREFHRBITNSIIH,

FLUMAEARZAEIRECNANTILZEERE ?

E . EIPREEAFZINATHERZLHEE , iH1ECisco I0S XE 17.18.22 Bifif A Cisco
Resilient Infrastructure 71 £ 2 £ # Cisco Al Assistant for Support bot , %R M o iF L& B & LR
BARLLHINEE, E{LLT E | Cisco Config Resilient Infrastructure Tester 3 —fi%#, MCisco



https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-deprecation-and-removal-details.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-deprecation-and-removal-details.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-removal-and-suggested-alternatives.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

|IOS XE 17.18 2R EERAT S , XETEMAAA , BEFLAEIRE LiZ1Tshow system
insecure configurationfi T UEFHANANTZEEE. B2 , £AHAI Assistant for Support
botHResilient Infrastructure TesteriZ itBREZECLIGF T Z N EABAIRSN I T

o 34 Y
Hy &R

PIRANE , UM RENREHKERERNBFEUREMNE, FTR2EENERATR.

BREMEM SR — REBENEIZFAERZSRIIENELRES  ARTANAKRETAN
Cisco Al Assistant for Support BotZFZ#HTHES X ITERE , NERHEPIRIFTRLNEE,

Cisco Config Resilient Infrastructure Tester — Al A FARERHNZTEHREREFAZENEEN T

>0

Cisco 10S XEx 4 nEIER — ¥ AN B3R 1LCisco IOS XER R HIEEN KB AR MW RESTE

o

DB BRI BT R — BRI X RAB RO T L L MU R BB RO FIE,

TheeF A MM ER 1 AE B — SR EF LT LRI M IBIARIECisco 10S XERMAFMAT N B S M/
BER 5l Bt ER B A 324

SD-WAN Monitor and Maintain Guide - Insecure Configuration ManagementE — & & X4 Cisco
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https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure.html
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening
https://sec.cloudapps.cisco.com/security/center/resources/IOS_XE_hardening
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-removal-and-suggested-alternatives.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/feature-deprecation-and-removal-details.html
https://www.cisco.com/c/zh_cn/support/routers/sd-wan/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/resilient-infrastructure-playbook/routing-sd-wan-resilient-infrastructure.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/resilient-infrastructure-playbook/routing-sd-wan-resilient-infrastructure.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/resilient-infrastructure-playbook/routing-sd-wan-resilient-infrastructure.html
https://www.cisco.com/c/en/us/products/collateral/networking/switches/catalyst-9000-switches/c9000-ios-xe-resilient-infra-pb.html
https://www.cisco.com/c/en/us/products/collateral/networking/switches/catalyst-9000-switches/c9000-ios-xe-resilient-infra-pb.html
https://www.cisco.com/c/en/us/products/collateral/networking/switches/catalyst-9000-switches/c9000-ios-xe-resilient-infra-pb.html
https://www.cisco.com/c/en/us/products/collateral/networking/switches/catalyst-9000-switches/c9000-ios-xe-resilient-infra-pb.html
https://www.cisco.com/c/en/us/products/collateral/networking/switches/catalyst-9000-switches/c9000-ios-xe-resilient-infra-pb.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/cisco-9800-resilient-infrastructure.html
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