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|
' @PDirect cloud access s :
Cisco product sends usage information directly over the 9—1* é —
internet. No additional components are needed. ot iy
§ gbirent cloud access through an HTTPs proxy >
=i Cisco Producls send usage information over the internet via a (1-‘ s
2 -LE’ Proxy Server — Smart Call Home Transport Gateway (Free [ - =
o 0 WM Download) or off-the-shelf Proxy (such as Apache), e i
=t . - HITPs Pray

= oMemated access through an on-premises collector -

2 connected @

h Cisco Products send usage information to a local connected - _,.E i froves :
collector, which acts as a local license authority. Periodically, an @ — : —
exchange of information will be performed to keep the databases in Cisca TTTPH Srman Software  Clsco.com —

Product Manager sstoling
SYNC
Mediated access through an on-premises collector - e Q@
disconnected . Tranabic s
Cisco Products send usage information to a local disconnected ':ﬁ — i E“"mf"* b
collector, which acts as a local license authority. Once a month, & 3 — —
an exchange of human readable information will be performed to Cisco HTTPS Sman Software  Ciyescom =8
Product Manages salelie

keep the databases in sync.

367944

E#CSSMisal

L ERRIE T Ao B IEHTTPSE T Interneti 4 A5 B E #2451 2 Cisco,

F£Cisco IOS XE 16.10.1a/ , HEEFARMIAE A , RE—TANTIER, X TUHHE , FEH
IREE , HETLUMEEMNIED ( FEDNSEE ) EIIAHTTPSH O(443) 7 #tools.cisco.com,

WINEEE  FHRFNSRUT -

1.E1%% LB AEREFAIE(ATik), 7EVersion16.10.1a/d | BIAER T /B Atk Ihae,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable

~
AE TS UIREFZEZERG Aservice call-home,

2. 7 BB Tools ( TR ) BEH R RS (DNS)BRS SRS ENRE

Router(config)#ip name-server X.X.X.X


https://tools.cisco.com/
https://tools.cisco.com/

or
Router(config)#ip host tools.cisco.com X.X.X.X

SERINBRE R EER LT,

« B FZF|Cisco Smart Software Manager3} S %|Smart Software ManagerZB% o
. EEInventoryi£ T+ , A MVirtual Account T 1515k A ik # Virtual Account,
- EFEGeneraliETl , AR/F1EFENew Token,

| Cisco Software Central > Smart Software Licensing English [ Change ] & Hello @D Smart Account Name |
: Smal"t SOﬁware LICBHSing Feedback Support Help
|

| & = AP Quastions About Licansing?
| Aleris Inventory License Conversion Reporis Preferences Saiellitas Activity
Try ouwr Virtual Assistant

| Virtual Account: Virtual Account 1 € viajor Minor  Hide Alerts

General Licenses Product Instances Event Log

Virtual Account
Description: Account 1

Default Virual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virlual account
Mew Token...
Token Expiration Date Description Export-Controlled Created By Actions
ZjgxNzdjYjetOWRhMCOOM2I0L.. 3 Expired Token 1 Allowed User 1 Actions »
ZTg2MBJMZUINZUONIOONDAKL.. B Expired Allowed User 1 Actions =

- % AToken Description} 1§ ENumber of & & 4 F4 FiENIRES
« NEALSEEIMN~=RBERAATSHEHFIE, XATESEMNREPERS MBI

« % Create Token; 8IS JE |, E£FCopy.



https://software.cisco.com/

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: CORE TAC
Description : Test Token
+ Expire After 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: 20

The token will be expired when either the expiration or the maximum uses is reached

Allow expori-contrelled functionality on the producis registered with this token €

4.1]i% : Ekcall-homelil &,

B ikcall-homeB B X H BB B EUEMIRF . & LE LA RIE = BT AV Call-Home Bl B XA ELE

Router#show run | sec call-home

service call-home

call-home

! If contact email address in call-home is configured as sch-smart-Ticensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as
contact email address to send SCH notifications.

contact-email-addr sch-smart-1icensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

no destination transport-method email

5. AT EECSSMEMIR R

Router#1icense smart register idtoken < token from CSSM portal > force

S
SR force X @F RV ABSHITEME . MBREA AR TEBEERKAME,




6.KIFIRZ R BB EFIMEICSSM,

Router#show Ticense status
Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: CORE TAC

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Sep 01 12:54:22 2017 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Feb 28 12:54:22 2018 UTC

Registration Expires: Sep 01 12:49:04 2018 UTC

License Authorization:

Status: AUTHORIZED on Sep 01 12:54:28 2017 UTC

Last Communication Attempt: SUCCEEDED on Sep 01 12:54:28 2017 UTC
Next Communication Attempt: Oct 01 12:54:28 2017 UTC
Communication Deadline: Nov 30 12:49:12 2017 UTC

{5 A RE 0L 2% I A % % (VRF) BT E#CSSMif [A]

MRIERFEHVRFEIECSSM , MEE £ call-homeE EXHE B TEBRVRFIFRZEOD., EREL
e  EAFMEEZECSSMiGREAEESERI-3. RE , FHERNVRFARE O %KEEcall-
homeft E LA 15 RICSSM URL, #E T3k , £ 7 LLE B EE# O 5GigabitEthernet0— & £ F

, GigabitEthernetOfE Mgmt-intf VRF /1 F ¥R

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

FRSPEBEAVRFNEREOEEFRHTTPEOD, KEELAFWHTTPMHTTPSHE.,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0

N EVRFEEDNS:



Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X

FTHRVRFEESS , A R EHITERCSSMIL RIS D F 8 SIS IRE,

FERRE#TERECSSMiGE

MRE ERIEHE%%E%EEECSSME’JHTTPS EE WEEEFEECSSMIAME"Eo SR ,
Fcall-homefR & F1Z 1T http-proxy s 4 :

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home

Router(cfg-call-home)#http-proxy "10.118.47.99" port 8080

#+

SSMR R4 A

LHEBRB AV EEAMEE~mMF AL, MTEEEEZEIBRIEENCSSM, EXHELL I8

, BRI G A E RHESSMA M, A RRSSMB S RAEA XN ITILEE 2R

FHSSMAKBARSF RS RBEENEESRUT ¢

1. ERELEAERTT .

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable

~ EE RS UHRIEEEZER Aservice call-home,

FR2.BRATUESCSSMATBRS ZRBEIE .



Router#ping X.X.X.X
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to X.X.X.X, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/9/10 ms

N orE MELEDNSREE | TUEATRSABRS BIP I EATH S .

3.\ SSMZ ith & B #T T R

3.1. 2K EISSMARS =R

]
cIsco

Smart Licensing

32T el

- i AToken Description : #XENumber of Days , R RS EATL FEHIRS,
BRAATERLSEEMRN R LN S HEFI TS IEE,

%32 Create Token,

BIESHEE , BEREFUSHHIEN T,




Create Registration Token

This diakorg iwill QEnerane this 1oken iEquined b FEgister your product SIANcES wilh your Astount
Lacal Virtual Arcount Detautt
Descrigton TEST_TOREN

Expire Afer 1 Days

Ender & valow Bahvien 1 and 9959, but Cxs00 recommands & mimom of 30 deys

U Mumes ofUses —
Thet s wall

S DT WD BN T SDFALON 5 1) MAKTIL LSES 15 FBRCHeT

[ A part-n B KeniChendily o e Gatacti egtantd wah I Bk

4 1518 & LBl Ecall-home, FEFH A RS ES
(http://X.X.X.X/Transportgateway/services/DeviceRequestHandler) 9 1Pt 11t & tidestination
address httpan & H M BREA NG S -

Router(config)#call-home

Router(cfg-call-home)#profile CiscoTAC-1

Router(cfg-call-home-profile)#destination transport-method http
Router(cfg-call-home-profile)#destination address http http://X.X.X.X/Transportgateway/services/DeviceR
Router(cfg-call-home-profile)#no destination address http https://tools.cisco.com/its/service/oddce/ser
Router(cfg-call-home-profile)#active

Router(cfg-call-home-profile)#exit

Router(cfg-call-home)#contact-email-addr test@cisco.com

Router(cfg-call-home)#service call-home

Router(cfg-call-home)#end

5.7 SLA-TrustPoint{S{E & L i Erevocation-check none:

Router#configure terminal
Router(config)#crypto pki trustpoint SLA-TrustPoint
Router(ca-trustpoint)#revocation-check none

6.fE A MZAS b SSMie R EI Y T OEARZ -

Router#license smart register idtoken < token from SSM On-Prem portal > force

7.HINRE R BB EFEEMBISSMAH,



Router#show license status
Smart Licensing is ENABLED
Utility:
Status: DISABLEDData Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:

Status: REGISTERED

Smart Account: manudiaz

Virtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Jan 20 15:22:12 2020 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Sept 30 14:22:12 2021 UTC
Registration Expires: Oct 19 04:35:44 2021 UTC

£ AVRFELE K SSMA 3B 7]

MRFEAVRFIARISSMAH | N AHEERVRF , MEIREMNEBHVRFERER,

B ESSMAEBIH A (SSM On-Prem Access)Z 0 S ER , EEIS T3,

1. EBHVRFAIRIEO &M Call-homelit & , BRI LATEIREE D Li5BSSM On-Prem:

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

2.1 B 9 B 44 VR IE 32 O B B Rhttp-clienti 0

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0




3. N4 EVRFECEDNS, &0 AfE A it IR % B EDNS AR S5 Bf LAE AT SSMAS b AR 55 2R Y B 7

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X X.X.X.X

EXEERT , BRI AREHITSSMAER T 8] AV Z FRE M Z 6,

S E I IE R B (SLR)

SLRITEEMFELREBHERZ LHBRMAF AL, ILFERREAGSSEAELAEN, KIRESER
EHMEFIEERR  EHAFEERTAIFNFELEXE. FREEEERREESERHBENE
ASLR.

N s RIMERT , SLREEA. BUFETBRILIEE. Cisco I0S XE 16.11.1aR BB IR
5 % 15 SRR AAESEHE,

BEERFPEESLR , FEMEHF[HMCSSMITFHRITXES R

1.BESLRIREEE, BUTIZETTlicense smart reservationfin S HiE R BB A b iF o] iF & 8ETR B 15
?EIJSLRIJJ BEo

A EE  MREHAEAFRTROEM , M A0UE1Tlicense smart reservation request allo

Router# enable
Router# configure terminal
Router(config)# license smart reservation
Router(config)# exit
Router# license smart reservation request Tocal
UDI: PID:ASR1002-X,SN:JAE170XXXXX
Request code: CB-ZASR1002-X:JAE17010XXXX-AxXFL8XXXX-XX

ot
(i
=\
N

N B BUBRT | SLRAEA. BAFEBREDE. EREETIREER | i

license smart reservation cancelfii &,




ECSSML , FEREFERF AL,

2.8%CSSM, BH4MERBRFIERRIIF,

kBB EI <, MVirtual Account TR FIFRA | EFEHSmart Account,

4 MNVF AR T I AR & o

Ciseo Software Central > Smart Software Licensing

Smart Software Licensing

Aers Inventory Conwvert 1o Smart Licensing Reports Prefenences Saleliites Activity

Virtual Account: Virtual Account 1 =

General Licenses Product Instances Event Log
- Manage License Tags License Reservation... i

License Billing Purchased
@  ASAv10 Standard - 1G Prepaid 1
@ C3850 High Port DNA Advantage Prepaid 20
@ C3850 High Port DNA Essantials Prepaid 20
@® ©3850 Low Port DNA Advantage Prepaid 20
® ©3850 Low Port DNA Essentials Prepaid 20
@ C3850-DNA-A-12 Prepaid 20
@ C3850-DNA-A-24 Prepaid 40
®  C3850-DNAAAE Prepaid 20
@ C3850-DNA-E-12 Prepaid 20
@ C3850-DNA-E-24 Prepaid 20
10 3

English [ Change ] A Helle @ Smart Account Name w

Feedback Support Help

Questions About Licensing? ‘«]

Try our Virlual Assistant

L0 Mingr | Hide Alerts

By Name By Tag

Show License Transactions = Search by License Q,

Advanced Search v

In Use Balance  Alerts Actions
1 a Licenses Expiring Aclions -
(] +20 Licensaes Expiring Aclions
0 * 20 Licenges Expiring Actions
[+] + 20 Licenses Expiring Actions -
0 +20 Licenses Expiring Aclions -
4] +20 Licenses Expiring Actions -
0 +40 Licenses Expiring Actions =
/] + 20 Licenses Explring Aclions =
0 +20 Licenses Expinng Aclions
3 +17 Licenses Expifing Actions =
Showing Page 1 of 8 {79 Records) > el

SAMABERRBRL , MASMMMNEHF[ERNREFRRD , RAEEET—F,



https://software.cisco.com/#

Smart License Reservation

STEP 1 STEP 2 STEP 3

Enter Request Code Select Licenses Review and confirm

You can reserve licenses for product instances that cannet connect to the Internet for security reasons
“You will begin by generating a Reservation Request Code from the product instance.
To leam how to generate this code, see the configuration guide for the product being licensed.

Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features

+ Reservation Request Code:

STEP 4

Authorization Code

To learn how to enter this code, see the configuration guide for the product being licensed

Upload

Cancel

Next

6.1% FReserve a Specific LicensetE ikt Rlicense B MEBRFIENR B IF IiEHE,

Smart License Reservation

STEP 1 W STEP 2 STEP 3

Enter Request Code Select Licenses Review and confirm

Product Instance Details

Product Type: ASR1000

uDI FID: ASR1002-X

UDI Serial Number: JAETTOXMKK

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virual Account.

@ Reserve a specific license

License

Level 1 Supports substitution
ASR 1000 FoundationSuitesK9 Entitlement
ASR 1000 Foundation Swiesk3 Entifement
ASR_1000_Advipservices
Cizrg ASR 1000 Series Advanced IP Services

ASR_1000_Ipbase

Fisa ADE 45N P e s I OADE

Expires

multiple terms

-never-

-never-

sTEP 4

Authorization Code

Purchasad

Available

Resarve

Cancel

THEEEHBNETFH

EFRE KRG,




Smart License Reservation

STEP 'I o STEP 2 v STEP 3 STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

Product Instance Details

Product Type: ASR1000
uDI PID ASR1002-X
UDI Serial Number: JAETTORMXHK

Licenses to Reserve

License Expires Quantity to Reserve
Level 1
ASR 1000 FoundationSuitesk9 Enfitlement - 1

Cancel Back Generate Authorization Code

N EE  ERBEREHSLIRRESE , BRRABXHF-—EEN , BEELBRRZAE, NRLE
KW, BHBIERR BRI SR AMEEE (GLO) LA 2 FAY RN

8IAREFITBUHRAEFNE | VAR THEN XM, BLTRRBRXHEHBENIRE T8
i HUY =



https://www.cisco.com/c/zh_cn/support/licensing/licensing-support.html

Smart License Reservation

STEP 1 v’ STEP 2 v' STEP 3 v STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

The Reservation Authorization Code below has been generated for this product instance.
Enter this code into the Smart Licensing setlings for the product, to enable the licensed fealures.

Product Instance Details

Product Type: ASR1000
uDI PID: ASR1002-X
UDI Serial Number: JAETOXXK

Authorization Code

=specificPLR=<authorizationCode=<flag=A=Mag==version>C=/version==piid=6bd2 c5bb-e458-42 14-833f-169682e9d5e 5 </piid=<limestamp= 1637358968578 <imestamp=-=entitements=
=antitiement><tag=regid 2014-12 com.cisco. ASR_1000_FoundationSuitekK9_Entitlement, 1.0_b97125¢cb-103c-4e12-8b45-19th359ccc22=/tag><count=> 1 </count==startDate=</startDate>
<gndDate=</endDate=<licenseType=PERPETUAL=/license Type==displayName=ASR 1000 FoundationSuiteskK® Entitlement </displayMName=<tagDescription=ASR 1000 FoundationSuiteska
Entittement</tagDescription><subscriptionlD></subscription|D></entilement></entitlements></authorizationCode>

=signature=MEY CIQDejdrzJnG+aEwZgk34PxgiuF 4p22Y X 3Mgk9j0UuY 6afQINANOcTXOmD2Z 299y dHX miSqBwG 2TwQ2uaaM57JCewya=/signature==udi=P.ASR 1002-

X SJAETTOXXXXX<fudi=<fspecificPLR>

To leam how to enter this code, see the configuration guide for the product being licensed

-

Download as File Copy to Clipboard

MREESLR , I THRLZERNB XA, MREEXKAFATERSE(PLR) , M AT LAE & H
ME R,

9.2 FIE R HZTREM Slicense smart reservation install file bootflash:<SLR file>

Router#enable
Router#license smart reservation install file bootflash:

MRFE  BULLEOEREFRENFAIL , FREFREIMHRS, RESER—NMRENRHS
AN FE CSSM A % A 1% ACHE = BEMM BR 7= @ 35451

Router#enable
Router#1icense smart reservation return local

ERTASE VF AIETR &

BUGEMIRE R , MRFE , JMERFDRERVF ANEEHMTNE :



1.2 F ZICisco Smart Software Manager, &4ER BRHEHN AP ZNRBEFETF.

2EMERFRIF , REMNEBKS TR RPEREREKS

BAFMEPIETIFF , NEEEHMNRFERR

435 52 R 4R B B9 VF AT AIE

5. IR EERAYVF AlE,

GE?BF-F_io

7THEEEHBINEIFF | ERERRNB, R5[E RAuthorization Codeit T+ , HERERK
A IR,

8. AR SR BB MU S FIRBIFHEEN X4 TR, ELMEFBR THXHFREMRZ,

0.FREEHMMIRZ

10.1=1Tlicense smart reservation install filefi 5

Router#enable
Router#1icense smart reservation install file bootflash:

BUHEMS EF ol R E

EHUHEMRBOREF ANERE |, BAHECLIFIR E ¥ AT iE 4R B F MCSSMA I BRSE B,

1.2 FETHNIRE.

2. B BRAF A iE TR BB M ANED |, i§1=1Tlicense smart reservation returnfig £

Router#1icense smart reservation return local

This command will remove the 1license reservation authorization code and the device will transition
back to the unregistered state. Some features may not function properly.

Do you want to continue? [yes/no]: yes

Enter this return code in Cisco Smart Software Manager portal:


https://software.cisco.com/#

UDI: PID:ISR4351/K9,SN:FD0210305DQ
CBURR4-cTgMun-arvYME-gta6i r-ygnXQm-yMKxWM-2ajywD-5kADgZ-a33

4 %R R, MVirtual Account FTRIFIRA | EIFENEREKF,

S5AFmEPIETFAF , N TERUHEMBIRE | BHERE,

6.1 B MR

7.HBRRE , AR B,

HUEHEER

1% & T & Htools.cisco.com

RIFZRE N ERNVRFHFERBEREBEE TDNSIRSES, MREE | BIE T RIEEBASDNSE
B :

Router(config)#ip host tools.cisco.com 72.163.4.38 173.37.145.8

S je® . IP472.163.4.38%1173.37.145 8 F ltools. cisco.com. DNST LU XIS B
o EFHEEZRISAHIRZHIA

B A 88T £ 5tools.cisco.comi@fE

s HREE T FlinternetfI BRIAKH,
- BRIZRZNCSSMZ ER B AIBHAE,
. HREEO443F80KRMPAE,

Router#telnet tools.cisco.com 443
Trying tools.cisco.com (72.163.4.38, 80)... Open


https://software.cisco.com/#

- EAVRFERE X,

Router#telnet tools.cisco.com 443 /vrf Mgmt-intf
Trying tools.cisco.com (72.163.4.38, 443)... Open

R TFRE RS VE ATE

HRECABRNETEAN (AFH ) , 2REWRS. HEMBRHRZHELK S PREPER
VAMERT , M REXTER.

Router#show Ticense all

License Authorization:
Status: OUT OF COMPLIANCE on Mar 25 15:00:27 2019 CDT
Last Communication Attempt: SUCCEEDED on Mar 25 15:12:32 2019 CDT
Next Communication Attempt: Mar 26 03:12:31 2019 CDT
Communication Deadline: Jun 23 15:06:30 2019 CDT

o ERHASHMRBURE | ST ETRY VT AT UE S8 M3 7 b0 2 & sE ik £
« HiRFLTUHRSEH , EBXREHRERNEITHER

BRI

— 38 AT A F i Rcall-home R & gEF Al SE MR |, ‘@IE -

* debug call-home trace

* debug call-home error

» debug call-home smart-licensing all
» debug ip http client all

» debug crypto pki <all options>

» debug ssl openssl <all options>

EESEYS



- ERTREMGIEBFENENEET ISR



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/smart-licensing/qsg/b_Smart_Licensing_QuickStart/b_Smart_Licensing_QuickStart_chapter_00.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



