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traceroute A5 %
B

B
{£F Debug 8
HEXEE

/r.ﬁ-/\
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AN B 7 BRI RS LA ping H traceroute @3

TERFAM
=R

AR B EAEENER,

ERREHF



AU BR T 45 T B B A M BE AR A

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

A

BXRXEANFMES , HS5H Cisco HFARERAN,

b B /=
«?\15/%\

N orE . ArBHE L EANEAdebugh S BALESHFERS., £4H debug B 28

, TR E A Debug 5 B EBS -

R AR AR BIE R L B AR E R

et 1721612020 Qo 1721623024 GEETP ey 1721634024 GERCTS

17216121 172.16.12.2 172.16.23.2 172.16.23.3 172.16.34.3  172.16.34.4
Router 1 Router 2 Router 3 Router 4
M & Fa b
. DA
ping if 1

ping SR —MARMEZ A HR MR ITHESBRNER S %, EFEA—FRJMN Internet 12 FEE
B (ICMP) BIFEHELBELUTRE :

« ERFVNELFENERIEEIRS,

- AFEXNBENERER,

- BIEEEX,

ping SR HE LB — NI RE—NEAFBFEREES , ARFENE, AEEUATIHERLT |, ping 2
FXZOEY


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

- BIFERIKENR, HE

- BFRBEIERR Y AR TR SR B TE AV A E) R R B R BB B 2R . #E Cisco BEERER £, LLiEERY
MINEAFR

FTEE M ping BIEZHY TTL B

T—MBEREIERZBHAT debug ip packet detail e85 Z/EH ping 8%,

A B M B Adebug ip packet detail i A |, TTAESBECPURIAR, X AMEa
S B AL E TR S R

<tfroot>

Routerl#
debug i p packet det ai

IP packet debugging is on (detailed)

Routerl#

ping 172.16.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Routerl#
Jan 20 15:54:47.487: IP: s=172.16.12.1 (local), d=172.16.12.2 (Serial0), len 100,

sending
Jan 20 15:54:47.491:

| CVP type=8

, code=0

!I--- This is the ICMP packet 172.16.12.1 sent to 172.16.12.2.
I--- ICMP type=8 corresponds to the echo message.

Jan 20 15:54:47.523: IP: s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), len 100,

rcvd 3
Jan 20 15:54:47.527:

| CVP type=0

, code=0

!I--- This is the answer we get from 172.16.12.2. !--- ICMP type=0 corresponds to the echo reply message



!I--- By default, the repeat count is five times, so there will be five
!I--- echo requests, and five echo replies.

ICMP-type By AT 8E

ICMP 2§

i ]

XF

B 75 N

BAVE A AT 0= WEFRAE 1= EHAAIE 2= PUAFRE 3 =IwARANE 4=F

¥ T4 F 318 8 DF 5 = Bl XK

4 source-quench

. EEENAB 0= RANEEAKRER 1= THNNWETHBIER 2= BENRMELBHEE
EEIER 3 = riRFMENXBENEEQBIER

6 alternate-address

8 echo

9 RS

10 router-solicitation

11 HARREE 0 = EmPBHAERNRE 1= BHRBREHRE

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 FEEEXR

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect

Ping TE A geH W 7T

FF iR
! BN S R RBEIRE.
. BNISRTREFNENMEIRSREN,
u WKE T BT AR PDU,
&) RIE ( BRRAM) o
M Tt
? RABFBIRE,
& BT HBESNE RS,

HEBRPing i f&E




WMRIETER I ping BEA IP iy |, FERILE D P IIHAERERR,

B 2R

BT RARBKIIH ping REZERE , ATARTBIXLEROIEE K RIEMRE , ARIAERES, R
PIEEHMEHIEER

172.16.0.34/24

17216121 17216012 100223 100323 17216334 17216434
Router 1 Router 2 Router 3 Router 4

B R 25 (A

<#root>

Rout er 1#

interface Serial0
ip address 172.16.12.1 255.255.255.0
no fair-queue

clockrate 64000
!

Rout er 2#

interface Serial0

ip address 172.16.23.2 255.255.255.0
no fair-queue

clockrate 64000

!

interface Seriall

ip address 172.16.12.2 255.255.255.0
!

Rout er 3#

|
interface Serial0



ip address 172.16.34.3 255.255.255.0

no fair-queue
|

interface Seriall

ip address 172.16.23.3 255.255.255.0
!

Rout er 4#

interface SerialO
ip address 172.16.34.4 255.255.255.0
no fair-queue

clockrate 64000
!

Z=iH M Router1 X Routerd #1117 ping #R1E :

<#froot>

Routerl#

ping 172.16.34.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:

Success rate is 0 percent (0/5)

MR :

<{froot>
Routerl#

debug i p packet

IP packet debugging is on

u

A BE  EEFBEBEFERAdebug ip packeti S i | AALSBECPURIER, XAAELSH



A HEEEETRENE SN,

<tfroot>

Routerl#

ping 172.16.34. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:

Jan 20 16:00:25.603: IP: s=172.16.12.1 (local), d=172.16.34.
Jan 20 16:00:27.599: IP: s=172.16.12.1 (local), d=172.16.34.

1 , len 100, unroutable.
1

Jan 20 16:00:29.599: IP: s=172.16.12.1 (local), d=172.16.34.
1
1

len 100, unroutable.
len 100, unroutable.
, len 100, unroutable.
, len 100, unroutable.

Jan 20 16:00:31.599: IP: s=172.16.12.1 (local), d=172.16.34.
Jan 20 16:00:33.599: IP: s=172.16.12.1 (local), d=172.16.34.
Success rate is 0 percent (0/5)

B o

1 F Router! ESUAIETEMBANY , Bt T OEFREQLXTAL , WS MR TTH
5 8.

B Router1 ANiN—NEEAIEH -

<tfroot>

Routerl#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

iproute 0.0.0.0 0.0.0.0 SerialO

BE :

<#root>
Routerl#

debug i p packet det ai

IP packet debugging is on (detailed)



Routerl#

ping 172.16.34. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:

u.u.u

Success rate is 0 percent (0/5)

Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

rcvd 3

Jan 20 16:
Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

rcvd 3

Jan 20 16:
Jan 20 16:

sending

Jan 20 16:

¥ 2 Router2 ERIRIEA :

<#froot>

Router2#

05:

05:
05:

05:
05:

05:
05:

05:
05:

05:
05:

05:

30.

30.
30.

30.
30.

30.
32.

32.
32.

32.
32.

32.

659:

663:
691:

695:
699:

703:
699:

703:
731:

735:
739:

743:

IP:

IP:

IP:

IP:

IP:

IP:

debug i p packet detai

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 100,

ICMP type=8, code=0
s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=3, code=1
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 100,

ICMP type=8, code=0
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 100,

ICMP type=8, code=0
s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=3, code=1
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 100,

ICMP type=8, code=0

IP packet debugging is on (detailed)

Router2#

Jan
Jan
Jan
Jan

20 16:10:
20 16:10:
20 16:10:
20 16:10:

| CVP type=3,

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

20 16:10:
20 16:10:
20 16:10:
20 16:10:
20 16:10:
20 16:10:
20 16:10:
20 16:10:
20 16:10:

41.907:
41.911:
41.915:
41.919:

code=1

41.947:
41.951:
43.943:
43.947:
43.951:
43.955:
43.983:
43.987:
45.979:

IP:

IP:

IP:

IP:

IP:

IP:

IP:

s=172.16.12.1 (Seriall), d=172.16.34.4, 1en 100, unroutable
ICMP type=8, code=0
s=172.16.12.2 (local), d=172.16.12.1 (Seriall), len 56, sending

s=172.16.12.1 (Seriall), d=172.16.34.4, 1en 100, unroutable
ICMP type=8, code=0

s=172.16.12.1 (Seriall), d=172.16.34.4, 1en 100, unroutable
ICMP type=8, code=0

s=172.16.12.2 (local), d=172.16.12.1 (Seriall), len 56, sending
ICMP type=3, code=1

s=172.16.12.1 (Seriall), d=172.16.34.4, 1en 100, unroutable
ICMP type=8, code=0

s=172.16.12.1 (Seriall), d=172.16.34.4, 1en 100, unroutable



Jan 20 16:10:45.983: ICMP type=8, code=0
Jan 20 16:10:45.987: IP: s=172.16.12.2 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:45.991: ICMP type=3, code=1

Router1 @ Router2 IE# &% 7 H#IEA |, {BRouter2 R H&@ tn{a i [al #b 1k 172.16.34.4, Router2[a]
Router1 & 3% [El — £“unreachable ICMP”;8 B..

#£Router2 M Router3 £ Et (& 3 75 28 F S (45451 o 46 A 2% FR 15 B L(RIP)):

Router2#

router rip

network 172.16.0.0
no auto-summary
Router3#

router rip

network 172.16.0.0
no auto-summary

RE :

<tfroot>

Routerl#
debug ip packet

IP packet debugging is on

Routerl#

ping 172.16.34. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:

Jan 20 16:16:13.367: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending.

Jan 20 16:16:15.363: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending.

Jan 20 16:16:17.363: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending.

Jan 20 16:16:19.363: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending.

Jan 20 16:16:21.363: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending.

Success rate is 0 percent (0/5)



Router1 [a] Routerd KiZ##EE , 1B Routerd R K [ENE,

Router4 Lt TJgEFER A :

<{froot>

Routerd#
debug i p packet

IP packet debugging is on

Routerd#

Jan 20 16:18:45.903: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:18:45.911: IP: s=172.16.34.4 (local), d=172.16.12.1, len 100,

unr out abl e

Jan 20 16:18:47.903: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:18:47.907: IP: s=172.16.34.4 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:49.903: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:18:49.907: IP: s=172.16.34.4 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:51.903: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:18:51.907: IP: s=172.16.34.4 (local), d=172.16.12.1, Ten 100, unroutable

Jan 20 16:18:53.903: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:18:53.907: IP: s=172.16.34.4 (local), d=172.16.12.1, Ten 100, unroutable

Router4 I E| ICMP #iE88 , AN E 172.16.12.1 , B EI& B B E 4L M 4549 38 B M 28 Mo

[ Routerd AWl —NERAEEH

<tfroot>

Router4(config)#

iproute 0.0.0.0 0.0.0.0 SerialO

BENRFEB AT LLE MG

<ttroot>

Routerl#



ping 172.16.34. 4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/35/36 ms

EOxA

XREEOGSLEATFTEBIENER. T—ANROIFZEM Router! XJ Routerd #1147 ping B1E :

<#root>

Routerl#

ping 172.16.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:
Uu.u.u

Success rate is 0 percent (0/5)

BT B IER , AT RIE# 1T 0 S HMEHERR. =X Router2 H4T ping #&4F :

<tfroot>

Routerl#

ping 172.16.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

ELE—ARHIF | FBHERouter2MRouter3 2 8], —fPA[EERRouter3 LM BRITIEOE KA :

<{froot>

Router3#



show ip interface brief

Serial0 172.16.34.3 YES manual up up
Seriall 172.16.23.3 YES manual administratively down down

XRAEZIEE .
<#root>
Router3#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#

interface seriall

Router3(config-if)#

no shut down

Router3(config-if)#

Jan 20 16:20:53.900: %LINK-3-UPDOWN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: %LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall,
changed state to up

RS RS

EZEh | XA Telnet FREEIE D Serial0 # A Router4,

<tfroot>

Router4(config)#

access-list 100 permit tcp any any eq tel net
Router4(config)#

interface serialO

Router4(config-if)#

ip access-group 100 in



Routerl#
configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#

access-list 100 pernit ip host 172.16.12.1 host 172.16.34.4
Routerl(config)#

access-list 100 pernit ip host 172.16.34.4 host 172.16.12.1
Routerl(config)#

end

Routerl#

debug i p packet 100

IP packet debugging is on
Routerl#

debug ip icnp

ICMP packet debugging is on

214X Router4 $4T ping #R4E :

<#froot>

Routerl#

ping 172.16.34.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.34.4, timeout is 2 seconds:
u.u.u

Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 100,
sending

Jan 20 16:34:49.287: IP: s=172.16.34.4 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:34:49.291: ICMP: dst (172.16.12.1)



admi ni stratively prohibited unreachabl e

rcv from 172.16.34.4

Jan 20 16:34:49.295: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending

Jan 20 16:34:51.295: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending

Jan 20 16:34:51.367: IP: s=172.16.34.4 (Serial0), d=172.16.12.1 (Serial0), len 56,
rcvd 3

Jan 20 16:34:51.371: ICMP: dst (172.16.12.1) administratively prohibited unreachable
rcv from 172.16.34.4

Jan 20 16:34:51.379: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), Ten 100,
sending

access-list B REBHLE — BN deny all, XEEKE ¥ ARouterd £ Serial 03 OMICMPEIEE
WL | MRouter 42 [0 [R ¥ HE B HYIR K 1XICMP“administratively prohibited unreachable”H 2.
, Wdebug HEFTR. MRARRTE access-list (v HRIMATHHIT :

<#root>

Router4(config)#

access-list 100 pernmit icnp any any

b3k FEAT P (ARP) (8]

FEh SRR , LAREEZMNT :

172.16.100

172.16.100.0/24

b 1k AT T ) R

<tfroot>



Router4#

ping 172.16. 100.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:

Jan 20 17:04:05.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending
Jan 20 17:04:05.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,

encapsul ation fail ed

Jan 20 17:04:07.167: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:07.171: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:09.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:09.183: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:11.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:11.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Jan 20 17:04:13.175: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
sending

Jan 20 17:04:13.179: IP: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), Ten 100,
encapsulation failed.

Success rate is 0 percent (0/5)

Routerd#

FEAHIF , BFHI: encapsulation failed” ( HEAXW ) HE , ping TEER. XEWRERHFA
BT AREBMNED LRERIES , BT HE A RE Tj_:‘**':ll’ﬁ%"}RT , IREE T iR b Ht AT Y
(ARP) iy T B,

ARP 2 FIHE 2 Bttt ( MAC it ) BRETEISE 3 Eibat (IP st ) 91, SALUER show
arp i THITRE :

<#root>

Router4#

show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA  EthernetO

Internet 172.16.100.7 10 0060.5cf4.a955 ARPA  EthernetO



[ E|“encapsulation failed”[A& , {BiX)X /g A debug arp % :

<{froot>

Router4#

debug arp

ARP packet debugging is on

Router4#

ping 172.16.100.5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.100.5, timeout is 2 seconds:

Jan 20 17:19:43.843: IP ARP: creating incomplete
interface Ethernet0

Jan 20 17:19:43.847: IP ARP: sent req src 172.16.

dst 172.16.100.5 0000. 0000. 0000 Et hernetO.

Jan 20 17:19:45.843: IP ARP: sent req src 172.16.

dst 172.16.100.5 0000.0000.0000

Jan 20 17:19:47.843: IP ARP: sent req src 172.16.

dst 172.16.100.5 0000.0000.0000

Jan 20 17:19:49.843: IP ARP: sent req src 172.16.

dst 172.16.100.5 0000.0000.0000

Jan 20 17:19:51.843: IP ARP: sent req src 172.16.

dst 172.16.100.5 0000.0000.0000
Success rate is 0 percent (0/5)

entry for IP address: 172.16.100.5

100.4 0000.0c5d.7a0d,

100.4 0000.0c5d.7a0d,
EthernetO.
100.4 0000.0c5d.7a0d,
EthernetO.
100.4 0000.0c5d.7a0d,
EthernetO.
100.4 0000.0c5d.7a0d,
EthernetO.

E—MaHE R Routerd ™ #BEBIEEHNE L XTI LM #itit FFFF.FFFF.FFFF, X2
. 0000.0000.0000% ;RRouterd &% B $5172.16.100.58MACH#z 1it , B FE AR HI P iFRARPE &
THEMACHHE | E It E £ H0000.000.0004E 53 M#E O Ethernet 0& BV IBMARBY SLBF , HiA

[a] BB NMACHE XS N F172.16.100.5, HIRZK B E

THRIEHNTTE -

<tfroot>

Router4#

show arp

£ , IIMACKEshow arp % tH fF B9 1P it 1k X3 57 49 #

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000.0c5d.7a0d ARPA Ethernet0



Internet 172.16.100.5 0 I nconpl et e ARPA

Internet 172.16.100.7 2 0060.5cf4.a955 ARPA Ethernet0

E— I MEBENNEZE , 8N ARP RHPBREFTESRE, RE MAC #hit & ARP Xk
, ping R {ER £ H“encapsulation failed” T & M

HEIR

RANBERT , WREERDARMNZERREEINE , U ping FERMK :

<ttroot>

Routerl#

ping 172.16.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2,

timeout is 2 seconds

Success rate is 0 percent (0/5)

HEERRESBRIRKERNME L RYRTBHN. EEQUWIRINME , BALMERY R ping

<{froot>

Routerl#
pi ng

Protocol [ip]:

Target IP address: 172.16.12.2
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

30

Extended commands [n]:
Sweep range of sizes [n]:



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 30 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1458/2390/6066 ms

BXYE ping T PHIFMEE |, BES T Y E ping F¥ & traceroute &5 %,

LRGP, HEREMET | ping BERI,

N ouE - THERRERIFHY.

IE FE AR Hb 31k

ROIR—NERIZR

10.0.0.0/24
-_—
i 10.0.01 100001 172.16.012
Router1 Router?
172.16.012
10.0.0.0/24
IE TR AR ik

1£ Router1 L70—-> LAN #0 :

<{froot>

Routerl(config)#
interface ethernetO
Routerl(config-if)#

ip address 10.0.0.1 255.255.255.0


https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html
https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html
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MLAN LB 35 = | AT BApingi@Router1, MRouter1 8] Lpingi@Router2, {EMLAN ERIBE SR | F8E
pingi@Router2,

AT LAM Router1 ping i Router2 , R AEINER T , B FERAE HZEON IP #utfE5 ICMP %
FEESHHRM, Router2 SR BX T h# LAN HER. WIRMBINBLMNEZERNWBED , ©ETH
Bz e,

<tfroot>

Routerl#
debug i p packet

IP packet debugging is on

A B PR EE B Adebug ip packeti SE | LS HECPURIER, XA&ELSH
e i AN LT

<tfroot>

Routerl#

ping 172.16.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/7/9 ms
Routerl#

Jan 20 16:35:54.227: IP: s=172.16.12.1 (local), d=172.16.12.2 (Serial0), len 100, sending
Jan 20 16:35:54.259: IP: s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), len 100, rcvd 3

F—MNaHREAAENR , AN EENHIEANREIER172.16.12.1, ZELMKEHLANNEES , &
Ry Bping:

<ffroot>

Routerl#

pi ng

Protocol [ip]:



Target IP address: 172.16.12.2
Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface:

10.0.0.1

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Jan 20 16:40:18.303: IP: s=10.0.0.1 (local), d=172.16.12.2 (Serial0), Ten 100,
sending.

Jan 20 16:40:20.303: IP: s=10.0.0.1 (local), d=172.16.12.2 (Serial0), Ten 100,
sending.

Jan 20 16:40:22.303: IP: s=10.0.0.1 (local), d=172.16.12.2 (Serial0), Ten 100,
sending.

Jan 20 16:40:24.303: IP: s=10.0.0.1 (local), d=172.16.12.2 (Serial0), Ten 100,
sending

Jan 20 16:40:26.303: IP: s=10.0.0.1 (local), d=172.16.12.2 (Serial0), Ten 100,
sending.

Success rate is 0 percent (0/5)

X— X RMUE R 10.0.0.1 , ERITFAE, HREEBEAE , BRKBIWE, EFRIEEBE | BHE
Router2 3 iN#5610.0.0.0093& . EAHMN R | Wpinghyi% 5 1E L4 &8 047 [6] ping BY IR & 3% B

R o

WA EZAHRS

HELR AR HREN | BHFZHEPHRINETER, NRTEZEENNEFRPHEITE IR

, BRI EEAZEONA ARSI P IANSRFLE, FRALEERELES  ERFEEELMNE
BHERENMETRRT , CAOBRBERSNERRTESBMAKIIAE, MRHAIIEH

, FEFHRES.

BREOCER , ERATRARIEESRRS , £7F% ping BiRE. BALUEEA show interface 3
STRERAZEH.

<{froot>

Routerl#

show i nterface Serial 0/0/0



Serial0/0/0 1is up, 1ine protocol 1is up

MTU 1500 bytes, BW 1984 Kbit, DLY 20000 usec,
reliability 255/255, txload 69/255, rxload 43/255

Encapsulation HDLC, Toopback not set

Keepalive set (10 sec)

Last input 00:00:02, output 00:00:00, output hang never

Last clearing of "show interface" counters 01:28:49

I nput queue: 76/ 75/5553/0

(size/max/drops/flushes);
Total output drops: 1760

Queueing strategy: Class-based queueing

Output queue: 29/1000/64/1760 (size/max total/threshold/drops)
Conversations 7/129/256 (active/max active/max total)
Reserved Conversations 4/4 (allocated/max allocated)
Available Bandwidth 1289 kilobits/sec

I--- Qutput supressed

MaEFATNEL  WARIEZSTHRE. EFERA/M B EZHRANHE | FSEXEAR
B & S A i BA 51| Dt 1T S B HEBR o

traceroute fi5

traceroute i S A TERBBESEELHB TN B FrrdSBREAMNEH, 8% ( HIMEKAZRN
PC ) BIZiEE MM T MmO #h ik & 3% A P HIER I (UDP) BEIRF 5,

BRET=ZABER , - BRERFEE-—MERER 1 WEERE (TTL) F&. TTLER1, &
SEHFERIEBEZTNE—NMEEIEMILAER, AE , ZBHAFLU—FK ICMP BrHEE
(TEM) #1TWR , 5 RZBUERE T H,

MENRKERA=%X UDP HE , HX UDP HEN TTL EIREN 2, XS RE—AKHBIRE
ICMP TEM, LB IFE  BERBEIERERIES —MNEHF. AFXLEHER=HHR BFREN
EWTHHD , R SREICMPIHEORAEHEE , HERAAEHA ; EH4HSLIT Traceroute 72
FEHEETERNES,

R THEERBMNRIERES ICMP EIPEERIR , SURENHIE S RE B 7T R A # B R 1 R ER

o

<ffroot>
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Routerl#

traceroute 172.16.34.4

Type escape sequence to abort.
Tracing the route to 172.16.34.4

1172.16.12.2
2 172.16.23.3
3 172.16.34.4

Jan 20 16:42:48.

sending

Jan 20 16:42:48.

33434

Jan 20 16:42:48.

rcvd 3

Jan 20 16:42:48.639:

| CWP type=11,

code=0

4 msec 4 msec 4 msec
20 msec 16 msec 16 msec

16 msec *

16 msec

611: IP: s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

615:

635:

IP:

UDP src=39911, dst=

s=172.16.12.2 (Serial0), d=172.16.12.1 (SerialO), Tlen 56,

I--- ICMP Time Exceeded Message from Router?.

Jan 20 16:42:48.

sending
Jan 20 16
Jan 20 16
rcvd 3
Jan 20 16
Jan 20 16
sending
Jan 20 16
Jan 20 16
rcvd 3

Jan 20 16:

142

142

142

142

142

142

42:

48.
148.

48.
148.

48.
148.

48.

643:

647:
667:

671:
675:

679:
699:

703:

IP:

IP:

IP:

IP:

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=34237, dst=33435
s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=11, code=0
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=33420, dst=33436
s=172.16.12.2 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=11, code=0

XEFEATTILRENE - MNBESFS. EXRFIH , E—EEHEF(Router2(172.16.12.2)) EF KK
e, REER(172.16.12.1) Kk Eltype=11 ICMPE &, XX B TBrHEE,

<ffroot>

Jan 20 16:42:48.707: IP:

sending

Jan 20 16:42:48.711:
Jan 20 16:42:48.743: IP:

172.16. 23

.3

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=35734, dst=33437
S=

(Serial0), d=172.16.12.1 (Serial0), len 56,



rcvd 3

Jan 20 16:42:48.747:

| CWP type=11,

code=0

I--- ICMP Time Exceeded Message from Router3.

Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

rcvd 3

Jan 20 16:
Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

rcvd 3

Jan 20 16:

42:

42:

42

42:

42

42:

42

42:

48.

48.
:48.

48.
:48.

48.
:48.

48.

751:

755:
787:

791:
795:

799:
827:

831:

IP:

IP:

IP:

IP:

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=36753, dst=33438
s=172.16.23.3 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=11, code=0
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=36561, dst=33439
s=172.16.23.3 (Serial0), d=172.16.12.1 (Serial0), Tlen 56,

ICMP type=11, code=0

Xt FTTL=2K9Router3(172.16.23.3) , 2 HIERHITRE :

<#froot>

Jan 20 16:42:48.839: IP:

sending

Jan 20 16:42:48.843:

Jan 20 16:42:48.887: IP:

172.16. 34.

4

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=34327, dst=33440
S=

(Serial0), d=172.16.12.1 (Serial0), len 56,

rcvd 3

Jan 20 16:42:48.891:

| CVP type=3,

I--- Port

Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

sending

Jan 20 16:
Jan 20 16:

rcvd 3

Jan 20 16:

code=3

Unreachable message from Router4.

42:

42:
42:

42:
42:

42:

48.

48
51

51
51

51.

895:

.899:
.895:

.899:
.943:

947:

IP:

IP:

IP:

s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=37534, dst=33441
s=172.16.12.1 (local), d=172.16.34.4 (Serial0), len 28,

UDP src=37181, dst=33442
s=172.16.34.4 (Serial0), d=172.16.12.1 (Serial0), Ten 56,

ICMP type=3, code=3

TTL=3 B} , HZRLF)5E Routerd, Xk , BFiwAFTH , Eitk Routerd @ Router1 &IX[E type=3



( BT AHEEER ) M code=3 ( {XARWHARTIE ) B ICMP JHE.,

T&RIIE T traceroute tp i H P ATEEH I F R/,

IP Traceroute X A& F&

7R Rk
nn msec HWFEMNTR , EEBRENTFMNESHERRE , LEW BN
* TN E 5
A EEMRI (HlipEHIR)
5] RHE ( BARAI)
I FA P AR i
U % O R ] 3k
H FHAAIR
n P 4& A Ak
P
=
?

A AT
ik
AABIREERE

PERE

BAILAE A ping H traceroute S B IREVEIRATE (RTT), XRAZEMMNEE S HIREREEFTER A
Bo. BBITF AT MR LNERER. B2 , XERFHATHETHTBRER,

BREEERRRHRASN , hREQIMTELHERITRR, LERLILELBEIHNES
HARENE. XTREHAFNERZBR,. BIEX , FEHFIEENNBESHITEH. NE ping
BRER—FR IO ABIRS

RTHAX—K , LTFRM Router1 [@ Router2 31T ping #EH A -

<#root>

Routerl#

ping 172.16.12.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms



RTT XRARMNEM, 7£ Router2 LEA T —EABRENINEEZE , =M Router1 ping
Router2,

<ffroot>

Routerl#

ping 172.16.12.2

Type

escape sequence

to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/25/28 ms

tbEt , RTT EEZ N, Router2 REIT , ELEXSWMARNE ping. B —MEFAY T E AT
HeEFtERE | BT RARNRE,

Router1

PCA PCH

EREREFRHITREDR  AREEESHERNEERRAEE, UTEARRLR[HAXMER

Router1 Router? Router3



M Router1 3} Router3 1T ping ##4E :

<{froot>

Routerl#

ping 172.16.23.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.23.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms

ME R BB Router2 H#ITREYIMR. £ Router2 EEAREZER AL

<tfroot>

Routerl#

ping 172.16.23.3

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.23.3, timeout 1is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/36 ms

LFEEREERAXS. X2EANRN , % Router2 £ |, BRI EREFMRBILEN,

M Debug 55

£ debug 528l , IFSHHBEX Debug HTHEERFEE.

A HFEANEM debug a8 HER T £ ping = traceroute I HIT R EME R, XS AL
BiEHEERE, B2 , EEFHEDFEHIXLE debug BHRMA+DEE, WRIEM CPU hEETR
BE  RELERENZEZEIHEIBRNEES , WelTERASZ HELSNREZFELET. 8
PN E A SO debug RSB HBNEEEIR)D. —MNAERERFEIIKRUBD EHLE KR
WS EBRERNRE,

flan -



<ffroot>

Router4#

debug ip packet ?

<1-199> Access list

<1300-2699> Access list (expanded range)

detail Print more debugging detail
Router4#

configure term na
Router4 (config)#
access-list 150 permit ip host 172.16.12.1 host 172.16.34.4

Router4 (config)#A

Router4#
debug i p packet 150

IP packet debugging is on for access list 150

Router4#
show debug

Generic IP:
IP packet debugging is on for access list 150

Router4#

show access-|i st

Extended IP access 1list 150
permit ip host 172.16.12.1 host 172.16.34.4 (5 matches)

EALEER , Routerd RITEN 51/ E] 5|k 150 LBV AIHE R . MRouter1HiiTpingiRESSHE
TATHEE

Router4#
Jan 20 16:51:16.911: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,



JQEV30316:51:17.003: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,

JQEV30316:51:17.095: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,

JQEV30316:51:17.187: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,

JQEV30316:51:17.279: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Routerd A RGN LRBREMRER , RNRERFEISHRIIRATE, EEFXLEES , HHM

<ffroot>

Router4(config)#

access-list 150 permt ip host 172.16.12.1 host 172.16.34.4

Router4(config)#

access-list 150 permt ip host 172.16.34.4 host 172.16.12.1

BME :

Jan 20 16:53:16.527: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.531: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

Jan 20 16:53:16.627: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.635: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

Jan 20 16:53:16.727: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.731: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

Jan 20 16:53:16.823: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.827: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

Jan 20 16:53:16.919: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

Jan 20 16:53:16.923: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

& EMRK debug BT , Z—MAEREZFBHEL , HE debug XA show log B

SRR



<ffroot>

Router4#

configure term na

Router4 (config)#

no | oggi ng consol e

Router4(config)#

| oggi ng buffered 5000

Router4 (config)#A

Router4#

debug i p packet

IP packet debugging is on
Router4#

ping 172.16.12.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.12.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 36/36/37 ms

Router4#

undebug al

Al11 possible debugging has been turned off

Router4#

show | og

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: disabled
Monitor logging: level debugging, 0 messages logged
Buffer logging: Tevel debugging, 61 messages logged
Trap logging: level informational, 59 message lines logged

Log Buffer (5000 bytes):



Jan 20 16:55:46.587: IP: s=172.16.34.4 (local), d=172.16.12.1 (Serial0), Ten 100,
sending

Jan 20 16:55:46.679: IP: s=172.16.12.1 (Serial0), d=172.16.34.4 (Serial0), len 100,
rcvd 3

pingfltraceroute M TIRAE AW AIAMNERREE , MK IRITEREFE A X LE XML [ 3
AT FEBERR

EESEYS

- THEY & ping MY & traceroute a5 S
« HARE¥F - Cisco Systems
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