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PR FEENHIFERVIGEZEFISIER (ACL) BA. MARFRSS (WATREXREAIBREDN
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AR EFWSMEATRAMHA)ZRH |, REER BN FTIERATEARN , BETRTEER
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SRS

=R

X ERBERARENER,
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AT EEETUTHR4EMEHIRA
s BITHRARA 3.1 RESMRAH B A SRS ER
- HHENTARNLELBER Catalyst 6500 K5I :

a. ®ACisco 10S®# ! ( #F Supervisor Cisco 10S ) S CatalystiRE RS (OS)H
Supervisor8|®, BXF%#M Supervisor BIEMMRERAWEE , FSHEE,

b. %74 Cisco 10S ¥ ## Multilayer Switch Feature Card (MSFC) 2, BxFiX#F# Cisco
|I0S M RANER , FSHRE,

EE5| !
Cisco 10S B R
%;zo |OS HHFIRA 12.2(18)SXF RES 720. 32
Cisco 10S BiEBRA 12.2(18)SXF2 BE |2. 720 #
= R 32
Cisco 10S B &Y,
Cisco 10S #AERRA 12.2(18)SXF4 720, 32
Catalyst 0S2
8.5(3) BB B HEA 2 10

T FWSMA % #Supervisor 18(1A,

2f£ Supervisor L f fCatalyst OSEY , ATLAEMSFC £ f# 1% £ 32 7 #F M9 Cisco IOSE AR AN 1 Y F
E— 7 Supervisor LfEH Cisco I0S B #at , FE MSFC LEAMEA MR,

AXEFNEEHBRETREXRERNETNREZREN . ANHEPERANAARERIERAR
(A RE. MREEANREXINGE , BTHALEL T HMAGSHEERE,

FER 7 m

WERELTATEEN T RNSELHR Cisco 7600 RYIKHES :

« ¥A Cisco I0S B ##Y Supervisor 5|2, BXFTX#H Supervisor 5|Z#0 Cisco I0S ¥R
AKPER , BSHEX.

* 3RH Cisco |0S ¥ MSFC 2, BXAT#FH Cisco I0S MURAWEER , HSH K.
A

BRXHERVBFHRER , FSH Cisco BRARTE RN,
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db B2 /=
B 5{15 Ex

FWSM R Z%1E Catalyst 6500 R % 3#4LH Cisco 7600 RFIEHE LWMEERS. SAZRARD
BERSH K IEER,

B K& AT R A BRI 4 | BRLESAEE PR EY A XS H BT RERMAV R B K IR AT FE B 45 2
ERERY (Fla , MBFADBERMEERFMEDT , AIRARXERY ) o MRFLER G
IR (2 Web = FTP fRS588 ) FEMNEA/ TR, M AR X LR IRE T B K&z faay —Mh L
F(MAREX (DMZ)) £, BrREAHEX DMZ WERIFRRIR , ERHA T DMZ X 2IELHAR
Sen , Wit , K REREMXLRSSR  MAEWEMNIBHE, SREEFHREABRE
( HIZATATR] Internet ) B , AIBEATIRG] , ATBMR A VPRI LA, ERFTHHRIESHER
R, HEERESEANE URL TR 2R

FWSM 2B ZERI8E , URBUTEMUB KBNS ARE LTI, EH (L 2F ) BHAEREKH
(53R ) BXmREE. BEMNMED , URIFSHMBINEE,

EEIPAXENMZEFUATER AR TR AT , ASBMELTHAE2EAEZEIR
¥, M TR AEZ/EH DMZ M A FASRAF#THARIGFA. AT FWSM AIEREASHLZ 2R
HMEETZED , ARPEIBRTFSRESED, 12 DMZ , EERWZHNBED (MREE ) |, X
EREXATIZEE,

BoE
AR R 444 5 A0 AT A S ARSI IR B A
EE  BRMAXABSPHEAGANESES  TEADSERTE (RREEMRES ) .

/%\ o

il

P £%
AXHEERATHERE

AR EREPEANIPHIULS R Internet EREER AR E, X REXREFHEAN
RFC 1918 #biit,

[

AXHEERANUTERE :
- Catalyst 6500 R 5l STk HL AL E
« FWSM fiti&

Catalyst 6500 R % XML &

1. Al {E Catalyst 6500 R %X #H =k Cisco 7600 K5I HET L Z%E FWSM, XHMNRIINEE
EMER , EARXEF , XENRIEHRN R
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AR EEEFWSMZEl , FEEREE .

2. ¥ VLAN 2 EL 2IBh K iE RS HEIR - b E 0 #iR I VLAN 2B E FWSM. FWSM R aEE
ANERYIEEN, Rk, SEANR VLAN #0, & VLAN 28 2 FWSM 55 VLAN 2B
B BAIRARLL ; FWSM SREIRGIEREER (MR FE ) IREZELHAIBED,

E  AXRUNAAZEVLIANFFE S B R R EVim O FHAER , SR Catalyst 65003 R 45k
HEREEENEEVLANI S .

a. VLAN 158 :

a. AIXy FWSM % A VLAN, % VLAN 2B E FWSM ; FWSM 1] B 314 5
B VLAN ##&57.

b. FNEEFERARER VLAN,
c. TeEfERA VLAN 1,

d. MREER - BERAERFWSMEB LR |, E2FENBENRNBRESE
ERENVIAND BLEXRWA. B2 , MREYE BERAREDGR | NS0
¥ VLAN 2FEEHFE 2 B A 4kim O o

e. MR VLAN 2B R FWSM 28I ARGE R MBI , W VLAN &F#E
Supervisor S|ZHIFEESF | XL VLAN £ERFINEI R A a4 & 1E B FWSM,

f. 3 VLAN B2 MSFC 281 , HFE A RHE 2 EE FWSM,
THBEMEZHERN VLAN HF28FER2R7E FWSM E2 B VLAN SBE W,
b. 7 Cisco 10S ##4HF VLAN 7 E E FWSM :

£ Cisco 10S B BIEZF 2 16 MBI ARE VLAN 4 |, REFHX LA 2B R FWSM, 4l
o, ATBAEFRE VLAN 2 EEIE —1NE | SEJLSE—NRIBAM —MNAZA | tm
UABNVAFSE—NME, SMNMITUEEELREZA VLAN,

AR E—1 VLAN BRI ZNAA A ; BR , ATLRS M AEA S REFED
FWSM , 3 B[ BURF AN R SRA D BRI Z A FWSM, it , EHEEZ A FWSM &
VLAN A F—MEIEyAd | ZAM T TEHN FWSM A AR VLAN,

a. TREATEHE] , & VLAN 2FEE FWSM :

<#root>
Router(config)#

firewall vlan-group firewall_group vlan_range

vlan_range ¥ 1% — 4 & % 4 VLAN (B4 2 ] 1000 122 1025 3| 4094) > E+¥ 3% & 4 45
(n) (4 5~10~15) &% 4 # % (n-x) (4 5-10~10-20) -
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EE  BAmOMWANE O HRZEVLAN , E1E1020-110058 E B VLAN T &8
EEFEAF,

~

<#froot>

firewall vlan-group 1 10,15, 20,25

b. B TR , FEy K EE D E R FWSM,

<#root>
Router(config)#

firewal | nodul e nodul e_nunber vl an-group firewall_group

firewall_group # - 4 & % f2%% » v EdE 4 3%F (n) (40 5) &% 1 55F (4 5-10) -

T~

<tfroot>

firewall nmodule 1 vlan-group 1

c. 1 Catalyst BERZERHFH R VLAN £ B | FWSM - 7£ Catalyst OS F#kH |, AIfF—5
VLAN ' BLE| FWSM, MIREZE | AfFE—4 VLAN 2B E %/ FWSM, ¥R Z
EXRZ/ VLAN,

FTRUATEER , & VLAN B2 FWSM.

<#root>
Console> (enable)

set vlan vlian_list firewall-vlan nod_num

vlian_Tist # & - /& %4 VLAN (B4 2 ] 1000 > r2 2 1025 ] 4094) - w2 & 4 4% (n) (4= 5
10~15) &% 4 7= 5 (n-x) (4 5-10~10-20) -

3. [ RMEREO A INE MSFC - £ MSFC £E MK VLAN FARMERZED, RSGAT
SVI #9 VLAN B EE| FWSM , | MSFC &7 FWSM FHAEE 3 & VLAN Z B H.



HTZR2ER , BIABERT , £ MSFC #l FWSM Z[E{X AJ 2 — 4 SVI, il |, tR4E iR 1
RNERZEET 2/ SVI, NH MSFC 2B 7 AEBAMSER VLAN B |, ATRESEA R IFBIERSE
& FWSM,

TRUTHR , BE SVI

<#root>

Router(config)#

interface vlan vl an_nunber
Router(config-if)#

i p address address nask

-

<#froot>

interface vlan 20
ip address 192.168.1.1 255.255.255.0

Catalyst 6500 R %I IR HLEE

I-—- Qutput Suppressed

firewall vlan-group 1 10,15,20,25
firewall module 1 vlan-group 1

interface vlan 20
ip address 192.168.1.1 255.255.255.0

I-—- Qutput Suppressed

IR ERERATENBRIBERSN G TMARIEZBIFWSM:

Ny

« Cisco |0S & :

<tfroot>
Router#

sessi on sl ot



processor 1

« Catalyst OS ¥4 :

<#root>
Console> (enable)

sessi on nodul e_nunber

(At ) EEMBRSERAE VLAN - IRRBRYERFHMRSZER ( HlNNHEFZEHEIZE
(ACE) ) , Mg MMBEXLERSFSERAZHEL VLAN, BxEEAAIRER —EER , 24T
L1t FWSM BB HAER , H2 W22 ACE Ml FWSM MY fRSFEHRR T,

FWSM fi &

1.8 FWSM ELE# 0 - FEREEOBVA IP it 7l R FHIERET FWSM, 83 R E X
MIANZ 2R, B0, WMREFEODRE Ninside , FERAHBREZ LSS , N
FWSM&HZ 2% 5IIRE N 100,

AR BMEONRERFNLTN TO (KK ) 2100 (&S ) <@, HlM, NFHEREHIM
2 (BIINAEIMENMGE ) DEE1004% , MEEEInternetf A TR E AT AR OR ., HAMLE
( 5120DMZ ) AT F A E ZH .

AfSE— VLAN ID FHnEIE E |, B RXEBLEHREI S E R FWSM B VLAN ( 5lzn 10,
15, 20 F 25 ) F aJEHEIER. # A show vian R A EERE S B E FWSM & VLAN,

<tfroot>

interface vlian 20

narei f outside

security-level O

ip address 192.168. 1.2 255.255.255.0
interface vlian 10

narei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
interface vlian 15

narei f dnezl

security-level 60

i p address 192.168.2.1 255. 255. 255. 224
interface vlian 25

narei f dne2
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security-level 50
ip address 192.168. 3.1 255. 255. 255. 224

2R : £nameif <name> T H , NamMeRRZITEMSNERFNNAEAZRE | FXOKRNME,
FERAFEEFHALG S TEREM. BZHA o R , BRAZaSNL2SHMERFTE S A
BT,

ECIERIARS A

<{froot>

route outside 0.0.0.0 0.0.0.0 192.168.1.1

BRIABR A TARIAMK IP #hik (192.168.1.1) , FWSM &P & B ER MK ARBAKHNAE
IP BIERE R ET MR, ERIAB RN B FR IP #3178 0.0.0.0/0 HIERASEKH, FRiR%
E BB BMLELETERRIARKA,

. ZHA NAT RS — A SRRt (10.1.1.0/24) 53R FL AT TE B AR M 45 1 5% B 09 B s 3
(192.168.1.20-192.168.1.50) St MRETSHAIERT hat A ALLSEBRA D, M ERBRHIENIHEE
&R , FWSM S MBRET AR R H 9B — /N IP #edib, X EBRENS shiERER F 2R
B, RBRNXEEZHEAE , BRBERZE , T2ABEAFPREHEEN IP thit,

<{froot>

nat (inside) 1 10.1.1.0 255.255.255.0

gl obal (outside) 1 192.168.1.20-192.168.1.50 netnmask 255.255.255.0
access-list Internet extended deny ip any 192.168.2.0 255.255.255.0
access-list Internet extended permt ip any any

access-group Internet in interface inside

EEHIE ACL LB R E NERM L 10.1.1.0/24 BIRIEFd A DMZ1 R4 (192.168.2.0) , 3
B F ACL Internet N A BERN & ABIE R AL @RI O U AR FHMRBENBIERE

1 2 Internet.

. FPSNAT R Q32 SRRt i ZURR S b 41t BY B E ¥4 . EAIBIANATHIPAT , B8 EHEBREE
HiRMEAT R RRA . RAERARRS NAT NEMELERNMRS it RAMER ,
BEEFAENEGIAN |, Fit , 85 NAT A A BN LN EVREREEFHRRENA
BER , BRERFEAZITHNIER IR,

A NAT FES NAT iSEE 2 BN EEXFIR : IREEATFHENMTINFRYIEK | &
ANAT JRAFZEEINARECHRIVNIERE , M3IAS NAT R FXEM, NTFES
NAT , RSt B E S EFRbFE .

<ffroot>



static (dnel, outside) 192.168.1.6 192.168. 2.2 net mask 255. 255. 255. 255

static (dne2,outside) 192.168.1.10 192.168. 3.2 netmask 255. 255. 255. 255

access-1list outside extended permt tcp any host 192.168.1.10 eq http

access-1list outside extended permt tcp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-data
access-1ist outside extended permt udp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-status
access-1list inbound extended permt udp any host 216.70.55.69 range 8766 30000

access-group outside in interface outside

LEERTHNES NAT B4, F—MNMEAQATHAIED LAYSERR IP 192.168.2.2 K
SNERF R _ERYBRES IP 192.168.1.6 , BIIER ACL RFREIR 192.168.1.30 B ERIE 7 4% 1 TR
5 IP 192.168.1.6 LAM@E /517 DMZ1 W& #) Websense fRES85. BF , FE=NEBANATIES
BT EREEO LASERRIP 192.168.3.2%# 1 4\ E8F M LAYBRSTIP 192.168.1.10 , B~
ACL A MinternetEIBREHIP 192.168.1. 100 R & 15 [FIDMZ2M £ R I WebBR 5585 , H Budpim
N5 7£8766F|30000895E Ao

5. url-server T S Al EIZ 1T Websense URL SRR ARRF RS ES. MHXHRFIRE TR
XN TFHZ 16 N URL RS8R , ZEXTHRZ 4 P URL RFE , ERBANAFEA —MNARE
FF ( N2H2 =% Websense ) » b9 , ERZ L REZLNEERS , NARFRSS|LWEEHT
2T, FRBHNENMEXREE D FFHITEHEE R,

EXHEI HTTPS M FTP B filter S 2 BI AN EBE url-server 5T, MRMIRS /IR
FBR T FTE URL BRSS 8% , Mtb & MBRS URL AIEMXEIFRA filter 5T,

EERSH2G , BEA fiter url 858 A URL TIERS .

<tfroot>

url-server (dnzl) vendor websense host 192.168.2.2 tinmeout 30 protocol TCP version 1 connections 5

filter url #75 2¥FBE LE 3k B 4 | Websense 33iE M AR F 15 ER World Wide Web URL £
Hyk AP #FEE,

<#root>

filter url http 10.1.1.0 255.255.255.0 0 0

FWSM &

!--- Output Suppressed

interface vlan 20
nameif outside
security-level 0
ip address 192.168.1.2 255.255.255.0




interface vlan 10

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
interface vlan 15

nameif dmzl

security-level 60

ip address 192.168.2.1 255.255.255.224
interface vlan 25

nameif dmz2

security-level 50

ip address 192.168.3.1 255.255.255.224
passwd f10wer
enable password treehOu$e
route outside 0 0 192.168.1.1 1
url-server (dmzl) vendor websense host 192.168.2.2 timeout 30 protocol TCP version 1 connections 5
url-cache dst 128
filter url http 10.1.1.0 255.255.255.0 0 O

!I-—-- When inside users access an HTTP server, FWSM consults with a !--- Websense server in order to de

nat (inside) 1 10.1.1.0 255.255.255.0
global (outside) 1 192.168.1.20-192.168.1.50 netmask 255.255.255.0

!--- Dynamic NAT for inside users that access the Internet
static (dmzl,outside) 192.168.1.6 192.168.2.2 netmask 255.255.255.255

!--- A host on the subnet 192.168.1.0/24 requires access to the Websense !--- server for management th.

static (dmz2,outside) 192.168.1.10 192.168.3.2 netmask 255.255.255.255

I--- A host on the Internet requires access to the Webserver, so the Webserver !--- uses a static tran.

access-1list Internet extended deny 1ip any 192.168.2.0 255.255.255.0
access-1list Internet extended permit ip any any
access-group Internet in interface inside

I-—- Allows all inside hosts to access the outside for any IP traffic, !--- but denies them access to

access-1list outside extended permit tcp any host 192.168.1.10 eq http

I-—- Allows the traffic from the internet with the destination IP address !--- 192.168.1.10 and destin

access-1list outside extended permit tcp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-data
access-1list outside extended permit udp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-status

I--- Allows the management host 192.168.1.30 to use !--- pcAnywhere on the Websense server

access-1ist inbound extended permit udp any host 216.70.55.69 range 8766 30000

!--- Allows udp port number in the range of 8766 to 30000.




access-group outside in interface outside

access-group WEBSENSE 1in interface dmzl

access-1ist WEBSENSE extended permit tcp host 192.168.2.2 any eq http

I--- The Websense server needs to access the Websense !--- updater server on the outside.

I--- Output .
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aef: 0o g

1. RERERSEFTERER , URIEXBRIZE S HIA FWSM HRFHERA

« Cisco |10S ## :

<#root>
Router#

show nodul e

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD0444099Y
2 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03475619
3 2 Intrusion Detection System WS-X6381-IDS SAD04250KV5

4 6 Firewall Mdule WS- SVC- FWv 1 SAD062302WU4

Catalyst OS 4 :

<#root>

Console>

show nodul e [ mod- nuni

The following is sample output from the show module command:

Console> show module

Mod Slot Ports Module-Type Model Sub Status

1 1 2 1000BaseX Supervisor WS-X6K-SUP1A-2GE yes ok

15 1 1 Multilayer Switch Feature WS-F6K-MSFC no ok

4 4 2 Intrusion Detection Syste WS-X6381-IDS no ok

) (OIT) ZEFE L show @5 H. A OIT JEFX show trH
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5 5 6 Firewal | Mdul e W5- SVC- FWwvt 1 no ok

6 6 8 1000BaseX Ethernet WS-X6408-GBIC no ok

EE : show modulefis & & RFWSMEY A/ Nip O, XL O R24HE N EtherChannel B A ZBim

o

<#root>
Router#
show firewal |l vlan-group

Group vlans

1 10,15,20
51 70-85
52 100

<#root>
Router#
show firewal | nodul e

Module Vlan-groups
5 1,51
8 1,52

4 MAERTRERGNSS , LEFZHEISIKX :

« Cisco |10S ## :

<#froot>
Router#

show boot devi ce [ nod_nuni

T~ -

<#root>
Router#
show boot device

[mod:1 ]:
[mod:2 ]:



[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:

: cf:4

: cf:4

O o0 NOUVI b~ W
e

« Catalyst OS ¥4 :

<#root>
Console> (enable)

show boot device nmod_num

-

<#root>
Console> (enable)
show boot device 6

Device BOOT variable = cf:5

B HERR

R RE T THTHEERITHREHRROES.

1. Setting the Default Boot Partition — BRIAER T , FWSMMcl4MARF 2 X51S. BER , &
A LUEREM cf:5 RARF D XHEISHEM cf1 #F2X51S5, EERBRINGISHKX |, WA
ERTERERGENGS

« Cisco 10S & :

<#root>
Router(config)#

boot device nodul e mod_num cf:n

HPMn A1 (%5 ). 4( HRERF ) 5 ( MAERF) -

. Catalyst OS ¥ # :



<#root>
Console> (enable)

set boot device cf:n nod_num

HP@WnRA1(%F ). 4( HAERF ) H5 ( MAERF) .

2. £ Cisco IOS HFHEE FWSM - EEE FWSM , T AN T RS S

<ffroot>
Router#

hw- modul e modul e mod_num reset [cf:n] [memtest-full]

cENnZBESX , AR (%5 ). 4 (A )IS5 (NA ), MEREESKX , NEHERIA
PX , BER cf4,

mem-test-full ETATETEEBRFN R , TRZNAXNFE 6 5484,

-

<#root>
Router#
hw nod nodul e 9 reset

Proceed with reload of module? [confirm] y

% reset issued for module 9

Router#

00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:SP:The PC in slot 8 1is shutting down. Please wait ...

Catalyst OS ¥4 :

<#root>
Console> (enable)

reset nod_num [ cf: n]

Hictn@ 0 X , AT R (%4 ). 4 (KA ) W5 (A ), MRKEESX , MEARIA
ﬁJ\IZ , Eﬁﬁg cf:4,



EE  BEEFWSMLEEENTP , RN MR EEZE,
B & : FoiENF VLAN BB 7RM FWSM &5 IPS Sensor 4270

ToEGHIEFRMN FWSM £ 2 IPS Sensor.
BARAR

EHFERBED IPS WHEERCIEREN VLAN , BUERMMRZE VLAN 2 AFE D |, RiarHHFE
E—i#., A VLAN 401 M 501 REWRE , LEE-F THIUTAR

- MRERFF VLAN 401 EHEIER , BEIES —/ vlan VLAN 501 ( %8BI VLAN ) . RE
M VLAN #0401 , 401 AW EH Y51 BN E B ERRIAM X,

- AREERZBITE VLAN 401 #£0 EZHME —#iut/Z B VLAN 501 #0,

« FIPSEOFHN—NET VLAN401 A, 5—METF VLAN 501 #,

B EFVLAN 401 ERIAM X B EIVLAN 501 L, R EFE , BEEFNVLANHTE LN E R,
BEEE , VLAN KR L5 LAN WEELl, BRIARXTESERZMRXNENFTENLE L,

FWSM Ry To = $i g 2 0] &
AR FWSM AR E R EUE 20 & ?
BRFR

rE£BEE#ER T A H sysopt np completion-unit 8 AR FWSM FNEFEESRE, £
FWSM K7 3.2(5) R ATl w , A TFEAKIESHNEKINFMZERIRFMEE.,

[RIRR : FT3E 33X R BE B IR 2 A% T BT B X 8
ToER I PR B B E A B B N 3%
BRFR

EEREEEN T & H set connection advanced-options tcp-state-bypass i A & IE X #R & B 5
‘BEEBEEPE K, £ FWSM MRA 3.2(1) FEIA T &S,

FWSM 8 Netflow X
FWSM 2 7Z& Z#F Netflow ?
RAR

FWSM A% # Netflow.



EESEYS

« Cisco Catalyst 6500 R 5B A 3E RSB R T TN
« Cisco Catalyst 6500 R 5| #aHl T 3T

« Cisco 7600 R FIBRHEFTIFR

- fER TFWSM TCPEEFISYN cookie

s BFARZEFFHY - Cisco Systems
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