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Prerequisites

Requirements
Cisco BUUER THUTER :

. Cisco Unified Contact Center Express (UCCX)hxZx11.65%Cisco Unified Contact Center
Enterprise Release 11.63 & # AV B R /02l (PCCE)MRA11.6 AN AT E A o

Note: A& X S Z B i& >< F Cisco ldentitify RS (ID)F & BE R B (IdP)e AN S ZUCCXREEME
FRB , A E XU X FCisco Identitify g5 (UCCX/UCCE/PCCE)#IdP,



Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration. 20 R #& i B £& S2Br
, BRUEZ T AT EmSHEEZM0,

BR

OTERRMAE -—EFRDEHAATEIBMERFNERNEFRENFTENEERBHNEEREARE
MHREBN AV RRRBHNERSETIE., ©XERLEKFICES(SAML2), IDFESAML2E %
ML RHERPIIODREIDLNEL, £11.6, IDEXSOTIIP—EEA,

Note: A X ZE O G HRA3.3.0(F N EEM TS HFSSOM

REER

A e Re o]

O hRA v3.3.0

THNE http://shibboleth.net/downloads/identity-provider/
- Ubuntu 14.0.4

JavahR#"1.8.0_121"
REL B FH R H(LDAP) R A E5E B %2.0
OSMERS 2R Apache Tomcat/8.5.12
N ATHREESEwiki

https://wiki.shibboleth.net/confluence/display/IDP30/Installation

Configure

SERLLDAPR S5 8%

EERLDAPRERE DT , FETESshibboleth_homely $shibboleth_home/conf/ldap.properties &
EFH(MINE=Z/opt/shibboleth-idp) RIERFZE B REOTHREMREA,

FE A&

. " RFETHINERMN , B — AT LS {idp.home} /credentials

idp.authn.LDAP trustCertificates g ey, home 2 4% Fsetenv.shi§JAVA OPTSHS: H H TR B2 &
S ]2 L4 A VER , BE— % {i

idp.authn.LDAP.trustStore /z:ri?n?;z&’fﬁmﬂ’uava keystore Y &R , JBE — N ith 3XH7E % {idp

idp.authn.LDAP.returnAttributes  EZEIRELDAPAttributesfiESH 2B IR, NMEBREMARMY |

idp.authn.LDAP.baseDN LDAPE RFEE#M M 1THbaseDN
idp.authn.LDAP.subtreeSearch ~ 2&i#HiE %
idp.authn.LDAP.userFilter LDAP#E %t 8 25
idp.authn.LDAP.bindDN RAHDNS | HIBREIIT

idp.authn.LDAP.bindDNCredential #4185 |, HIERFIT
idp.authn.LDAP.dnFormat 4 B A FDnsty — ME XL F RF R UE


http://shibboleth.net/downloads/identity-provider/
https://wiki.shibboleth.net/confluence/display/IDP30/Installation

idp.authn.LDAP.authenticator R HITAUE 0T Y T4ER HIMLDAP
idp.authn.LDAP.ldapURL LDAP H FHERURI

RTHEFMANESR  F5E

https://wiki.shibboleth.net/confluence/display/IDP30/LDAPAuthnConfiguration

1 B R S

#f orres onses
# dg hn. LDAP. r esponseTi neout = PT3S
{var ustcertificat eTrust ke St or eTr ust
#| dp. aut hn. LDAP. ssl Config = certificateTrust
##certificateTrust
I dp. aut hn. LDAP. trustCertificates = % {i dp. hone}

[credential s/l dap server.crt
##keySt oreTrusttruststore
I dp.aut hn. LDAP.trust Store = % {i dp. hone}

7/L?é;h:tredent i al s/l dap-server.truststore

#i dp. aut hn. LDAP. returnAttri butes = userPrinci pal Name

sAMAccount Nane
;#dp aut hn. LDAP. returnAttributes = *

#DNanonSear chAut hent i cat or bi ndSear chAut henti cat or

# for AD Cn=users DC=exanpl e DC=or )

i dp. aut hn. LDAP. baseDN = Cn=users =ci sco Dc=com

i dp. aut hn. LDAP. subt reeSearch =

*I'dp. aut hn. LDAP. userFi [ ter = (sAMAccount Name= {}) *

or AD i dp. aut hn. LDAP. bi ndDN= adni nuser @onai n. com
.aut hn. LDAP. bi ndDN = adm ni strator @i Sco. com

. aut hn. LDAP. bi ndDNCr edent al = C sco@23
I
r
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e

rect Aut henti cat or adAut henti cat or

ADi dp. aut hn. LDAP. anorrrat =% s@lomai n. com

.au LDAP. dnFor mat = % s@df sserver. ci sco. com
APY Iver X

u%/e resol ver. LDAP. | dapURL = %

LDAP. | dapURL{
ut'e.resol ver. LDAP. connect Ti neout =

n, LDAP. connect Ti meout : PT3S
te.resol ver. LDAP. responseTi meout =

LDAP. r esponseTi neout : PT3S
e.resol ver. LDAP. baseDN = %

DAP. baseDN { .
e.resol ver. LDAP. bi ndDN = %

DAP. bi ndDN {
ute. resol ver. LDAP. bi ndDNCr edential = %
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DAP. useStart TLS i L
e.resolver. LDAP.trustCertificates = %

DAP. trustCertificates }.
ute.resol ver. LDAP. searchFilter =

I\/Account Nanme=$r esol ut i onCont ext . pri nci pal )
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<entry key=" AccessBylIPAddress " >

<bean id=" AccessBylPAddress” parent= " shibboleth.IPRangeAccessControl’

p : allowedRanges="# {{'127.0.0.1/32', '0.0.0.0/0', '::1/128', '10.78.93.103/32"}}"/>
</entry>

7N 10'0.0.0.0/0'F| R VFAVSEE . XAV EFTEIpSEERIER.

EROSERID


https://wiki.shibboleth.net/confluence/display/IDP30/LDAPAuthnConfiguration

RLBIEESHANNEIDR B E &’

Bl EIDERIA N SHA1, FFH“$shibboleth_home/conf/idp.properties” £ :
idp.signing.config = shibboleth.SigningConfiguration.SHA1
ARt E B E -

idp.encryption.optional =K

MRREECNE , RAKREMZRACA , S50, F2SBERME, B, XBBHRITNE NS
FWMBERERFA(— I RENBEXNSFEN THEFRHINZS) , BRENBI M,

Bt BuidMuser_principal SAMLEI 51

AttributeDefinition#E “$shibboleth_home/conf/attribute-resolver.xml”# 7 fin Bk &+
sAMAccountNameFluserPrincipalNameZ| Z|uid¥luser_principal fESAMLE] Ki .

B, ERINS#FRIE<DataConnector>flIdapiE 8% E .

Note: ReturnAttributes & Z F {E“sAMAccountName userPrincipalName”$g8 .

Note: 1N RE 5#UE B F(AD)K &£ LDAPProperty = 4K , T—.

<AttributeDefinition xsi:type="Sinple" id="ciscoUPN' sourceAttributel D="userPrinci pal Nane" >
<Dependency ref="LDAP" />
<AttributeEncoder xsi:type="SAM.1String" nane="user_principal" />
<AttributeEncoder xsi:type="SAM.2String" nanme="user_principal" friendl yNane="user _principal" />
</[AttributeDefinition>

<AttributeDefinition xsi:type="Sinple" id="ciscoU D' sourceAttributel D="sAMAccount Nang" >
<Dependency ref="LDAP" />
<AttributeEncoder xsi:type="SAM.1String" name="uid" />
<AttributeEncoder xsi:type="SAM.2String" nane="uid" friendl yNane="uid" />
</[AttributeDefinition>

<Dat aConnector id="LDAP" xsi:type="LDAPDi rectory"
| dapURL="1 dap: // adf sserver. ci sco. cont
baseDN="CN=user s, DC=ci sco, DC=cont'
princi pal ="adm ni strat or @i sco. cont
princi pal Credenti al ="<cred>">
<Fil ter Tenpl at e>
<! [ CDATA[
9%{idp.attribute.resol ver. LDAP. searchFilter}
11>
</FilterTenpl at e>
<Ret urnAttri but es>sAMAccount Nane user Pri nci pal Nane</ Retur nAttri but es>
<LDAPProperty nane="java.nam ng.referral" value="fol |l ow'/>
</ Dat aConnect or >

& H1E“$shibboleth_home/conf/attribute-filter.xml B2 {t,

<Pol i cyRequi rement Rul e xsi:type="ANY" />



<AttributeRule attributel D="ci scoU D'>
<Permi t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>

<AttributeRule attributel D="ci scoUPN'>
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>

B X “$shibboleth_home/conf/saml-nameid.xml” toinclude

<bean parent ="shi bbol et h. SAML2At t ri but eSour cedGener at or"
p: format ="urn: oasi s: names: tc: SAM.: 2. 0: nanei d-f or nat : persi stent”
p:attributeSourcelds="#{ {'ciscoUPN} }" />

<bean parent ="shi bbol et h. SAML2At t ri but eSour cedGener at or"
p: format ="urn: oasi s: names: tc: SAM.: 2. 0: nanei d-f or nat : persi stent”
p:attributeSourcelds="#{ {'ciscoUD} }" />

IdP T ¥ 4E

|dP JT 34 3E = 7] F3 B9 7 S04 % “$shibboleth_home/metadata’s idp-metadata.xmlI3C4F AT LA N E;
ID3& 33 Application Programming Interface (API)

PUT https://<idshost>:<idsport>/ids/v1/config/idpmetadata

BREidsportF — N AJ E & L 44 M {EH 2 "8553"

TS OSBERTES2LENIES, —RZEMIANERNbackchannel, EEX#E
“$shibboleth_home/credentials#” X #kidp-backchannel.crtif BlbackchanneliAiE, MR &[]
FBEINER T ANETHE | BRIZMNTHEmIM R R EEEINEE MR EID. X2ER
IDTE T IE 6 A B AR K 35X — certifcatefifedlet 12.0F, MREE—NSBHINERTAMN ,
fedletfsE A 28 — N AT BV TAGLE

A I T B E A

F 112 E A £ $shibboleth_home/metadata-providers.xmlty 5 B &l & st B3R N &,

<bean parent ="shi bbol et h. SAML2At t ri but eSour cedGener at or"
p: format ="urn: oasi s: names: tc: SAM.: 2. 0: nanei d-f or nat : persi stent”
p:attributeSourcelds="#{ {'ciscoUPN} }" />

<bean parent ="shi bbol et h. SAML2At t ri but eSour cedGener at or "
p: format ="urn: oasi s: names: tc: SAM.: 2. 0: nanei d-f or nat : persi stent”
p:attributeSourcelds="#{ {'ciscoUD} }" />

BE"id "BETUARIAH—BF,

& B RATBFEHNE@SEIRIS , F B THIER T ANEREEN X4/ opt/shibboleth-
idp/SP/sp.xml,

MRS HIDAR S IR AL 7 (SP) T ##E 2 72 % B 15 E W metadataFile,

Note: ID SPJ Tt #E A LB GET https://<idshost>:<idsport>/ids/v1/configispmetadataifi & &
, idsportF2—MNAEESL (K , H H{ER"8553",
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