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Cisco BWIEBTHLUTEE :

« Cisco Unified Communications Manager (CUCM) &% ¢ & = &1
« X.509 iEH

. HIEEREEIES (MIC)

« LSC

o IEBMEHEIRIEINEE (CAPF) iEHR#E

- RINR£LRE (SBD)



. WBEEBIR (ITL) T4
ERAREH
AR S B E T %45 SBD 8 CUCM IR , B) CUCM 8.0(1) REB AR,

N e ENERTRBRIARSIRE (SBD) HiE. BIE, 7940 R 7960 BiEFF X
SBD , 7935, 7936 1 7937 £ BiFtw A~ xE¥F SBD, MEFEEFEM CUCM A £#F SBD
IR IR , BAHOXSMZ Cisco Unified Reporting > &£:#R & > Unified CM EiEIAESI &R
REETEX L  BARSBREWIRE.

AXHEPNEEHRRETREXRENEFNREFEN, AXEFEANAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHEELE,
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U
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BRUERM R REINEE (CAPF) RERERFATRLIZT. RHHFZ LSC WIEBH R
(CA) BEE &,

MIC &5 LSC

R 4+%t 802.1X F AnyConnect Phone VPN R E TIEHBH S MR , NH4M T # MIC 5 LSC
Z A X 50,

BEHERBFEL] FIEOMEES MIC, IEPHHREFR—TUERFE CAIEH ( BRFHE CA. B
4% CA SHA2. CAP-RTP-001 8, CAP-RTP-002 if# ) X2, YsiFRMiIHet , 2iFHEE
BEMHICiscoiE , EXTLRIIBERAETHEAFICUCMESR ., TRAREERMNATTHMWED
ME At 757 KB IESE TS BiE

MR, LSC HEBERAREREEBRIFL , FH CUCM KM HK CAPF iEBEE, B LU 802.1X
=% AnyConnect VPN B & R XEEHE X CAPF iEHMA MMM AR LSC, EF LSC mA= MIC
BTEBSORIE , ETERAMRHZEENBRIFRR.
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AHEER T T CUCM X EMRSER

« CUCM 4B M TFTP BRS5 &%
« CUCM iTHZA M TFTP RS 2%

IOUF CAPF IEB i AZIH , RS EEHZEIHE, )X SM=Z Cisco Unified OS Administration > &
2> IREE K ARSMEERIIPRITFRE CAPF WIEPHIR , MEFIR.

dsls Centificate List

€ | © & | nttps//10122138.102/ cnplatform/certificateFindList.do C || Q Search wBe 9 3 /& G- =

WEMEEGENE Cisco Unified OS5 Administration m

administrator Search Documentation About Logout

alimln  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show ~

Seftings * Securty ¥ Software Upgrades * Services ¥ Help

Certificate List

@;j) Generate Self-signed % Upload Certificate/Certificate chain E:lD Generate CSR

Status ‘

’7® 1 records found

| Certificate List (1-10of1) Rows per Page 50 ~

Find Certificate List where Certificate + iz exactly « CAPF Clear Filter E] ‘

Certificate > Common Name Type Key Type Distribution Issued By Expiration Description
CAPF CAPF-7f0ae8d7 Self-zsigned RSA ao0115pub CAPF-7f0ae8d7? 11/20/2021 Self-zigned certificate generated by system |

[ Generate Self-signed ][ Upload Cartificata/Certificate chain ][ Generate CSR ]

KROBABMTTEBFAGE NH. REUERXABEERPHNBRHTTE BN ERHE
RAH , LBEERMEH , MERR,



— Certificate Settings

File Name CAPF.pem
Certificate Purpose CAPF
Certificate Type certs
Certificate Group product-cm

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data

[

Version: V3

Serial Number: 64F2FE613B79CSD362E26DAB4ABETE1E

Signaturealgorithm: SHAZS6withRSA (1.2.840.113549.1.1.11)

Issuer Name: L=Bgxborough, ST=MA, CN=CAPF-7f0aedd?, QU=TAZ, O=Cisco Systems, C=US

Yalidity From: Mon Mowv 21 15:49:43 EST 2016

To: Sat Nov 20 15:49:42 EST 2021
Subject Name: L=Bgxborough, ST=MA, CHN=CAPF-7f0aedd?, QU=TALC, O=Cisco Systems, C=US
Key: BEA (1.2.840.113549.1.1.1)
key value:

3082010a0282010100c39c51d51eadb8216af79a1b231ce42896cf13fd23295f32a2f0baeasy9e5falacs
bb5&fcf015c179272e4f470ec06900667997de25c7be61653d45302c8aded022bb2beed7f9a7b56adfdS5e0S
4770f41f06bf5e4621e2a8233146a7fccd40d55704cd73a03a44f5b674cbec81e33c06d5d44e358db4ba
9710b4c022bed4357a1a064df9e320229feb00213f0c0bda3bdeda363d6afcf162c20a86561d3e87acaddb
02cf079b01cfa3afdd12197bc115cb478202d41b5389dc0ba676061011d73eb3f1e2bf3f20424da2f753a -
c2d88bla5ab75%abdb44532dad9713592dde471c235884dc7 38c7ed2f1c6d0b393678ceci8d1bad2746d

»
m
-

m

[ Regenerate ] [ Generate C5R ] [ Download .FEM File ] [ Download .DER File

14| 1 [

MR CAPF EBERMNENFHRE  BERERZILED, F2AEACIHNENF R IR CAPF IEH
BEHIT LSC RERE, XHABEETANRRKAT CAPF LR EIHMEZENMAK LSC, &
KWMMERFAER CAPF IEBWES |, BSRNXE CUCM iE 5 B34 B/ AR,

Iﬂ# , MRFEF=FIEPMRIWEE CAPF iEH , M AT E LB B, MEIERIERER
R (CSR) XMHERMELR CAPFIEBHSA , REFEABLR LSC RETREBEUR TS
}ﬂlhito MREFEF=HLHN CAPFiLH , BEAENMEREEABZESE CAPFIEBEEL


https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/products-tech-notes-list.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/products-tech-notes-list.html

ge , MEAHARIE , RAREHMBBEHRE=HZEMN CAPF IFBZEEM LSC, FAE=HFZXEMW CAPF
UEP M kWAt | X AT EME 42 B T BE BERR .

A B MBE CAPF RS EREH RN EH AR CAPF iEBHS AZE=HEE M CAPF if
$, 0 CUCM 2B EBHRF, HEEHEFUESHN , E4PEOPTRXLRELR, &
RSEER | BSHERRE ID CSCue55353 - EEHAEMBIFEEM TVS/CCM/CAPF il
PR mES,

N srE  mELE CUCM BRA R SBD |, MIFie CUCM EREFRENRAMER | It LSC =
i e S WIE M, SBD £ CUCM 8.0(1) RESIRAMN —165, X LEMRAH CUCM o
 ITL XEEEHEX CUCM X H RS EH CAPF REMIER, X AP EIEERESD

CAPF FRFZUASZIFUEBIRE |, Bl LR/ F R I FELERR,

N 12k 8i8RAR CUCM , EENERRENREERSEXFIRRE. ATEACETESE
EixfEX | FiEd 7 X LSC A4E 802.1X B IIFs; AnyConnect VPN &/ i 5 7 16
IERY BBiE FE BRI PES

£ CUCM £BHMATE TFTP ARS8 L1217 show itl v H. MEE ITL XHREIE CAPF kB,

Flgn | AT 232% CUCM Subscriber ao115sub B9 show itl i AT ik,

N osrE . HRE—ThEEN CAPF B ITL IBR&H.

N EE  MBLM ITL R CAPF £B | B FE CUCM R 5 RS B3 HIA CAPF RS
REEBE, FTHIAX—K , BHXSME Cisco Unified Serviceability > T & > RS BUE
>CUCM &5 > R4 , ARRERREPMANMRENERS. WRZBRFEEAH-E
ENIN EFBCEZRS |, BAOXSME Cisco Unified Serviceability > T & > 2 &5 — IhAE
RS > BRS5ES > CM BRSS , R/E1E CUCM & FHFTE TFTP IRSEF LE#H B3I Cisco
TFTP BRSS , AEAER ITL X, b, FRET2XERBRIFE ID CSCuj78330,

N 5 ERE L CUCM EBERMFRA TETP JRSE 1517 show itl &4 | LUSIE4 3 CUCM
%75 CAPF I BHERBSSE LR,

<tfroot>

I TL Record #:1


https://tools.cisco.com/bugsearch/bug/CSCue55353
https://tools.cisco.com/bugsearch/bug/CSCue55353
https://tools.cisco.com/bugsearch/bug/CSCue55353
https://tools.cisco.com/bugsearch/bug/CSCue55353
https://tools.cisco.com/bugsearch/bug/CSCue55353
https://tools.cisco.com/bugsearch/bug/CSCuj78330

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGIH 2 727

2 DNSNAME 2

3 SUBJECTNAME 64 CN=CAPF- 7f 0ae8d7; OU=TAC; O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US

4 FUNCTI ON 2 CAPF

5 | SSUERNAME 64 CN=CAPF- 7f 0ae8d7; OU=TAC; O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US

6 SERI ALNUMBER 16 64: F2: FE: 61: 3B: 79: C5: D3: 62: E2: 6D: AB: 4A: 8B: 76: 1B

7 PUBLI CKEY 270

8 SI GNATURE 256

11 CERTHASH 20 C3 E6 97 DO 8A E1 0B F2 31 EC ED 20 EC C5 BC OF 83 BC BC 5E

12 HASH ALGORI THM 1 nul |



ITL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=ao0ll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:ES8

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 05 9A DE 20 14 55 23 2D 08 20 31 4E B5 9C E9 FE BD 2D 55 87
12 HASH ALGORITHM 1 null

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1680

2 DNSNAME 2

3 SUBJECTNAME 71 CN=ITLRECOVERY_aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 963 DF 98 C1 DB EO 61 02 1C 10 18 D8 BA F7 1B 2C AB 4C F8 C9 D5 (SHA1l Hash HEX)
This etoken was not used to sign the ITL file.

ITL Record #:4

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=a0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D OE 5F BO 8B 79 3B BF
12 HASH ALGORITHM 1 null

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1652

2 DNSNAME 2

3 SUBJECTNAME 59 CN=a0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 959 20 BD 40 75 51 CO 61 5C 14 0D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1l Hash HEX)
This etoken was used to sign the ITL file.



ITL Record #:6

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 59 CN=a0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 40 75 51 CO 61 5C 14 OD 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1l Hash HEX)

O 0O NOUVIDh WN R

ITL Record #:7

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1031

DNSNAME 9 aoll5sub

SUBJECTNAME 62 CN=a0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 62 CN=ao0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C

PUBLICKEY 97

SIGNATURE 103

CERTIFICATE 651 EO CF 8A B3 4F 79 CE 93 03 72 C3 7A 3F CF AE C3 3E DE 64 C5 (SHA1l Hash HEX)

O 0O NOUVIDh WN R

The ITL file was verified successfully.

FF CAPF RBWIAN ITL KR ER , THUERE LERIEBEE. EARGD , £H Nul ZRHFRE
RIRIE R % 2048 fi RSA iEH,

HREFL , RIFRBEARRE LSC , B R, Hli, £ 79XX RIBEL , TEMERE >4 -
Z2RlE>4-LSC,

l@rsucur‘dy Configuration ]

MIC &=
Installad

Hnikumﬂid
X Trict Lict
Select Security Selling
Exit

T ABRENRIERENHE. fKXSMZE Cisco Unified CM B > i&% > #HiF,

GUTHAELHABER BN CAPF £278% | MERFF :

XN FIEBERE  FERERR/FAR.
« NTEHRIER |, HiEFE Null 28 &,



o XATFAH, ZPIF. RSABEAKN (L) MECBRARD () REANRERIARE
NTREZKEE , FaAZED— /I ERY B HMETE,

s Phone Configuration

| (i | hitps://10.122,138.102/ccn ¢ || Q Search

alinlin  Cisco Unified CM Administration IEWEELLYY Cisco Unified CM Administ
cisco

For Cisco Unified Communications Solutions administrator Ssarch Documentation A

System +  Call Routing ~  Media Resources = Advanced Features = Device *  Application +  User Management * Bulk A

— Related Links: [T 173
ES&U& xl)elete Copy ‘E—' Reset 7 Apply Config :ﬂ: Add New

— Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade
Authentication Mode* By Mull String
Authentication String

Generate String
Key Order™® RSA Only
RSA Key Size (Bits)™* 20438
EC Key Size (Bits)
Operation Completes By 2016 11 22 16 (YYYY:MM:DD:HH)

Certificate Operation Status: Upgrade Failed: User Initiated Request Late/Timedout
Mate: Security Profile Contains Addition CAPF Settings.

RERE , RE& EHApply Configo

EE.'IEJ:E’J LSC '{j(/L,\EE&ﬁ‘J“%MIE” , ﬂﬂﬁﬁ'/_j‘o

VProcessing..

BIERERENR , BT,



‘Iﬂs seurity Configuration "]

MIC =
Installad

Plndl'g
¥ Teaat Li=i
Guntraiinﬂ keys... I

Exit |

BIENEE , HEEETHK/E , £if LSCREERNERE ,

‘@5 eeurity Configuration "]

MIC =
Installad

hltdlld

lll"l'ﬁ- st | ek
Select Security Sefting

Exit

'&—.I-T:EEEJEE’J 'ULL,\/QE”—FEEU ) ﬂﬂﬁﬁ'/_'ﬁo

[ 3:00p 11/22/16 118012
A Gy Stalus Messages
.egn(HTTF)
2:48:13p Trust List Updated
147:03p LSC: Installed
2:45:49p VPN Net Configured
2:45:36p SEPDOC282D1C15E.cnf.xmil
¥ saniHTTP)

View Status Messages

| Clear | Back |

RN

5 E

ERARRS AIHIAR BT EFEIZT.

ERUFZEBE LR LSC i BREE N |, 551 Cisco Unified Communications Manager E#1g

BT Ro

BIRRAS 11.0(1) YA CAPF 3R&E#0 ., =E , BAILMER
FERESEE CUCM EE Web REHEEHRNEIE,

BERMBFPLEN LSCIUEBHEIAR , FSRAXENANEH IP BERRIFH,

LSC IRZE

LSC #tB%& &


https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/en/us/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/en/us/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/en/us/obsolete/unified-communications/cisco-unified-communications-manager-version-11-0.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/zh_cn/support/unified-communications/unified-communications-manager-callmanager/series.html
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204
https://community.cisco.com:443/t5/collaboration-knowledge-base/how-to-retrieve-certificates-from-cisco-ip-phones/ta-p/3110204

BRI I D AV HEAR LCS #tE EE MBS EIE,

1. X SMEHREEE > BiF > FEFLE > T,

2. BERIREZEBEE <enter four digit model number> KEE , EBREXK , REEET—F .
3. RN FEP M AV EIIEE (CAPF) EEZ D

4. ETHIBDF | EBLE/AR.

EAREEEARESORIEIEXN , SORIEIEXMNELETLLEEXFRETE, WX
FREALTED , fINEERSEEXAFI R Nul ZRFEHERITNRA[TILES (RET
LSC )", MREFLETK.

REBEZ2EENHNSORIIEN , LBREEHHREBHEN,

—Phone Security Profile CAPF Information

Authentication Mode® | By Existing Certificate (precedence to L3C) v |
Key Order* | RSA Only " |
RSA Key Size (Bits)* | 2048 v |

EC Key Size (Bits)

Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

B LSC L EZBEFH LSC

EREHERE , FETHIRPERSELERERENHEEN S HRIERES .

- Certification Authority Proxy Function I:CAi_'—'F} Infqrmatiun

Certificate Operation * | Install/Upgrade i |
“amttrentication Mode® | By Mull String - |
| —Gemerate-umgue-authenticatiomrstrimg-for-each-device

Authentication String

Key Order® | RSA Only v |
RSA Key Size (Bits)™ | 2048 w |
EC Key Size (Bits)*

Operation Completes By |2024 |:{10 |:[25 |:[12 |{¥¥yv:MM:DD:HH) (YYYY:MM:DD:HH)

#HEIRE

NMRERBELZLBEEXNHFORIEER , WEBERE , ARNAKE. XAURXSBEARE
BEREEEXHNREEN B,



— Phone Security Profile CAPF Information

Authentication Mode™* [ By Null String v |

Key Order® [E-y Authentication String ]

RSA Key Size (Bits)* By Null String

EC Key Size (Bits) o

| | By Existing Certificate (precedence to LSC) .
Mote: These fields are relate ; juration page.
By Existing Certificate (precedence to MIC)

B OMIEERE

HUEHEER

REHIRM T AR FNEBEHTHEERNER,
ToHB ™ CAPF fR%E8

LSC ZRELM, BEENRSHEE T TAMMN CAPF RE88 ., XKRFR ITL XHEH&HE CAPF %
B, Bif CAPF RERECEE , AREHE3 TFTP k. EFBE , Rif ITL XHEREESE
CAPF iE¥$ , EESHFURINEFN ITL X4 , RAEERIPRE, MREFLLREFEFH
CAPF RERBEZBEETHENNBRELREE R , FHIABFEEB G ZLE BTN P thit,

LSC : ERELXN
LSC ZHFE AWM, EFNRAEEERRLSC : EEAW, XURERREETIHES—BER :

o ITL XK CAPF LB SHATEHRTA , CAPF RS EREFEATF,
« CAPF REEFLHEFA,
- BELEBIMETIR CAPF BRS.

WiF CAPF RS _RABCHEUE , EFS3) CAPF RFUREBHH TFTP RS , EE R E LIRS
W ITL X , RRERHIEBRE. WREBHATE , BMNBRFEN CUCM X5 H L #IRIED H3#
I, LEFIKO 3804 ( BIAK CAPF BREiw0O ) LEBEENEERE. MRFEFEENCERE

, D 7 BE 2 P 4% 8] &

LSC : &g

LSC ZRAM, BENRSHEEERLSC : AW, "BEREE MRERIERERERS | ARKK
AP RENIERERBEN . XRARETKFEMBHPEIPHEET E. AAZED—/DEtEH
A E , RAEERIERERE.



LSC : /&R

LSC ZFAM, BIENRSERERLSC : EERW, "HERE NHERERRERS &
FRE, AP TUARIERRERS  RESLERSHNERZTTHR., Hdh—EEESE

- BIELWITL EHFECEE TFTP RESH[LFEAN ITL FE,

o B ITL FERB, REXTERER , REFAEZEERS , FEM CUCM XA HETT
5 utils itl reset localkey LARRHIE8iE S ENE A ITLRecovery if$, MREFHLTFREER
, WEEFEH®S utils ctl reset localkey, #ETX , BLER —ANRH , WHHEZHN
CUCM B CLI EFHRHW ITL N UBERINRNE. IREZHAEE ITL HZHES1T dtils itl
reset localkey i F BT HI4EIR , BEBEZNIRE-NEIR , WX ATERERFE D
CSCus33755, ¥IA CUCM HIRAR B ZEF M,

admin:show itl
Length of ITL file: 0
ITL File not found. To generate an ITL file, activate or restart the Cisco TFTP service as this command is only valid on tftp

servers.
Error parsing the ITL File.

admin:utils itl reset localkey
Enter CCM Administrator password :

Locating active Tftp servers in the cluster.....
Unable to determine the active and running TFTP nodes in the cluster
Ensure that the DB replication is working on all nodes and the correct Password has been entered

Then retry the command

Executed command unsuccessfully
chmod: changing permissions of "/var/log/active/cm/trace/dbl/sdi/replication_scripts_output.log': Operation not permitted

- BT TVS #f&E , BiERBEXNH LSC #ITH BRI,

- BIERER MIC IEP |, BRFERERE LAY EBMAHKIEIIEE (CAPF) EE "0 2%
‘BORIERARENBRABIES (LEFTLSC) %

- BIFTEREMN CUCM B FQDN,

NFJRE-—MIR , RET —NRBRIPERELEBIFEFLEMEN CUCM Y FQDN BfBEFFLE
AR, BEl, ZXBRIRETUATRSER

« Z{THRZA 11.5.1.15038-2 By CUCM X# 5 FiTHAA
« RENAFH DNS fR552589 Windows 2016 Server

X FME , S%RBEE PUB11 CUCM RS 8:HY DNS & B,


https://tools.cisco.com/bugsearch/bug/CSCus33755

-

5 DNS Manager
File Action View Help
e 2@z Hm i@

& DNS Narne Type
w 5 WINXKIG w
v __| Forware Lookup Zones %_u:p
1 _msdes.brisnwd lab £

 brisnw2lsh IbomainbnsZones
| Reverse Lookup Zones jFﬂrﬁtDnsIcnﬁ )
Trust Peinks _l[s.ame as parent folder) Start of Authernity (304)
) Conditional Forwarders [ ](same a5 parent folder) Name Server (NS)
) r—l[s.ame a5 parent foldar) Haest (A)
rl[same &s parent folder) Hest (A)
—l[i.amt a5 parent folder) Haest (A)
[1car1152 Hest (4)
[ ]1cuctio Host (A)
[ 1subn Host (4]
[ Jcerizs Heost (4)
_lcu:m125 Hest (A)
[ Jimp12s Host (&)
rlinfqm-uaca-:tu Hest (A)
[ lpeaz Host (4)
[ lpus1zo Host (4)
[ winzki6 Host ()

EEXRAPZEHNT LSC X H AP —EHiE (8845), EFEEC_RAMIERERRERS | BREEE.

~ Certification Authority Proxy Function [CAPF) Information
Certificate Operation® [1nstall/Upgrade ]
Authentication Mode* [ By Null String ]
Authentication String

Generate Sring

Key Order® [RSA Only v
RSA Key Size (Bits)* (2048 v]
EC Key Size (Bits)

Operation Completes By 2021 1loa 1|22 ;12 | prvve M Do HH)

Certificate Gperation Status: Operation Pending  —i—
Note: Security Profile Contains Addition CAPF Settings.

ERERFEESY  EFEREREZHERNERERF (127.0.01) , AEBENERERIEERE
Y DNS ArS5eaithit.

0475 INF Mar 12 15:07:53.686410 dnsmasq[12864]: query[A] PUBll.brianw2.lab from 127.0.0.1
0476 INF Mar 12 15:07:53.686450 dnsmasq[12864]: forwarded PUBll.brianw2.Tlab to X.X.X.X
0477 INF Mar 12 15:07:53.694909 dnsmasq[12864]: forwarded PUBll.brianw2.Tlab to X.X.X.X



0478 INF Mar 12 15:07:53.695263 dnsmasq[12864]: reply PUBll.brianw2.lab is NXDOMAIN-IPv4
0479 INF Mar 12 15:07:53.695833 dnsmasq[12864]: query[A] PUBll.brianw2.lab from 127.0.0.1
0480 INF Mar 12 15:07:53.695865 dnsmasq[12864]: cached PUB1ll.brianw2.lab is NXDOMAIN-IPv4
0481 WRN Mar 12 15:07:53.697091 (12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DN

++ However, we see that the phone is not able to resolve the FQDN of the CUCM Publisher. This is becaus
0482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to
++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping fo

0632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - C
0633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1] ([NULL_STR
0634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clInt initialized

0635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0>

0636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter.

0637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed

0638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7

0639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$1:? -

++ What we would expect to see is something similar to the following where DNS replies with the IP addr

4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUBll.brianw2.lab from 127.0.0.1

4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUBll.brianw2.Tab is X.X.X.X

4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve T

ERFRSHEES  AEREFELERHEN PUB11.brianw2.lab. 25 , AIEZRILSC : EEAMEE

o

Status messages

Cisco IP Phone CP-8845 ( SEP682CTBSC2342)

[14:05:42 03/15/21] DNS unknown IPv4 host PUB1l.brianw2.lab
[14:05:44 03/15/21] VPN not configured
[14:05:44 03/15/21] DNS unknown IPv4 host PUB1L.brianw2.lab
[11:13:25 03/16/21] SEP652CTB5C2342.cof xmlsgn(HTTP)
[11:13:25 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:27 03/16/21] VPN not configured

I [11:13:27 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab I

{ [11:13:27 03/16/21] LSC: Connection failed |

[11:13:50 03/16/21] LSC: Connection failed
[11:14:10 03/16/21] LSC: Connection failed
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https://tools.cisco.com/bugsearch/bug/CSCub62243
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https://tools.cisco.com/bugsearch/bug/CSCuz18034
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