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1. & H L% OpenSSL, #ERE M openssl softpedia’s
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OpenSSL e [a]

2. BINEE (BRINVERTEIRE , BMHALARIE ) ., EWindows 1074 , #ZESystem
Properties , 1&#Environment Variables.

Edik Systern Variable ks
Variable namie: CPEMSSL_COMF |
Fariable value: AOpenSaL-Winknopensdog |
Browse Directory.. Browse File.., Cancel |-
JEA_HOME C.",I-"rqgram Files :_>'3$_|‘-_I.;-.-'5'-,jrz-1 B2
180A OPTS -Dbmndle. pravider classMame=comociscooccbu.coe.ccead min.i 1 8n....
MUMBER_OF PROCESSORS & [
JPEM35L_COMF CA0pen3il-Winbd\bintopenssl.cfg |
a5 Windews_ NT h"‘

3. ISOYUEFfr 75 BY X4+

» This PC » Local Dk (S} » 150 w W Search 150 £
== Mame Date modified Type Size
23
u CCEIn=t1251 272472020 2:31 PM WinFAR archive 1,129,294 KB
| CCEInst1251.ise.mdS 22472020 22T PRI MID5 File KB
i
" | CCEInst1251 is0.cignature 272472020 22T PM SIGRATURE File TKE
= o UCCEReleaseCodeSign_pubkey 12472020 2:2T P Security Certificate KB
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide/ucce_b_125-security-guide_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide/ucce_b_125-security-guide_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_125-security-guide/ucce_b_125-security-guide_chapter_01101.html

dgst -sha512 -keyform der -verify <public Key.der> -signature <ISO image.iso.signature> <ISO Image>
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a'-'E Internet Information Services (lI5) Manager
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File View Help

o @) Server Certificates
Q- |7 & j
J : . Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.
w83 AWT2 (SAMAIRANtest)

Filter: - Go ~ -._.,— Shaw All | Group by: Me Grouping v

-] Sites ry = \ o
&) Default Web Site " " ' " -
isce ICM Diagnostic Framew...  awl2.samaira.com awl2.samaira.com
isco ICM S5L Certificate awllsamaira.com awll.samaira.com

XTEHERIES (AT HWebIRE ) |, IREMBERTH

Re-generating Cisco ICM SSL Certificate with SHA-256 and key size '2048' and will be binded with port 4
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C:\icm\bin),
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# 551 Encryption Utility

File Help

Corfiguration  Certificate Administration |

Click Uninstall to remove the 551 certificate with the following
thumbpnnt from [15:

Iﬁifﬁﬁzdﬁﬂedb 1dfe 1823 9d 474 14 22 24 57 1d cc

LIninstall |

[Irformation] [SSLLK] S5L Port already at "443" for (1S

[Information] [S5LLK] Mumber of instances: 1

[Information] [SSLLH] instance[0]: pinl2

[Information] [SSLIKI] adding instance pin12 with app count of 1

[Information] [S5LILH] 551 is enabled for pin12-sse->pin12_scriptmon

[Information] [SSLIKI] Comparng input: C:\emteslofgiserver-is 2ml output: C:4cm omeat sconf server
[Irformation] [SS5LILH] Compare()fies are the same

[Information] [S5LLK] 551 is not enabled for common->setup-xjakarta

< | m | |>

Clear | Close |

c. A% FE Install in SSLUtil tool ( ZFESSLUITER ) , EEIBRTERZE , BEEIECIEMNIE
P ZFESHA-256 M B 4H K71\ 2048"u,

“é! Server Certificates | General | Details | Certification Path
Use this feature to request and manage certificates that the Web se Show: |{A"> V|
Filter: - W Go - %Showﬁ\ll |Group by: ol ke ~
Mame - lssued Ta ! Signature algarithm sha256R5A
. . . . %Signature hash algorithm
Ci \CM SSL Certifi 2 " = Issuer awl.l samaira.com =
1sco ertificate awle.samalra.com D'u'alid from Tuesday, March 26, 2015 2:5...

B'u'alid to Monday, March 21, 2039 2:50...
aw 12, 5amalra. com
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ics\bin>DiagFwCertMgr /task:CreateAndBindCert
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1.CCEDataProtectTool i F I Z MAZWindows I R EEEEFHWHBRBER, AREISQL 12.5/F
, EEFFHCCEDataProtectTool E# it ESQLoginjtMi X P EFME. REEER, EEEENRE
WIEAFPSAEE AT ETIHIE,

QUHTETRATESR. BKE. &1E. MBERSQLogin EM & H AV INFHEFM.

SEMEHRFITE

<Install Directory>:\icm\bin\CCEDataProtectTool.exe

4. S & H W EHCCEDataProtectTool.exeo

m Hame Share View Manage ﬂ
cearch B J__'u

— i I This PC Local Disk (C:) » icm * bin i
Name N Date modified Type Size i
RO e I (&g CCEDataProtectTool 772020 3:37 PM Application 54 KB
¥ Downloads (=] ceisCommon 2/19/: I ecutal I
M Desktop cdbin.ba_ 2/19/2019 7:48 AM  BA_File
%z| Documents =] cdbin 471872020 11:50 PM |

5. 2% | ERI1XNDBLookup , iFMASEHIZF. T—F |, WG EBEREH NE



B Chiem\bin\CCEDataProtectTool.exe ff—

CEDataProtectTool supports Encryp ve information in Wi

6.SMENEMRUEAEETEFHRESQLLOgINFRKANZE , MEFR :

HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Systems, Inc.\ICM\pinl2\RouterA\Router\CurrentVersion\Configuration\D

ab| (Default)

ol Abandon

(L[] o i

we| Timeout
Edit String
Value name:
SQLLogin

Value data:

7R ;

ab|SQL Login REG_SZ

Mame Type

REG_5Z
[ .mf.l.

REG_DWORD

Data

(value not set)

MW 7 FEM
(hc00001 338 (5000

FEFFEFFErENT
OheD0000005 (5)

g A W ¥ ¥ T} C "\:\l"'
CheD00001 5 (350)

)




8.t TEME(I B SR AT L E & E;

<Install Directory>:\temp

Audit logs filename : CCEDataProtectTool_Audit
CCEDataProtectTool logs : CCEDataProtectTool

s This PC ¢ Local Deki({C) * Temp * w | Search Ternp
Hame Drate modifisd Type Size
=5
| CCEDataProtect Toal_fudit + AMR20E0 16 P Test Documerst
CCEDataProtectTeal 375,200 126 PM Test Diocumens

s L 5 .
SevicefaoountManager 200 136 PM el Docurner
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