HECCEFIREREMWE B
B =%

B EREH Finesse H#&

Finesse® [ if

1IN 3 : WebX B 2312 H1 &

FinessefR &5 88

B 2 : BINSSHAMZ S iYL (SFTP) — H#EFE Y
BERRAWECVPHICVBEE

CVPFE YRS 88

CVPiZEFEXML(VXML) R
CVPIZENEBEEE| OAMP

BHIN 1 . B EE kS
BTN 2 : B SSHFSFTP — ik
HCUBEFICUSPiZEREZFIWE BE
CUBE(SIP)
CuUspP
WERAE
RERBMKEUCCERE
SetTracef 5!
BE
REREMKEPCCEEE
RE RN CUIC/Er ##E/IDS H &

SSHT#H A&

RTMTT#HAZE
VoS F# i3k (Finesse., CUIC, VVB
&t AN\
Gl

AR #4148 a4 7£ Cisco Unified Contact Center Enterprise(CCE) 1% & F1 Ut £ IR ER o

TR
=



Cisco BB THUTES :

o BRIG—BRRA O MR(UCCE)

. ERBREFOLLAARPCCE)

« BRlFinesse

- BRIEMEEIIA(CVP)

- BRELMLEZFNREIR(VVB)

- BRE—8 R TE(CUBE)

- BRE—1BIRPL(CUIC)

- BRG—21EVHBMIL(SIP)KE(CUSP)

ERREHF
AP EEET AT MM

« BRFinessex412.5
- CVPHREBRMRA12.5
« UCCE/PCCERRZA12.5
- BRIVVBMA12.5

« CUIChHRZA12.5

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZHRNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTRBELE,

RERERMBEFinesse A&

Finesse®& i

BILiET A A T W EFinesse & i H &,

1 B RAERREREEFHKAE
1. BRKE,

2. MREFEWUSEFSHBREEIEMFAR , I8 RERE R TfinesseRE A LA RIEHIR
RE B,



* W

m) &

g &=
W W .
i &

TAC Supervisor
SUPERVISOR (434626014

ExbErand” el U K4

Keyvboard Shortculs

NS | Sign Out

DonefortheDay

Send Error Report

3. RE & FlLogs Successful Sent!#E .
4. B BEN KIEEIFinessefR 588, SMEIFinesse LogsH £ F B ik = & %,
5. W clientlogs/B X TH B &,

Directory Listing For /logs/ - Up To /

Filename Size Last Modifi

Mon, 22 Feb 2021 23:06:32

drdpartygadget,
adain/
sli.log 2.0 kb

@ Wed, 17 Aug 2022 15:35:52

Tug, 12 Jul 2022 18:52:53

Mon, 22 Feb 2821 22:59:18


https://x.x.x.x/finesse/logs

EI 2 REFABTILF

1. SMBIEEA M B,
2. B#Sign In With Persistent Logging o

Local Storage Logs

2022-98-17 10:58:06.332 -0500 EFB721 : Browser Info: Mozilla/S.9 (Windows NT 10.0; WinS4; x64) Applewebkit/537.36 (KHTML, like Gecko)
Chrome/103.9.5068.114 Safari/537.36
Finesse local logs : local storage is empty!

3. REFITHCisco FinesseBEERHE RN H., Z2FEE,

Cisco Finesse

sumaohani

BUCLIOS

SN in &% A Mobale Sgent ﬂ

4. FiBAgent Desktop R EE 2 BUEMH KX B AR FE AL, BERERE , FSMEIDesktop
Local LogH AR EHIBI XA+, REFXMHUEE -S04,


https://x.x.x.x:8445/desktop/locallog)
https://x.x.x.x:8445/desktop/locallog)
https://x.x.x.x:8445/desktop/locallog)

LT 3 : Webi| S 2742 6 &

1. REBEZXF , BF123T R K[ H A,
2. i%&#Consoleit I+,
3. REXKEREH A PFWEIR, FAREHI B XA XHFHRF,

- S Not Ready =
"rllls'élq;' Cisco Finesse @ 9% amcy LD '

State Time in State Extension Actions
@ FReady 2568732 000002
My History
Tenm Data =
% O i i [ = X
@ @
I012-08-17T11:16:45,885 -i5:09; ; 12-FINA,chase,coms =

W1-08-177

4. ii-#NetworkiiIﬁi-F , ik Preserve B E&IZIA,
5. BB I MMNEBMEBYN , REIEEsaeR HARB‘-F’E_‘%“W%?O

silvanle e 7 © Ready et -]
u:llsclc:- CI S Ix_"“'_/ e85 v a o f‘ LI
Team Perlormancs 2
= Ml | Feact Media |
Agent Mams State Time in State I
& Raea 5
et iclrabr pr
: -
Cueus Data ol et reqpamatiM REr
- Bicark ot chorms:
FinessefR 5585
EI 1 BZAFRE(UI)- WebfRS ( 4T ) MEMABE
1. S ZEIFinesse Logs ¥ i F & B ik /- & 3%,
2. R7T B kwebservices/,
coanfire/ Tus, B2 Awg 1922 B0:45:59 @
coenfireservice/ Thu, 87 May 2O28 01:38:30 &
reale) Wed, 17 Aag 2022 04:55:51 @
TomCAL) Sak, 13 Aug 1822 83:81:01 @

Sun, 14 Aug 2822 B7:41:43 @

3. WMELE—/ WebfRF BE. EERE—MEESE XM, HlalDesktop-Webservices.201X-


https://x.x.x.x/finesse/logs

£ USavejd‘FE’JliIﬁo

Iog leo iﬁi#ﬁjﬁ "B

Filename Size Last Modified
Desktop-webservioes  2922-08-19784-48-23 958, log.2ip 4T32.1 kb Sun, 14 Awg J0RD @745 GHT
58979.1 kb Wed, 17 dug 2022 16:26:44 GMT

Dusktop-wabservices . 2822 -98-14T00-40-54,953. log

4. WEHMMENBE (£ %Hﬂu"ﬂziﬁa ) o Bl , AFBEHAMRSEEopenfire. AT HHBK
E [A] Y 3 B & SR A T API B & Bytomcatlogs.

N oEE BB RS AE(SSH) AR S AR TN (SFTP) K ECisco FinesselR%5%E B .
LFERRATFEREWebRS BE , RATFEWERHMAAERE , WFippa. openfire,

1 FClientlogs.

RN 2 ; BN SSHMZ £ A E BT (SFTP) — &I

1. EHSSHE FFinessefR %85
2. AL R AREMENBE, T HRE2/NHHNER, REAFRREFREELEIH

SFTPARSS 25,

file get activelog desktop recurs compressreltime hours 2

Ln
[ 4]

Hennn2«

3. XA EFEMEIESFTPIRSE BB E L - <IPi#but>\< B #ist A1 & >\active_nnn.tgz ,

R R,
4. BINEHMARE ( ZZEItomcat SR, BESMLERE ) , BEAECisco FinesseEE 15
12.5(1)iREV“ B W E

B RERHWECVPFICVVBAE

CVPIF I} AR 55 25
CVP CallServerBRIARERF A R AN XS HERFITHES R, B2 , WREFERBAEXRS
ERED(SIPUEENESZSFMAES , WFEFHSIPFRFRRIERIRENDEBUGH 3.

2. $fnZCVP CallServer DiagM TTURL Local Host 8000,

N B BRIEAE%CVP CallServerfi BIFES. |

1.

MEEDRBITHERIEERA,

3. MServA i com.dynamicsoft.DsLibs.DsUALibs, Mgriy FAE LB TR EE,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
http://cvp.cc.lab:8000/cvp/diag

=T o springframewark

arg.springframeworl,
=lF

Lewvel:

arg.apache
| HFRA IRV
EUBsYSTEN SIFIMOLUT
D com.dynamicsoft. DsLlibs DslUALbs
Infrastructure
% F
JETAIL: mrnea
|Z:hA
LEE_HAMNDLI WhAS
MSGELUS

4. BHESetizHl,



WES2ASE:
RPT_JDBC:
RPT_CALL_REG:
RPT_BATCH:

=1

5. ERBEORETRY , UBRCEREBRERT. XELENBIREE.

or g spring framewark Wi, R o

SIP CEBLME 41

ora.apachs ERROR o

RPT CEBLE 1

= LT o

Cooim, Ay TEmic 0T Dalibs Dellalibs CEBLI I o
rasiructures T [u]

R CRE EILCE 41

WiTeC [ ] [u]

HohA CE L a1

MBS IPF o

6. ETEFAT , EMC:\Cisco\CVP\logs & A& , HRHERIB A 4RI A [EEFRCVP B E X,
» Local Disk (C:) * Ciseo » CVP » logs » w I £
Date modified Type
5

CVP.2022-08-17.00.lcg
CVP.2022-08-16.00.log
is i iwaEal o s o



7EURERE  BFRRGRERIREZBMIAES . MServiiEFcom.dynamicsoft.DsLibs.DsUALibs.
MgrFhiks | HFRHRENEIR.

SV com.dynamicsoft.DsLibs.DsUALIDs v

(SN DEBUG A
STANDARD LEGACY MSG ICM CUSTOM
ALL: [0 [LoAD_SUBSYSTEM: [[] [MSGLAYER_MESSAGE: [0 [cED125_LOW_LEVEL: O
CALL: [ [™READ: [J |MsGLAYER_METHOD: [J [MsGBUS_LOW_LEVEL: O
METHOD: O |[wsc: 0 |[MSGLAYER_MANDLED_EXCEPTION: O [|cwm_suBsyYSTEM_ADMMN: O
PARAM: 0 [MsG_pETAIL: ] [MSGLAYER_PARAM: O
LOW_LEVEL: [0 |[MESSAGE_HANDLING: 0 |cLoBaL_EVENT: O
CLASSDUMP: 0 [mer [0 [eEXTERNAL_EVENT: O
HEARTBEAT: O |sraTe: [ |smamc_FELD: O
HANDLED_EXCEPTION: [ |sEcurmy: [ [exTERNMAL_STATE: O
000QUELE: [0 [ucensmG: ] |NTERMAL STATE: O
GARBAGE_COLLECTOR: [ [starTue: [0 |cope_BRancH: O
MESSAGE: O [sHumoow: ] |coDE_MARKER: |
m
RPT_JDBC: 0O |swars: 0 |crass_puwe: a |
|RF'T_CALL_FIEG O [sumr O |.ocaL_puwe: O
|RPT_EATIZ‘.H. O [sar: O -
Set
DEBUGA - DEBUG/41 - DEBUG'40
MASK
sIp DEBUG
org.springframework WARN 0
org.apache ERROR 0
RPT MFO 0
SIPINOUT WARN 0
[[Eom-gymamicsoft Gsibs DsUALEs ERROR [} ]
WFG T
VR DEBUG 4
mmca MFD 0
ICH DEBUG 41
ALL S5 MFO 0
MSGBUS NFO 0

CVPiE EXML(VXML) KL

ERODBERT , ERERBNVMLRS BNARFNBRER . Z—FH , BRIFEBRTRIMES
B3R, BNARIGE ML E,

EWEVXMLIRSSERNABRE , HSMEIVXMLERS S THRENAB X , flm
: C:\Cisco\CVP\VXMLServenapplications\{ B FA £ & & #i]\logs\ActivityLog\H W & &z B &.

« applications » BillingQueue > logs » Activitylog v Search Act
Marme Date modified Type Size
i
| activity_log2021-07-29-16-29-46.tx 7/2972021 4:29 PM Text Document TEB
i

CVPEZEEFNEEERE 1/ (OAMP)

ERZHIBERT , OAMPHIORMIY RIARER R 5] 2 LB EMBNRARE, B2 , MRFEHMR
BRRA , BRBUT SBRINITILRE



1. 18 %CVP_HOME%\confloamp.properties,

2. 4w %CVP_HOME%\confloamp.properties,

omgr.traceMask=-1
omgr.loglLevel=DEBUG
org.hibernate.loglLevel=DEBUG
org.apache.loglLevel=ERROR
net.sf.ehcache.loglLevel=ERROR

3. 1&/E , EFE3I0PSConsoleServer , BT Ro

BRIERIEL
R4 e

REH |k BT e g

bl ball

P RRERIAME, TR AT S B |
REMEN.

DEVICE_CONFIGURATION +
1 BHANREEE , NERENRZER/N, i |DATABASE_MODIFY +
MANAGEMENT=0x01011000

DEVICE_CONFIGURATION +
SYSLVL_CONFIGURATION +
DATABASE_MODIFY +

MANAGEMENT=0x05011000

2 TR B IR BROH BT M RERY IR R K i

DEVICE_CONFIGURATION +
SYSLVL_CONFIGURATION +
3 MR I AR ERE B Wi |BULK_OPERATIONS +
DATABASE_MODIFY +
MANAGEMENT=0x05111000

e
DEVICE_CONFIGURATION +
ST_CONFIGURATION +

4 HANBREE , NEREEFEERNEMW, @i [SYSLVL_CONFIGURATION +
BULK_OPERATIONS +

BULK_EXCEPTION_STACKTRACE
+




B AR
il

R

DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
B+

R BR 77 S+
TRACE_PARAM=0x17371000

5 R&FAREHEE

st

I+
DEVICE_CONFIGURATION +
ST_CONFIGURATION +
SYSLVL_CONFIGURATION +
BULK_OPERATIONS +

BULK_EXCEPTION_STACKTRACE

+

DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
B+

IR ER 77 5+
TRACE_PARAM=0x17371006

BRELDMLEZ R KEER(CVVB)

FECVVBH |, RIFEXHR12FKBCisco VVBAH FREMT RNIESN Y B E X,

Cisco VVBERNMNEEAHH -

1. #HAIMADMHEHRICisco VVBE E IR BR
2. HAMIVRBEHNERIVVBE| IR ER

BALEEENHBEGENAHURERENERRS.

AERANTRE :

- B —EXREAEEE
«  XDebugging 5 — 4% BREREY1F 4 A




aliali.  Cisco Virtualized Voice Browser Serviceability EERVETNY Cisco VB Servceability
CISCO oy Ciges Vinualized Voics Browser

Administrator  About L

AMarm  Trace Toocts  Help

Trace Configuration - Cisco Virualized Voice Browser Engine

LJ Save &5’ Restore Defaults Check Al UnCheck All
Status

(@) Reagy

Select Senice

Select Serdce * | Engine «|| Go

Trace Output setings
Masinmm Mo, ofFiles * 300

Maxifuimm Filg Sité (KB) * 10485

Trace Filter Satting

Sublacility Dabugging X¥Debuggingi XDebugging2 ¥Debuggingd HDebuggingd XDebuggings

WIBRARIES
LIB_CFG [ (] ] O || ||
LIB_EVENT C | ] =] O O
LIB_JDBG O O O O ] L]
LIB_JINI O O O ] (m| (|
LIB_LICENSE O (W O o o [m]
LIB_MEDIA O D O O ] O
LIB_RMI (] O O a ] O
LIB_SERVLET O O O O ] [m]
uB_Tc O O O O | (]

MAHAGERS

A

BEBVENRENBER5%, CVVBEIZERERMMINRERAEUABRASHAE, ER , W
REFEFWARELZNRER7 |, Cisco2WEFEATE L RS B EE E X,

ARG HEBE N

[

& TREEEFT MEM RS LS AXdebugging5.

B DB BB R AR

FIAVVB ERERERABE.

BRE I AppAdmin, Cisco VVB Serviceability F E fth R 7T 3 17 B %

AppAdminVVB BB @

MediaVVB BRNRBEEIN AR R,

EEXKERVVB BRI ILL 3 Y B,

MRCPVVB BXASR/TTSECisco VVBXR E Ry [HI &,

CallControlVVB BXSIPESWRA , MEBEP KM,

R 1 BYEEKS



1. $TFFCVVBERUCCX Service Main , /5 $#iZICisco VVB Serviceability W, 5/ &2 ik /-
%o

Al Cisco Virtualized Voice Browser Serviceability
1S€0  For Ciscn Virtualized Volos Browser

Marm Trace Tools  Help

2. R RER>ECE X

alimh,  Cisco Virtualized Voice Browser Serviceability
cisco For Cisco VWirtualized Voice Browser

Alarm! Trace | Tools Help

Configuration

BIRFENBEARSANEE Y , AFETHEnableizéll, K0 , 5 FASIPAER R B E B XX
#CallControlVVB , 22 FAMRCPVVB , LR E B 3118 iR 5l M XA RE F itk
(ASR/TTS)XX B AH %< #Y @) &,

gl Cisco Virtualized Voice Browser Serviceability

CISCO  ry Cisco Virualized Voice Browser

Alarm  Trace  Tools  Help

Log Profiles Management

— Profiles

O MediavWwB

O DefaultyvB

O AppAdminVVB

(O VoiceBrowservve
_@ CallContral\YB

(JMRCPWE

Enable



https://X.X.X.X/uccxservice/main.htm

4. Benabletzfllfg , BABRIKIEER,

ahimle  Cisco Virtualized Voice Browser Serviceability

CISCO  pyr Cisco Virtualized Voice Browser

Alarm Trace  Tools  Help

Log Profiles Management

H& Enable

Status

® CallControlVVB log profile configurations have been enabled successfully.

5. EYRARE , WERE, FACVVBMHHXEREZEIERTMT)KEBRE.

6. B &5 R H LM Cisco Unified Real-Time Monitoring ToolB#r ( MR EE , HFMCVVBTEilLT

=)
== o






Real-Time FMonitoring Tool Login

Host IP Address: (10.10.10.30| |

| ok | | cancer | | cerificates |

8. #E X Certificatel5 8 ( RETR )

9.

10.

Add the Cerbificate bo Trust Store

The Certificate Trom the server is not trusted.

This could be because the certificate is self-signed or
the certificate is coming from a maliclous server.

Please view the Certifnicate 1o confirm its authenticiys
bhaefore proceeding to add i,

Accept F Reject this Certificate 7

accept || Reject || view |
RESIEHREHOK,
A usorname and password are boing roquested by ttps:fowb.cc.lab:B443
Usor Namae: ladmin
Passwanred: [II-III-I-II-II
[ Ok | [ Cancel |

MRWETimeZonets iz , BiYesiZHE , RTMTHLXA, EFEFIRTMTIE,




Timezone data version mismaktch m

@) There is a mismalch batween timezon2 version on this RTMT and the Serder you ane inying 1o connect,
Fﬂ Do you wand (o update the timezone tables on this RTMT 1o match (o that of the server now 7
This will nead a restart of RTMT.

Hote: Choosing "No®™ would et you launch RTMT with current timezone version,
but you may face some issues related to mismatch in time,

Feal | [ we |

1. RIFiEFDefault it & , ARFHEHOK,

Select Configuration | > |

Configuration List:
CraTaialt

Dan:::rlptlun:

12. ¥ Trace & Log Central , ZRIEM & Collect Fileso



Real Time Mgn“uﬂng T ool ForcCizes Vidualized Vaices Brows

System |4 [ Trace & Log Central
Systam Summarnry I:TFEEE' & Log Ceantral
‘& Systam Summary [ Remote Browse

[™ Collect Files
D Cluery Wizard
— [™ schedule Callectior
L8 FProcess [ ™ Local Browse

Sarvar
L8 CPU and Memory

Disk Usage &= [ Real Tirme Trace
H [ colect Crash Durm
ﬁ Critical Services [y ©ollect Install Logs
Petformance if [ Audit Logs
Farmoarmance i
Ferformance Log Wiewear
aols
Alet Central
Trace & Log Central
B R

13. BT FAMEOH |, i£FEngine , AR HE EHNext.

[ Select WEB Senvicesiapplications |
[C] Salect all Services on all Servars
rame [ All Bervers | [ ewb cc lab
Al siralion ] I_l
Cluglar View Daarnon | .| | .|
OB Peorfmon Counler Semnvice [ | [ |
Databasae 3 |
Engine [ =
ShMF Java Adaplor | .| | -
Wolco Subagonl (] =
ack l Mot = Firvigh Carveal

14. E F—1MNEAOFBXEEHENext,



L - |

[ Select System Servicesispplications |

[ ] Select all Services on all Servers

Marme Al Saervers |1 ewvbicelab
Boot Logs I |1
CHsco AMO Sarvice
Cisco AMC Sarvice AlertLog
Cigco AMC Service Calllog
Clseo AMC Service Devicelog
Cigsco AMC Service PPRLOG
Cisco AWM Sarvice SaerverLog
Cisco AMOC Service ServicelLog
Cleco AL Wehbh Saervice
Clsco Abodt Transaction Spooling
Cisco Audit Event Sarvice
Cigco Audit Logs
ClEco CAR WWeh Sarvice
Clsco SO DEL WYWeb Libramy
Cisco SO NCES Web Library
Cisco CCM PD WYebh Service
Cizco CCOMADmMIn Yebh Service
Cleco CChMRealm Web Sarvice
Ciseo COMSamvice Wabh Sanvica
Cisco CCMUsear Weh Service
Zisco CDF
Clesco COF Agent
Clseo CallManager Cisco [P Phone Services
Cisco Carificate Change Rotification
Cisco Ceriflcate Change MMotification Service
Clzco Change Credentlal Application
Clsco Comimon Lser Interface |

OO000000 0000 000000OO000OA0
I

| = Back || Mt = | | Finish | | Cancel

15. & #FRelative Range F ¥ {R 1% 2 time LA 78 5 45 1% WY B9 B 8]

Coldlect Fike Options:
Collbiction Tirme

L Aabsoluts Rangd

| = Relatve Range |

Files deneraled in the laet Il a0 = | Minules e

16. E FTEHXHFIET L , RHERNRALEREREXHNER , REETITT



1 Open [ |

Look In: | (Itracefiles ~| [ [ [=] BBl 8=

3 EMSLogFile

Folder name: |G.\U5er51.jdnel.l:lmvnlaausl.Exerciﬁe1_201 7-05-15_07-00-4 XMracefiles |
ol

Files of Type: | All Files

I Open || Cancel ‘

17. EBFIERIE |, £ dFinishizfl,

- Collect File Options:
-~ Collection Time

i Absolute Range

l||l-|l lient:{GMT-50)Eastern Daylight Time-AmericalMNew_York

Select Reference Serve ime Z

From Date/Time | SMMaM T - 703 AM

To DatesTims [-—,_.|.,.-- " _ 803 A

& Relative Range

B0 ~ | minutes

Files Generated in the last

Download File Options
| Active Partition

Select Partition

| | Browse

Download File Directory
) Fip Files

‘@ Do Mot Zip Files

[ Uncompress Log Files

] Delete Collected Log Files fraom Server

MMote: The result file can be found in the directory named =kode Mame= created under
the user speacified directory structure.The File Name is as specified by the user.

18. XFFWEBEXEXH, BHEF , EREBERTMTLEEIBINEER,



[Ex}

] Trace & Log Central
B Remoie Browse
[y lcollect Files
[ cuery wizard
D Schedule Collection
B Local Browse

@ [ Real Time Trace
D Collect Crash Dum
[ collect Install Logs
[y Audit Logs

Collect Files in progress for node cwb.cc.lab

Downloading results into CilsersijdoeiDownloadsiExercisel _2017-05-15_|
Completed downloading results into ... .ClUsers\jdoe\Downloads\Exercise1_|
Downloading files for node cvvb.cc.lab

Downloaded stdout.log from the node: cwh.cc.lab

Downloaded Cisco0D01MIWRO29.109g from the node: cwhb.cc.lab

Downloaded GC.log from the node: cvwb.cc.lab

Collection Summan™ ="
HostHName: cwwh.cc lab
Mo.of files Collected: 3

Completed downloading for node CWI:CI.IT-ID-.IakJI

19. SMEBRFIRERH MK,

20. SIZATHELNER, ERIFEAN] , BEMBN\<stEBE>\ucex\log\MIVRI 43k,

LW 2 1 B SSHAMSFTP — #EF A

1. EARLINFE(SSH)ERXVVBRS R

2. AT AWEFER

file get activelog /uccx/log/M I VR/*

BE., RGE2ERFBE , HEREHE B E LA ZIWSFTPRRS .

o

3. XL ABEMESFTPIRS B[ E L <IP#it>\< B Hirt A B >\active_nnn.tgz , EfFnnn2 kK

A ETE B,

A CUBEMCUSPiR B IRERMINER B &

CUBE(SIP)

1. REBENBBHBEHBAFTIEKEFX,

#conf t
service timestamps debug

datetime msec

service timestamps log datetime msec

service sequence-numbers
no logging console

no logging monitor
Togging buffered 5000000
end

clear logging

7



A 25 - £7=Cisco 10S®EHEGWHY E [ S8 T A2 B R i

2. ZR—NEEBRBANES , T ERHNFUELEEVNER K mASHARE, B, B
BIEWE -
‘{q}?ﬁ'ﬁ El oA Ku%\db /u\ﬂ&xﬁgﬁﬁTE El /u\lﬂi%ﬂq Izo

logging <syslog server 1ip>
logging trap debugs

« ENBIAdebugti T, HAEBZRB T ZERECPURIAE,

show proc cpu hist

BE . MRCPURIARIEEI70-80% , MaEEXRS MR H AKREM, Rit , a0
RGWirEI60% , B8 AHMER.

3. BRALTREH :

debug voip ccapi inout
debug ccsip mess
After you make the call and simulate the issue, stop the debugging:

4. EYEE,
5. ZRRER,

#undebug all

6. WEHE,

term len O
show ver
show run
show Tog

CUSP

1. £CUSP L /5 ASIPIRER.

(cusp)> config

(cusp-config)> sip logging

(cusp)> trace enable

(cusp)> trace level debug component sip-wire



2. BRI,
3. ®AJE , BXRA BEIER.

W EE B &

1. ECUSPLEEERAF (Hlmm , Wik ) .
2. ECUSPR RAFAL A ML ELE
username <userid> create

username <userid> password <password>
username <userid> group pfs-privusers

3. FTPE|CUSP IPitbiit, A L—SHENHAFE (M ) MEB,
4. £ B FE KN /cuspllog/trace.
5. 3k Bllog_<filename>,

REREMBEUCCERE

BRIEWE S Diagnostic Framework Porticosl R4ECLI T Bi% B R ERR 5 H W ERER,

~ EE . AXUMEZRINAPMERSKCLIIFMEE |, E1HECisco Unified ICM/Contact Center
Enterpriseh®212.5(1)fy CERAMER) FHZHIE—F,

BFRAZHUCCE RMER , MRRENMINFIRERERZBNER | FEMEAGPFRE
FARKERNI ( REFABRERN ) o

~ AE  BXEFMER , i5FIACisco Unified ICM/Contact Center EnterprisehR4x12.5(1)893&
AtiEm ENERERSIE D .

Blan , REX KR SEF R T RESRR , MRESEFE , WERERH SMIRE N R
2,

X FCTISVR(CTISVR), 24 M3 KR iR B BRI EZ W EINEM KL 5. CTISVRIHEEREREMEKN
0XF8,

1. FUCCEREPGL , T E M =44 25 (Regedit).

2. & fin ZEHKLM\software\Cisco Systems , Inclicm\<cust_inst>\CG1(a and
b)\EMS\CurrentVersion\library\Processes\ctisvr,


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_0110.html

File Edit View Favorites Help
w - | Ciseo Systems, Inc. ~ || Name Type Data
w [ ICM 28 Default) REG_SZ (value not set)
125 14 EMSAILogFilesMax REG_D'WORD 77355400 (2000000000)
¥ - CertMon #4 EMSBreakOnExit REG_DWORD (00000000 (0)
Cisco 551 Configuration | 58 EMSBreakOninit REG_DWORD Ca00000000 (1)
- o 13 EMSDebugBreak REG_DWORD 00000001 (1)
125 7 EMSDisplayToScreen REG_DWORD 00000000 (0]
v CG‘;G 3 EMSEnableGlobalExceptionka.. REG_DWORD 00000001 (1)
;I oo # | 1 eMSForwardLevel REG_DWORD (00000001 (1)
IR s 14 EMSGenerateSmallMemonyDu... REG_DWORD (20000001 (536870913)
vl Cumentiersion n_zmugmc.:umm: REG_DWORD 00002710 (10000)
v -} Libeaey | | %] EMSLogFileLocation REG_SZ logfiles
w Processes ﬂf[m.ogFileMn FEERWORD IESEIN
e 1l EMSNTEventLogLevel REG_DWORD 00000002 (2)
arm [ 12 EMSTraceMask REG, DWORD 0000002 (242)

3. WEHEMSTraceMaskHF{E 1% & N8,

Value name:

|EMsTramMask
Value data: Base
ﬁ ‘® Hexadecimal

) Decimal

OK

4. BHOkH K HRegistry Editor, AT R1ZEFEMUCCEAHKRIFNISR ( URTRIER
Bl ) o

SetTraceZ 3

1. MiIR B IR BRFT E #Y AR %5 85 3T FF Diagnostic Framework Portico , 3L\ Administrator A F= & 13 &
Fo



“ QR 1. v

Ahali Ynified ICMICCE Diﬂgr-mstic Framework Portico

CISCO
Hostname: 12UCCE-RA.chase.com Address: ::1

2. fECommandsEpom |, SME|TraceH kR SetTraceLevel,

3. f£SetTraceLevel B A |, EFRA BRI,




€O -
-G#’____,.-_.-""f

nostic Framework Portico

vl ynified ICMICCE Diag

CISCO
Hostname: 12UCCE-RA.chase.com Address: ::1

4. B submite TG , BN EFOKEE,

<l ynified ICM/CCE Diagnostic Framework Portico

CISCO

Hostname: 12UCCE-RA.chase.com Address: ::1

A g5 sRENRENIRERSRENRI. ENAEE  SREAIEENRAE. £
REJTAPIGWIRERES RI45 531/ , BARBI2HRFISRE TIREFFIRER | XA RELF AL
o TEJTAPIGWHYIEA = BY R KRB FR R IRB2R 3K

SEE S

1. MDiagnostic Framework PorticofyCommandsZf4% , §#iZlTrace , R/a%kFEListTraceFileo



2. fEListTraceFileE O |, #&#Component, FromDateFlToDate, i%&#Show URLAE , ARE#
£ Submit,

€& >)e X @ Unified ICM-CCE-CCH Diag... % i x

——

et Unified ICM-CCE-CCH Diagnostic Framework Portico

CISCO
Hostname: Sprawler115.PCCEMEA.cisco.com Address: ::1

3. BREMGE , BLBFOKHEEMZIP B EXX 4 e,

Unified ICM/CCE Diagn.ustic Framework Portico

Hostname; 1ZUCCE-RA chase.com Address: 1

il
CISED

4. BRZIPXHEEARFUTEEENULEFHXH,




RERERMBEPCCERE

PCCEfiEBECM I ERREREZERF. ©TFEMAFUCCERE , EF12HESPorticoR R4 CLIZ
BRAMKERENEIESZ.

1. MPCCE AWHRS388 , ¥TFFUnified CCE Web Administration T & |, 3 & & ZI|Administratorii

o

Linthed CCE Administratiol

Enter your password




2. SMEIBHR>EMIREIRE> B EWE , UITTF BEWE" T,

lllll Illl ' .
C1SCO Unified antact Center Enterprise
Qverview

Inventory

Chverview

License Management
Device Configuration
Application Gateways
Peripheral Gateways

Log Collection
Deployment Settings
Infrastructure Command Execution Pane

3. T AEWE"(Log Collection) TR £ , B HIBERR A , FTFF“BRERK " (Trace Levels) T FHAE

'E'ﬁ;{"ﬂ" Linified Contact Center Enterprise Management A s

—— —— Lo Collection Schathuln®

— Beleci Al Gaen Vi Erl Tt Dt (772

) IF0ET 13530 Tl AT 1330 L B
' CCE L] u u w

i ARG

w P

4. #ECCE L¥¢Trace LeveliR & Detailed , F# R & 7INo Change ( X FCMFCVP ) , R RE
Update Trace Levels,




' Trace Levels

Component Current Level Set Level To

CCE Marmal Mo Change j
Chd Mormal Mo Change j
R Morrmal Mo Change j

Update Trace Levels Cancel

5. BdYesHHINES,

!| Changing trace levals could affect the performance. Are you sure you swanl Lo proceedy

o

[ L e L R

B EBE , 377 Unified CCE Administration 7 5 fin [ElSystem > Log Collection,

. #£Components & #& Hi%&FECCEFICVP,

I RIE 2B Log Collection Time ( ZRIAE Flast 30 min ) .

. B FHCollect Logs , RieREYesH AN FEES. BEWEFH. /15, EEIEETK

o

© 00 N O

Start Time End Tima Duration Companants Sire Sastus At

10. TG , £ HActionsFI B DownloadiZ i 0] FHBEFME BENER X . NzipXHFHRFE
BINNELHNEERNE,

RERERMWECUIC/EIHIE/IDS B E
FHASSHT# A&
1. BFCUIC, LDMIDSKISSHE1T(CLI)
2. 217 H S CUICH X B &,
file get activelog /cuic/logs/cuic/* .* recurs compressreltime hours 1

file get activelog /cuic/logs/cuicsrvr/*.* recurs compressreltime hours 1

file get activelog tomcat/logs/* .* recurs compress

3. E1Tw T ANELDMEX BE,



file get activelog livedata/logs/* .*
4. BT8R T LAREEIdME X B &,
file get activelog ids/log/* .* recurs compressreltime days 1

5. XL HEEMIESFTPIRSE SR/ E L : <IP#it>\< HHirt A B >\active_nnn.tgz , EFnnn2&
SRS

FEHARTMTT& A%

1. AOAMPR H T RTMT, & 3https://<HOST ADDRESS>/oamp , E#HOST ADDRESS=Z
BR 52369 1P it o

2. SMEITE> RTMTHE# T . TERHTEMEMF,

3. BHRTMT , AGEAEER XWBEFMRS R,

4. MiFiTrace and Log Central , AREM i Collect Fileso

5. WA BEBERSHIXLEETM <, BATHACUIC, LDMIDSIEREFIERSE/ARS 5.

*FCUIC:

Caollect Fileg

| Select CUIC Senvices/Applications |

(¥l Select all Senvices on all Servers

MName All Servars
| [Intelligence Center OAMP Service v
Intelligence Center Perfmon Service v
Intelligence Center Reporling Senice %
Intelligence Center SMNMP Java Adapler Senvice %
Intelligence Center Servicaability Service v

X FLD:



Collect Files

CCE Live Data ActivelQ Sendce
CCE Live Data Cassandra Semvice
CCE Live Data NGIMX Sendce
CCE Live Data Socket 10 Semvice
|CCE Live Data Storm Senices
|CCE Live Data Web Senvice

CE Live Data Zookeeper Senice

<&

EIEIRIERIE

%t FIDS:

Collect Files

| Elyls l| SEIVers ..
CiscoldentitySenice | M

3t FPlatformfR% |, %&FETomcatHEvent viewer B 5 BE R —MNFEE -



Collect Files
[ Select System Sendces/Applications |
|_| Select all Sernvices on all Servers
Name All Servers

Cisco Sendceability Reporter CallActhiliesRepont
Cisco Senviceability Reporter DeviceReport L]
Cisco Semiceability Reporier PPRReport [
Cisco Senviceability Reporter ServerReport _ L
Cisco Seniceability Reporter ServiceReapon _ ]
Cisco Stored Procedure Trace ]
Cisco Syslog Agent |
Cisco Tomeat vl
(Cisco Tomcat Sacurity Logs _ Ll
Cisco Tomcat Stats Servet ]
(Cisco Trace Collection Service |
Cisco Trust Verfication Senice L]
Cisco UXL Web Sendce ]
Cisco Unified Mobile Vioice Access Senice [
Cisco Unified O3S Admin Web Senice _ L
Cisco Unified OS5 Platform AP _ M|
Cisco Unified Reporting Web Sendce ]
Cisco User Data Sendces ]
Cisco WebDialer Web Sendce L]
(Cisco WebDialerRiedirector Wb Sandce Ll
Cron Logs [
Event Viewer-Application Log ¥

Viewer-System Log %
FIPS Logs L]

6. %k Date M Time LA K destination3X 43k LR 17 B .

VoS B BIE B3Ik (Finesse, CUIC, VVB)

1. FFERHEIR
EFHBER , BEILTIVOSIREEENSSHAE , AFEAFAEEAKFHITEMRIT,



| _
B wocor —

ﬁi'%jg utils network captureﬂi%ifﬁu T

<#root>
Syntax:

utils network capture

[options]
options optional
page,numeric,file fname,count num,size bytes,src addr,dest addr,port
num,host protocol addr
options are:

page
- pause output

numeric - show hosts as dotted IP
addresses

file fname - output the information to a file

Note: The file is saved in platform/cli/fname.cap

non

fname should not contain the character
count num - a
count of the number of packets to capture
Note: The maximum count
for the screen is 1000, for a file is 100000
size bytes -
the number of bytes of the packet to capture
Note: The maximum
number of bytes for the screen is 128
For a file it can be

any number or ALL

src addr - the source address of the

packet as a host name or IPV4 address

dest addr - the

destination address of the packet as a host name or IPV4 address
port

num - the port number of the packet (either src or dest)
host

protocol addr - the protocol should be one of the following:

ip/arp/rarp/all. The host address of the packet as a host name or IPV4
address. This option will display all packets to and from that address.




Note: If "host" is provided, do not provide "src" or "dest"

1b. HIKFMBERE

N F A MR , ATANFTE KD ALLEE 2 B FT B BIREEBNER —NE R
packets.capfI IR X HH, Hik , SFEEEECLILINIT utilsnetwork capture etho file packets count

100000 size all
- = 1
ﬁidﬂ.ﬁﬂﬁ-hﬂ‘t‘ = T - - -— | S—

1c. BIFFwASHHIR

NTHBREEHREERNBERNE , FEEMA R ORTURIESSE LR O (8500)# 17K,
BRMERSFEES N NRH LHTEENEAES  FSHTCPHMUDPIR AERER , T
3 A8 B4R 1 Y38 FA AR AR

A 14486075 - PuTTY S W S—

1do BRIFBEHHIR

EHBRVOSHFE EHAVHE , W REFE MM host TS IEH HEFE N R E.

AREEEEHRBEEN , EABIPRFER ! FEIPHUERIE. 0 utilsnetwork capture ethofile


http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

packets count 100000 size all host ip 110.1.1.1
EF BLALEOTS - PTTY

3. EPEEER
BREEETHENMBERSVRR , UEFLENBREIISEHRIES, WRBERER
MR, NARFERNESTHR. IRBRER , FRANEAXEH. EMEHHRHA
B ERE N HER , IHEZNBRT2ER. ARKNEAFERHR , EEAGRI LY
B SEERNERBIHIR,

4. fZ1EH3R

BFILHER |, FiEREControl @A RBE LNC, X2SBRRERER , A BT OBIREMH
RN IMET R AR 2o

£P 14826075 - PuTTY

ARG, BRI FM#% E RS 88 L activelog platform/cli/ i &

6. MAR S5 2R UR SE 3 IR
IR X710 £ RS 2% E M activelog platform/cli/ifiB. A LAEARTMTES CLIG L&
EISFTPRRSS BT A #bPC,

4a, BECLHNFHIR X HEMmEISFTPARS 25

{55 FH fiifile get activelog platfor m/cli/packets.capf3 ¥ packets.cap X N EE BISFTPAR &5 85
RE , WERSSE LFMEAATE.capXXfF , fFHfile get activelog platform/cli/*.cap.
&/ , EHESFTPRSS2RIP/FQDN, wH, AF#&, BBEMBERER :



',@ 1448.60.75 - PuTTY

CLHE R X E M BISFTPARSS 88 B X W& =2 K Mo

4b, ERARTMTRHBIR X R B A HPC,
B3 RTMT, MRRZEEAR##PCL , FMNVOSEENEHZTEELMRAE , RAESMEINA

>R S, B ESystem , AR5 ¥ thTrace & Log Central , ZRIEM & Collect Files, #EHEHE—
AN E I Next,
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AOOOO000000000000000000K
H AOooooooooonooonooooooooanoes

EEZAERES | EFRHITHIRMIRS 25 EPacket Capture LogsHI £ £ 4E , RS 8 diNexto



IPT Platform CLI Created Reporis
IPT Platform CLI Logs

IFT Platform Cert Monitor Logs
IPT Platform CertMgr Logs
IPT Platform Cluster Manager Logs

IPT Platform GUI Logs
IPT Platform IPSecMgmt Logs

IPT Platform RemoteSupport Logs
Install File Signing
Install and Upgrade Logs
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EREE—1REL 6 EERITHRONESEE , #EAHPC L%Edownload B %,



RTMTRXHLLE O H R EREXHH R EFEEREEMENEBPCL,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



