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DiagFwCertMgr /task:UnbindCert



n>DiagFwCertMgr /task:UnbindCert

|umb~r from s
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Attempti ete the ing blndlﬂz on 6.8.8.6
Deleter binding :
om tt !
DR UNBINDING THE CER CA FROM HT SERVICE COMPLETED

SRASTHEREBHES Thumbprint ZBREFINE ( FEEH ) -

N oEE  BREABREATOFLRERNSEARFMER. BIDEA -+ RN 4855 T S B
SR B X L R T o

General | Detals | Certification Path

show: [<al> vl
Field Value -
(k1| Authority Key Identifier EeylD=03 3f 5102 27 8¢ 7 3...
(&3] CRL Distribubion Points [1]CRL Cestribution Posnt: Destr...

(1) Authority Information Access  [1]autharity Infio Acosss: Ace...
)| Certificate Template Inform...  Template=CC Web Server(1.3...

(H.| Application Polices [1]Applcation Certificate Polic....
5| Key Usage Digital Signature, Key Endpher... |3
| Thumbprint algarithm shal
| = imborint 5793740099 195306 e 0b... |

97 93 74 00 99 19 53 dbt 42 0b 5 62 cd 4c bd
96 36 dc 4b cb

' Copy toFile...
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DiagFwCertMgr /task:BindCertFromStore /certhash:<hash_value>
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%I 1 : CLIG S : echo %CCE_JAVA_HOME%

®W 2 BYISRREGEREFHRE , BT

=
« - 4 E I Control Panel > System and Security » System I w t 1 2
Control Panel Home
& Device Manager Computer Mame  Hardwa Remate
& Remote settings Environment Vaniables w
You must be logged on a3 an Administrator o make most of these changes
9 Advanced systern settings =as
S User variables for Administrator
Wisual effects, processor scheduling, memary usage, and virtual meemony
Variable Value
Settrgs. i Path Co\Users\AdministratodAppData’\ Local Microsaft\WindowsApps:
: TEMP C\Users\Administrator\AppDataiLocal Temp
e e ™F CA\sers\Administrator\ AppDataiLocal Temp
Deskicp settings related 1o your sign-n |
Settings.
Startup and Recavesy
System startup, systeen falure, and debugging information New... Edit... Delete
Setings..

System vanables

e o
CE_JAVA_ C:\Program Files (x86]\OpenJDK)jre-8.0.272.10-hotspot

COMPLUS Prof APT_Profilen... Enablewaproniler

oK Cacel Com3pec C:AWindowshsystem3Zicmd.exe
COR_EMABLE_PROFILING 1
COR_PROFILER AppDynamicsAgentP rofiler
CORECLR_ENABLE PROFILI.. 1
CORECLR PROFILER Agolvnamics AgentProfiler i

Mew... Edit... Delete
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cd %CCE_JAVA_HOME%\bin
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OpenJDKZ4AE |, [ F System CLI{AE A OpenJDKZ4AE
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1.4 FIFQDN4 BAE

133 72 154 B 204A] i FAFQDN A Web RS E I 85 (WSM), iBEZXML(VXML), PR ESFIRESE
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5.M\%CVP_HOME%\confisecurity\B & , 12178 $copy .keystore backup.keystore,

CVPHRS &%

SR EMBRCVPRS RIS , BEITUTHT

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai
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RFHNERRBREZD (FINFER) ?
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NETROF DB AEEyes.

FH83 Xfvxml_certificate M callserver certificate} {THHE S :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai
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%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -delete -a

HINIRRET , % Akeystore 8,

HER2. BERWSMIES |, BETU TS :
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIERRET |, % Akeystore 18,
NEREERS[HWFQDN , EHNEFHMBR R AL ? ASREHITECVPRSSEMERNIS R,

$ 3. XFoamp_certificate iV THE S :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -genkeypai

HIIRRET , % Akeystore 8,

2.4£ M CSR

N B HARFCS2B0FEN N L BEREMIS H DS THE AL H(SAN), EER
CSRAY , AJLATESANARER — extS BRI IRE,

FEZRAEBW
-extZMATRHPERBRES M. ERMNRERMT EZEHEBF(SAN) , ZBEMNTERSZHFNTE



PREE R (FQDN) AR A it EHl, EbSANFRAIMERNIES 7 FRER M.
BEMHISANK R THE

1p:192.168.0.1
dns:myserver.mydomain.com
email:name@nydomain.com

flan -

-ext san=dns:mycvp.mydomain.com,dns:localhost

CVPARSS 2%

FER1INBNBERIERBER, STHBSHFERFR M ( Hl0 , wsm_certificate )

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

IR RET , 3 Akeystore 8,

FHB2 Ivxml_certificate M callserver_certificate {THHRE S %

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIVRREY | % Akeystore 15,
CVPR& AR 25

SR FBNBERILERER, STGSHFERFRXH (110, wsmreport_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIIRRET , % Akeystore 8,



HB2 Stcallserver_certificate M ITHEMN SR :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HINIRRET |, % Akeystore 18,
CVP OAMP ( {XFRUCCEZBE )

SR NBNBERIERBER, STHBFSIHFHERFRM (B0, wsmoamp_certificate )

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

H IR RAE |, % Akeystore passwordo

H B2 Foamp_certificate iV THE S :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -certreq -

HIRRETS | % AkeystoreZ 5,
33REICAZ ZiIEH

$ 1. ECA(WSM, CallserverfVXMLARSS 285CVP RS 85 £ S BE+;CVP OAMP RS 259 WSM A
OAMP , CVPi#i & 55 28I WSMH Callserver),

HIR2. MCANLIE T 8 R A B FMARIE B,
SR FRIEPBMCAL R IE B E HIEIE A RS 228 % CVP_HOME%\confisecurity\ X 43k #,

4.5 ACAZZIULH

MXESRNMATCVPERAEENAMBERSEE. NEFEESAZRSH LAHFMIELCAZRIEH,

ST S ARIES. BITHES

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIVIRRET | % AkeystoreZ 8, fETrust this certificatei2 REF T , B AYes,



MRFEREES , FETUATHS :
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIIRRET | % AkeystoreZ 8, fETrust this certificatei2 R T , 8 AYeso

S0 5 AZRSBIEH ( CVP. ReportingFIOAMP ) BICAZZWSM, ETIIES -
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIVIRRET | % AkeystoreZ 8, fETrust this certificatei2 REF T , B AYes,

SBIECVPIRSE MR E RSP S ACallserver CAZZEH, ZITUIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIIRRET | % AkeystoreZ S, FETrust this certificatei2 R T , B AYes,

SBAFECVPIREBFEAVXMLIRS 2BCAZZIEH, ETHIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIVIRRET | % AkeystoreZ 8, fETrust this certificatei2 REF T , B AYes,

H 5 1ECVP OAMPRRS 28 ( fUEA FUCCE ) S AOAMPERE 2SCAL RIEH, BTIIES :

%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -t

HIIRRE | W AkeystoreZ 8, fETrust this certificatei2 REF T , B AYeso

HR6. BB RS R,

N B EUCCEBEw | B & K CSRIE LA FQDNIECVP OAMPH R MRS 2
( CVPIR%&. CVPIREEZ ),



VOSHRSS =5
1.4 R CSRIEH

EFEBANANETERHESBRERSZ(VOS)HF A £ K Tomeat CSRIEH,
EEERATETVOSHMA |, Hiin

* Finesse

« CUIC \3EHHHE(LD)\ B 17 BRS5-25(IDS)
. niEE

- BRVVB

F 1.5 M EICisco Unified Communications Operating System Administration T &
. https://FQDN :<84433%443>/cmplatform,

$24  SMELL>ERER , RBRFEMCSR,

Shaw v Gefiega v Setwly =  Sofwerioirsies T Seevoe v M T

Fored Carmfecain Lax mhebrd | Sonduain | Etgems e I Fsd | O Bt | =
by aakrew grary. Plasie anfur pees snarh irdera vaing bha sptaes sban.
Gararay BeT-peprapd  Wpled Candusla/Carnioang chae Jesanag G4

Porsd Carbfeatn Lk whare | Carbfote [brgra mth - [ Fid | Cmar Pllmr | ==

o e . Pt i e i B i et S B

Gorarsiy Sef-pgred | Upltwd Corbfecsind Cortificatn chan | Garwrate C58 | Corsnicad O30

SBA BRI B B Ntomcat , A58 FHDownload CSR,

@ Download Certificate Signing Reguest - Mozills Fuefox - m] bt

D & hitps/10.201.224.234/cmplatformycertificateDownloadMewCsr.dc wee NS

Download Certificate Signing Regquest
(2]} vownksacsr [T cuse

Status

|- "J Certificate names not sted below do not hawve & corresponding CSR

Certificote Furpose ™ | tomeat

[Wmhld Certificate Signing R st

| Downdoad CSR | [ Close

@ *. indicates required itern,



S I5. £ HSave Fileo XHRFEDownload X #43%&H,

Opening tormcat.csr *

You have chosen to open:

| tomcat.csr

which is: CSR file
from: https:/10.201.224.234

What should Firefox do with this file?
@] Openwith | Applications\notepad.exe (default) B
(8 Save File

2REICAZ BIEPH

HI1ECALS HftomcatiE B LE £,

HER2. T2 A MM CAM K HITIR G RIES,
3. L& B A FMARIEF

$ 1.5 M 2Cisco Unified Communications Operating System Administration T &
. https://FQDN:<84438§443>/cmplatform,

H2w  SMBRE>ERER , AFEFR LERIEPALPE,

Show = Seftings = Security » Software Upgrades » Services = Help «

- 1 . G . . . -, 1
ﬂg Generale Self-signed é Upload Cedificatle/Certificale chain [iﬂ Generate CSR

%35 . LAEAEBAEPB4E"(Upload certificate/Certificate chain)& O/ |, £ iE+ Fi&(certificate
purpose)FE ik ZEtomcat-trust , ARF LERIEH,

Upload Certificabe / Certificate chain
5.:' upead [T cione

rStatus

@ waming: Uploadang & duster-wede cortificats will distrbute it 1o all servers im this clugter

~Upload Certificate fCertificate chain

Cartificate Purposs” toment-trust " |

Deteriplin (Trenaly name
|Up!nad File Chooss File | Mo file chogen |

Upload Close


https://FQDN

STRAFGPENES ( WRE ) ENtomeat-trust L1,

%55 . £ LA EBAEPB4E(Upload certificate/Certificate chain)& O/ |, £ “IE 4 Fi&”(Certificate
Purpose)FEH ik #now tomcat , ARE L& NACAZZWIEH,

Upload Certificate Certificate chaln
EE, Upinsd E} Close

rStatus

{Dw‘ammg: Updsading a cluster-wide certificate will distribute it to all servers in this cluster

~Uplead Certificate f Certificate chain

Certficate Purpose® e I
Eescrptanifriendly name) Self-nigred carthicate
Uplaad File Browese... | No file sebacted.

Upload Closa

@ *. indicates required item.

6% ENEHHSE.

56 UF

EFRHBIEE , BRTATSRURECASEHRI -
5B STIF Websil K 28 3B BB

55 BR2. 36 A 3 FRAT 0 28

W#E , BLABIERTRUATHCAZERMIES , AAMNRREOPERIEBRELRMN , BT
ZEE, BB

HUEHEER

AR R AT HRCAS & B RIBHEH S,
HXER

- CVPELEIEHE — &%

« UCCEZ£IEH

- PCCEE®EMHM

« XMPCCEEBXZuUI$H — PCCE 12.5

« Exchange UCCEEH® HiF$H — UCCE 125
- XMPCCEEBXZuUI$H — PCCE 12.6

» Exchange UCCEEX&iF$ — UCCE 12.6



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_security-guide-for-cisco-unified-icm_contact_center_enterprise_release_1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_1/configuration/guide/pcce_b_admin_configuration_guide_12_6_1.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise/215354-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/215445-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/packaged-contact-center-enterprise-1261/220693-exchange-self-signed-certificates-in-a-p.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise/220754-exchange-self-signed-certificates-in-a-u.html
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https://www.cisco.com/c/zh_cn/support/docs/contact-center/unified-contact-center-enterprise-1261/218324-exchange-certificates-with-contact-cente.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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