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B

RIS R AN B R R (SSO) R BRI & W AR S5 25 (CMS)Web B1 A SR HE H 3 E 1T HUE HEBR

TORFAMF
=R

Cisco BB THUTER :
« CMS Callbridgeh2~3.15% & & i A
« CMS Webbridgehx 4<3.13% & & hix 4
« Active Directory IR% 85
- FMRERMEREF(IdP)
ERARAH
AP EEETUATRAERME R
« CMS Callbridgehr 74%3.2
« CMS Webbridgehx4%3.2
* Microsoft Active Directory Windows Server 2012 R2
* Microsoft ADFS 3.0 Windows Server 2012 R2

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANARERZRANERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTRBELE,

Jb 5
=

CMS BARESEMASIAT AFEASSORITERNIIE , TRERAFSREZNHWARE , AR
BN TFHREHRUEFGE.
LEZhREfE A R £ Wi S #7121 5 (SAML)MRAS2.01E 1 SSOHLH

~ S¥E : CMSTESAML 2.0 X X #FEHTTP-POSTHE , HIELIEMEX AR FAHTTP-POSTH ERY
FRREEREF,

N rE . BFESSOE | EALDAPE HRIFSFETA.
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WebApp SSO Login

- i | e |
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2.1l
il
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]

POST fauth/ssotokenRequest with ‘'username’ in payload

Webbridge3 match S50 config and responds with 200 OK contains SAML address

|
Authentication POST is sent to IdP with SAML Request
T

h

I
Aythentication token response after user authenticates

POST jauth/ssofidpResponse with token in body =_:

verifies token and authenticationiD

C2W AuthReguest{username, authenticationid)

Check if user exists and match authenticationid

User Exists

'y

o R I il A0 SOl TN e el Al Wy Sl e S A g

(o)

reate JWT

Send JWT to Webbridge3

Webbndged sends JWT i header (cookie) and refresh URL to '

e e W

|
|
|
|
I
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|
|
|
|
|
|
|
|
|
|
|
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|
|
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|
|
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ADFSZZEMAHIRIE

Lt EBE 75 2 6 FMicrosoft Active DirectoryBk & & 3 11 lR 55 (ADFS)¥E R & iR 2 F(IdP) , E it
, B ENEEZ I ZEHIZTADFS ( HE4RIAP ) .

RFCMSH /=~ B 5 E & 3R 32 7 (IdP)

EIAFPRSERNEMRIL , XOEIIPRENEXFERNNAREZOAP)RREEN]. AT
API#YIdapMapping A #91£ 10 R authenticationldMapping.

1.Z£CMS Web Admin GUI_ L& FConfiguration > API

Co



Status W

« return to u.

'apifvl,.l"ld;

telated object

——
Configuration &

General
Active Directory
Call settings
Outbound calls
Incoming calls

CDR settings
Spaces

2.1£api/v1/ldapMappings/<GUID-of-Ldap-Mapping> T & IE ( RIEECIEFH ) LDAPHRET,



API objects

This page shows a list of the objects supported by the APIL. Where you see a P control, you can expand that section to either s
details of one specific section of configuration.

Filter‘ ldapmappings ‘ (2 of 129 nodes)

Japi/vl/ldapMappings

1-2(of 2) Create new able viey | XML view

iidMappina

458ad270-860b-4bac-9497-b74278ed2086 $sAMAccountNames@brhuff.com

3.IEFTIE A IdapMappingXf &7 |, FauthenticationldMappingE #1 EI M IdP1&i# BILDAPE . A5
&I $sAMAccountName FAERR 51 HILDAPIE 1.

/api/vl/ldapMappings/458ad270-860b-4bac-9497-b74278ed2086
jidMapping [ [$sAMAccountName$@brhuff com [[] |- present

nameMapping [_J |$cn$ |— present

cdrTagMapping ] | |

coSpaceUriMapping [ |$sAMAcc0untName$.space | - present
coSpaceSecondaryUriMapping [ | |
coSpaceNameMapping || |$cn$'s Space | - present
coSpaceCallldMapping (1 | |
authenticationIdMapping (] |$sAMﬁxccnuntName$ | - present
e

~ SEE : callbridge/33E E & Fl authenticationldMapping 3k 3 if M\SAMLResponse # B 1dP & i%
W, H AP RMHE—/NISON WebT B (JWT),

4 E 5 HIE1E M IdapMapping><Bk#ldapSource EITLDAPEZ :

il 4n:
/api/v1/ldapSyncs
tenant [ 1| || Choose |
|dapSource |UdeeBcd—ccce4ccb—BEaB—ﬂﬂbaﬁgeﬁﬂec? || Choose |
remove\WhenFinished | || <unset> v

5.5ELDAPEILfE , EELE> api/vl/usersHTHICMS APIHR &l , HERESAWEAF , HRIE
authenticationldR A E EHIER,



userJid jdoe@brhuff.com

jdoe,=.sAMAccountName, name John Doe

N 1dP I EWebbridge Jt ##EXML

Microsoft ADFS A THEXMLX A EREBEEFSA , MRREEFANRSREEER. B
I, BB TBEXMLXGEL S E , EXHFSAFE—LEEMY

BB EERN Webbridge T IERHI

<?xml version="1.0"%
- <md: Ent|tyDescr|pto entitylD="https: I/meet brhuff.local:443" ID="https://meet.brhuff_local:443" I
xmins:md="urn:oasis:names:tc: :2.0:metadata” >
- «=md:SPSS0Descriptor prctocolSupportEnumeratlon 'urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true"
AuthnRequestsSigned="false">
<md:NamelDFormat>urn:oasis:names:tc: : =
<md: AssertlchonsumerSerwce index="0"|Location=" https //meet brhuff.local: 443/ap|/authlsso/|dpResponse
Binding="urn:oasis:names:tc:SAML:2.0:bindings: Ve
</md:5PS50Descriptor>
=< /md:EntityDescriptor>

1. entitylD — X 2Webbridge3fRS525 i 4it ( FQDN/EHLFE ) F A F A& 5 48 25 1 1) A9 >< BX i
Ho



AR MRBZMWebMFEHENURL , XA R R E it

2. Location — iX 2 Webbridgetth it FIHTTP-POST AssertionConsumerServicefI L B, X215
NNIPEERZREFELISHRIENAFEERINMNE, YIFHKRE NidpResponse
URL:https://<WebedgeFQDN>:<port>/api/auth/sso/idpResponse, a0
, https://join.example.com:443/api/auth/sso/idpResponse.

3.k —ATEENN — XRATERENLE (IEH ) |, IIPERZAHRRIERE
WebbridgefJAuthRequest, LtIDA5 & FWebbridge £ EISSOMESE L A FAHH
“sso_sign.key’PLBL , AMEIAPAIBAMER AR (IEH ) RIELER, BuLERATNEFNIEIES
o EXAXHGHITFIES , HFABREHFIWebbridge TBIBEXHF., HEM
SSO_XXXX.Zip 344 FR 5 FA 9 1iE 5 B9 L Bt 27 48 A #Esso_sign.key X 44,

4. Wik — AT MBHAA — XR2IdPA T tE & EWebbridge FISAMLIE B /A48 (iEH ) «
XA E E#FHEIWebbridge £ HISSOELF & £ RIFA$A “sso_encrypt.key”ITEL , LA{E
Webbridge AT AP A BN AE. ZBAUEAREFNNEFIESH, EXRXGHITIFIE
F, HAHABEFEIWebbridge TBITEX B, FFEHIsso_xxxx.zip X A 5 F B U #Y PTEL


https://%3cWebbrdgeFQDN%3e:%3cport%3e/api/auth/sso/idpResponse

40 A ¥Esso_encrypt.key 3 44,

FERATLELN (P ) HIES AldPEIWebbridge TTEE R 41

= Taoml version="1.0"7
<md: EntityDescriptor entity [D="https: [ /meet.brhuif.local: 443" [D="https: Hmeel 'hrhull'lncal 443 umins:md="urn:oasisnames:ic:SAML: 2.0:metadata™ >
ARtASS rr| onsSigned="true" AuthnRequestsSigned="true® >

T a5
SCortfcat r,bmmccam..qmm. r—

< s XS0ICartificates
<fds:x5090atax
< fdaiKeylnfas
< fmd:KeyDescriptors
<md: KeyDescriptor use s ancryption®»
<% Keylnla “http: fwweeae Doarg f 2000009 omldsige s

e e __| !

<fd5:x509Cartificatas
wbdltl..alu

rrzoasis names e SAML 2 naomekid-f ket et oo Haome IO E

ACONSU MBS enice irldut:'ﬂ"ILvLJL ion="https: f fmeal.brhull.local: 44:lfbp-,luulllfsm,hdpResponse‘Ia pling ="urnieasisinames ICSAML 2 Ebindings MTTR-POST/
riptor

< fmid:EntityDescriptors

fFWebbridge# TTEHIE S A & PR AEF(1dP)

SFEAERNEHEAETHEEXMLE |, BN X4 S AMicrosoft ADFSHRSF 2R LABI R EBEE S,
1SR mEEIEEADFSIRS BWindows iR 5588
23TFAD FSEE#ZFA , BEMUESRSF[EEESRHA,



Manage | Tools View Help

Actree Directory Administrative Center
Active Lirectory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Senices

AD F5 Management

'j |t

omputers

Component Services
Computer Management
Defragment and Optimize Drrves
DS

Event Viewer

Group Policy Management
15CSI Initsator

Local Secunty Policy
Microsoft Azure Services
QDBC Data Sources (32-bit)
QDBC Data Sources (b4-bit)

Performance Monitor

nn.l-.l-ll.lr.l-l-l .--'J-.'II'J'I.'

3 AADFSEEREFIAR , EEM B+ SMEIADFS > Trust Relationships > Relying Party
Trust,



File Action View Window Help

*‘ ifll_d‘ aE

--.
[ l Service

4 || Trust Relationshig

+ &

= 31 FT el e | T E

|| Authentication Policies

AFEADFSEERFHANAERT , REBEFMEBAEE...... BT



Add Nen-Claims-Aware Relying Party Trust...
View

Mew ‘Window fram Here

EH Hep

5RATHIARE , RITFRMEB A EERF. EFEFTIHET

Welcoma:
Steps Welcome Io the Add Relying Party Trust Wizard
. T wiard willl e you Sded & e rlgng party trust bs e AD F3 corfguraton datsbase. Flaling pates
@ Sdect Duts Sovene consuma claims in secrty tokerm that aen issusd by this Feslaration Servicas bo make suthertication ard
@ Corfigurn ulsipsor
Pugherieption hew? Thas rebyirsg oty ol thad this wizend creates defreg how thp Fecration Servics recogbes e g
- piety el s e bo £, Vi San defre msusras o rades for Beporsg clams 16 The miping pary
DI“I m““ after pou complele the witerd
i@ Readyto Add Trst
@ Finish

:‘-T.Pl'!"r'-:h.l'! Sean Cancal




6.EERBBRN L , ERMNXH4SAGHANBIENRERA , AREEXNE , SME
Webbridge T #E X H L&,

Salect an option that this wizand vl use bo obtain data about this nehying pasty:

) lmpont daba it the rehing pavty publshed ondine of on a looal nebweodk:

Likea thim oplion Lo mmpord the nacesaany dais and ceriicslss fom & rehing pady oranizaton that pubkshes
s faderntion meladaba onlirs o an & local networdk.

Fadaration metadat addres host nass or URL):

Example: fs confoss com or hitpa-/ewsr.contoso.com/app

diata aboud the reling pasty from a file

thes cplion Lo impord tha necessany data and cerficales from & rehing padty organization thet hes
soporbed e fedarntion metadals bo & s, Ensurs that this fis is iom & tused source. Thes wizand vl nod

i Enter data about the nelying pasty manualy
Lksa Hris cplion Lo manually input The necessary dals abaout this relving pary arganization.

THEEEEREMRN L , FADFSHRABNZKMAEETRNEN ( ZREB T A TADFSERER RS
BRE , ARRHRER ).



Erter the dieplay name and amy optional notes for this rebang party.

This b5 the nelng tnest part for CM5 550 with Webfpp|

8.7£ Configure Multi-factor Authentication Now? R , RE N BRINE , RFEET—F,



Configure muliinchor authentication setinga for thes nelying party tsust, Mulli factor suthentication i seguined il
thaen ig & mabeh bor sy of e gpaciied requinements,

(obal Settings

@) |1 o ot wint b corfgre mukidactor Buthentacation setirgs fof s celyng ity tru Bt ths time.
) Configure mulifactor suthenticafion settings for this rebing party trust,

‘Yo can also configure multi-facior suthenticabion settings for this relying party trust by navigating to the
atomriiutice: Fokicins o For e ok e . s ;

9.7£Choose Issuance Authorization RulesTH £ , {8 8 JyPermit all users to access this
relikeparty FTI%E I o



Choose Issuance Authonzation Rules

Seps Issuarce suthosration nies delemine whether & user is pemited to receie caims for the relng party.
@ Welcoms iCheece one of the folowing options for the indial beharvier of this selying pay's Bausnos suthorcstion nis

@ Solect Data Source - il Ltera 10 ACreas s rebre party |

@ Spechy Daplyy Mass Fruncn mahonzater nabes wil be corfaured o st ol users o Booess this rebimg party. The rehng
& Corf Mokt Eacior party sarsice o spphoation may 2l damy the user socaess

Reshortication Now? ) Derry all users access o this nelying party

- mhmmmmmh Thes: exsceanice suthonzation nibes wil be configued 1o deny all esers acoess bo ths reling paty. You must
Lyt er echd] ki abngn Buthoniznton nais o eradle Bery weers [ BoDis this rehang panty.

@ Readyio Add Trmd
@ Firish
Wiski 2o b Hol it ithenizaiesn nubes T Bhis sy ety trust By salpetire th relying paety e

e chcking Edit Qam Rules in the Actions pane.

10.FEEZRIMEETR L |, TABT %<& FE WebbridgeSHEELNSAEMES, RERRARF
ML BUIRERWebbridge fR 5 1R B B URLIF A4S B



Tihe edying oty inast has been configunad. Renviers the following selings. and then clck Meod 1o add the
redying party tnest (o dhe AD FS configuestion datshase.

|m|w|mm|wlmlm|m| [<]+]

Soacdy the endports 10 ube for SAML aed WS-Federstion Passe prolocoly,

LRL e | Brdng  Defsuk | Fesporss UAL
SAML Assertion Consumer Endpaints
[itpa./imant el local 441l me... 0 FOST Rl

M AR L | G AHRBUAK A [0 § 5 48 4m 18 = M



T riskying gty rust wad successiully added to the AD FS configuration detsbase.
Yeu can moddy this relying pardy nast by uting the Propediss dislag B in te AD FS Managsmant snap-n.

[ Cipetrn the Exit Ol Flubess: ditdiog for this pelying pacty Ssust when the witer clies

£ 1dP £ A Webbridge fR 55 1 22 7 BE #L I

WIE , LN Webbridget 2 TEBSEE , ATSAGIE S AMN LR 4 ELDAPSE 4 57 SAMLIE &
R 48 Webbridge i /& i A BA S U 4T L L

1.ZEADFSEEZH AH , RHE RWebbridgeWEB A EE  RAREANERPIEREFEFAMNN

o



Add Redying Party Trast...
Audd Mon-Claims-Aware ..

2.7 i <DisplayName>BI R R FMN"TT £ , EFBRmMAN......".




lssuance Transfom Fules | lssuance Authorization Rules | Delegation Authorzation Rules |

The following transform rules specify the claims that will be sant to the relying party.

Order  Rule Name Issased Claimes
1 Webbrdge 3 usd

[«][=]

e [

3.7£Add Transform Claim Rule WizardT £ , F Claim# 8 #xi% I i%#E Send LDAP Attributes as
Claims , AFiEFENext,



Salacd the lamplate o the clam fulls thal vou wand 1o cresbe from ha Pallewing kst Tha descriotion providas
defnds about aach clam nds bempiate.

Claim nule iemplabe:
Sand LDAP Assbutes a8 Clawns v

© Claim nue template descrption:

Lising the Send LDAP ARsbute aa Claime nis lemplate you can select atirbubes feem an LDAP attrbute
sore such as Active Dinsctory i send 25 daims (o the relying party. Multiple atdhutes may be sert as
rrultipde clsims from A singhe fubs usng this rule hyss. For saample, you can uss this ruls bamplsls 1o creshs
& na that will eedenct aRsbide value for sushsnticabed Laerns from the deplmdlasme and felephonsthiumber
Active Directory aitshutes and then send thoss values as two diferent cutgoing dlaims:. This nule may also
bea urted] oy ] il of thes usmer's grown mamibershins. ¥ you wart bo anly send individusl grous
menbarsins, e the Send Group Membarship as & Claiss nus bemplate.

AEBREFHEANT L, ERUTEEEESBAEEHSFHEMRAN

1. FRBEAN B = B LARADFSHFAZANEENER (NATANSE )

2. B Z4#= Active Directory
3. LDAPE M =1X %M 5 Callbridge APIA fyauthenticationldMappingZt. ( 50

, $sAMAccountName$. )
4. & H P BASE Bl= b 75 B K B A 5 Webbridge SSO config.json# B authenticationldMapping 8

EL, ( fluid. )



oonfigure thes nuie 10 send the vahses of | DAF stivhobes a5 claimes . Select an attrbute stone from

You can
wiich o edmct LOAP stivbutes. Specy how the sidbobes will map o the cutgoing claim Bypees that will be
Baubd froen the nie

Rude tarrplate: Send LOAP Atirbotes & (e

- v

Mapping of LDVAP sttrbutes to outpoing chaim types:

ey Claim Type [Selact or tvpe bo add mone)

JIWebbridge B 2 SSOFHZIPX 4 :

L E R Webbridge N RIEZ X FHHIEH, FHRIIMGENSSOREMsI ANEE. LI REXL
MERLTAN :

o ZIPXX 47 sso_1E R B B BT 4R (Hl fsso_cmstest.zip)o
o EEWXHE , WebbridgeIEAEARSHKIE , H BEREENSSOATE LEAZRW
Webbridge,

- MREATSNEHRHERF , NAAERTE S RE LR RIMBZIPX A (T Asso_fEH
BI4R).



« BlRzipX AR, BELAREERHAERE MRS , FENAENXHRAXHERFHERZ
XK,

Zip XA BHA2FAN AR , EABURT REERANE,

=B
XHE DU WFE
?

X2 L HidPUE N MetaDataX £+, EADFSH |, AlEN # 2|
idp_config.xml  |https://<ADFSFQDN>/FederationMetadata/2007- YES
06/FederationMetadata.xml#% 2 iZ b it .

XRJSONI# , WebbridgefE 12X HRIEZ &RV , EISSORY & 43 31iE

config.json mh gt YES
: XRERNREHAEF LREN A AHREZZANNLA. MEFELZBYER |
s$so_sign.key AT a
XRERIEHEFLEENATAXNERANLA. NATREFMNE |__
sso_encrypt.key e

#HiE

IREN H B Eidp_config.xml

1. ZEADFSHRS 28 ( SRS MIADFSEILE ) £ |, ST FHFWebl 128,

2.7 EWebHl %88+ |, # AURL:https://<ADFSFQDN>/FederationMetadata/2007-
06/FederationMetadata.xml ( Z1RBIEADFSHRS B8 LA4th , 1 ] LAfEE Alocalhosti3EFQDN )
RS T 837 - FederationMetadata.xmls



https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml
https://%3cADFSFQDN%3e/FederationMetadata/2007-06/FederationMetadata.xml

C [1) adfs.brhuff.com/FederationMetadata/2007-06/FederationMetadataxml i1

SHTHMXHEHTEREIRzipXHME , AFEEw R Nidp_config.xml,



PO

b EJ

3
‘Mol
- [ThE

& configysan

= Federationhietadataxml

Chpen
Exint

Share with Skype
Eove to Onelimmee

T=-Zip

CRC SHA

Edit wath Motepad+ =
whare

Ohpeeeny wiith

Cisco AMP For Endpomts

Restore previcus versaons
Send to

Cut
Copy

Create shortcut
Delete

Propertses




Local Disk (D) » brentssoconfig » 550config

o
Mame

ﬁf cenfig.son
E‘? idp_config.xml

5 % B

F

BIEEE RN A M config.json X4
config.jsonBEX3NEMY , B4 AEEEFESRH{ )

1. supportedDomains — X 2R EIIPKRESSOFHRIENFIIR, ZMNEALLBIES 2B

2. authenticationldMapping — X 27 /& H F M N K —EB 9 MADFS/IdPZ BN S, 1t
BEXTEIIP LA L FRAERNERELCE, AFRBRFAN

3. ssoServiceProviderAddress — X 2 FriR 1R #7125 B H & IESAMLIE R FFQDN URL, iX
W@ Webbridge FQDN,

Clam nde name:
[rrr——

Rubs template: Send LDAP Atrbutes as Caemg

jrin

supported domain of
‘brhuff.com’ for-SSO© Signito wakiape

authentication = sed|in ADRSfothe Elaim



% Esso_sign.key ( A% )

X 4 aE AT EWebbridge THEAR LB NVUEHHIFALH , Webbridge T IEE S A AP, B
1 7£ <KeyDescriptor use=signing>Z$ 4 T £ A i F 15 B E FEX509Certificate , JFEADFSH S A
Webbridge Tz HiE R EA TEBMIE+H, A FEWebbridgelE B {EE S MADFSE , EEM
>SEETEER (MRA) B,

ET—/REIs | &7 LLE Bcallbridgeilf # (CN=cmscb3.brhuff.local) , ZIEHE S AEIADFSZ &l
2R EIWebbridge T ##E. 1 A Elsso_sign.keyH K FA%A 2 5 cmscb3.brhuff.localiif $5 PL e 9 #A 48

o

XEAEERE | RIEEINZZSAMLIE N A= E

sign.key - Notepad <2 :ml version="1.0"%
tityD

*https:/ /meet.brhuff.local: 443" 1D="https:// meet.brhuff.local:443" xmins:md="urn:0asis:names:tc:SAML:2.0:metadata’>

; \
File Edit Format View Help colSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol” WantAssertionsSigned="true" AuthnRequestsSigned="true">

----- BEGIN RSA PRIVATE KEY----- - ning
MIIEogIBAAKCAQEASKRS jasviPqhwfpwupou93dYipVsnzYgsrMtrimB0zW3YADh Y ds="http:/ /www.w3.0rg/2000/09/xmidsig#">

I
R ‘J"‘i "" Webbridge3 Properties -

Organization | Endpoints | Proxy Endpoints | Notes | Advanced
S4GInsncFVMIFeoyBBlakcf2CkHp] doTpkoll72rUfwkbl LX4br@x46Kulan3z8i Moritoing | Idertfiers | Encryption | [ Soneture ] Accepied Gaims
+m3MZ1EyFSNCmRt7980Kq2bKPHMWTQ1160pFZxjNV1rppm/ LKOFVDhFXsUbty O+ Specify the signature verfication certificates for requests from this rebing

ty.

Issuer Effective Date Expiratic

Subject
E=]CN=cmscb3b... CN=brhuf-AD20... | 8/9/2020 7:42:1... 8/9/20,

1’ Esso_encrypt.key ( Ak )

2 SRS A T FEWebbridge 7t 2042 F B AT B A9 FA4H , Webbridge E24E S A ZIdP, B
13 £ <KeyDescriptor use=encryption>#8 2 T i A il 15 B 38 78 X509Certificate , (JZEADFSH
Webbridge T IEH S AT EFIREA T IMBMIEH. A LAFEWebbridge Reliing Trust Party &Y
ADFS EtProperties > Encryption T&& ( f1I&A ),

ET—ARHI% | &7 LLE Bcallbridgeilf # (CN=cmscb3.brhuff.local) , ZiE$H £ S AZADFSZ &f
E'./?’ﬁjJ[lilJWebbrldgeE%IEo A F“sso_encrypt.key”# B FA%A B S cmscb3.brhuff.localiE $ PLEL By
4R,

XEWREE , REEEITEMZSAML N F EE L HE

. ey s
] sso_encrypt ey - Notepad - <md:KeyDescriptor u
File Edit Format View Help - <ds: Kfylngz:;ll'ni IS="http:/ Jwww.w3.0rg/2000/09/xmldsig#">
- <d

d kds: xsoac:ertnfcate>Mm:wrccBngAwmAgrwunAcemc;vcmswmncn.unz:magkqhkucgwngaﬁumnnkmnumn
Z7aETRSUOCETT

</ds:X509Data>
Webbridge3 Properties oo ]

ce\tﬂcate *orknmyp ion on\\df—’ | Organization | Endports | Proxy Endoairts | MNotes | Advanced |
Relyingplrust/Meta \mponcd into [ Hontomg | gerthers Sgnatse_| hecepted Cams
el

Specdy the enceyption cerficate for this reling party trust

Encryption certficate
+m3MZ1EyFSNCmRT7980Kq2bKPHMIW/Q1160p T ZxJNV1rppm/LKOFVDhFXsUbtyO+E lssuer: CN=bhuff-AD2012CA. DC=brhwf, DC=iocal
7Ldud3/ ahoot FZYEhRSFVKCLV067n+ IF+d21kQguECQypVHTULGCkKAS janautin Subject: CN=cisch3 betndflocal
...................................................................... Efective date:  8/9/2020 7:4213 PM

Expiration date: 8/9/2022 7:42:13 PM
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Mame

“ess )
L config.json

| ﬁ idp_configxml

ade —
Move to OneDrive
7-Zip >
CRC SHA bl
Edit with Notepad++
share
Cisco AMP For Endpoints b

)| 9 oo o
Cut '+ Compressed (zipped) folder
B Desktop (create shortcut)

5 Docurmnents

Copy

Create chorteut

SEBXHRE , HEEGB N T HEsso_prefixBIFTER S :
Mame

H config.son
H idp_config.xml

FFSSO ZipX # L& FEWebbridge



FFSFTP/SCPEF % ( EAHIRELEEAWINSCP ) |, HiEZDIEEWebbridge3#I RS 85

1EEERT , $MEISSO ZipXHAENME , REARQEER L& B4

-------

e oy

2. /XL EfEFIWebbridge3fR$ /5 , FTFFSSHAE H 21T S webbridge3 restart.

BHERGHEEH , LT HERERSSOB AR :

B A AR < (CAC)

BRAFEF(CAC)R—MERF , IENNREZEAR. BRFHBNRARMEREIEARWIRE

PR,
LTREMCACFAFNENERTE

FPC , HHECACF

B (BRERIESR ) , ARHAPIn

FTF X 5525

SMEMAURLHAEEF A LW R EFIE

BF: mABERjidMapping® A& , Active DirectoryERBEICACERHTIZAF B
REER

ADFSTIHSEZE RHBFHER

APl EER

©NOOhWDN =~



V.
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ﬂ SHgn in 10 web apD
TI08E 1340 S

FELdapmapping¥ Bt &jidMapping ( X2AFEREM ) , SADFSATCACFWEEAEE,
$userPrincipalName$flil ( Ko K/NE )

& E JyauthenticationldMappingi& B EIFILDAPE % , ACELADFSHE E M NI FFERNE M.

AL |, FEMNE R e SuserPrincipalName$#E R UID & 3% B CMS,



es{ Edlit Rule - webbridge w50 X !

1 You can configune the rule fo send the values of LDAF atinkndes a3 clarrg. Select an afinkete e freen which (7
wﬂﬂwﬁm.%ﬁh“ﬂmhhmmmﬁﬂhm |1‘
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Atrbute shore:
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3.8E , AFHEEAIIADFSIE (M ARFFAREER ) , AF LML TUEA A REIELE
|dP3#1T & 4 i

adfs.briwtfoom/adfs s/ ¥

L ]
. __________________ =&

Brihwuff SSO

Sign in with your arganizational account

A RAFPERIIPRAHRIEEILES , FATEEERIFRIWeb AppER :

meat brha bocalfen -5 \ports

I
\ &

E| Guest/Host Space

'GUES[JHﬂﬁiﬁﬂmeuﬂiﬂﬂﬂ. J{jhﬂ DDE.S HDIT'IE

Last login 2021-05-04 at 18:08. See details
' GuestiHostUniquelRland

in a i
John Doe’s Space



HUEHEER

EARHEHERR

XN FAEMSSORBAEAHREHER

1. BREREE A TEIdPHERReliking TrustS A Webbridge3H &tz , A BB EMN
URL & config.json® #ssoServiceProviderAddress 5 £ L .

2. BRIIPIRM H E 48 F|Webbridge3H I T BB RIPHF R R T BIE , RERFZJ|ENS. i
FEERAER—F , FENEENSHAERIEEXHF.

. MREALHMMEANBMBLIE , FEAREENCA A RE L1ZFwebbridgey
SSO_XXXX.ZIpX W —EB. MRTEE , ZREXEVERANBERTHTWE , UEF
SSORB A& A L NZETRER FE1T,.

4. R 7 config.jsonBt & 7SSO, Webbridge3 URLFHAEM B AR IFME N IERIFMELS

, L5ESAMLResponsetHg,

MBEHNAEZHETHEHRRBRER

1. S EIWebbridge URLEY , fF?trace=trueE FURLKE , MEECMSRERAZE LEAEHH
£idF. ( BlHn : hitps://join.example.com/en-US/home?trace=true),

2. £ Webbridge3hk %588 £z 1Tsyslog follow , SATEN iz HA (B 3R SERT 50 4R |, SAER M MEIURLEY
traceit Wiz 1T , F MWebbridge3FICMS Callbridge [R5 85 Yt &Elogbundle.tar.gz, MR
webbridgeFcallbridgef TR —fR$EE8 L , MR FEE—Mogbundle.tar.gz3 .

Microsoft ADFS#E [E X5

B, SSOHBREMELSHIIPEERESIIPHBEFS AN, WREAADFS , ZREFEEFET—1
SRR DU A ISR REUMIE HE

MicrosoftiIR &KX 55

Flgn -

client_backend:45i% : SamlManager:SAML & 13 % iE 1§ 3K _e135ca12-4b87-4443-abe1-
30d396590d58% M , JRE =2 : urn:oasis:names:tc:SAML:2.0:status:Responder

HRIRRARFEZ BN | KRR HIIPHADFSEIER , Rt EEMRADFSHERE R ITAE
FREREIR


https://join.example.com/en-US/home?trace=true
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-samlpr/96b92662-9bf7-4910-ab16-e1c28bce962b

K BEFKElauthenticationID

ERLEERT , EMIIPIESAMLRIGRHAE , WebbridgeATAE BER EREEIRES |, HiED
SSO&EFAM :

client_backend:{S & : SamIManager:[57dff9e3-862e-4002-b4fa-683e4aa6922c]k BEFR EX
authenticationld

X R NE T B9 10U R HA B MIdP 4% B B9 SAMLResponse B #ERT , Webbridge37E 1 5 1 3 A E
ARWEEEM , mHauthenticationld#config.json 2 IEEE 1.

MRBEREALSEZMMBIAIITINE , W 7] LUET Webixl 5223 MDeveloper Tools Network
Logging#IREXSAMLIA R , 3 fbaseb4#t T, WMRMMEMZ , WA LUMIIPIHIER 2 HEHH
SAMLIE R,

BN AER , BREFREATERE  UAEENHEXNFT2BRHE.

Y O Bl Pressrve log D cache Mo throtiing

f£developer tools network logging#ii i ( tB#FHAREIE ) F , £name% T &E#idpResponse , F
1% #EPayload AEESAMLIERL, MBIFTA , AT LAfE Fbase64 R F5 88 XY L #E 1T R 55,

Form Data

= cinn in Innnonnn

1cmlhbESIbWI1c 4

W ZISAMLResponse i #ERT , FR & <AttributeStatement>Z 2 A EBR X BN E SR , ELbZ2
o, AR EIMIIPEL B MR IARY FFERZE R, Hin

<EMHiEa>
<Attribute Name="<2" & HJURL">
<AttributeValue>testuser1</AttributeValue>



http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/CommonName

</Attribute>

<Attribute Name="<NamelDAJURL">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

<Attribute Name="uid">
<AttributeValue>testuser1</AttributeValue>
</Attribute>

</AttributeStatement>

BEREUGNER , AL EAttribute StatementEh 4 T B <AttributeName> , HFENMESSSO
config.json#authenticationldmapping2B % #i% & # E# TR,

£ E—/4NREIs | BT LLE BlauthenticationldMappingfV BB SN B LR T2 CE , NS H
7 2 T f B9 authenticationld:

S IIEIdMR ST : hitp://example.com/claims/NamelD

ERRUCRIE , AR ARM T E

1. A E#FIdPEZ L FBREAN , F£HEBHSWebbridge3 L config.json#y
authenticationldMappingh Bt B T £ BN FH, (£
http://example.com/claims/NamelD#YIdP L3700 7 Rk BR B 0
®E

2. A LL7E Webbridge3 £ E #iconfig.json , f#“authenticationldMapping”51dP LBt iE #y 1%
FRHMN <z —ZTLTE, (BMEE#HH authenticationldMapping” ALEBMEE#z— , B
MZFRA LR uid”, “<URL>/NamelD"s“<URL>/CommonName’s REEMHE ( T[T
B ) @33 Af7ECallbridge AP LB BRI FRHA{E)

TR UE R RARIE /I EC T S

Art , EMIAPR#ESAMLResponsefila] , Webbridges & RILESIR |, FERICE S AW , HBIE
AERFSREETTRNES :

client_backend:48i% : SamIManager: X I KIFH TS
client_backend:fS & : SamIManager: B3 T A FZARFHHTS

LR IR R HMIdPEESAMLRIARIET , Webbridge REER EMEM RS , H bt Bk R ITE XK
, RS HARBHNSSOFE o

RNTHRINLED , HFFMIIPEESAMLRIER, MRBEAREAZLZNMBIAHRITNE , NAE
I Webx| % 8§ MDeveloper Tools Network Logging#2 ERSAMLIA R , H{F FAbase643t 1T##15, MR
W R EAN%R |, N AT BAMIdPERE R B B A SAMLIE KL,

£ E&SAMLResponse$IERT |, 1EZE &I AY <AudienceRestriction>EF 4 , #&7] LAH B itk e 57 52 BR
FINFTESZA


http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://authentification.example.com/claims/NameID
http://example.com/claims/NameID
http://example.com/claims/NameID

<Conditions NotBefore=2021-03-30T19:35:37.071Z NotOnOrAfter=2021-03-
30T19:36:37.071Z2>

< X BRFl>

<Audience>https://cisco.example.com</Audience>

</AudienceRestriction>

</Condition>

{# F <Audience>% 4 (https://cisco.example.com) ) R HIE , AT LUFE 5Webbridge L i& #Y
config.jsonf ByssoServiceProviderAddress# TR , HRIMIER BT 2 TR, EAFIF , B
BIAMHNRERAREAEEEFH RS RMAR MU FITE , BN EH T :443:

ssoServiceProviderAddress:https://cisco.example.com:443
XERREZHBALTE 6 URSBUEBE, EARFIF. BRAEZAURLNTARE EZ—

1.9] BLMconfig.jsonfyssoServiceProviderAddressf 4 B9 b i1k I BR:443 | BUEE S1dPHY
SAMLResponseF 2 fit# Audience F B Lt o
®H

2. Al LA #IdP i Webbridge 3B T IESEBEE S , AERF 443K NFIURL, (MREH T TR
, M AAEADFS EREEHFENEBREELTS A, ER , MREENMNJIPRASEREBREES ,
TEEBRFAE, )

B, EEE SR B NotBefore FlINotONOrAfter: <5k NotBefore=2021-03-30T19:35:37.071Z
NotOnOrAfter=2021-03-30T19:36:37.071Z2>

MRRSFEENERER , TSR ABHFGPFENNERH, SNFEEICLIEAT SNt
server listR ENTPIRS 28 , LEERBWNTPIRS S |, HEAntp statusR E R BHINTPIRS 281
RS, FERARSdateif fR 5850878

BR  RFEARM/ATENTPIRS S , TR EE L HENTPIRS S , flitime.google.com ( EH
RZHIEE L HEDNSHRSE RS ) -

EWebR f E&F KW :


https://cisco.example.com%3C/audience
https://cisco.example.com)%C2%A0
https://cisco.example.com)%C2%A0
https://cisco.example.com:443
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https://%3cjoinurl%3e?trace=true

WB3Cmgr:[79e9a87e-0fa4-44df-a914-bbcabb6c87c6] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa5 registration=40a4026¢c-0272-
42a1-b125-136fdf5612a5(user=steve@brhuff.com)

3818H14:58:48.092 user.info cmscb3-1 host:server: S8 : XK FTNAF,

3318 H14:58:48.092 user.info cmscb3-1 host:server: §& : K Hsteve@brhuff.comfy &
RIERKY

FR2:

APEWebMAFMAT EBNERES , HEESSOMEF M A T EBHERELUELDAPHITY
FIRAE |, B EEERE , RALZIRINBAFR.
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WB3Cmgr:[d626bbaf-80c3-4286-8284-fac6f71eb140] AuthRequestReceived for
connection id=64004556-faea-479f-aabe-691e17783aa5 registration=40a4026¢c-0272-
42a1-b125-136fdf5612a5(user=darmckin@brhuff.com)

3818 H15:08:52.399 user.warning cmscb3-1 host:server: &4 : {4t P
'darmckin@brhuff.com'#y & FZ1i® — authenticationld R IE#

3H18H15:08:52.412 user.info cmscb3-1 host:server: S8 : kB8
darmckin@brhuff.comfy & &K & W

CMS Idapmapping# Y AuthenticationldMapping SADFSH A T F M N B 2 L ELDAPJE M T
“Successfully obtained authenticationID:darmckin@brhuff.com”iX — 17 &R RADFSE &l & 7 &= B
HN | ZE M MActive DirectorydR Btdarmckin@brhuff.com , fECMS API > UsersH #Y
Authentication|DE ;R EEFi HA{E s Darmckine #ECMS IdapMappings® , AuthenticationIDEL & 7y
$sAMAccountName$ , {E ADFSH Y 7 BA L I & (& 9 &K 3% E-mail-Addresses , B th A TEL,

A0 R] 8 R B R
FRRE TR

1. EBXCMS Idapmapping# B AuthenticationIDEAPEBELADFS L FEBAF I R E KA A |, Hin
THES
2. BEHADFSEBRMN R EAKLDAPE M , LALECMS IdapmappingP BB AR

Related objects: faplivl/dapMappings

XML view

jidMapping SsAMaccountMName$@brhuff.com

nameMapping  Scns

cdrTagMapping
coSpaceMameMapping  $cn$'s Space

coSpacelriMapping SsAMAccountMNames.space
coSpaceSecondaryUriMapping  SextensionAttribute] 2§

coSpaceCallldMapping
authenticationldMapping SsAMAccountMames

API LDAPMapping



Object configuration
userdid darmckin@brhuff.com
name Darren McKinnon

authenticationld darmckin
userProfile _dScd50ed-e423-4ba6-bd17-7402b0baseb3

API A F R4l

- o —_— -

Edit Rube - Webbndge3 x
Yiou can ‘thits rule to send the valses of LODAF attibules a9 cdaims. Sdec an atirbube sions from wiich
1o extract atirbutes Specy how the sttrbutes wil map to the cutgong clar types that wil be ssued
froom toe nuie.

Claim ol mame;

¥ ebbndze ]

Fude templabe: Send LDAP Amsbutes i Claim

Aitrbule shore;

Actren Deestony =

Klapping of LOAF sttrbubes 10 oulgoing daim types:

‘;LljﬂPﬁﬂuh[‘Slhnlnl;ﬂh Chgaing Claim Type (Selest o type 13 4d )

S [T — < | i "

] '\.r '

‘i

| View Fuis Language... oK Cancel

Sk BEADFSHI = BN

ERIERAFERWebbridge BE RS, EMAURLFHER ? trace=true £ BAI RAI



3H18H14:24:01.096 user.info cmscb3-1 client_backend: &
: SamIManager:[7979f13c-d490-4f8b-899¢-0c82853369ba] [LELSAML = J&1E K F HISSO
sso_2024.zip

3H18H14:24:01.096 user.info cmscb3-1 client_backend: &
: SamIManager:[7979f1 3c-d490-4f8b-899¢c-0c82853369ba]= 17, £ SAML IDPa R R & #
SSO

3H18H14:24:01.101 user.info cmscb3-1 client_backend: 8
: SamIManager:[7979f13c-d490-4f8b-899¢-0c82853369ba] B X ThIR HY & 17 36 il
ID:darmckin@brhuff.com

3H18H14:24:01.102 user.info cmscb3-1 host:server: & : WB3Cmgr:[7979f13c-d490-
4f8b-899¢c-0c82853369ba] AuthRequestReceived for connection id=64004556-faea-479f-
aabe-691e17783aab registration=40a4026¢-0272-42a1-b125-
136fdf5612a5(user=darmckin@brhuff.com)

3H18H14:24:01.130 user.info cmscb3-1 host:server: £8 : kB
darmckin@brhuff.comfy 5 Th & F & R

3H18H14:24:01.130 user.info cmscb3-1 host:server: §& : WB3Cmgr:[7979f13c-d490-
4f8b-899¢-0c82853369ba] & HHJWT ID e2a860ef-f4ef-4391-b5d5-9abdfa89balf

3H18H14:24:01.132 user.info cmscb3 1 host:server: 58 : WB3Cmgr:[7979f13c-d490-
4f8b-899¢-0c82853369ba] IE 1£ & i & 1456 1iF 11 K7 (jwt length=1064,connection=64004556-
faea-479f-aabe-691e17783aab)

3A18H14:24:01.133 local7.info cmscb3-1 56496041063b
wb3_frontend:[Auth:darmckin@brhuff.com, Tracing:7979f13c-d490-4f8b-899c-
0c82853369ba] 10.10.8 — [18/Mar/2024:18:24:01 +000] status 200 "POST
/api/auth/sso/idpResponse HTTP/1.1" bytes_sent 0 http_referer "https://adfs.brhuff.com/"
http_user_agent "Mozilla/5 (Windows NT

10.0;Win64;x64)AppleWebKit/537.36 ( KHTML , K{LLE4 ) Chrome/122.0.0,
Safari/537.36" %] £ #192.0.2.2:9000:upstream_response_time 0.038 request_time 0.039
msec 1710786241.133 upstream_response_length 24 200

w= R RZEEE (FAQ)

EANAEBRRALWNRSEE LB WebApp SSOEXHE N REHE,

%

BELR ¥ R Webapp SSO JWT?

JSON Web < k8 (JWT) 2 H CallbridgeiZ 45 2 B S R UE B Webapp& F i ( EXINRIENIP ) BT
, BF AT WebApp RS HI 7 RINPR, FEJWTHRE —NEHATTAIESE |, 18 RIWTHI A WA E
—BIRFIWTEHARTE , WebApp A F [ EE [ EWebbridgeE %N H , EEEMRIUEF8EEN

ﬁ%lﬁllﬂ&ﬁﬂo

JWTZIHA et i8] ] £ F “callbridge we3jwt expiry <1-24>"(#E3.8RESRAF RN — EZFMELT


https://adfs.brhuff.com/

£CMS 3.8 1T BACMS MMP{ERH K E)HTEE , HPHEXRRERERHLAWebAppEF
W JWT R HAR B AN Et 3R, (B2 , MG TR , RAETLIRE 24/ 6T, XERBEIWT T LR
B EMH KB EAR WebApp F F° Al LA B R A BT A 224/ Bt B BJWT B HART 8] B — 3 %8 25 i &%
EEEIThE , WebApp A P 458 iR B E/WebApp & R T H,

EFEERES | BTFIPAIMEIRE , TUEIAP EXHEIFESSOMRIFR B FINEE | XX KSR
HMIIPH TR BT , BIEXAN KRS , teRBcookie ( BRIEBIHM I XNER ) . it
SSO/IdPELE a0l |, LHIWTT HA(FR 24/ i) BT , WebApp A F 15 #5158 3K [B] B|WebApp & F W —
BR , EXMERT , F£IdP LB AFESSONAF REEH AEWebAppERR L
<user@domain> , THEEFHBIEHIP,

—LiERa ThEE A A TSR e Rl FT S LS | AR EFEXN WebAppit 1TH BENX — BRUEEID
CSCwm28758,

/

WMRERANKEE , REZTEEFHF O WebAppit 1T H B KILE ?
HENRROT

1. AP & FWebApp ( EASSOFMRIESE ) o
2. AR AEEANIHMRRER HES,
3. AR BRI NEEHSMEIWebAppliRo ( MENSHRBEEHIT) o

EXHERT , 2REFAER?

Z2ERTF | X522 BURFCallbridgei2 I JWTIE S MIWebApp R E R 2B . REIWTHAE
MEFETEMED , B ULULSMEIWebAppTTH ( BMEZRRA THKSE ) . FidE , IWTHERK
Bt [E 24/ At

« MBIWTHARENR (KALH ) BFEE , WAFPAUAEREZEEESMEIWebAppNH , MEE
EFHITE ORI,

- MRJWTHINVALID(EXPIRED) , AP R EEEEIWebApp R R AH , EEEH L
WebApp. AP AIREE LMIRERIIPE B RIE S EEMBIUEEIIP ( Flan , MMRIIPERLF
SSOFHIFLESSO ) -

WebApp SSOR 1A % 3% % /Mg ?
WebApp SSOREB X FEE S NMINKE , EEXFNETREEQTES B RERERF(dP)FIRE

. BEAENAVWESBHBREARRENTACRIEX EA S MIN X,
HXER

- BREARAXFHFNTE



https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Release_Notes/Version-3-8/Cisco-Meeting-Server-and-web-app-Release-Notes-3-8.pdf#page=7
https://tools.cisco.com/bugsearch/bug/CSCwm28758
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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