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Cisco BB THUTES :

« XYRADIUSERAFHEZRT ##
* Dot1x

 PEAP

* PKI

ERREHSF

AXEPHEEETUTREMBE AR

« Windows 10 Prohx24<22H2,19045.3930

* ISE 3.2

« BHRC1117 Cisco IOS® XEFRHhR4<17.12.02
 Active Directory 2016
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EAREIR  ERANLZENERELSXNTE, B, EFNERFREN S HRIERSHFNTR
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1. THHLREZSEFBNAM ( WEFRIEERS )

2. THRAZELZLEFHBNAMELE X RmEEES.

3. EHMBINEE.,

4. 18 1 : APEAP(MS-CHAPV2)AF B RIIEEZ £ & FmNAMER S,
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6. H23FE1E% : NEAP-TLSEEBXZ L EFIKRNAMBER A,

7. BHE3IFE2H D  BEFEMISEE TR,

TEHARZEZEEFIRNAM ( MEHRIEERR )


https://%20https://software.cisco.com/download/home

1 EFREMEREL  BAREEF RS,

T #Home > Security > VPN and Endpoint Security Clients > Secure Client ( ‘@3#&AnyConnect ) >
Secure Client 5 > AnyConnect VPN Client Software,

2EAREERGIF , FEAMRAS.1.2.42,

BEMAEATUREZEEF WmEEEIWindowsit# ; MSCCM. ME RS 5| MVPNEIR, B2
, EAXTF , EANRESERMEES .

3ENTAELE , #EX#HCisco Secure Client Headend Deployment Package(Windows).

Cisco Secure Client Pre-Deployment 06-Feb-2024 108.30 MB ¥\
Package (Windows) - includes individual MSI
files@

cisco-secure-client-win-5.1.2.42-predeploy-k9.zip
Advisories [

Msi zip X4

4. TEHAMER , B ESetup,

Profiles 4/4/2024 7:16 PM

Setup 4/4/2024 7:16 PM
fil cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k3 4/4/2024 7:16 PM
#2 cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9 4/4/2024 7:16 PM
#2 cisco-secure-client-win-5.1.2.42-dart-predeploy-k9 4/4/2024 7:16 PM
ﬁ cisco-secure-client-win-5.1.2.42-iseposture-predeploy-k3 4/4/2024 7:16 PM
j@ cisco-secure-client-win-5.1.2.42-nam-predeploy-k9 4/4/2024 7:16 PM
ﬂ cisco-secure-client-win-3.1.2.42-nvm-predeploy-kS 4/4/2024 7:16 PM
ﬁ cisco-secure-client-win-5.1.2.42-posture-predeploy-k9 4/4/2024 7:16 PM
#2 cisco-secure-client-win-5.1.2.42-sbl-predeploy-k9 4/4/2024 7:16 PM
ﬁ cisco-secure-client-win-3.1.2.42-umbrella-predeploy-k9 4/4/2024 7:16 PM
jﬁ‘ cisco-secure-client-win-3.1.2.5191-zta-predeploy-k8 4/4/2024 7:16 PM

() Setup | 4/4/2024 7:16 PM
] setup 4/4/2024 7:16 PM
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5. RFEMEE R EERMZMMIRE TERER,

A

& : IR EACisco Secure Client Wizard , VPNIER& B %% | HEGUITRRE ., W0
REZZEVPNIER | MINAMTERIER., MREALEMMSINHRTFTRENZESZE , FHR
ZEVPNIER,

W AE

G Cinge Secure Client Ingtall Selectar - B %
Select the Cisco Secure Client 5.1.2.42 modules you wish to
install:

m Core & AnyConnect VPN

m Start Before Login

m Network Access Manager

m Secure Firewall Posture

m Network Visibility Module

m Umbrella

m ISE Posture

m ThousandEyes

m Zero Trust Access

m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

Install Selected

TR

6.5 dInstall Selected,

7 EZEULA,



=] Cisco Secure Client EULA X

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By clicking accept or using the Ciscao Technology, you agree that such use is governed by the
Cisco End User License Agreement and the applicable Product Specific Terms (collectively,
the "EULA™. You also acknowledge and agree that you have read the Cisco Privacy
Statement.

If you do not have authority to bind your company and its affiliates, orif you do not agree with
the terms ofthe EULA, do not click "accept’ and do not use the Cisco Technology. If you are a
Cisco channel partner accepting on behalf of an end customer ("customer”), you must inform

the customer thatthe EULA applies to customers use of the Cisco Technology and provide
the customer with access to all relevantterms.

The latest version of documents can be found at the following locations.
. Cisco End User License Agreement:
hitps Jiwww.cisco.comic/en/us/about/ilegal/cloud-and-
software/end user license agreementhtml
+  Applicable Product Specific Terms: htips://www.cisco.com/c/en/us/about/legalicloud-
and-software/software-terms.html v
« Cisco Privacy Statement: https://'www.cisco.com/c/en/us/aboutileqgal/privacy-full.html

EULAB O

8.ZENAMEEEEFH B3,
Cisco Secure Chent Install Selector X

You must reboot your system for the installed changes to take effect.

| OK I

ENEHEREN

9.%%Ff5 , IMWindows#EB R KR EHITFE,
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THARELZLEFIRNAMEL B X 4w 18 25

1. B EDotIx BRI EE IR ML 150 BB S E X RER.

INTHZEEFHWE—T L , #ZFIProfile Editorit I,

3.ARBIEFARAHF5.1.2. 420 1% 10

Profile Editor (Windows)@) 06-Feb-2024 15.71 MB
tools-cisco-secure-client-win-5.1.2.42-profileeditor-k9.msi
Advisories [

BB X M 4m i eR

4. TEHE , #ELK,
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E Cisco Secure Client Profile Editor Setup

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Client Profile Editor
on your computer. Click "Next" to continue or "Cancel” to
exit the Setup Wizard.

< Back Cancel

EEXHmERRERN

6. A Typicali& Bk,



ﬁ Cisco Secure Client Profile Editor Setup
Choose Setup Type
Choose the setup type that best suits your needs

Typical
Installs the most common program features. Recommended for
most users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users.

Complete
All program features will be installed. (Requires most disk
space)

Advanced Installer

< Back Next > Cancel

BB X 4miERRiIRE



‘E Cis-c-o S-e“cure C-I-ient Profile Editor Setup
Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back". Click "Cancel” to exit the wizard.

Advanced Installer

<gack [ instal || | Cancel

7.BEHTEKo




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

[] view readme file

< Back Finish Cancel

B EXHRERIRES R

8.%ZKE , NEREFME TR EEREBE X HHRER.



All Apps Documents  Web More =

Best match

Network Access Manager Profile
Editor

App
Network Access Manager Profile Editor
,Qpp

Search the web

network acce - See web results

network access protection
Open

network access e
Run as administrator

B B B E

network access control Open file location

®

network access control products Pin to Start

network access point Pin to taskbar

® o

network access control tools Uninstall

network access device

®

network access control list

®

network access control gartner
magic quadrant

©®

network access control security

0 network acce|:- Manager Prof

BRI FHNAME B X HHRiERR
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File Help

J Client Policy
Profile: Untitled

~Connection Settings

Default Connection Timeout (sec.)
Connection Attempt:
(O Before user lagon
Time to wait before allowing user to logon (sec.)
(@) After user logon
“Meda

] Manage Wi-Fi (wireless) Media
7] Enable validation of WPAMWPA2/WPA3 handshake
[[] Enable Randomized MAC Address
Default Association Timeout (sec.)
[ Manage Wired (802.3) Media
[]Manage Mobile Broadband (3G) Media
| Enable Data Roaming

-—Endq.lser Control

Allow end-user to:

[~] Disable Client [] select machine connection type

[ Display user groups [] Enable by default

[] specify a script or application to run when connected

[ Auto-connect

- Administrative Status

NAMEC B 344 48 28 & 7 U SR e



File Help

} Authentication Policy

Profile: Untitled
- Allow Assodiation Modes - Allowed Authentication Modes
[] Select All (Personal) [] Select All Quter
[~] Open (no encryption) [ EAP-FAST
] Eap-GTC
[~] Open (Static WEP) D o
(] shared (WEP) ] EapP-TLs
] wPA Personal TKIP [ Eap-TLS
[] WPA Personal AES [ eap-TILS
[]eap-MD5 [~ EAP-MSCHAPY2
[] WPA2 Personal TKIP
[APAP (egacy) [ CHAP (egacy)
[] WPA2 Personal AES ] MSCHAP (egacy)
] wPA3 Open (OWE) - : 2
[] WPA3 Personal AES (SAE) B
[ rERP
[7] Select Al Enterprise) Dlear-ate
[7] Open (Dynamic (802. 1X) WEP) (] EAP-MSCHAPV2
[] WPA Enterprise TKIP Eqearns
_ - Allowed Wired Security
[] WPA Enterprise AES & -
WPA2 Enterprise TKIP
= [ Open (no enaryption)
[] WPA2 Enterprise AES %02 oy
[ CC¥M Enterprise TKIP 1802, 1x with
[ coxM Enterprise AES [] AES-GCM-128
[] aES-GCM-256

[/] WPA3 Enterprise AES

NAMEL B X #4825 5 10 W E SR #E




File Help
4
M {Némork Access Manager | Network Groups
Client Policy . 5
Authentication Polcy Profile: Untitled
adp Metworks Group:
2 Network Groups Local networks v| [ Delete New
Allow end-user to: Edcrtnie
] See scan list
Network Order
Global Networks
Wired:
wired
Up
Down
Wireless:
Up
Down
Other Networks in Local networks Available Networks
Wired: Wired:
Name Current Group
Up
Down
Wireless: . . Wireless:
MName Current Group
Up
Down
‘PR IR T

& 1 : APEAP(MS-CHAPV2) B § A RIIE R B R4 B F HMNAMER

1.EUNEMEZHD

2.7 LA BRERIA P 45 B B X 4o

3. & dHAdd,




Networks
Profile: Untitled

Network

Name Media Type Group™®

* A network in group 'Global' is a member of af'groups.

4% g B S A B 22

4. 808 MEE B o

5.1%RGlobalfE N A MK 7 # 1%, 1E£ZFWired Network TR o

Edit...

Delete



Networks
Profile: Untitled

, Media Type
Name: AP MSCHAPv2 Security Leve

- Group Membership

(O In group: :Local networks

::hoose Your Network Media

(@) Wired (802.3) Network

Select a wired network if the endstations will be connecting to the network
with a traditional ethernet cable.

(O WiFi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
SSID (max 32 chars):

Hidden Network
Corporate Network

Association Timeout .5 seconds
r Common Settings
Saipt or application on each user's machine to run when connected.
Browse Local Machine

Connection Timeout :40 ' seconds

Next | Cancel

Network Profile Media Type=B

6$a-=l-|:_$o

7.3%#F Authenticating Network , 37 Security Level2f % By H RIE T4 A BRIAE



ﬁ Cisco Secure Client Profile Editor - Network Access Manager

File Help
4 P{ée;wosk AccessManager | Networks
Client Policy ) -
8¢ Authentication Policy Profile: Untitled
oy Netwerks Security Level =
IR O Open Network Security Level
Open networks have no security, and are open to anybody within range. Thisis Connection Type

@ Rutt n ¥
Authenticating networks provide the highest level of security and are perfect for

enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.

802, 1X Settings - = =
authPeriod (sec.) |30 | startPeriod (sec.) 13
heldPeriod (sec.) 60 | maxStart 2

-Port Authentication Exception Policy
[] Enable port exceptions
~Security Allow data traffic before authentication
Key Management Allow data traffic after authentication even if
| = fails
EAP fail
Encryption I
EAP succeeds but key management fails
AES GCM 128
AES GCM 256

MK E XX R 253

8.8 T —HHERITEREREE D,



[ Cisco Secure Client Profile Editor - Network Access Manager

File Help

| Network Access Manager
{8} Client Policy
¢ Authentication Policy
Metworks
-5 Network Groups

=

4% g B S A S B

K

| Networks

Profile: Untitled

Metwork Connection Type
(O) Machine Connection
This should be used if the end station should log onto the network before the

The user connection should be used when a machine connection is not needed.
A user connection will make the network available after the user has logged on.

(C) Machine and User Connection

This type of connection will be made automatically when the machine boots.
It will then be brought down, and back up again with different credentials
when the user logs in.

9.i%#User Connection(f FFiE ) EZE R A,

1085 T —SRERTHAFFORIERD , KBS REATA,

1.3 BRPEAPER EMEAP ST £,

Credentials



ﬁ' Cisco Secure Client Profile Editor - Network Access Manager

File Help

-, Network Access Manager :
{ﬁ} Client Policy

; Authentication Policy

; Networks

: ‘3"’5 MNetwork Groups

Networks
Profile: Untitled

4% L B S A4 P & 40 BiE

EAP Methods

() EAP-MD5
() EAP-MSCHAPV2
(O EAPGTC

[[] Extend user connection beyond log off
EAP-PEAP Settings
Validate Server Identity

Enable Fast Reconnect

[[] Disable when using a Smart Card

Inner Methods based on Credentials Source

(@) Authenticate using a Password

[] EAP-MSCHAPY2

[Jear-GTC
() EAP-TLS, using a Certificate

() Authenticate using a Token and EAP-GTC

Next

1218 ) B REAP-PEAPIR B F I BRIAE.

13. 4B HITETEILRNVNER S EEBD .

14. \NEAP PEAPEFHEMZ ARG ES , BEFERAZBRITEHRIE , RAFIEFEAP-

MSCHAPV2,

15. 8 N —HREXRIUEBTD

S

Media Type
Security Level
Connection Type
Certificates
Credentials

JEE . £EAP-PEAP SettingsHi%#2 T Validate Server Identityi£ I , BLET I E R

CertificateZf 2. ¥ FEAP PEAP , B ARSI Pt T %,



16.EIEBEBoHF , FHIEPLZETRSSHIAN , AN LHE Lc.comER. Er B ERIBRS S
£EAP PEAPRE B ERAMESR, MREBHWHRERFER T 50 RSS5I1Z(ISE) , AT LA A KBRS
B SEAPIERHNAAE.

& Cisco Secure Client Profile Editor - Network Access Manager - m}
File Help
. Network Access Manager : Networks
{8} Client Policy .
Authentication Polcy Profile: Untitled
' Networks Media Type

Certificate Trusted Server Rules
Security Level

- Connection Type
ommon Name ends with c.com
sl _SLiL]

Credentials

2" Network Groups

Certificate Field Match Value
Subject Alt. Nama v exactly matches ~

Add Save

Certificate Trusted Authority

I @ frust any Root Certificate Authority (CA) Installed on the 05 I

(C) Incdude Root Certificate Authority (CA) Certificates

Next Cancel

PR £ T £ 2 AT 5 26

17 AREEBZEEMRNEPEREANED, NTFUHER , FEARERE LRENTrust Any
Root Certificate Authority(CA)IEI , 2R INEERADIUS EAPIE B4 ECAIEH,

18. A IET , Windowsik & {S4FHManage User Certs#2F Certificates — Current User >
Trusted Root Certification Authorities > Certificates P2 & KL B X & WERIEAPIE+,

19.8H T~ —F,



& Cisco Secure Client Profile Editor - Network Access Manager

File Help

, Network Access Manager
{8} Client Policy
Authentication Policy
S Networks
=1 Network Groups

Y Networks

Profile: Untitled

User Identity

Unprotected Identity Pattern: ANOoNYmous

Protected Identity Pattern: [username]
User Credentials

() Use Single Sign On Credentials
(®) Prompt for Credentials

(O Remember Forever

() Remember while User is Logged On

(O Use Static Credentials

Password:

=N m==

Network Profile Credentials&p 4

20.7ECredentialsZB 7 A , X E kUser CredentialsZf4

1 EFRRTIAATI>NFIREET , E8NF0RIESP , RRSFHBRIENA S A58 ARLZIE.

22 B EHTT Ko

23.f£ AiFile > Save AsiETURF &£ & F i M 45 17 8] ‘& 22 85 B & XX 4 55 77 9 configuration.xml.

24. 73 #84RSecure Client Network Access Manageff FANIRI | 2B EXH , HF F—1MNEFHH

configuration.xml3Z £ & ¥ 9 # XX 4 -

C:\ProgramData\Cisco\Cisco & £ & [~ i\ £& 177 [7] & FE 85 \system

S

SEE . XS B A configuration.xml , BN EFEER,

Media Type
Security Level
Connection Type
User Auth
Certificates
Credentials



"4 Replace or Skip Files

Moving 1 item from PEAP MSCHAVZ to system

The destination already has a file named
“configurationxml”

~* Replace the file in the destination

2 Skip this file

42 Compare info for both files

More details

B prE s

FE 2 : NEAP-FASTRIZRA - MR SN RIEEEREE M HRNAMBERS

1T FANAME EX HRE=R , RAESMEMEZIHS

o

2.2 HAdd,



Networks
Profile: Untitled

Network
Name Media Type Group™®
A
Edit...
Delete

* A network in group 'Global' is a member of af'groups.

NAMEL & XX £+ 4 48 87 P 45 1L T~

3 M RES B AR

4.3%#F GlobalfE 3 Group Membership, 1%&##EWiredNetwork Media,



2 Cisco Secure Client Profile Editor - Network Access Manager o O

File Help

. Network Access Manager
-§8% Client Policy
- 2¢8 Authentication Policy
4 Network Groups

Media TypeEB 5%

Sia-__l-lt_io

) Networks

Profile: Untitled

Media Type
Security Level

Select a wired network if the endstations will be connecting to the network
with a traditional ethernet cable.

(L) WiFi (wireless) Network
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
SSID (max 32 chars): [
Hidden Network
Corporate Network
Assodiation Timeout :5 seconds
Common Settings

Script or application on each user's machine to run when connected.

6.1%#FAuthenticating Network , T EE AT A H RiEINH ERIAES



E" Cisco Secure Client Profile Editor - Network Access Manager

File Help

| Network Access Manager
-§0} Client Policy

-8 Authentication Policy
<y Networks

%2 Network Groups

4
i

Networks
Profile: Untitled
- Security Level Media Type
(O Open Network Security Level
e

Open networks have no security, and are open to anybody within range. This is

@® Ruthenbicating Nebwor £

enterprise level networks. Authentication networks require radius servers, and
other network infrastructure,

+802. 1X Settings - .
authPeriod (sec.) 30 | startPeriod (sec.) |3
' heldPeriod (sec.) 60 | maxstart 2
Port Authentication Exception Policy
[] Enable port exceptions
- Security Allow data traffic before auqm}'on
|
Key Management Allow data traffic after authentBication even if
None L'
EAP fails
Encryption
EAP succeeds but key management fails
AES GCM 128
AES GCM 256

Next]_Cam:l

L2 RHEENXHREIRT D

7RET —SRERITEERET D,




& Cisco Secure Client Profile Editor - Network Access Manager

File Help

. Network Access Manager
{83 Client Policy

-8 Authentication Policy
w42 Network Groups

Connection TypeSB %

| Networks

Profile: Untitled

- Network Connection Type
(O Machine Connection
This should be used if the end station should log onto the network before the

user logs in. This is typically used for connecting to domains, to get GPQ's and
other updates from the network before the user has access.

() User Connection

The user connection should be used when a machine connection is not needed.
A user connection will make the network available after the user has logged on.

This type of connection will be made automatically when the machine boots.

It will then be brought down, and back up again with different credentials
when the user logs in.

Next | | Cancel

8 BT ERE=TEIENEER-MitEN S HRIE.

gia-__l-l:_’fo

Media Type

Security Level

achine Autl
Credentials
User Auth
Credentials



E Cisco Secure Client Profile Editor - Network Access Manager

- O
File Help
.. Metwork Access Manager : Networks
{é} Client Policy . A
Authentication Policy Profile: Untitled
Metworks EAP Methods Media Type
}"1: Network Groups () EAP-MD5 () EAP-TLS Security Level
() EAP-MSCHAPv2 () EAP-TTLS Cumem Type
O EAP-GTC () pEAP Machine Auth
EAP-FAST Certificates
@ Credentials
User Auth
Credentials

thngs

[ validate Server Identity
[] Enable Fast Reconnect

(@) Authenticate using a Password
EAP-MSCHAPV2 CEAFGTC

() Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel

Send dient certificate using EAP-TLS in the tunnel

Next Cancel

Machine Auth&f %

10.7EMachine AuthZpo A | EIFEAP-FASTHERNEAP S %, {52 E REAP FASTIREERIAE.,

11.%¢ FInner methods based on Credentials Source&f %" , ##¥Authenticate using a
Password , REEREAP-MSCHAPV2ER 173%, ARG , R FEAPACIET,

12$$T_50

13 EIEHED (EBZEERSI|/AN)F |, ANZENUc.comE R AAA, s RIERSH/E

EAP PEAPRIZHAE EAAVIE . MRENIFEHRERT F MRS 5IZE(SE) , M AT LAE A KEEARSS
27T REAPIEBH A A AT,



Networks
Profile: Untitled

Media T
Certificate Trusted Server Rules = l.a =
Security Level
Subject Al ive N ds with Connection Type
ubject Alternative Name ends with c.com e
Certificates
Credentials
User Auth
Certificates
Certificate Field Match Value Credentials
Subject Alt. Name v exactly matches v
Add Save
Certificate Trusted Authority

(®) Trust any Root Certificate Authority (CA) Installed on the OS

(O Incude Root Certificate Authority (CA) Certificates

Add Remove

Next Cancel
T EN S BRI RS SEBEED S

14. AT R UEB ZEEMRANEPERERMED, BEEARF , TEHFMZZFRADIUS EAPIEHHYH
ECAIE$ |, M2 A Trust Any Root Certificate Authority(CA)Installed on the OSi&IR,

15. A IR , Windows{E £ Manage User Certs#2 % (Current User > Trusted Root
Certification Authorities > Certificates) @& HiE $ X B WEMEAPIEH,

16$ET_50



ﬁ Cisco Secure Client Profile Editor - Network Access Manager

File Help
¥ {Némork AccessManager | Networks
Client Policy R
8¢ Authentication Polcy Profile: Untitled
Networks Machine Identity Media Type
-1 Network Groups Unprotected Identity Pattern: host/anonymous Security Level
Connection Type
Protected Identity Pattern: host/[username] Machine Auth
Certificates
Credentials
User Auth
Credentials
() Use Static Credentials
Password:
e ] | conce

Machine Auth CredentialsaB 4%

17 T EHEIEE 0 PR ER T E YK

18$H:T-F_5o



& Cisco Secure Client Profile Editor - Network Access Manager - O X

File Help
. Network Access Manager : Networks
{8} Client Policy . .
Authentication Policy Profile: Untitled
# Network Groups O EAPMDS OEAP-TLS Security Level
(C) EAP-MSCHAPv2 () EAP-TTLS Connection Tmype
Machine Au
EAP-GTC PEAP
O Q TG Certificates
[[] Extend user connection beyond log off User Auth
Certificates

AT00 Credentials
Validate Server Identity

[] Enable Fast Reconnect
[[] Disable when using a Smart Card

Inner Methods based on Credentials Source

(®) Authenticate using a Password
[ EAP-MSCHAPV2
Authenticate using a Certificate

When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel

() Authenticate using a Token and EAP-GTC

Use PACs

Next Cancel

User AuthenticationE8 9

19.3F FUser Auth |, {HIEFREAP-FAST/EREAPH %,

20. 57 EHEAP-FASTIR EF 2 F I ERINE.

AN TETREENRBEERRRD , BREARDRITEHRIE , REEFEAP-
MSCHAPV2{ER 75 7%.

22 FEERPAC,

23$EE-F_50

24 FEAEBE D IEBZEERSS[ANF | MUALNHER |, Ble.comE R, XLEHRBEAT RS
ES1EEAP PEAPRIZEI BRI E AL, MBELNINEFREHISE |, Al LA A RIEIRS 25T REAPIE
St N R



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAS T\configuration.xml

Certificate Trusted Server Rules MEdI_E' Type
Security Level
W Connection Tym
ommon Name ends with c.com Machine Auth
Certificates
Credentials
Certificate Field Match value oo
Common Name v ends with v | c.com
Remove Save
Certificate Trusted Authority

(®) Trust any Root Certificate Authority (CA) Installed on the OS

(O Indude Root Certificate Authority (CA) Certificates

Add Remove

Next Cancel
AR SRRIERSSF|IEREETS

25. A A IE B ZEEMANBPEFERMNEI, FLLZHES |, FHEDTrust Any Root Certificate
Authority(CA)Installed on the OS , T A RARIMZFRADIUS EAPIEBRFECAILE B,

26$EE-F_50



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: anonymous Security Level
Connection Type
Protected Identity Pattern: [username] T
Certificates
Credential
User Credentials holafilos
User Auth
O Use Single Sign On Credentials Certificates
Credentials

(® Prompt for Credentials
() Remember Forever

() Remember while User is Logged On

..........................................

(O) Use Static Credentials

Paceyanrds
Fassworda:

Done Cancel

AP & 0RIEREIE

27 B FIWo P , NERXAF KL

28 A FRIE R ARIE>KAIRZET. At , Z#E8NSFORIEP , #TSHRIENA S S50 AH

Fik,

29. 2 TR IR,

30.EBRXM>ZFFN , AFREF /T HM LT R EERE B XM % 777 configuration.xmlo

MNEGEREEFFHME O EES  BEANUBRNEEXY , HET - EFRPH
configuration.xml3 & 7 3 X



C:\ProgramData\Cisco\CiscoZ £ & F i\ £& 17 [7] B ZE 87 \system

SEE - N MFER R R configuration.xml , BN EREER.

5 3 : REAP TLSAF P EMRRIIREEZEE P mNAMBERA

1. T FANAMEBLE X iRERT , ARSMENEZ IS

2.8 HAdd,
Networks
Profile: Untitled
Network
Name Media Type Group™®
| Add... |

Edit..
Delete

* A network in group 'Global' is a member of afgroups.

Network Creation&f %

SMBMBEBREXM , EAHP , BHNEAPHL,

4.3% 2 Global#E} Group Membership, MBEZLMEN R,



@ Cisco Secure Client Profile Editor - Network Access Manager

File Help
|| Network AccessManager | Networks
et o, | Profile: Untitied
-}@- :ﬁgmupﬁ Name: EAP-TLS _ecia T
Group Membership -
(O In group: :Locai networks

Media Typedh s

Sia-__l-lt_io

e endstations will be connecting to the network
with a traditional ethernet cable.

(O Wi-Fi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
SSID (max 32 chars):

Hidden Network
Corporate Network

Association Timeout 5 seconds
-Common Settings
Script or application on each user's machine to run when connected.
Browse Local Machine

Connection Timeout 40 ' seconds

Next | Cancel

6.1% ¥ Authenticating Network , T E & tSecurity LevelZ 7 E RiE A BRIAES



a Cisco Secure Client Profile Editor - Network Access Manager

File Help
L L |
k $mm AccessManager | Networks
Client Policy - '
Authentication Polcy Profile: Untitled
Networks Security Level Media Type
¥, Network Groups O Open Network Security Level
Open networks have no security, and are open to anybody within range, This is Connection Type
enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.
-802. 1X Settings .
authPeriod (sec.) 0 startPeriod (sec.) 3
heldPeriod (sec.) 60 maxStart 2
~Port Authentication Exception Policy -
[] Enable port exceptions
Security Allow data traffic before authentication
Key Management Allow data traffic after authentication even if
MNone w
énq_ q = EAP fails
EAP succeeds but key management fails
AES GCM 128
AES GCM 256
Next Cancel
I n
BERH

TSR TERIERH#HTRAFR SRR, R , FHAUser Connectioniti,

& Cisco Secure Client Profile Editor - Network Access Manager

File Help
| Network Access Manager : Networks

{ﬁ} Client Policy 2

8¢ Authentication Policy Profile: Untitled

Networks Network Connection Type Media Type

-4 Network Groups O Machine C 5 Security Level

Connection Type

This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when a machine connection is not needed.
A user connection will make the network available after the user has logged on.

(_) Machine and User Connection
This type of connection will be made automatically when the machine boots.
It will then be brought down, and badk up again with different credentials
when the user logs in.




8 FEAP-TLSELE NEAPH % , H# BTN EEREAP-TLSIRE#7 PHIBRINE,

ﬁ Cisco Secure Client Profile Editor - Network Access Manager

File Help
|, Network Access Manager : Networks
{:é} Client Policy P -
rofile: Untitled
; Authentication Policy
o yfvn Networks EAP Methods Media Type
o ::;: Netwark GF'U.DS O EAP-MDS ! Security Level
) EAP-MSCHAPV2 () EAP-TTLS oo
O EAP-GTC O PEAP Yser Auth
) EAp-AST Certificates
Credentials
[[] Extend user connection beyond log off
EAP-TLS Settings
validate Server Certificate
Enable Fast Reconnect
[] Disable when using a Smart Card
User Auth¥f 9

O FEP"E D , BIZECHAAAA EAP-TLSIEREHMN, wmREERHRISE |, iEFEAdmiInistration
> System > CertificatesZB 7 P& K SLHLN

10.%% FCertificate Trusted AuthorityZB% , 1%E#F Trust any Root Certificate Authority(CA)installed on
the OS,



a Cisco Secure Client Profile Editor - Network Access Manager

File Help

.. Network Access Manager
{8} Client Policy
g Authentication Policy
Networks
“.-42 Network Groups

L

| Networks

Profile: Untitled

Certificate Trusted Server Rules

[commontiane s vihcom |

Certificate Field Match Value
SubjectAlt.Name | |exactly matches v)
Add Save
Certificate Trusted Authority

(@) Frust any Root Certificate Authority (CA) installed on the 0%

(O Indude Root Certificate Authority (CA) Certificates

Add Remaove

AP EHRIERSFIEBEERE

11$EE-F—50

12 , X FUser CredentialsZ 7 , T EFERE —ZH 0 FHRIAE,

Media Type
Security Level
Connection Type




Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: [username] @ [domain) ' Security Level
' Connection Type
User Auth
Certificates

Credentials

er Credentials

(®) Use Single Sign On Credentials (Requires Smart Card)

() Prompt for Credentials
Remember Forever
Remember while User is Logged On

Never Remember

Certificate Source Remember Smart Card Pin
Smart Card or OS certificates Remember Forever
Smart Card certificates only Remember while User is Logged On

Never Remember

~Smart Card Removal Palicy

[[] pisconnect from Network

/] Use Certificate Matching Rule (Max 10)

RuleLogic (@OR (DAND

Field Operator Value

User Auth CredentialsEB %

13.RESRAFEEAP TLSEEFREN S HIEBEENANFEER, ENTHRE , BREER
UEBEEAN ( &Z10 ) FBHMNEILE,

14. B EHAdd,



| Certificate Matching Rule Entry

-

Certificate Field Match

Issuer.CN % Equals

— 1

Value

My Internal OR 3rd Party CA.com

Cancel
leLogic @®OR ()AND
Id Operator Value
dd | Edit Delete

EBEEANEO

15.4¥My Internal or 3rd Party CA.comZf&F £ EE R AP IERBHICN,



[&F Cisco Secure Client Profile Editor - Network Access Manager
File Help

| Metwork Access Manager : Networks

8} Client Policy p ) 5
rofile: Untitled
Authentication Policy
hin Networks User Identity Media Type
2 Network Groups Unprotected Identity Pattern: [u me] @[domain] Security Level
Connection Type
User Auth
Certificates
User Credentials Credentials
(®) Use Single Sign On Credentials (Requires Smart Card)
() Prompt for Credentials
Remember Forever
e Uiser is Logged On
MNever Remember
Certificate Source Remember Smart Card Pin
Smart Card or OS certificates Remember Forever
Smart Card certificates Remember while User is Logged On
Mever Remember
Smart Card Removal Policy
[] Disconnect from Network
Use Certificate Matching Rule (Max 10)
Rulelogic (@)OR (DAND
Field Operator Value
Issuer.CN Equals :My Internal OR 3rd Party C... | &
‘ I |
] e
Done Cancel

User Auth Certificate Credentials&p 4>

16. 2 TR ERELE

17ERXE>B 7R, BEREEFimME S E2RE & X4 5 77 7 configuration.xml,

18.EFMEZEEFEFIRMNEHHERER  FEANCEZNEEXH AT —1MERPH

configuration.xmi3Z &1 79 37 X4

C:\ProgramData\Cisco\CiscoZ £ & F i\ £& 17 [7] B FE 27 \system

SEE . X SFE B A configuration.xml , BN EREER,

BLEISR 1100F1ISEL A E F 5 E1 PEAP MSCHAPV2H B 1936 4F

1.BLEISR 11008 H 28,



AT ANADYKAEZNESEE |, IRt ETARIEIT.

)
AR XN TZERISERNE  EARA T RERSHETRAGHEATR. XTNBELSME
EE>RE>TBIETFHPHISERKE,

aaa new-model

aaa session-id common

|

aaa authentication dotlx default group ISE-CLUSTER
aaa authorization network default group ISE-CLUSTER
aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
|

aaa server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

|

!

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>

|

!

aaa group server radius ISE-CLUSTER

server name ISE-PSN-1

|

interface GigabitEthernet0/1/0

description "Endpoint that supports dotlx"
switchport access vlan 15

switchport mode access

authentication host-mode multi-auth

authentication order dotlx mab

authentication priority dotlx mab

authentication port-control auto

dotlx pae authenticator

spanning-tree portfast

JEEEHMIRSESIZ3.2,
4 FLEMEIRZ -
5.4%ISR NAD®INZE|ISE Administration > Network Resources > Network Devices.

6.8 HAdd,



Network Devices

{] Duplicate

IP/Mask Profile Name Location

AN

Network DeviceZi %

ok

7. HIEEBZNNADEERB M. RIMMKZIRZIP,

Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Network Devices -
» ISR1100

Default Devi
Network Devices

MName ISR1100

Description

IP Address

Device Profile

Model Name

Software Version

MR & B2

8. B —THIEER , MIMMFRBZEEFERANEEENR,

Selected 0




v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS
Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

W & 1R B Radiusi® B

8. R EFE X

90.REATHNAREITHHRIEN H 4,

10.ERAISEAR#E FHWIE , ASCRERIAIISES BRI,

MNEMZEE>-FHEE-ARE  RGCRAFAENEA. NILREIGIEN S HARiseUsers.

Administration - Identity Management A EvaluationMode 20Days Q0 @ L[& &

Identities Groups External Identity Sources Identity Source Sequences Settings

» New User Identity Group
Identity Groups

Sl Identity Group
<
* Name iseUsers|
Endpoint Identity Groups

User Identity Groups Description

AR




12. 8 & Submit,

13.5MBEE>HHEE>FHETF,

14. % HAdd,

Administration - [dentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Network Scan Res... N Etwork Access Users

Selected 0 Total 0

Status Username .~ Description First Name LastName Email Address User Identity Groups

Network Access Usersaf s

15BN HEFZBRN—E0. LAFPNEFHTFL, RXRFIFRERN AP Biseiscool,

> New Network Access User

v Network Access User

* Username iseiscool

Status ¥ Enabled

Account Name Alias

IR 4% V5 160 P P2 22

16. VAP D ERE , EARHIFR | FAVainilalSEI7,



~ Passwords

Password Type: Internal Users

Password Lifetime:

% With Expiration

Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password weseasannnd

Enable Password

User Creation Passwordah 4

17 B P 2Bl FliseUsers4d,

v User Groups

iseUsers

ARASE
18. B BRI,
19.$MEISER B >R EE> R

20. AT LAEFRRIA SR BE SR, (BER |, BRBIBIE T — B RN WiredW R,
S
AR NRMEH#ITORMNERCEB T HITHELERR |
MRS EPR+ AR, WA AR HEA RIS AN EAR | R/F1EREInsert new

row above,

Q Default Default policy set

Insert new row above




R EARIED

21 EANZHRELB021x , FRAES ., RAEETHUse.

Conditions Studio
Library Editor
Wired_802.1X

QHOwe DR RHCCLOENF

Catalyst_Switch_Local_Web_A
uthentication

Switch_Local_Web_Authentica
tion

Switch_Web_Authentication
Wired_B802.1X
Wired_MAB

Wireless 802.1X

HORIERBEGTEE

22 FE VPRV ER D IR BRI & 177 18] o

DOHCY . POHC}" Sets A\ Evaluation Mode 29 Days

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

Wired_802.1X Default Network Access

Default Default policy set

23. B HRT7.




Bl & & 10 10 AR AR B

1.2 H>ER.

| wired_s02.1x

BHREREE

2. B FF Authentication PolicyZf % o

3.8 &+ BFR.

~ Authentication Policy (1)

Status Rule Name Conditions Hits Actions

> Options

IE SRR

ANEHRIERE D BB ; ARPIER RS HRIE,

5. R & DRI RMA S LR+ BFR,

6.1 FA T BL & 54 Wired Dot1x,

7TEERSIF , EERERAF



~ Authentication Policy (1)

Status Rule Name Conditions Hits

Internal Users

Options
If Auth fail
(] Internal Authentication (5] Wwired_s02.1X

If User not found

If Process fail

RAR G

1. Authorization Policy#f {2 TR HEZ. B ©H ft+Br.

policy . pohcv Sets A Evaluation Mode 29 Days QQ

UpPUuns

> Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

“ Autharization Policy (1)

Results

Status Rule Name Conditions Profiles Security Groups

Q Default

RBUR

2 BRI BN RNKRE, FREERMP , £RAISER BN,

SENUBRNKMORZM , BRI FMF P+ EIR.

Actions

Actions




4 {f FAlIseUsers4

5. HEEMET

6.1%&#¥dentityGroup B #x.

7.MiF 8 | 1%EZEREIdentityGroup/& 1R #9 InternalUseria] 4,

Library Editor

-ldentityGroup

QHBO® e RQEER= A

P | =

BYOD_is_Registered Dictionary Attribute

Catalyst_Switch_Local_Web_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices CWA CWA_ExternalGroups

Compliant_Devices IdentityGroup Description
IdentityGroup Name

EAP-MSCHAPv2

InternalUser IdentityGroup
EAP-TLS

PassivelD PassivelD_Groups

ek

SMNTHFEEAR | EFEEqualsiEE R,

9.MUser Identity Groups T K H H | #%&#FIseUsers4,



Library Editor

InternalUser-IdentityGroup

2| m]F™
= Equals User Identity Groups:iseUsers =

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

SBIE
10. 8 HUse,
11. 7% IMResult Authorization Profile.

124 FA T BL & AV BLiE X Permit Access.

~
AR HABLDotIXKRENISEN S HBRIETE THAF SM4AISEUsers, R BRIARI
KB , X225 B DenyAccess,



~ Authorization Policy (1)

Results

Status Rule Name Conditions Profiles Security Groups Hits Actions

InternalUser-ldentityGroup
] Internal ISE Users =) Identity PermitAccess

(] Default DenyAccess

AN SE 0

13.82 & Save,

50 IF

1BETRG , T2FFiR2BREAZIL , H1EEPEAP MSCHAPV2EL & X Y A %o

2.5 A\ LABT B2 19 B 2 ER

Networlc Cisco Secure Client | PEAP MSCHAPv2 X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPv2

Username: iseiscool

Password: VainillaISES7] | -
‘m‘ (D -, [] Show Password

corc

ZEEFImNAM

SUMRLKIRSFHRIEIEE , NAMBE REBES,



€9 Cisco Secure Client -_ X

Network:
Connected (192, 168, 15.2)

PEAP MSCHAPv2

RBEEFIRNAM
ABREHEEESHASMEEEALIEREY , REFERTERNE NS RNVEMER,
€ Cisco Secure Client - X

asco Oecure Client

Network Access Manager Diagnostics

Configuration Log Settings Statistics Message History

ZEEFWmHEEALIER

7:06:01PM PEAP MSEHAPVZ : Authenticating
7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM PEAP MSCHAPv2 : Connected

REEFIREEALIEE

5. MISES M E|#¥E> Radius LiveLogsAEE FHRIEMNFHER. WTEMAT, ERTHEANA
Ff.

HFEREEWT ¢

o BFEE
+ Mac it



- ERANKEEE
o IR RAE
- BRPUCREE
- HitpBXHEH

Miscaniigured Supplicants Misconflgured Netwark Devices Cllent Stopped Responding

sAENNES , ERFAEBNER  SREFHRERSAY. kA TUBERELTER.
HUEHEER

R 1 Z2FF i AREANAME & X4

1 RFEEXHREREXHRESRTAUEN , MNAMKRERTE , i5XISecure ClientfE
Network Repairi&Ii,

2. B EMEWindows=>R T B> AR ETREEFE N EF> 2 HNEEE |, TAKTLLIE
Wlo



Open Cisco Secure Client

T v Show Notifications
ype

Metwork

Disable Wireless

About

&17PM

A 1w O T q)) ESP B o0

R 2« AUNEE B AE#R — S o4

1.8 ANAMY B A&

23TFINAM |, RE R HEEER.

3. EMEHFZERZL, HEnable Extended Logging &% 4E

4 fFPacket Capture File Sizei% &} 100 MB,



@ Cisco Secure Client -

' | ' I 0 .
deea’ Secure Client

Network Access Manager | Diagnostics

Configuration Log Settings Statistics Message History

Use extended logging to collect additional information about product operations.

Enable Extended Logging
THV: off -
Filter Driver: Off iy

D Credential Provider

Packet Capture

Maximum Packet Capture File Size (MB): | 100]|

Z2EFinNAMBERE

EYEA

5. ERY RASIERRE , ZRENZEE , LBRERBEHHRRE.

WEZE2EFIwDARTEH

6. MWindows SR EI#E RE= HE A : Cisco Secure Client Diagnostics and Reporting Tools



%, Cicco Secure Client Diagnostics

and Reporting Tool

App

DART#E3R

THEZESRESF , BERRTHER, ZTEESKE B EMEXdotIx2EEREREHRIEF
RUEHE,

BELE—ITEORNT—F,

Cisco Secure Client - DART >

TNl
CIsSCO

DARTHE 3R

0.8 HNext , X HSHH DU REERE L,



Cisco Secure Client - DART

(®) Default - Bundle will be saved to Desktop

() Custom

DARTH#E#

10.NBXE | FRTEARSNEREIRE,

L L A L B DR e et R Ll B bt AL EA ] By

Cisco Secure Client - DART

[ ] Enable Bundle Encryption

| Mask Password

Encryption Passward

Confirm Password

ek et | cencel

DARTHE 3R

11. DART HEUWEF 15,



Cisco Secure Client - DART X

DARTHEES

12BN RAREE105HER T BET K.



Cisco Secure Client - DART X

DARTHR4ME BIR LR

13.DARTE R XAl E RH B FHHE

Name Date modifi;d Type
| DARTBundle_0423_1538 4/24/2024 1:14 PM Compressed (zipped) Folder
DARTZ R #
EESEYS

- BRBARXIEFENTH
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XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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