£ FANSOFRL & & e v AJ iE
B =%

Ba
FZREMH
EXR
ERHHAE
NSOV AHE
ALtk P H
EB
SBI LRSI
HWoSISEREE
.
B2 BIHTTPSREEEH R =

NSO 4.4

AN AR TP LIRS HERRINSO)F ATE , AR A EABRFAEROBUEEL].

TR

=R
Cisco BB THUTEA :

« W{AERANSO CLI
« NSOMEHERR
o LinuxE & &0i1


https://software.cisco.com/clc

E AV A L

AXEPNEEETUTREMBE SR

* NSO 6.x
* NSO 5.x

« NSO 45K EShA

+ NSO 4.4

*+ NSO 4.1/4.2/4.3

AXHEPNEEHRETREXRENEFNREZEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTRBELE,

NSOV AJiE

N orE . BRSSP EERMNSOE T,

NSOfEAMIFRIEM T -
PID £ BRHFEHEROE R xXHR R
R-NSO-K 9 Mg  |BINSOXRFIHEE
NSO-P-PAK NSOF¥ & 47~ RFEE B TRLHE
NSO-HA-LIC-P |[NSO¥& — &7~ —%H REER |[FATRME
NSO-DEV-P- NSO-platform-development- RS |FRIRErE
PAK test
Ix—x.lé%i . ST = S

NSO-PNF-() NSO-network-element = MONREENZEIYIERE
NSO-VNF-() NSO-network-element g%i FAMEZENRERELIRE

EARAREPRE S FNED, BERXANEZHERZHBEE
NED-() T~ NED  |F#i

Cisco-ios-NED

Cisco-iosxr-NED

NED-IOS-P:%fF10S NED
NED-IOSX-P: 3} F10S-XR NED

S XA EEEHFE SR AMF(PID)F ( BSESCENEHME ) , AXEPIDATERS




S mmEe .

& BEMK = A EE Lk

BN (2FENSO ) MEREMRFF[REVFAEABEE S, ERE

TRBHENTRFTILE , URFAERETA,

—NEREKF D ELE — MR, URTANSG

« RAAFBEX, YHZEIT , b H LR IMEFRH AL,
- ERUKP T EAEEANER T,

Smart Account
For Company A

Virtual
Account
ForDep Z

Virtual
Account
ForDep Y

Virtual
Account
ForDep X

ARBMEUKSERTE. RINERZTEMNTmIBRELIKS

MBRFTES L | MK o 0 PRSI T AR -



General Licenses Product Instances Event Log

License Reservation... )
License
cisco-ios-NED
cisco-ipsxr-NED
uniper-junos-NED
NSO-natwork-element
NSO-platform-development-test

NE0-platform-production

NSO-platform-praduction-standby
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Download and manage

rSmar‘( Software Manager

Track and manage your licenses. Convert
traditional licenses to Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and manage
users.

Manage account >

Download and Upgrade

Download new software or updates to your
current software,

Access downloads >

EA Workspace

Generate and manage licenses purchased
through a Cisco Enterprise Agreement.

Access EA Workspace >

2EHAFRIF , R EBREEANELIKS

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports

Virtual Account: NSO~

General Licenses Product Instances

Virtual Account
Description: For NSO

Default Vimual Account: No

Product Instance Registration Tokens

Preferences On-Prem Accounts Activity

Event Log

The registration tokens below can be used to register new product instances 1o this wirtual account

New Token...

Token Expiration Date

Uses Expart-Controlled Description

SHEBRHFANEHRD , REFMETH.

Traditional Licenses

Generate and manage PAK-based and other
device licenses, including demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and more
management functionality is now available in
our new portal.

Access MCE »

SL Product Detalls Support Help

‘D Major B0y Minor Hide Alerts

Created By Actions

HEFREL. WL, IPEPETAMOERNE  REAr BEEXNEARNDIE. 8



MK FEEEINENZ 2R ZAMEFE. Wi XHFRRFAERE R,

Create Registration Token ©

This will create a token that is used to register product instances. so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: NS0
Description: For Managing NSO
= Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

5N TEERSD,

Virtual Account: NSO+ & Major @ Minor Hide Alerts

General Licenses Product Instances Event Log

Virtual Account
Description: For NSO

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Mew Token...
Token Expiration Date Uses Export-Controlled Description Created By Actions
MmUIMBINTKINGEz.. 8 2023-0ci-19 03:34:55 (in 30 days) Allowed For Managing NSO cisco Actions -

6. A HIRICHBEIUE RBHEN ., HEEMNIEESE DS HEIBMERT.



Registration Token 9 X

YzY2Y|FIOTYOWYZZi0OMDg1LTk1MzgtMzixYjhiZjcyN
WYYLTEON|QyNjMO%0AMzc2 MDRBCIFKNKdSCVE|SXd
uMmRUbXFEIXZDNOUMOZ1 TkhKa2 tRIJINVZV % 0AU3
RN 0 3MN%ANA

Press ctrl + ¢ to copy sefected text to clipboard.
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o'Direct cloud access
Cisco product sends usage information directly over the
internet. No additional components are needed.

©
)

Ciseo

Product HTTPs

Cisco.com

oDirect cloud access through an HTTP’s proxy

@

exchange of information will be performed to keep the databases in

cisco TTPS Smart Softwa

e Ciseco.com

Cisco products send usage information over the internet via a gl Cisk

Proxy Server — Smart Call Home Transport Gateway (free VM @ —> é‘ > ==

download) or off-the-shelf proxy (such as Apache). il Aktainr T =
HITP's Proxy ———

oMediated access through an on-premises collector -

connected e

Cisco products send usage information to a local connected @ __; ___*ﬂ g | 2

collector, which acts as a local license authority. Periodically, an @ —

exchange of human readable information will be performed to keep
the databases in sync.

Cisco HTTPs Smart Softw:
Praduct

ra Cisco.com

Manager Satellite

svnc Product Manager Satellite
@) Mediated access through an on-premises collector - Fie 7
disconnected Transfer | Tk N
Cisco products send usage information to a local disconnected @ e ¥ ’ é Eﬂ
collector, which acts as a local license authority. Once a month, an (& J— 4 =
—
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ED2.BEHTTPSREBEE TR

MRAFECAHTTP(S)RERF 2EE T Internet EFIWeb , M ABEANSOH Y ERERIER BRI
RS ERER

EART2N , FERERERAEFEIMBERREIRERSS  MAREERETEN,

BLEBUR T HR A,

NSO 4.55 & & R4~

MNSO 4.5 , MIEFLABE N nes.conflit EEREF AT R E . R ncs.confRINSO CDBH & FIE EHRE
YW A[EELE |, Mncs.confA MY &L & £ 5.

X E k& smart-license smart-agent override-url url https://10.1.2.3/ %54 fEncs.confh 127 H A fig
BERNTEER. MITNSORZELER |, ncs.confRRINBEUTHE :

<smart-license>
<smart-agent>
<java-executable>DEFAULT</java-executable>
<java-options>DEFAULT</java-options>
<production-ur1>DEFAULT</production-url>
<alpha-ur1>DEFAULT</alpha-url>
<override-url>
<urT>DEFAULT</url>
</override-url>
<proxy>
<urT>DEFAULT</url>
</proxy>
</smart-agent>
</smart-1icense>

DEFAULTZR 7R E {# A $install_dir/src/ncs/yang/tailf-ncs-smart-license.yang 1 & B BRIAEL

ERHNTENSO CDBAELEncs.confAR 5| HEY R H | B ARMncs.confAR il BRI R BV SR B H T

/etc/init.d/ncs reload,

NSO 4.4


https://10.1.2.3/

TR F RIS IR URL,

smart-license smart-agent proxy url <proxy url>

admin@ncs(config)# smart-Ticense smart-agent proxy url https://10.10.10.10:8080
admin@ncs(config)#

FEEIABLE S , NSOEREEZ https://tools.cisco.com/its/service/oddce/services/DDCEService , F it
%Eﬁ)ﬂHTTPsﬁﬁo

WAREREBFIREHTTPSHHTTP , Hit , I REFHFRURLERAHTTP |, LAMEE LS. 5
AFNENEE , N —NEREBNAREBLEXHMER,

RT3 B A i W SR B E RV A 1 1R)

EFZBERLT , NSOMEREREEE Internet, BRIET2.44 , EA 5| ABRNF AR OTE ; EHilt
, NSOFTEEEEFHEAXKREER =,

BRWFWIERLOT EMN miFRER AT ERREH O,

BRUMALER , BEEEPRIZRER,

MR EN | NSOISDERERE , MTE5RREEE.

EFEXHR , L& Roverride-url:

admin@ncs(config)# smart-Ticense smart-agent override-url url https://10.1.2.3/
admin@ncs(config)#
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admin@ncs# smart-license register idtoken YWVIMmQ3ZjEtYT....
result Registration process in progress. Use the 'show license status' command to check the progress an
admin@ncs#

oAl

ERAER D ATEIAE BRER ERIZIT.

SE A 8
MR B RAEETFT, WHERENSOXREM , HELTFEVALER ( E89XK23/NTAEIHA ) o

admin@ncs# show Ticense status
Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 89 days, 23 hr, 17 min, 36 sec
Last Communication Attempt: NONE
Next Communication Attempt: NONE
Development mode: enabled
admin@ncs#

A i Ashow license statusTi SR EEZMRES. MEFMPERTH , TEREREHEEHER
. "5\£ﬂﬂ'ﬁﬂllo

<{BiEEA.....>

admin@ncs# show license status



Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION PENDING
Initial Registration: First Attempt Pending
Export-Controlled Functionality: Allowed

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 89 days, 23 hr, 16 min, 36 sec
Last Communication Attempt: SUCCEEDED on Aug 3 09:41:56 2016 UTC
Next Communication Attempt: NONE
Development mode: enabled
admin@ncs#

—BRtEE |, IMTER. HEBEIIRSREGISTEREDR! , R4 M EI B R AIE P Do

<Registered!!>

<#froot>

admin@ncs# show license status
Smart Licensing is ENABLED

Registration:
Status:

REG STERED

Smart Account: BU Production Test

Virtual Account: TAC-Japan-Cloudorch

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Aug 4 05:29:52 2016 UTC
Last Renewal Attempt: SUCCEEDED on Aug 4 05:30:03 2016 UTC
Next Renewal Attempt: Jan 31 05:30:03 2017 UTC
Registration Expires: Aug 4 05:24:56 2017 UTC
Export-Controlled Functionality: Allowed

License Authorization:

License Authorization:
Status: AUTHORIZED on Aug 4 05:30:05 2016 UTC
Last Communication Attempt: SUCCEEDED on Aug 4 05:25:02 2016 UTC
Next Communication Attempt: Sep 3 05:30:07 2016 UTC
Communication Deadline: Aug 4 05:24:56 2017 UTC

Development mode: enabled

admin@ncs#

£ ( ZPURE )



£ FAshow license summarytp S I AEFAFEAN T AE, EARRHIH , NSO-platform-
production, NSO-network-elementHlcisco-ios-NEDA TR &G H, B3I E , FWANERPURE SR
“AUTHORIZED", XEWEZEZEWFIENAMELGHHESERESTEEIf.

<ffroot>

admin@ncs# show Ticense summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: COMPANY A
Virtual Account: Network Department
Last Renewal Attempt: None
Next Renewal Attempt: Jan 31 05:33:02 2017 UTC

License Authorization:
Status:

AUTHORI ZED

Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Sep 3 05:33:06 2016 UTC

License Usage:
License Entitlement Tag

348fbb21-7edf-42bb-baa7-198903058a54regid.2016-04.com.cisco.

NSO pl at f or m producti on

,4.2_348fbb21-7edf-42bb-baa7-198903058a54 1 InCompliance
5d641fa0-757d-43b0-a926-166ch6e3cfddregid.2015-10.com.cisco.

NSO net wor k- el errent

,1.0_5d641fa0-757d-43b0-a926-166cb6e3cfdd 3 InCompTiance
d9eca34d-1f6a-4595-ad74-9c0c57e03c27regid.2015-10.com.cisco.

ci sco-i 0os- NED

,1.0_d9%eca34d-1f6a-4595-ad74-9c0c57e03c27 1 InCompliance

Development mode: disabled
admin@ncs#

X Zshow license usage@n T ER R RAIFI I H, EARTRBIA |, EFI T cisco-iosxr-NED , IR7S
70utOfCompliance, X TR EMEBRIF AUERLIE BRI |, 1B cisco-iosxr-NEDHY ¥ AT IE1E 2
Bk PR 2, B TFcisco-iosxr-NEDHEMMERSTEN |, HELRBIKRSH
OUT_OF_COMPLIANCE.,



<tfroot>

admin@ncs # show license usage

License Authorization Status :

OUT_OF COVPLI ANCE

as of Oc 24 06:14:11 2016 UTC

NSO-platform-production (regid.2016-04.com.cisco.NSO-platform-production, 1.0_d1445dab-9d96-4593-99f2-6
Description : API unavailable

Count : 1
Version : 1.0
Status :

I nConpl i ance

NSO-network-element (regid.2015-10.com.cisco.NSO-network-element, 1.0_5d641fa0-757d-43b0-a926-166ch6e3c
Description : API unavailable

Count : 3
Version : 1.0
Status :

I nConpl i ance

cisco-ios-NED (regid.2015-10.com.cisco.cisco-ios-NED, 1.0_d9eca34d-1f6a-4595-ad74-9c0c57e03c27)
Description : API unavailable

Count : 1
Version : 1.0
Status :

I nConpl i ance

cisco-iosxr-NED (regid.2015-10.com.cisco.cisco.cisco-iosxr-NED, 1.0_9956fc34-cbed-4d13-alea-6a36f4e40a9
Description : API unavailable

Count : 1

Version : 1.0

Status :

Qut OF Conpl i ance

U HEER

=B AT EELNRR,. BEARRE , Bl B &S24/ El/smart-license/smart-
agent/stdout-capture/file FIEERN X+, BREFAIERRSERAERE , BUEKRERESE



AR,

Debug enable

admin@ncs# debug smart_Tic all
ok
admin@ncs#

Debug disable

admin@ncs# no debug smart_Tic all
ok
admin@ncs#

BV ANER SR E

admin@ncs# show running-config smart-Ticense

smart-license smart-agent stdout-capture disabled

smart-license smart-agent stdout-capture file ./Togs/ncs-smart-1licensing.log
admin@ncs#

ERERTALERS

admin@ncs(config)# smart-license smart-agent stdout-capture enabled
admin@ncs(config)# commit

Commit complete.

admin@ncs (config)#

ST BRHF AUER O RN IESSLIEF

MNTFHRENBERFATEFONES , WRSSLIEHETH , NSORRET A EEIIRS R,

LA 2@ 4 Ronprem.crt X RIEE RIS TR

1.fEFopenss| ( BE ARG OR443 ) N\EBERHEF AU A O IR EFUEFTIES



openss1 s_client -showcerts -connect <

>:443 | openss1l x509 -out onprem.crt

2EHRATSAUEPHE R, BIAEB FH/etc/pki/ca-trust/extracted/java/cacerts, 7 T HEZH X
, A TRATERGHE RcacertsB R , AR HRH

[root@localhost /]# find / -name cacerts 2>/dev/null | xargs -I {} 1s -1 {}

-r--r--r--. 1 root root 156478 Jun 26 08:02 /etc/pki/ca-trust/extracted/java/cacerts

Trwxrwxrwx. 1 root root 40 Aug 25 2022 /etc/pki/java/cacerts -> /etc/pki/ca-trust/extracted/java/cacer
Trwxrwxrwx. 1 root root 21 Jun 15 04:52 /etc/java/java-17-openjdk/java-17-openjdk-17.0.15.0.6-3.e19.x86.
[root@localhost /]#

3INEEF . B FERERINERB Echangeit:

sudo keytool -import -alias ssm_onprem -file onprem.crt -keystore /etc/pki/ca-trust/extracted/java/cace

1 (Nt ) EWINEREERWME , FHITA TS

root@Ubuntu-24-9:/home/nso# keytool -Tist -keystore /etc/ssl/certs/java/cacerts -storepass changeit -al
Warning: use -cacerts option to access cacerts keystore

ssm_onprem, Aug 4, 2025, trustedCertEntry,

Certificate fingerprint (SHA-256): F7:00:C9:74:34:57:5E:BE:70:A7:0E:D2:9B:A8:2D:44:F1:CE:14:55:C3:D9:06
root@Ubuntu-24-9:/home/nso#

4EFBHERRE (EREEXT ) :

admin@ncs(config)# smart-Ticense smart-agent restart
result Started

5. E#FEMLES :

admin@ncs# license smart deregister
ok
admin@ncs# license smart register idtoken TOKEN



Registration process in progress. Use the 'show Ticense status' command to check the progress and resul
admin@ncs#

6.1F Fshow license summaryf S HINEMEE D , ZHSH A H AR R,
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