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1. fELinuxEH £ ZEMHERIOXEFF %,
IOxFEFime—fTE AT ERAAEXEFIOMERFEITEEUEEIOR A,
THioxclientZERHEE , TUERNTARRE :

[jedepuyd@db ~]$ 11 ioxclient_1.3.0.0_linux_amd64.tar.gz
-rw-r--r--. 1 jedepuyd jedepuyd 4668259 Jun 22 09:19 1ioxclient_1.3.0.0_1inux_amd64.tar.gz

[jedepuyd@db ~]$ tar -xvzf ioxclient_1.3.0.0_Tlinux_amd64.tar.gz
joxclient_1.3.0.0_linux_amd64/ioxclient
joxclient_1.3.0.0_1inux_amd64/README.md

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_linux_amd64/ioxclient --version
Config file not found : /home/jedepuyd/.ioxclientcfg.yaml
Creating one time configuration..

Your / your organization's name : Cisco

Your / your organization's URL : www.cisco.com

Your IOx platform's IP address[127.0.0.1] : 10.48.43.197
Your IOx platform's port number[8443]

Authorized user name[root] : admin

Password for admin :

Local repository path on I0Ox platform[/software/downTloads]:
URL Scheme Chttp/https) [https]:

API Prefix[/iox/api/v2/hosting/]:

Your IOx platform's SSH Port[2222]:

Activating Profile default

Saving current configuration

ioxclient version 1.3.0.0

[jedepuyd@db ~]$ ./ioxclient_1.3.0.0_linux_amd64/ioxclient --version
joxclient version 1.3.0.0

WIEFRA |, FEEIRBHNOXEFimht , AT AIOXE R ER —PMNEEXH , B EEIOXE F iwmxt
H#tTEE, MREEHEHITIRE , IFRRINEINRE , IABEETHSES : ioxclient
profiles create
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[jedepuyd@db ~]$ sudo yum install -y yum-utils device-mapper-persistent-data 1vm2

Complete!

s hiDockerE1 :

[jedepuyd@db ~]$ sudo yum-config-manager --add-repo https://download.docker.com/1inux/centos/docker-ce.
Loaded plugins: fastestmirror

adding repo from: https://download.docker.com/1inux/centos/docker-ce.repo

grabbing file https://download.docker.com/Tinux/centos/docker-ce.repo to /etc/yum.repos.d/docker-ce.rep
repo saved to /etc/yum.repos.d/docker-ce.repo

L% Docker ( RER#EZGPGERKIL )

[jedepuyd@db ~]$ sudo yum install docker-ce

Complete!

FF 5 Docker:

[jedepuyd@db ~]$ sudo systemct]l start docker

[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3

RUN apk add --no-cache python
COPY webserver.py /webserver.py

N T REBENERB B REAZEITDocker , EAFIL A P A NEIDocker H RIFTEK R S 14

[jedepuyd@db ~]$ sudo usermod -a -G docker jedepuyd
[jedepuyd@db ~]$ newgrp docker



ZFFDocker Hub:

DockerfE4k 2 02 Al E AW AIpine E AR, WNRIE & B Docker ID , MFBEE U T EFM
. https://hub.docker.com/,

[jedepuyd@db ~]1$ docker Togin

Log in with your Docker ID to push and pull images from Docker Hub. If you do not have a Docker ID, hea
Username: jensdepuydt

Password:

Login Succeeded

3.8 Python WebfR% 25,

ERTRE , BRI T HRMERERBIOXMRE EETHERENARERF,

[jedepuyd@db ~]$ mkdir iox_docker_pythonweb

[jedepuyd@db ~]$ cd iox_docker_pythonweb/

[jedepuyd@db iox_docker_pythonweb]$ vi webserver.py
[jedepuyd@db iox_docker_pythonweb]$ cat webserver.py
#!/usr/bin/env python

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
import SocketServer

import os

class S(BaseHTTPRequestHandler):
def _set_headers(self):
self.send_response(200)
self.send_header('Content-type', 'text/html')
self.end_headers()

def do_GET(self):
self._set_headers()
self.wfile.write("<html><body><h1>I0X python webserver</hl></body></html>")

def run(server_class=HTTPServer, handler_class=S, port=80):
server_address = ('', port)
httpd = server_class(server_address, handler_class)
print 'Starting webserver...'
log_file_dir = os.getenv("CAF_APP_LOG_DIR", "/tmp")
log_file_path = os.path.join(log_file_dir, "webserver.log")
logf = open(log_file_path, 'w')
logf.write('Starting webserver....\n")
logf.close()

httpd.serve_forever()

if _name__ == "_main__":
from sys import argv

if len(argv) == 2:
run(port=int(argv[1]))
else:
run()
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BRSRIEHY B 28 0 R 1%z 1T B 72 /F (webserver.py) , TIIE M iZ 2 DockerBe8 T, B
Dockerfile E X :

[jedepuyd@db iox_docker_pythonweb]$ vi Dockerfile
[jedepuyd@db iox_docker_pythonweb]$ cat Dockerfile
FROM alpine:3.3

RUN apk add --no-cache python
COPY webserver.py /webserver.py

WIERFTI , Dockerfiletb fREFHE #£ ., MAlpineERMEGTT 5 , Z&EPythonH &K webserver.py & #l
BRBFHRE R

HERTFEHDockerfilefg , B A A¥3EDockerd g8 :

jedepuyd@db iox_docker_pythonweb]$ docker build -t ioxpythonweb:1.0 .
Sending build context to Docker daemon 3.584 kB
Step 1/3 : FROM alpine:3.3
3.3: Pulling from library/alpine
10462c29356¢: Pull complete
Digest: sha256:9825fdla7e8d5feb52a2f7b40c9¢c4653d477b797f9ddc05b9c2bc043016d4819
Status: Downloaded newer image for alpine:3.3
---> 461b3f7c318a
Step 2/3 : RUN apk add --no-cache python
---> Running in b057a8183250
fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/main/x86_64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.3/community/x86_64/APKINDEX.tar.gz
(1/10) Installing 1ibbz2 (1.0.6-r4)
(2/10) Installing expat (2.1.1-r1)
(3/10) Installing T1ibffi (3.2.1-r2)
(4/10) Installing gdbm (1.11-rl1)
(5/10) Installing ncurses-terminfo-base (6.0-r6)
(6/10) Installing ncurses-terminfo (6.0-r6)
(7/10) Installing ncurses-1libs (6.0-r6)
(8/10) Installing readline (6.3.008-r4)
(9/10) Installing sqlite-libs (3.9.2-r0)
(10/10) Installing python (2.7.12-r0)
Executing busybox-1.24.2-rl.trigger
OK: 51 MiB in 21 packages
---> 81e98c806ee9
Removing intermediate container b057a8183250
Step 3/3 : COPY webserver.py /webserver.py
-—-> Cc9b7474b12b2



Removing intermediate container 4705922100e6
Successfully built c9b7474b12b2

[jedepuyd@db iox_docker_pythonweb]$ docker images

REPOSITORY TAG IMAGE ID CREATED
ioxpythonweb 1.0 c9b7474b12b2 11 seconds ago
alpine 3.3 461b3f7c318a 2 days ago

SIZE
43.4 MB
4.81 MB
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[jedepuyd@db iox_docker_pythonweb]$ docker run -ti ioxpythonweb:1.0
/ # python /webserver.py 9000 &
/ # Starting webserver...

/ # netstat -tlpn
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:9000 0.0.0.0:%* LISTEN
/ # exit

fEnetstattV i H AT LB R |, F3webserver.pyfa , ©&0UITiH 9000,
6.1 FADocker& 22 B 210X 3.

PID/Program name
7/python

UE , BERIERFZHIWebRZ W INEE | MENHER HBEEIOXBHTEE, HTFDockerfileiR it

T ¥EDockerB 2SI BLAA |, package.yamliZ#t 7 I0xF Fim W IOXE 42K

jedepuyd@db iox_docker_pythonweb]$ vi package.yaml
[jedepuyd@db iox_docker_pythonweb]$ cat package.yaml
descriptor-schema-version: "2.2"

info:
name: "iox_docker_pythonweb"
description: "simple docker python webserver on port 9000"
version: "1.0"
author-1ink: "http://www.cisco.com"
author-name: "Jens Depuydt"

app:
cpuarch: "x86_64"
type: docker
resources:
profile: cl.small
network:

interface-name: ethO



ports:
tcp: [9000]

startup:
rootfs: rootfs.tar

target: ["python","/webserver.py","9000"]

B xpackage.yaml N B IFHME L |, {5158 : https://developer.cisco.com/media/iox-dev-guide-3-
10-16/concepts/package_descriptor/,

Bl #package.yamlfg , A LAFF 84 R IOXEF 2o

F—F RS HDockerB R IRFS:

[jedepuyd@db iox_docker_pythonweb]$ docker save -o rootfs.tar ioxpythonweb:1.0

BTRE , B VEREH S tar:

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient package .
Currently active profile: default

Command Name: package

Checking if package descriptor file 1is present.

Validating descriptor file /home/jedepuyd/iox_docker_pythonweb/package.yam]l with package schema definit
Parsing descriptor file.

Found schema version 2.2

Loading schema file for version 2.2

Validating package descriptor file..

File /home/jedepuyd/iox_docker_pythonweb/package.yaml is valid under schema version 2.2
Created Staging directory at : /tmp/700740789

Copying contents to staging directory

Checking for application runtime type

Couldn't detect application runtime type

Creating an inner envelope for application artifacts

Generated /tmp/700740789/artifacts.tar.gz

Calculating SHA1l checksum for package contents..

Parsing Package Metadata file : /tmp/700740789/.package.metadata

Wrote package metadata file : /tmp/700740789/.package.metadata

Root Directory : /tmp/700740789

Output file: /tmp/335805072

Path: .package.metadata

SHAL1 : 55614e72481a64726914b89801a3276a855c728a

Path: artifacts.tar.gz

SHA1l : 816c7bbfd8ae76af451642e652bad5cf9592370c

Path: package.yaml

SHA1 : ae75859909f6ea6947f599fd77a3f8f04fda0709

Generated package manifest at package.mf

Generating IO0x Package..

Package generated at /home/jedepuyd/iox_docker_pythonweb/package.tar
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ENHaHERIOKEE , FEAR Hpython_web:

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app install python_web p
Currently active profile: default

Command Name: application-install

Installation Successful. App is available at: https://10.48.43.197:8443/iox/api/v2/hosting/apps/python_
Successfully deployed

ERERAzA , EFEEXMNEEELFR. At , BFEQE-NISONI . BUERE , ATN
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[jedepuyd@db iox_docker_pythonweb]$ vi activate.json
[jedepuyd@db iox_docker_pythonweb]$ cat activate.json

{
"resources": {
"profile": "cl.small",
"network": [{"interface-name": "eth0", "network-name": "iox-nat0","port_map": {"mode": "1tol"},
}
}
[jedepuyd@db jox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app activate python_web
Currently active profile : default

Command Name: application-activate
Payload file : activate.json. Will pass it as application/json in request body..
App python_web 1is Activated

LA A BT — TR ER B 31 NI NI SR B MBUERI A REF

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app start python_web
Currently active profile : default

Command Name: application-start

App python_web is Started

T 2R 10x N A EL & 7 7 ¥w 0 9000 L T ¥T i 09000 L Wtor HTTPER , At HEE R iZis O M



IOXI&RZHERENAEE R ABREMNTNATZE. ECisco |IOS®LINITILEE,

BRU-IOT-809-1#sh iox host Tist det | i IPV4
IPV4 Address of Host: 192.168.1.2
BRU-IOT-809-1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
BRU-IOT-809-1(config)#ip nat inside source static tcp 192.168.1.2 9000 interface GigabitEthernet0 9000
BRU-IOT-809-1(config)#exit
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[jedepuyd@db iox_docker_pythonweb]$ curl http://10.48.43.197:9000/
<html><body><h1>I0X python webserver</hl></body></html>

g& , MINE P RRYSERR N B3R

® ® http://10.48.43.197:9000/ L 1+

- 4

€& ) 10.48.43.197:9000

I0X python webserver

#&83% A LAMIOxclient CLIF&E IE B FRAS

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app status python_web
Currently active profile : default

Command Name: application-status

Saving current configuration

App python_web is RUNNING
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® L http://10.48.43.197:9000/ % [ il Cisco 10x Local Manager .+

€ (D& | hitps://10.48.43.197:8443/admin @ Search A=

Helle, 2dmin | Log Cut
st Cisco Systems
€ISCO  Cisco I0x Local Manager

Applications Cartridges System Info System Setting Middleware Service

App-info App-Config App-DataDir Logs

v Resouces
v Resouce Profile v Network Configuration
Profile: eth0 Port Mapping
CPU | 200 | cpu-units
Memory [ 64 | mB
Disk |10 | mB

Avail. CPU (cpu-units) 332 Awvail. Memory (Mb) &40

Application is currently running.

EEF B Ewebserver.py R E AR BEH :

[jedepuyd@db iox_docker_pythonweb]$ ../ioxclient_1.3.0.0_Tinux_amd64/ioxclient app logs info python_web
Currently active profile : default
Command Name: application-Togs-info

Log file information for : python_web
Size_bytes : 711
Download_1ink : /admin/download/Togs?filename=python_web-watchDog.log
Timestamp : Thu Jun 22 08:21:18 2017
Filename : watchDog.log

Size_bytes : 23

Download_1ink : /admin/download/Togs?filename=python_web-webserver.log
Timestamp : Thu Jun 22 08:21:23 2017

Filename : webserver.log

Size_bytes : 2220
Download_11ink : /admin/download/Togs?filename=python_web-container_log_python_web.Tog

Timestamp : Thu Jun 22 08:21:09 2017
Filename : container_log_python_web.log
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[jedepuyd@db jox_docker_pythonweb]$ ../ioxclient_1.3.0.0_1inux_amd64/ioxclient app console python_web

Currently active profile: default
Command Name: application-console



Console setup is complete..
Running command: [ssh -p 2222 -i python_web.pem appconsole@10.48.43.197]

The authenticity of host '[10.48.43.197]:2222 ([10.48.43.197]:2222)"' can't be established.

ECDSA key fingerprint is 1ld:e4:1le:el:99:8b:1d:d5:ca:43:69:6a:a3:20:6d:56.
Are you sure you want to continue connecting (yes/no)? yes
/ # netstat -tlpn
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:9000 0.0.0.0:% LISTEN
/ # ps aux | grep python

19 root 0:00 python /webserver.py 9000

PID/Program name
19/python
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