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Welcome to Catalyst Center!

.\I; There is a new Catalyst Center system update available. Learn more

A Some of your license compliance requirements have not been met. Learn more

Assurance Summary

Health () Critical Issues
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Create Support Bundle
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Create Support Bundle

Enter a name and a description for the support bundle.

Name*

Description

Info

Choose the time period for which you are requesting support

Start Date* Start Time End Date* End Time

Feb 6, 2025 7:04 PM W Mar 6, 2025 7:04 PM

v System Category

(1) RCASupportBundle

Runs a command that triggers legacy RCA

v Application

() PkiBrokerServiceBundle

PKI Broker support bundle

C] AssuranceSupportBundle

Assurance support bundle

Cancel

SR 4 BRENEHRBEHERTENRCA M, BRATREREHH , TERKR—ME
A‘true” , X HF AT AR IBIR B Ll o

i

~

Gk



Create Support Bundle X

Enter a name and a description for the support bundle.

Name™®
bundle1

Info
Description

P

Choose the time period for which you are requesting support
Start Date* Start Time End Date* End Time
Feb 6, 2025 8:42 PM Y Mar 6, 2025 8:42 PM W

> System Category

> Application

v Have Cisco personnel requested any additional parameters?

full_rca

true

Info

Reset to default

BT RER/ENIRE (CLIEM )

&k 02222 K Catalyst Center CLIHEAmagetER AP B REHRITreafin B IAERRCAX #,
RCAX 4 B H FE 1E Fdaarca, SIENHBEREZEEI00HER. XHFBHIER I magev-

-rca-

tar.gz



o #4RSSH ServerAlivelnterval 2 /8 A , 3 BEno-op packet intervali& & 3 860F & /)
B, X ARy LRSS BRARIED M X ASSHER,

N e sEuEEA/EEASSRERPH , {5 1# A @ H“sudo maglev context delete
maglev-1"5BRER ( FTEATETFESXIWELIESE ) o

rcafn T &5 By 3 5 7R A
$ rca --help
Help:

rca - root cause analysis collection utilities

Usage: rca [COMMAND] [ARGS]...
Commands:
clear - clear RCA files
copy - copy rca files to specified Tocation
exec - collect RCA
view - restricted filesystem view

EYEIRE L L RRCAR R

$ rca

VERIFYING SSH/SUDO ACCESS

[sudo] password for maglev:
Done
changed ownership of '/data/rca/maglev-10.78.9.21-rca-2025-03-11_04-27-49_UTC.tar.gz' from root:root to

VERIFYING ADMINISTRATION ACCESS

Please note that after 3 failed login attempts, diagnostic
collection will proceed, but not all diagnostics will be
collected.

WARNING: Current token has expired (2025-01-24T22:03:05+00:002).

The current time is: 2025-03-11T04:27:54Z

Continuing with Togin

[administration] password for 'admin':

User 'admin' logged into 'kong-frontend.maglev-system.svc.cluster.local' successfully

RCA package created on Tue Mar 11 04:28:02 UTC 2025

2025-03-11 04:28:02 | INFO | Generating Tog for 'date'...
2025-03-11 04:28:02 | INFO | Node ISO type: full-iso



Created RCA package: /data/rca/maglev-10.78.9.21-rca-2025-03-11_04-27-49_UTC.tar.gz
2025-03-11 04:58:28 | INFO | Cleaning up RCA temp files...

[Tuesday Mar 11 04:58:30 UTC] maglev@10.78.9.21 (maglev-master-10-78-9-21)

$

ESXifE Bl % £ £ R RCAH R4l

$ rca

VERIFYING SSH/SUDO ACCESS

Done

RCA package created on Tue Mar 11 07:04:15 UTC 2025

2025-03-11 07:04:15 | INFO | Generating Tog for 'date'...

2025-03-11 07:04:15 | INFO | Generating Tog for 'sudo cat /root/.bash_history'...
2025-03-11 07:04:15 | INFO | Node ISO type: mks
/usr/local/bin/rca_scripts/network_diag.sh

Created RCA package: /data/rca/maglev-10.78.9.122-rca-2025-03-11_07-04-15_UTC.tar.gz
2025-03-11 07:23:23 | INFO | Cleaning up RCA temp files...

[Tuesday Mar 11 07:23:23 UTC] maglev@10.78.9.122 (maglev-master-10-78-9-122)

$
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<tfroot>

[Wed May 30 18:24:26 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

rca

Verifying ssh/sudo access

Done

Verifying administration access

Cluster: 10.1.1.3

[administration] username for 'https://10.1.1.3:443': admin
[administration] password for 'admin':

User 'admin' logged into '10.1.1.3" successfully

RCA package created on Wed May 30 18:24:44 UTC 2018

2018-05-30 18:24:44 | INFO | Generating log for 'date'...
tar: Removing leading /' from member names

/etc/cron.d/

/etc/cron.d/run-remedyct]

WiTrcatn /g , EEIPHIEF EFEIZTT R /home/maglevi.maglevcont ( Mmagshell R R E L ) » TIRHAT
rcafn =AY , Catalyst Center&71Z T S FAME R £ B IP 4t

<#root>

[Wed May 30 18:23:37 UTC] maglev@10.1.1.2 (maglev-master-10) ~
$

rca

[sudo] password for maglev:

Verifying ssh/sudo access

Done

Verifying administration access




[administration] password for 'admin': <
type the adm n password
>

User '"admin' logged into '10.1.1.3" successfully <-- it automatically logged into the cluster previousl)

RCA package created on Wed May 30 18:23:46 UTC 2018

2018-05-30 18:23:46 | INFO | Generating Tog for 'date'...
tar: Removing leading /' from member names
/etc/cron.d/
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$ rca view
total 1124652
-rwxr-xr-x 1 root root 1151639341 Feb 26 15:19 maglev-192.168.5.11-rca-2025-02-26_14-52-52_UTC.tar.gz

[Tuesday Mar 11 07:22:46 UTC] maglev@192.168.5.11 (maglev-master-192-168-5-11)
$

$ 1s -1t data/rca/
total 1124652
-rwxr-xr-x 1 0 0 1151639341 Feb 26 15:19 maglev-192.168.5.11-rca-2025-02-26_14-52-52_UTC.tar.gz

[Tuesday Mar 11 07:23:06 UTC] maglev@192.168.5.11 (maglev-master-192-168-5-11)
$
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Support Bundles (1) Create Suppornt Bundle " Contact Support
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https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
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https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222657-cisco-support-assistant-extension-for-th.html#toc-hId-971999509
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222657-cisco-support-assistant-extension-for-th.html#toc-hId-971999509
https://winscp.net/eng/download.php
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Session Session
En .Storederiessions e
wironm
i —— |scp v

SSH Host name: Port number;

Preferences
|rrn:c-dnac4.ciscu.cum | | 2232 o |
Lser name: Password:
|mag|ev | |--------- |
Private key file:
| L]

[] Advanced options

| About... | | Languages | | Login | | Save... |Y| | Close
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~ Local Mark Files Commands Session Options Remote Help

@D RS WP VR IFHE|F]

maglev@mxc-dnacd.cisco.com | + |
[EMydocuments  + @D ¢ - o - EIGI Q[T @@ e BEAD %R

Type Changed Bt ize Changed Rights

Parent directory  8/24/2018 1:13:18... & 8/31/2018 3:38:06 ...  rwxr-xr-x
} My Music File folder 61272013 2:23:24 ... L. data 8/31/2018 3:48:46 ...  rwar-xr-x
[EIMy Pictures File folder 6/12/2013 2:23:24 .. | |maglev-10.1.14-rca-2.. 281 MiB &/31/2018 3:48:14 .. rwer--r--
B My Videos File folder 6/12/2013 2:23:24 ... I miﬂh‘lﬂ.‘l .1.4-m—2...i 335MiB - 9/11/2018 4:43:14 ... rw-r--r--
)i web _sites File folder 8/24/2018 1:24:59 ..
[] bs_store DS_STOREFile  8/24/2018 1:13:20...
1800s.pcapng Wireshark capt.. 7/30/2018 3:29:54 ..
1800s_with_dhcpoptd... Wireshark capt.. 7/30/2018 £:01:58 ...
% Default.rdp Remote Deskt...  5/20/2017 9:15:58 ...
#J desktop.ini Configuration ...  8/22/2018 8:56:24 ...

<[ B K
0Bof 20.698Bin Dof 9 335MiBof 617 MiBin 10f 3
. » F2Rename | J F4Edit 23 F5 Copy i3 F6 Move (2§ F7 Create Directory »< F8Delete 5 FO Properties K1 F10 Quit

HRRAFFRCA M EHI B A 1T E AL



5 rca - maglev@mxc-dnac4.cisco.com - WinSCP = L=
Local Mark Files Commands Session Options Remote Help
& - S EP B VS Default - &
maglev @&mxc-dnac4.cisco.com T+ |
My documents - @ @ el s W rca ~-@E e - e W7 s M
C:\Users\Administrator \Documents fdatafrea
Mame Bxt Size  Type Changed At | Name Bt Size Changed Rights QOwner
t . Parent dirc—_clory 82472018 1:13:118... r t . 8/31/2018 3:38:06... rwr-xr-x root
3 My Music File folder 6/12/2013 2:23:24... sh|| J data 8/31/2018 3:48:46 ...  rwocr-xr-x root
B My Pictures Copy L2 o 34614 ow-r-r- root
B My Videos 018 4:43:14...  rwe-r--r-- root
web_sites Copy file maglev-10.1.1.4+ca-2018-09-11_15-32-40_UTC tar.gz"to local dinectory:
[].Ds_Store 6,1 “\Users'\Administrator\Documents\.”. v] Eﬁw”“.|
i 1800s.pcapng 45280 Transfer settings
4 1800s_with_dhcpoptd... 9,62( Default transfer settings
*.E. Default.rdp
& | desktop.in 403
i) deskt ' [] Mew and updated file(s) only [] Do not show this dialog box again
[_] Transfer on background (add to transfer queue) Transfer each file individually
Transfer settings... |' | Copy | | Cancel Help
< m >« m >
0Bof 20,698 Bin 0cf 9 335 MiB of 617 MiBin 10of 3
# F2Rename | F4Edit &3 FS Copy i} F6 Move [ F7 Create Directory < F8 Delete FF FO Properties 1 F10 Quit
5 SCP 0:00:39

s EARRBIH |, Catalyst Center IPHr ik fi#HT 79 mxc-dnaca.cisco.como F It FE #15 i )y Catalyst
CenteriR &K 52 £ R EH B (FQDN) S IP#s it

MMac=iLinuxitEHE s XHEH| ( CLIZEIN )

maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz ZIR1ITHRIHRE , ARRTXLESR  NERHPEFERTE
Catalyst CenteriZ % LB ARCAXHE #I F it EH LY ZH 8 TE B daarcao

rrahul@MY-MACBOOK ~ % scp -P 2222 maglev@l0.78.9.21:data/rca/maglev-10.78.9.21-rca-2025-01-14_08-48-51_
Welcome to the Cisco DNA Center Appliance

maglev@10.78.9.21"'s password:

maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz

rrahu1@MY-MACBOOK ~ %

B zh MCatalyst CenterBElMacs;Linuxit EHLE SXHE #| ( CLIEIR )

~ EE : RSSH ServerAlivelnterval2 /8 A , 3 Bno-op packet intervali i& I E60¥ H&K /)
W, X APy LRSS B E T ED M B RASSHiES,



fECatalyst CenteriR &2 WICLIFF , AU TS Z—EFXH , XA MwSHEHEASCP, WM THIFT
™, WREEBRETE

$ scp data/rca/<RCA file name> <Mac/Linux username>@<Mac/Linux IP address>:<path to save the file>
OR
$ rca copy

Help:
copy - copy rca files to specified Tlocation
Usage: rca copy [scp-options] --files filel ... user@host2:file2

AR 2 MCatalyst Center&E # EIfR SN B N v SR RHI

$ scp data/rca/maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz rrahul@10.105.192.135:
rrahul@10.105.192.135's password: <Enter the destination password>
maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz

[Thursday Mar 06 13:02:01 UTC] maglev@10.78.9.21 (maglev-master-10-78-9-21)

$

$ rca copy --files maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz rrahul@l10.105.192.135:
rrahul@10.105.192.135's password: <Enter the destination password>
maglev-10.78.9.21-rca-2025-01-14_08-48-51_UTC.tar.gz

[Thursday Mar 06 13:10:31 UTC] maglev@10.78.9.21 (maglev-master-10-78-9-21)

$

235 MCatalyst Center®| BRI X FRHIF XHEH) ( CLIEIN )

A EE : #RSSH ServerAlivelnterval 25 A , 3 Bno-op packet intervali% i& 1 860¥ &K /I
WE, X ARy LRSS B8 E R &z M B X SSHiER,

X5 2 HHED ( RIASCP ) K4l , #9THlcxd.cisco.comiy £ M -1 4 ( 32 BRHIM FA5<PE L
Htten s ) o AFBAREBNXERIES , BHESNENXIBERFMBENINE, AP B/ZEBBRE
EREBRXFERAIFTAMERD , A UNZRRIEERPRR, AXTHENFARE , B

8 5 3 £ B Cisco RZHFH Do

$ rca copy --files maglev-10.1.1.233-rca-2024-03-06_14-07-36_UTC.tar.gz 6969XXXXX@cxd.cisco.com:/

FIPS mode initialized

Warning: Permanently added the ECDSA host key for IP address '10.209.135.105' to the Tlist of known host
6969XXXXX6@cxd.cisco.com's password:

maglev-10.1.1.233-rca-2024-03-06_14-07-36_UTC.tar.gz

Bz MMacEiLinuxit EHL B BRI R ( CLIEM ) B HEH
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N B AP ERFMacEALNES B, B2 , ©5&F FCatalyst Center,

MMacE Linuxit E#l EEEAXH ( 2FERCA ) HEHEMNED, EXFEMNET S , AF & RCiscoX
BRHES , ZFBEES N CiscoXBFRHIEE—HNTE, AFRB/ZBRASTEERRIERATFLHN
ARG A UMW ERRPIBTESPRER, BXTENFAGSE , BSANES X L& F|Ciscot
REFH D,

BRI FFRAI 5 E R

Subject: 688046089: CXD Upload Credentials

You can now upload files to the case using FTP/FTPS/SCP/SFTP/HTTPS protocols and the following details:
Hostnhame: cxd.cisco.com

Username: 688046089

Password: gX:‘:7':-.\‘7':7‘::':7‘::’:7':7‘::’:P7

W1 BNEHTTPS L& X ( RIREVETUH AR O443 )

SR EHMacE Linuxit BN 2 BB i 04435 3% B cxd.cisco.come A T 2T H —Fh 5 5%

<{froot>

$

nc -zv cxd. ci sco.com 443

Connection to cxd.cisco.com 443 port [tcp/https] succeeded!
$

N oEE mMENEAM | NIRRT,
SE2MENHKIIFERA LG HSELIHTTPS L& X # ( ECatalyst Centeri& & EFEER )

<ttroot>

$ curl -T “


https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken
https://www.cisco.com/c/zh_cn/support/web/tac/tac-customer-file-uploads.html#cxduploadtoken

https://cxd.cisco.com/home/

(MREEFFFAN LENE |, ERMZEVT FIE0, “curl v7..7)
Bign :

<#froot>

$

curl -T "./test.txt" -u 688046089 https://cxd.cisco.com hore/

Enter host password for user '688046089':

[Tue Dec 10 13:35:47 UTC] maglev@l0.1.1.1(maglev-master-1) ~
$

T2 BESCP LAY (ERAmHA22)

SEB1MR B EE B MMacH Linux it E LB i O 223E # Bl cxd.disco.come AT BHATMNRAY —Fh 5%

<tfroot>

$

nc -zv cxd.cisco.com 22

Connection to cxd.cisco.com 22 port [tcp/ssh] succeeded!

$

N oEE mENEAM | WTE AL,

Y
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@cxd.cisco.com:

Hlan -

<tfroot>

$

scp ./test.txt 688046089@xd. ci sco.com

The authenticity of host 'cxd.cisco.com (X.X.X.X)' can't be established.
RSA key fingerprint is SHA256:3c8Vi3Ms2AITZINzkBccR1pvE5ie9oMs64UhOuhRado.
Are you sure you want to continue connecting (yes/no)?

yes

Warning: Permanently added 'cxd.cisco.com,X.X.X.X"' (RSA) to the 1ist of known hosts.
688046089@cxd.cisco.com's password:

test.txt

[Tue Dec 10 13:44:27 UTC] maglev@10.1.1.1 (maglev-master-1) ~
$
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