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CX Cloud Agent & Cisco DNA Center 3%

CX Cloud Agent i Fi 912 #3348
CX Cloud Agent ZZ& A&

i
RS ACisco CXTRIE | —MERICNEHHTE , IRERERF[CHRS HEE,
BERER

Cisco Customer Experience(CX)Cloud AgentIiBEf E R F I B m# TRE. IEMEE,

CXmREMEH~=mAy T , R , AT RBAKE. o4, BabfL. NBEFI/AT
EBE(ML/ANMRIR 3 A9 % — LIRSS

N EE  AEBERCXEREV2.0MS, BXEMMXES S HCisco CXERE,

CX Cloud architecture

Cisco

=

- — - 5

| i o — “ |

| .

sy

I ] _ .

Microservices APlfGataway |
At/RIN
e Far Custamers For Partners:
* Network * Partner
Success

Engineer

* Network
isco Cisco DB FN PSIRTs HW/5W Architect
contracts EOX advisories
* Network
: Manager
Devices neer Designated Expert CSE

CX Cloud Agent %843

CX Cloud Agent 213
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https://www.cisco.com/c/zh_cn/support/cloud-systems-management/cx-collector/series.html
https://www.cisco.com/c/zh_cn/support/cloud-systems-management/cx-collector/series.html

EEEX :

s UTELSNEERF 22— !

- VMWare ESXikR4~5.55% 5 /& iR 4

- Oracle Virtual Box 5.2.30

- WindowsE Il Hl M5 122 FF iR 4<2012%12016
s BERMHEEREEFAUREEZEUATRNENEL

- 8 &1 CPU

- 16 GB N1F/RAM

- 200 GB #{ & Z°[H]

- NTFEAEENENZEHRBEROMENTEBREXERFHECXTHRENE
CXERIBAMEEBEZT A E RNIRSER , EAFQDNHETCPIr 0443 EEAHTTPS:
FQDN : agent.us.csco.cloud
FQDN : ng.acs.agent.us.csco.cloud
FQDN : cloudsso.cisco.com
FQDN : api-cx.cisco.com

s WTFEAEENERBMNEREP MEN T ERRBEXERFHECXZHENE
CX=RIEAMAER F FAAFQDNATCPE 0443 EBHTTPSIE R ZI AL FT R TN IR S 25

FQDN
FQDN
FQDN
FQDN
FQDN

agent.us.csco.cloud
agent.emea.csco.cloud
ng.acs.agent.emea.csco.cloud
cloudsso.cisco.com
api-cx.cisco.com

s WFEAEENERTAMXBIBEFMEAEZTERRXEREHECXESHIENEF
CXT=RE A FFAFQDNMTCPE 0443 EIHTTPSEZE| AR RN IRS 28 -

FQDN :

FQDN :

FQDN

agent.us.csco.cloud
agent.apjc.csco.cloud

: hg.acs.agent.apjc.csco.cloud
FQDN :
FQDN :

cloudsso.cisco.com
api-cx.cisco.com

- WFFEAEENERFNMERL Kt XBEFEAOMENEFTERREXENEF , FQDNES
REN R E B E [ CXTEMCX A IE R Eagent.us.csco.cloud. ECXZ=ER B T
BCX=fE , THEENLEE,

s WFCX=RENAMER | LA 15 R O22,

A2 CX Cloud Agent BI ELfhi5 AR :

« MREVMKRESRZ A THEENEEH(DOHCP) , MBAZIRNBIP, BN , XAE—NTH
BIPvatti i, FMERE, BRIAMKIPH Ut FIDNSHRSSES P it o

o EFEIPV4 |, FZEFIPV6,
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EFFIRCXTZik , AP EEBRX LS,

FEE H {15

cisco.com mixpanel.com
csco.cloud cloudfront.net

split.io eum-appdynamics.com

appdynamics.com

tigcdn.com

jquery.com
BETXERE:
M i X RK. AR AIEM I A 3 (X
cloudsso.cisco.com cloudsso.cisco.com cloudsso.cisco.com
api-cx.cisco.com api-cx.cisco.com api-cx.cisco.com
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
ng.acs.agent.us.csco.cloud agent.emea.csco.cloud agent.apjc.csco.cloud

ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

FHRBICXERIEV2.0M K IRZH
FLREICX Cloud Agent v2.02 BI A FUH B A 2 51| i B 4% &4

1. BREFRAR A BARECXEREV. 12 XK EBRA.
2. MREAREEHERSEE  FRTUATIREEZRSR
1. BRIICXREEMYM @ ST RE(CL)ES A,



https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

2. . 1Tcxcli agent configureDNS& %5
3. 5 ADNS IP#t it
4. B, Exit
JWREFHMEBATXBEILEFFNREEIBHEATHRIEBEEN M. CXTRIBLIEE
BipEix Ll | i BiX LA ] AMDNS RS 81 1THEMT. WMRBEMAEITEFR , F5
P £ ] BA Bk R o
4. EEAHIVOARZ A ABEEREBVMRER (FEEWHM ),

N EE 1102 BIIRAATE LR BIVIA0, REESFERENTA2.x . BAREN2.0, A
TLECXE TS AN B R IR E > BIEE T AR 2 Hview Updae . EHRFR.

ERIRE , BTRRATRE
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Cisco DNA Center TAFRRA

ANES T /A HA £ 8F Cisco DNA Center hix4<Jy 1.2.8 £1.3.3.9 # 2.1.2.0 £ 2.2.3.5,

DNA Center Cluster

Cisco®* Cloud
stfasn]s AWS, NTP

DNA Appliance e
Node 1

IP Addr1

DNA Appliance Virtual IP
Node 2 Address

DNS, elc
IP Addr2

i___ e ST oL REST APls
- and
= »
= DMA Center Ul
DNA Appliance

Node 2 = =

e MNetwork
e et Fe=—— i on e
i~ Adar> E T Devices

%% = HA 58 Cisco DNA Center

Z T A HA £ Cisco DNA Center
= 0P

EIR1ECisco.com LRV EREMALR |, FAVEWAE R AT ST 2RAV R F E X MRA -
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* Mozilla Firefox

BBBCXT=NE

E#I2 CX Cloud Agent , BT TIRE :

1. =5 cx.cisco.comA &2 CX Cloud,
2. i campusNework , SAJE SN BJAssETS & cOVERAGEREM o

etlt: CX Cloud ¢

el
©

ASSETS & COVERAGE ADCETION LFECYGLE EXPERT ENQAGEMENTS ADMISORES CASES
Ansaty Tz Licow GET WELF ] T
3 P
i COVERAGE MRS LAST DATE OF SUFSORT L3

ASSET TYPL COMMLCTION STATUS

l 0 Sort s CX Choud Agent and connect with Cisco DA Conter 10568 completn information sbout your networt. This process may Tahe 2-3 howrs.

AN - aal
Assets
Critie.sl Socusity Advisories Coverngs Seftware Typa  Softwars Rulesse 1P Addross
Mame Produst D Product Descrintion £ Loestion Statiey o ° o
NEW (]
RN,
W o
TR MY 1160

E

3. FEMHEIE P £ 5 Set Up CX Cloud Agent, Set Up CX Cloud Agent - Review deployment
requirements & 03T 7,


https://cx.cisco.com/

Set Up CX Cloud Agent

SET UP CX CLOUD AGENT
o%
Pt Daplandmant Riquine mana
Accopt Strong Encrypion Agreamant
Dowmiaad Image File

Dreploy and Pair with Virtual Machine

juse— ]
o
=
-
[ | B
-

FREPEER

4. [IEEEHBBERPIWSRRME , Hik I set up this configuration on port 443814,

Add Cloud Agent to your CX Cloud pit crew

CX Cloud Agorit gathers tolematny data from the devices on your rotwork, sllewing you to take
advantage of all the hyper-relevant insights and trusted expertise that CX Cloud has to offer.

Review deployment requirements

Prepare your network for CX Cloud Agent

a5 3 wirtual maching (VM) 20 you'll need a hypendsor to host it

and instal the image Be, make sure CX Cloud Agent is abie to connect 1o the dosignated server(s) via HTTPY

gort Cvorview for complete hardwarne and sofwaro prorequisites

a € Cloud tkes secusity seriowsly. Review the Security section of the €X Cloud Agent Over

your data

I st up this configuration on por 443

N e AEERnEG (REFNAL ) NiESE, SRENATEEHRR.

5.8 %K%, Set Up CX Cloud Agent - Accept the strong encryption agreement® H 3T FF o

view 10 igaem how CX Gioud Agent handies and stores



Set Up CX Cloud Agent

Accept the strong encryption agreement
SET UP CX CLOUD AGENT Then you can dowrdoad the mage fe for e CX Clowd Agent virtual machine

= %

insstrsctions
@  Review Doploymant Reguiremants

To apply for ghgindny 10 kol P0G ERCryDbon. S0t magéd
Accoepl Sinong Encryplion Agreement

1. Emsune ihe addness lsted in your Cisce com Lhser Profde is correct and complete
Derwnicad brage Fie

2. Read esch of the conditions below carefully prios to selecting your anwwed,
Deeptiny Ana Pai with Virlusl Ma<hing

P— tadechErPoics Com CXSuper A IR
Busineay Division's Funcoon: o
CommedcialiChilian enlisy

Geowommant enity, a Miltary entity or Defense Confrachor

 Gowmsrenent ontity, a Miitsry sntity or Dofonse Contracton, Am you in

Acitria, Austraia, Belgiom, Conads, Cyprus, Croch Repoblic, Denmarnk, Estonis, Finland, France, Germany, Gesoce, Hungary, ireland,

leady, Japan, Lafvia, Lithuaria, Luasmbourg, Malta, Netberands, New Dealsnd, Nonwey, Poland, Porfugal, Siovalda, Slovends, Spain,
Sweden, Switrerland, United Kingdom or the United States
Yeou ho

Conbwraton, o

By checking this Beld, | bereby cortify that |, s o duly sushosized epresentsiive of the orpanization, urdedstand and agree o
sty vy thes condons sl forth above regartng the uisge of Ciaco Systema, bnc. hamwars snd/or sofbwarg

g
6.3 1EFirst Name, Last Name, E-mailfICCO User IdFERHRITIEE B,
7 33358 H ) Business division's function.
8.1%& H thconfirmation E IEAE LA B B E A &M

9.8 TH#KEE, Set Up CX Cloud Agent - Download image file& O 3T F

@ Help



Set Up CX Cloud Agent ”
Download image file
SET UP CX CLOUD AGENT L 7 i
= ouA
For u W vEphe e
L] D1 pzy
9 &
VHD
S5 '_"' use .
1 Pyir
Cisco End User Licenze Agreement
M neets rstimopmist et st in e
v
TERB

10 EFE LN X ER THLRATENBRGI .
11.3%& % | acceptEEE LR E BRI &L AP T A %

12.% #HDownload and Continue., Set Up CX Cloud Agent - Deploy and pair with your virtual
machine®& O FF,

""'>I:|:

BZROVA

FCXE=REBIEER|ICXT

1. f AR B EE S 51T SR E(CL) R R AR BT K83,

WEHELE , RERET —TULRRCXERE,



Set Up CX Cloud Agent X

Deploy and pair with your virtual machine

SET UP CX CLOUD AGENT
Deploy the dowmtoaded file on your virtus! maching. After deployment. you'll receive o paining code. Please enfier the code balow

Pairing Code
@ Roview Deployment Requirements

L]

Accept Song Encryption Agroament
@ Download image Fie

) Doploy and Paie with Vinual Maching

T

[pSEe

2. B#HiContinuelEMICX=RE, £ B3 SMZIConfigure Connection to CX Cloud&E A2
87 , J¥82 RSet Up CX Cloud Agent - Registration successful ( IRBECX=RIE — ST
M) ER,

Set Up CX Cloud Agent X
Registration successful!
SET UP CX CLOUD AGENT

—_— 5%

Riview Deployment Requirements

Accopl Strong Encryption Agroemant o
® Downioad Image Fie o ®
Deploy and Pair with Virual Macking A
[evs ]
- %) Next up: add your data sources

?

E AR Zh



1
@ teip

< Back to Dats Sources

Cenfigure connection to CX Cloud

Connect a Cisco DNA Center

WP Adddress oF FQDN Location (City, State, Country)
Usermame Password
Colection Frequency Tone

Freguency y Time 15T

B fun the firs1 collection now (Ehis may take up to 75 meruies)

The fust data sowce you add must be a Cisco DNA Center. After that you can add additional Cisco DNA Centers and devices nof connected
o a controller.

SHARE K AGFRTERLBER. REMERBEIANEE RINERE

Configure connection to CX Cloud

Successfully Connected

/ex=" Cisco DNA Center live.com

o= )
|.\ | Inwentory collection runs every day At 02:00 AM IST
M First inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

E R ZH A INDNAC



% SEZ : B 35 Add Another Cisco DNA Center AR I1Z INDNAC,

Configure connection to CX Cloud

Successfully Connected

;\ Cisco DNA Center live.com
=J Inventory collection runs every day At 02:00 AM IST

First inventory collection will run immediately when you finish adding your data sources

Cisco DNA Center live.com
Inventory collection runs every day At 071:00 AM IST

=
% |

(;\ Cisco DNA Center demo.com

% Inventory collection runs every day At 071:00 AM 15T

First inventory collection will run immediately when you finish adding your data sources

—~ Firat inventory collection will run immediately when you finish adding your data sources

Connect another data source to CX Cloud Agent?

+  Add Another Cisco DNA Center

Done Connecting Data Sources

2R Z 1N DNAC

4 BERFTEREERIEIR,. Data Sources® O,

Data Sources

Data Storage Region: United States

o Connect Meraki Dashbaand 1o CX Cloud o get insights: and additioral systerns infarmation about your Meraki assets. Get S61 up in about 10 minutes

w 3 Total Data Sources
Name Type:
. X Cloud Agens CX Cloud Agent v2.0.3
=
L |
10.197.238.126 Cisco DA Centor
221901 Cisco DA Centor

()

]

Data Last Updated

1 minifies ago

1 mirusfies ago

1 mrinutes aga

Soarch dala sources

Status

@ Rurning

& Reachable

& Reachable



BHER

HEBMMEEE
TS FE—STRBBCXERE -

. WREE VMware vSphere/vCenter B#& i ESXi 5.5/6.0 , B EBRES K

- IREFE VMware vSphere/vCenter Web & F i ESXi 6.0 , ¥ E Web & i vSphere
L2

 INRi%EER Oracle Virtual Box 5.2.30 , &% ZE Oracle VM

- IMRERE Microsoft Hyper-V , ¥ ZE Hyper-V

OVA &
& % ESXi 5.5/6.0 &3

&P i% R EAvSphere R B F im P BCX =R EOVA,
1. FTEBRBE , B3HVMware vSphere &P i H & &,

(&) VMware vSphere Client X

vmware

VMware vSphere”
Client

'_;{' All vSphere features introduced in vSphere 5.5 and beyond are
avaiable only through the vSphere Web Cient. The traditional
vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address /Name:  [(REZAE =l

User name: |root

Password: ===

™ Use Windows session credentials

Login

2%

2. 8/ ZE File> Deploy OVF Template.
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(% Deploy OVF Template

Source
Select the source location.

Source

OVF Template Details
MName and Location
Disk Format

Ready to Complete
Deplay from a file or URL

! =l somse... |

Enter a URL to download and install the OVF package from the Intemnet, or
spedfy a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help | < Back H Next > I Cancel

OVA B&

4. B3 HoVF Details® T Nexto



@ Deploy OVF Template

OVF Template Details
Verify OVF template detais.

Source

OVF Template Details

Mame and Location

Disk Format Variec

MNetwork Mapping ’

Ready to Complete Vendor:
Publksher:
Download size
Size on disk:
Descripbion:

CxCloudAgent_2.0_Buid-144
2.0

Cisco Systems, Inc

& CISCO SYSTEMS, INC.

1.1G8

3.1 GB (thin provisioned)
200.0 GB (thick provisioned)

CXCloudAgent_2.0_Buid-144

o |

BIRFAER

5. % A F = 5 Unique NameNexto




(%) Deploy OVF Template —

Name and Location
Spedify a name and location for the deployed template

Source Mame:

OVF Template Detais (CXCloudAgent_2.0_Buid-144_Bals)

Name and Location I =

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder,

Network Mapping
Ready to Complete

Help I < Back ||Next> I

HANAIE

6. 1E1F —Npisk Format , RAFRNex T ( BWERBEAR ) o



& Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |datastore1 (11)
OVF Template Details

Mame and Location

Name and Location Available space (GB): [ o7
Disk Format ! e

MNetwork Mapping
Ready to Complete

" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
% Thin Provision

_ e |
LG AL

7. ﬁqﬂﬁﬁmwer on after deployment*E ) %E,‘f—iﬁﬁnimo

Cancel




@ Deploy OVF Template

Ready to Complete

Are these the options you want to use?

Source

OVF Template Details
hName and Location
Disk Format

Network Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
OVFfile: C:\Users\owcadmin\Downloads\OVA\CXCloudAgent_2.0...
Download size: 1.1 GB
Size ondisk: 3.1GB
Name: CxCloudAgent_2.0_Build-144 DBMO
HostfCluster: localhost.
Datastore: datastorel (11)
Disk provisioning: Thin Provision
Network Mapping: WM Network”™to "VM Network”

__teo |

HER T

HEUERFR/ Lo, HFEF , ERRIBEARIIHES
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Q Deployment Completed Successfully -_— X

Deploying CXCloudAgent_2.0_Build-144_DEMO

Completed Successfully

DERHE

8. IEENIZBEIVM |, $TFF &l & H ¥ E Network Configurations

Web & Fim ESXi 6.0 &%

& F s E A vSphere WebZpECXZ R EOVA,

1. FRA A TEHBVMAESXi/E RN B EEFEIEEFZEIVMWare Ul



Ui Pupiiar

|
P [ Ymware' Esxi

VMware ESXi & &

2. 1%£4& Virtual Machine > Create/ Register VM

Ede Eda Ywew Hoghery Beskensris Teaki Help

bzcahotlocaldoman « Whdwe M g New Tab " +

\ o O B o Ftips/I02ETT20/ui# host

[._ﬂ. Icatestisatomen

(5 Manage with vCenbts Serotr | T Createfiegister ' | [l shutdown g Reboct | F Retresh

£F Actiens
— localROSLIGEMBOmMAIN | ¢ or rogimer » Wirtual Mlschins |
- o 00 T T TR PR TR
S Wiitaal Mas histd [ﬂ i Sixip Vormal (cosnpcied B vanter Sorver af 10 126 77 44)
1 storage m | Uptrw 13 AT days
ﬁm m —

£l VM

Select creation type

Haw would you like 10 create a Virtsal iRaching?

Craate & nwwviriual maching This opon guides you through B prooess of oeating a

wirtuail maching frem an OVF and VMDE files
Dieploy a virtual mdsching Eom an ONF o OVE file

Feptted an etsling vifual maching




OVA &
3. & 3RDeploy avirtual machine from an OVF or OVA file , SR J5 B tiNexto

4 MAELAB B, RRLUERXH |, EBB T HNOVA .
5. iﬁo Next

51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VI you would like to deploy
3 Select storage -
4 License agreements

Enter a name for the virlual machine.
5 Deployment options r

6 Additional settings ! -
7 Ready to complete Virtual machine names can conlain up 1o 80 characlers and they must be unigue within each ESXi instance.

Click to select files or drag/drop

Finish Cancel

OVA &

6. 1E B standard Storage , SR /FH hHNexto



111 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectihe storage ype and datastore
b 3 Select storage
4 License agreements
5 Deployment options
6 Additional settings Select a datastore for the virtual maching's configuration files and all of its’ viftual disks.
T Ready to complete

Mame ~  Capacty ~ Free ~ | Type ~  ThiNpro..~ ACCESS
datastore1 435TB 357 TB VMFSS Supported  Single o

W
1items

Back | Finish | Cancel

R
[ s2vés

52 Mew virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type Daployment optlons
v 2 Select OVF and VMDK files
+ 3 Select storage

M Oeomentapions
Network mappings

Select deployment oplions

5 Ready to complete VM Metwork VM Corporate Network v
Disk provisioning @ Thin O Thick
Power on automatically

Back Il Mext J Finish || Cancel

ik —priAdi

7. R FE S M B EIRTUH R diNedts



31 New virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your seftings selection before finishing the wizard

+ 3 Select storage

+ 4 Deployment options )

Y5 Ready to complete Product CXCloudAgent_2.0_Build-144
WM Name CX Cloud Agmt 2.0 DEMO
Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1vmdk
Datastore datastore1
Provisioning type Thin
Metwork mappings VM Network: VM Corporate Network
Guest OS Name Unknown

i ' E Do not refresh your browser while this VM is being deployed.
-

Back Nex | Finish | [ Cancel ]
rl
\ =
HEZTK
Eile Edit Miew Higtory Bookmarks Tooks Help — u] D
localhestlacaldomain - VWhwe X @ New Tab x 3r
o c O & o nitpsy/10.126.77.20/ui/#/host w7 @ & =

vmware ESXi 0Ot@10.126.77.20 = | Help~ |

(2 manage win vCenter Server | 19 CreateRegistervi | Fg Shutdown [Fg Revoot | G Retesn | £ Actions ‘."’" FREE: Th.2 Oz

Nonllor localhost.localdomain UBED 3.4 Gk CAPAZITY: 828 OHz
Versian 5,00 Update 3 (Buld 10719132} MEMORY FREE: 232 83 GB
|+ &5 virmial Machines m State: Normal {sonnactsd o wCenter Server a1 10 126 77 54)
USED: 11898 GB CAPACITY: 351 08 GB
3 storage m Uiptime: 1BZ07 days
STORAGE FREE: 3.57 TB
€ Metworking [ 3] pis 18%
USED: $03.28 GB CAPACITY. 4 35 TG
= Hardware ~ Configuration |
Manufacturer Cisco Syatems Ing Image profle (Updated) Vidware-E5Xi-6.0.0-9313334-
Custom-Cisco-6.0.3.5 (Cisco)
Wadel UCSC-C220-M58K
wEnhare HA sfate Hak confionead b
S S
2] Recent iasks. 5}
Task ~ Target ~  Initiator w Queuesd ~  Started ~ Resulta ~ | Completed v -
Upload disk « CXCloud Agent_2.0_ . “-_3',' CX Cloud Agmt 200 root 0317/2022 142219 031022 142219 e Complefed naccesaially GAMN2022 14:26010 i
Devnlomd VRDIConhig Nome VC Intarnal 03/17/2022 1407:81 0311/2022 140781 e Complefed tuccessfully 031172022 140751
Powet On Vi _'j_. CH Cloud Agme 20D oot 03/11/2022 14:07:48 0 1/2022 14:07 .48 0 Completed suceossfully 03112022 140748
Impan VAss Rt cark rast 0311/2022 14.04:47 Q12022 140447 0 Complofed suscessfully 0312022 140748
Recenfig VM _"}_. CX Clous Agme 20D VC Intarnsl 03112022 14:05:01 03112022 14:05:01 0 Failed - The cpeation iz ned al, 03112022 14:05:01
Downlosd VMXConhg Neme VE bntarnsl OTINI0IT 1404ST  OTIND0I2 140481 | (§) Complated mscasshully 0X112022 140481,

FX 2 5E X,

8. REIRE H & thrinisho
9. Jﬁ?¥ N'J %B% EIQVM #1&?¥Console > Open browser consoleo



FEile Edit View Higtory Bookmarks Took Help

< lecalhestbocaldomain - Vibwa: X | @ NewTab x4

« =

© A storage

TS A

10. EMEMBEE.

U & o httpsy/10.126.77.20/uif#/hostvms

*

[l

5 Create IRegister VM | | @F Console | | | Powsron @y Poweroft gl Suspend | (& Refresh | £ Actions
O Virtual machine ‘ Open browser console ad space ~ | Guest0S ~  Hostname ~ | HosICPU ~ Hostme.. =
el Mo S — 0 Open console in new windaw .

O & cxCloudagent 24 & Open conscls newtsb 52 GB Ubuntu Linux (54-bi)  Unknown 458 MHz 156168

0O & cxcCloudagent_2.d 9GB Ulbnty Linux (54-bit)  Uniknown OMHz omMB

0O & cxcioudagent_2.1 & Launch femate cansole A48 GB Ubuntu Linux (64-bit)  Uniknown 483 MHZ 15.81GB

O & CxCloudagent 24 A Download VMRC 74 cB Ubunty Linux (4-5t)  Unknown 492 MHz 150068

O & cxCloudAgent_2.1_Build-17_chbin_... | @ Mo I 4785 GB Ubuntu Linux (64-bit)  Unknown 508 MHZ 16.07 GB

O & cxCloudsgent_2.1_Build-17_chbin_... @ Mo... 481BGCB Ubuntu Linux (84-Dit)  Unknown 457 MHz 18.03GB

O & cxcloudsgent_2.1_Build-13_chbin_... & Mo... 4727GB Ubuntu Linux (84-bit)  Unknewn 501 MHz 16.06 GB
H (B CX Cloud Agent 2.0 DEMO @ Ho.. 1943GB Ubuntu Linux (64-bit)  Unknown D MHz 0 Me -

Qi fiters.., ~ 12items ,
Task ~ | Target ~  Initiator ~ Queued ~ Started ~ Resulta ~ Completedy  ~
Upiload dish = CXCloud Agent_20_ .. (5] CxClossd Agme 208 . et OBN022 14219 032022 142218 | () Completed mwscssshutly 0312022 142600
Dovwnload VMXCantig Hone WE Intamal DVINZISOTH 0V 140781 ) Complened succeafunly OI022 140781
Fowesr On WM B Cx Clowd Agme 20 0. oot OBNDOIE 1407406 0312023 140768 | () Completed muccessiuiy GRIZ032 140748
bmpan Vapg Rsouroes. L DIVUDIIT 1E044T  OFI0IT 140447 e Completed RooeRptaly QIEA0ET 140748
Reocriig VM ﬂﬂ‘w&uﬂi.ﬂ B VG iIntemal BIBAIT 140801 021/2022 140800 o Failed - The opevalion lsnofal_.  GAMI/2022 14-08:01
Downioad VMXCanfig Hane WE intemal 0311202 14:0481 OMI92022 140481 0 Completed puccessfully GUTII0ED 140EE

Web % i vCenter &£3%

1. fE FAESXI/E B i 1272 FEAE & FvCenter® 7 i o

VMware® vSphere

Jexcampiegcomain local

Padiward

zx
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ENFF

2. FEE T L B FHHoss and Clusterso
3. & EFEVMH 2 FAction > Deploy OVF Templateo

1.31 THz free

 WMs

62

Cibjects with most alerts

292

Memary

Wiy

Storage

2.87 TB free

358

=~

] Hosts

20

& Installed Pluging

76.44 TB free

24

BR1E

10.126.77.51

Summary

Mamt gt e

Mogel

L=t

Mgy

Wirtuad Flash Besource

Peetworking

Image Profis

Wil bk S261

Fait Tolerance
(Lepacy)

Faut Toderance

EVC Moo
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4. EERMURLEN S LUEROVA 7 R thNexto
5. AM—NEN , HEFERRREZME,
6. iEEo Next



T |
_Deploy OVF Template

« 1Select an OVF template Select a name and folder

_ Specify a unique name and target location

3 Select a compute resource

4 Review details Virtual machine name: CXCloudAgent_2.0_Build-144-demo

5 Select storage
6 Ready to complete Select a location for the virtual machine.

v (310.126.77.54
> [ CommonPool
» [ Delete
> [ Performance
> [ Automation
> [ Build-Server
> [ DNAC
> [ Security
> [R Tools

BN SR
7. R ERIR H B dinexto



_Deploy OVF Template

v 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation
4 Review details v ]:E[ Security
5 Select storage > E 10.126.77.51

6 Ready to complete

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT

IERITERIR
8. EEﬁéEE/@#/@\ﬁN@(to



Deploy OVF Template

+ 1Select an OVF template Review details

+ 3 Select a compute resource

4 Review details

5 Select storage Publisher
6 Select networks
Product
7 Ready to complete
Version
Vendor
Description

Download size

Size on disk

REFHAES

9. &R RE BUHE A% 0 H 8 Einexto

+ 2 Select a name and folder Verify the template details

DigiCert SHA2 Assured ID Code Signing CA (Trusted certificate)
CXCloudAgent_2.0_Build-144

20

Cisco Systems, Inc

CXCloudAgent_2.0_Build-144

11GB

3.1 GB (thin provisioned)

200.0 GB (thick provisioned)

CANCEL BACK NEXT




31 New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe storage type and datastore

bd 3 Select storage

4 License agreements

Standard Persistent Memary
5 Deployment options TN : '
6 Additional settings
7 Ready to complete

Select a datastore for the vitual machine's configuration files and all of its' virtual disks.

~  Capacity -~ Free ~  Type ~ | Thin pro... v  ACCESS

435TB 357TB VMFS5 Supported  Single
v
1items

~

| Back || Next | Finish Cancel

iR A
10. ia-:lo Next



Deploy OVF Template

+ 1Select an OVF template Select networks

v 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
Source Network ) Destination Network

+ 5 Select storage VM Network VM Network

6 Select networks

7 Ready to complete

v 4 Review details

IP Allocation Settings

IP allocation: Static - Manual

IP protocol IPva

CANCEL BACK NEXT

k2L

1. B, Finish



Deploy OVF Template

1 Select an OVF template Ready to complete

2 Select a name and folder Click Finish to start creation.

4 Review details
5 Select storage Provisioning type Deploy from template

v

v

v 3 Select a compute resource
v

v

v

6 Select networks

7 Ready to complete

Name CXCloudAgent_2.0_Build-144-demo
Template name CXCloudAgent_2.0_Build-144-1_signed-shal
Download size 11GB
Size on disk 31GB
Folder Security
Resource 10.126.77.51
Storage mapping
All disks Datastore: datastorel (23); Format: Thin provision
Network mapping
VM Network VM Network

IP allocation settings

IP protocol IPV4

IP allocation Static - Manual

CANCEL K FINISH

R T
12. ZT —NFHVM, BEHEBRERRS

b @ 8 2 & CXCloudAgent_2.0_Build-144-demo | b = ® & © | acronse
@ Summary M
D O Hz
@ op
8 32768
X CloudAgent_2 O_Buid-144-demo
i R ) h
L=t 8 CPUs 44
Mamory [ 76 0. 0 GB memary active
Hard disk 1 20068 ~
Network adapter 1 ot
e i
Fioppy drve 1
Video card 4 MB
WMCI device Device on b viriual machine POl bas that .
Recent Tatks =
CT ST - > T Gommear | s Taee
- g ©  Aamns >

|
i}




2R VM

13. REZTAG , FIFAVMHAIT T i=H &,

vm  vSphere Clent

& CXCloudAgent_2.0_Build-144-demo 3 ¥ & G

Summary

R4 A
14, SIMENEEE,

Oracle Virtual Box 5.2.30 &%

W& FiniEd Oracle R I E B CXZREOVA,

@ VirtualBox File Machine Window Help

Import Appliance...
Export Appliance...

New Cloud VM...

Virtual Media Manager...

Host Network Manager... s to VirtualBox!

The left part of application window contains global
tools and lists all virtual machines and virtual
machine groups on your computer, You can import,
add and create new VMs using corresponding
toolbar buttons. You can popup a tools of currently
selected element using corresponding element
button.

You can press the 3#7? key to get instant help, or visit
www.virtualbox.org for more information and latest
news.

Oracle VM

1. 3T FOracle VM U1 H %&£ File > import Applianceo
2. MBS A OVA X,



Appliance to import
Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known cloud service
providers to import cloud VM from.
Source: Local File System e

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import belaw.

| 1]

File: JUsers/vkukatla/Downloads/2.0 OVA/CXCloudAgent_2.0_Build-144-1_signed-shal.ova

Expert Mode GoBack (JEIILY) cancel

A

it s

3. iﬁ.lto Import



Appliance settings

SANH

@] 0]
U Tools
W

[T cxXc

"8 © powered Off
CXC

o ey e

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can
change many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Wirtual System 1

MAC Address Policy:

Additional Options: Import hard drives as VDI

4. EENFBOVM , ARE [Tt

o

New

Unverified signature by CISCO SYSTEMS, INC.!

Oracle VM VirtualBox Manager

22

Settings

M General

[ —
| —
] —

Name:

CXC

Include only NAT network adapter MAC addresses

»

¥
Start

Operating System: Ubuntu (64-bit)

Powered Off since 3:24 PM

Session unlocked

Base Memory:

1 System

Processors: 8

Boot Order:
Acceleration:

M Display

Video Memory:

Graphics Controller:
Remote Desktop Server: Disabled
Recording:

¥/ Storage

Controller: IDE
Controller: SCSI

SCSI Port 0:

Controller: Floppy
Floppy Device 0: Empty

2 Audio
Host Driver: CoreAudio
Controller: ICH AC97

16384 MB

Floppy, Optical, Hard Disk
VT-x/AMD-V, Nested Paging, PAE/NX,
KVM Paravirtualization

16 MB
VBoxVGA

Disabled

%% Name CXC
2 Preduct CxCloudAgent_2.0_Build-144
£ Vendor Cisco Systems, Inc
£ Vendor-URL http:ffwww.cisco.com
£ Version 2.0
£ Description CxCloudAgent_2.0_Build-144
4] Guest 05 Type Fa Ubuntu (64-bit)
) cpu 8
B ram 16384 MB
(| Floppy
&' Network Adapter Intel PROM1000 MT Desktop (82540EM)
™ Storage Controller (IDE)  PliX4
 Storage Controller (IDE)  PlIX4
‘Warnings:
- No trusted certificate paths
Machine Base Folder: 7 [Users/vkukatla/VirtualBox VMs

Restore Defaults Go Back Cancel

M Ppreview

CXCloudAgent_2.0_Build-144-1_signed-shal-diskl.vdi (Normal, 200.00 GB)

W T MAC Address Policy:

e

HWwERERLZN

fi

]

I

I



VM 2 E & B3

Importing virtual disk image 'CXCloudAgent_2.0_Build-144-1_signed-shal-disklvmdk’ ... (2/2)
(<]
A few seconds remaining

EESA
5. fTFFVMER, REMEEISEREHE,
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CXC [Running] I

The Virtual Machine reports that the guest OS does not support mouse pointer integration in the current uidug mode. LS

d J - A o Left 38

HHEHE
6. SMEMBHE,
Microsoft Hyper-V &%

1. 1% #E import Virtua Machine



3a

File Action

e 2D B

33 Hyper-V Manager

53 WIN-ALPH2ACOVK™

View Help

| LY PPN I AP T A

MNew

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server

Refresh
View

Help

<

Snapshots

Details

Displays the Import Wizard.

State

No vitual machines were found on this server.

Mo item selected.

CF

Actions
WIN-ALPH2ACIVKT
New
Import Virtual Machine...
| Hyper-V Settings...
Virtual Switch Manager...
~ Virtual SAN Manager...
% Edit Disk...
Inspect Disk...
(W) Stop Service
Remove Server
Refresh
View

Help

Hyper-V B2 E5

2. X B HIEF T E R,
3. B, Next



i Hyper-V Manager =la] x|
File Action View Help
e 2m 8=
3 Hyper-V Manager . Actions
§@ WIN-ALPH2ACSVKT Virtual Machines WIN-ALPH2ACOVKT ra
Name - State CF Mew »
Mo virtual machines were found on this server. = Import Virtual Machine...
£ Import Virtual Machine -
ﬁ Locate Folder
Before You Begin Specify the folder containing the virtual machine to import.
Folder: | || romse...
Select Virtual Machine !
Choose Import Type
4
Summary
< Previous Cancel
(=1
ES AN R

4. ERVMHA L diNexto



E— - . e mmm —m o LEp "MUIPVIL Y ELLIOE IR I e

Select Virtual Machine

Before You Begin
Locate Folder

Select Virtual Machine CXCloudAgent_2.0_Build-144 3/3/2022 9:29:22 PM

<Prm=|| Next > H Finish || Cancel

EE VM

5. ﬁ?¥$Copy the virtual machine (create a new unique ID) iﬁj’ﬁ"ﬁﬂ#ifﬁNexto



Choose Import Type

Before You Begin Choose the type of import to perform:
Locate Folder

Select Virtual Machine

(O Register the virtual machine in-place (use the existing unique ID)
(O Restore the virtual machine (use the existing unique ID)
Choose Import Type (® Copy the virtual machine (create a new unique ID)

SARHE

6. X W LUEEE VM AR ST#FR . BIUGE R BRIABR 22
7. iﬁo Next



Choose Folders for Virtual Machine Files

You can specify new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specified in the virtual
machine configuration.

[[] Store the virtual machine in a different location

Virtual machine configuration folder:

[C:‘ProgramDataMccsoﬂ‘-.thows‘i—[ypeHﬂ ] Browse...

Snapshot store:

Choose Destination

|C:‘ProgramDataMaosoft\thows\‘-(yper-\I J | Browse... |

Smart Paging folder:
(C:Programbata WMicrosoft\Windows \Hyper -V || Browse...

<previous | | Next> | roe

R
8. MRWHEREFME VM BRI XK, BWERARIAERE,
9. ifﬁo Next
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Choose Folders to Store Virtual Hard Disks

Where do you want to store the imported virtual hard disks for this virtual machine?

:Wsers\Public\Documents \Hyper-V\Virtual Hard Disks) || Browse...

Choose Storage Folders

<Prem|‘ Next > || Finish ‘l Cancel I

P T 170 RE 4OV RE 22 B9 ST 4R 3K

10. REFERN S ERVMBE, RIEFTER A H Kdirnisn.
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Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:

Select Virtual Machine Virtual Machine: CxCloudAgent_2.0_Build-144
Choose Import Type Import file: C:\Users\vishnu\Downloads\2.0\CXCloudAgent_2.0_Build-144'
Choose Destination Import Type: Copy (generate new ID)
virtual machine configuration folder: C:\ProgramData'Microsoft\Windows'\Hyper-v\
e Snapshot folder: C:\ProgramData \Microsoft\Windows\Hyper-V
Summary Smart Paging file store: C:\ProgramData\Microsoft\Windows\Hyper-V
Virtual hard disk destination folder:  C:\Users\Public\Documents\Hyper -V\Virtual Hard Disks\

<l U I

To complete the import and dose this wizard, dick Finish.

< Previous | ‘ Next =

BE

1. RIZERSFAF , FFEHyper-V EBIZEFHHVM, FTFVMIRE,
12. EEMBERPIEFEMEEB R , REMN T HLFvirua switchZk 7 %R 7] B H M 4& E B8R .



‘CXCIoudAgent_Z.O_Build-Md v\ 4 P |Q

R Hardware ~ @ Network Adapter
4@ Add Hardware
& BIOS Spedify the configuration of the network adapter or remove the network adapter.

Boot from CD
[ Memory
163834 MB
n Processor
8 Virtual processors

= & e COI'IU'DIFT 0 The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
a Hard Drive network communications through this network adapter.
disk-0.vhdx

= B IDE Controller 1 [ 2]
{ % DVD Drive )
None Bandwidth Management
@ SCSI Controller [[] Enable bandwidth management
U Network Adapter

Spedify how this network adapter utilizes network bandwidth. Both Minimum
? ;&:cwecmd Bandwidth and Maximum Bandwidth are measured in Megabits per second.
1

None Minimum bandwidth: |:| Mbps
7 com2
None Maximum bandwidth: I:l Mbps

E Diskette Drive o To leave the minimum or maximum unrestricted, spedfy 0 as the value.
None

® ﬂanagement To remove the network adapter from this virtual machine, dick Remove.,
|I] Name

CXCloudAgent_2.0_Buid-144

L Integ'at_ionSemces o Use a legacy network adapter instead of this network adapter to perform a
Al services offered network-based installation of the guest operating system or when integration
3./ Snapshot File Location services are not installed in the guest operating system.
C:\ProgramData'\Microsoft\Win...
o Smart Paging File Location
C:\ProgramData\Microsoft\Win...
IP Automatic Start Action
Restart if previously running

RE L33 4411

13. % comect , BBIVM,



File Action View Help

& 2(m)

&3 Hyper-V Manager
53 WIN-ALPH2ACOVKT Virtual Machines

Name CPU Usage Assigned Memr
CXCoudAgent_2 0_Build-144 =

Import Virtual Machine...
Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

Stop Senvice

Remave Server

Rename...
Delete...
Enable Replication...

Help

B 2X0bRkEEDE

<]

Snapshots Connect...
o Settings...
CXCloudAgent_2.0_Build-144 Start

Snapshot

Created: 3/11/2022 2.50:41 PM
Notes:  None Move...
Export...

Rename...
Delete...
Summary |*"'°'" | Networking I Feghcaton | i Enable Replication...

| <] Helo
Launches the Virtual Machine Connection application.

B3 VM

14. SMEMNBEE.
M B IS



CX Cloud Agent

sifien]is
CISCO

VM Z# &

1. R iiset Password , JcxcadminZSNET 2248 ; =& &t Auto Generate Password , 3R BEUET 2485

Cisco CX Cloud Agent Conf iguration

Before you can log into Cisco CX Cloud Agent, you must set a new password for
cxcadmin, which is the Cisco CX Cloud Agent username. The password must meet
the following requirements:
— Contains a minimum of 8 characters
- Includes:

— One uppercase character

— Dne lowercase character

= One number

- One of the following special characters: 1 @ # § % ~ & = () _ +
— Is not a dictionary word

Set Password : <Auto Generate Password>

REZDE

2. N R set Password , B AcxcadminBY 1B H BN, H diset Password , ARFEEDERSI,



Set Password

In the Password and Confirm Password fields, enter and confirm a new password for
cxcadmin., When you are finished, select 3et Fassword

(Use the Lp Arcow and Down Arrou keygs to navigate between Fields.
Press the Tabh key to select Set Passuord.)

Usernane : cxcadmin

Passward : TEE———SSss
Conf irn Password: e

{Set Passwords»

R

Eﬁ% ) le:lAutoGeneratePassword%l\lﬁq:I Tlﬂﬁlﬁ , = E%UEEEEIQ%EEI#QE@%E%Q{@E%%EFHo
ifﬁSavePassmord ) %E$§§*/‘=3§§4o

futogenerated Password

Password : SOUEDIXWIIGK

Hake sure to store this password in a safe place. This password is required to log
into Cisco CX Cloud pAgent.

Af ter you have stored the password in a safe place, select Save Password. To return
to the previous screen, select Cancel.

{Save Password? < Cancel >

B 3h 4 A K B3 ED

3. B iisaverassword , MEHAFEHRIT,

Password Strength

The strength of the new password is Medium.

To save the password, select Save Password. To configure a different password,
select Cancel to return to the Set Password screen.

{Save Password> 4 Cancel >

REED

4. % AIPAddress, Subnet Mask, Gateway , SADNS Server J& B2 Continueo



Network Conf iguration

Please enter an IPv4 address and corresponding network configuration
for the appliance.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to
Cont inue button)

IP Address: r———— 1
Subnet Mask: 1
Gateway: 1
DNS Servers: —— — 1
sMaximum 3 IPs with comma separator.

{Continuey

R EC B

5. A%k B H S i ves Continueo

Conf irmation

Are these entries correct?

IP Address: 192.166.0.100
Subnet Mask: 2£55.255.255.0

Gateway: 192.168.0.1
DNS: 192.168.0.64
<Yes, Continue> < No, Go Back >

A

6. E’Lﬁﬁ'ﬁ,iﬂﬁﬁﬂ{glﬁ , "Lﬁ,‘f—(_'\Yes,:’n_ﬁSet Up Proxy Eﬁ,‘f—iﬁNo, Continue to Configuration %EEEEIEJ:FE%EU*/F%
8o

Proxy Set Up Confirmation

Do you want to add proxy details?

< Yes, Set Up Froxy bA<No, Continue to Conf iguration>

REIRE

7. ﬁj’lProxy Address, Port Number, Username] Passwordo




Proxy Configuration
Please enter proxy details for the network.

(Use UpsDoun keys to navigate to next field. Press Tab to jump to Setup
Proxy button)

Proxy Address:
Port Number:
Usernane :

Password:

{Begin Conf iguration> < No, Go Back >

REEE

8. B, Begin Configuration 5t A% Bt B AT BETE B 1.7 4,

Cisco CX Cloud Agent Setup
Conf iguration is in progress...
This step will take 8-10 minutes to complete.

Do not power off the machine until this process is completed.

I

EERE
9. & #llParing Code , AFREIB|ICXTEZUABEIRE,

Cizco CX Cloud fgent Setup
The notwork conf iguration has been successfully conpleted.

1P
Subnet Mazk

Gateway

DHS Server

The pairing code iz

Pleaze go to Of Cloud and enter thiz pairing code.
The Code will be valid For 5 nimites.

Time left in zecomds. ..

“]

SR
10. 2N R BB T H |, 752 TRegister toCX Cloud , BRIRENZAE,



Falring Code Explred

The wetuork confl iguration hax been successfully completed .

(14

Submet Hazk
Gateway

IS Server

To regencrate the pairing code PRESS key <Register to OX Cloud?

Reglster to CX Cloud)

RIEBEIH

1 1.$EEOK0

Hegizstration Successful

CX Cloud Agent setup is complete. Flease go to CX Cloud to start using the
valuable data provided by CX Cloud Agent.

SE R

12 REHCXERBEEIICXEHS , FHRTHIHNSER,
fEACLIE AR ELXT BRI & F 7735

PR P 3 T BAGE A CLIE T 4 RS A0
EFACLIEREN R , BHTUTRE

1. fEfcxcadmin AP EILBEESSHE XK =RIE,

2. AT cxcli agent generatePairingCode 4 B ELXT X3

pent:-§ cxcli agent generatefairingCode

A4 BB XY RS CLI

3. E#lraringcode , RFREFICXEZASZRE. BXHAMEE , BSHERIE/TI



FLiE Cisco DNA CenterbAff R4 H £ X BICXE R E
IRk ia

¥ 1M Cisco DNA Centerfix 4~y 1.2.8%1.3.3.9512.1.2.0%2.2.3.5,
RERZAEHKXKIRE
E{FFAUITECisco DNA CenterP LB EICXEREBNRSEAZR L , BHITUTSE

1. A3 Cisco DNA Center,
2. ¥ Bl Design > Network Settings > Networko
3. X FHANWA , F CX Cloud Agent IP i R4 B ERS 5.

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM

Network Settings nage Repositon, Network Profile

=0 Network Device Credentials IP Address Pools
& Global
Setup network properties like AAA, NTP, Syslog, Trap and NetFlow using the " Add Servers” link. Once devices
<% Bangalore are discoverad, DNA Center will deploy using these settings.
i BGL16

SYSLOG Server

Cisco DNA Center as syslog server

SYSLOG
172.23.183.190 }

syslog BR55 85

NoaE
_REE  FASREAEBNREPNEENECXEREL LRI N SR MRS
=,
CREMMEBEEA  FEEAMEEICXERENRE A TREL,
 EHRZGHEBERREN SR A EENT RS SARDRENRUASERD

[¢]

BREERINRGEATRE
EFRFEASEERAR , FRTUTSER

1. B E Tools> Telemetryo



Discovery
Inventary
Topology

L Image Repository
Gommand Runner
License Manager
Template Editar
Telemetry

Cata and Reports

TEXS
2R HEFF U N steview RIEMNIE QB IRE I FIERME S,

Cisco DNA Center Telemetry ®
Telemetry Assessment and Configuration
St View
o ==- .o
Bangatarny
0 Divice Name - Address Type Famnily Vorsion Profile
[_ S0 -A-F5-CO0O6R -1 16201, 130 Cinco Catabyst BSOS Taslcha s @t Moby 6.1 enabie Toigmety
E Device_6.0_1_1 6001 Cipco Tataini MO TR Swpbc by pocd By 16.8.7a Traadrig Trigrrading
yi1]23
jEl\\\ \Ijl_' EQ
31X R EE 3 S 452 T . Ny
IERTFE M /I A EIEAEIE R FTE Device namel® & o
Vi . hY -2 . P
4. M\ T $IActions , 1R optimal Visibilityo
Telemetry Assessment and Configuration
Site View
Bangaliie
Maxir i
oy Address Type Family Version Profile
Optimal Visibiity
Disable Tolomatry
[ — 10. 201183 80 Ciaco Catabyst S04 Switches and Hubs 1ena Dnable Telermatry




CXEREARREFRERIREZLMYE. CXEACXEREZEANEZENE, CXERENEZLE
BEFHARSSH)XF MM TRNED,

VBLEZE

EZE£HVMware [RS8 A AP EFECXS R EOVAR K., OVA BEERRHFTHPLLZEHE, 5
SRR (ERAPER ) BRRENENE-FRE, AF4RASHENLRTBRESERELSS
mERERF (RRAFER ) BB,

B P R 42 BR
CXT=HAF REeRBEHRILH AR =REAPI,
KFRZE

EHER , 2flBcexcadmin APk~ . AP EREE B S MNIZEZRB, cxcadmin AP /4EIEA
Fi5E CX Cloud Agent APl FIi@id3 SSH E##i% %

cxcadmin i EEN R R KW R &I EINE. cxcadminBBEERLEFK , EERHIEB , X%
HAN90K ., cxcadminFl 7] LAfE A & N remoteaccountdy Sk AFE F Bl cxcrootl o cxcroot A FF
Al LAZREX root fX PR, ZHRERF1EM RKigid Hi,

Mgz s

CX=REBVMT & A B cxcadmin i P EIEMsshit TiA R, £ AwORSKIHR 22 (SSH), 514 ( &
Z8E)

gL ans

ETZBHNEHRI  RBFSHEF —NDNEAFH - ‘cxcadmin’ , FHFEEBHITEHRIEHS CX
Cloud Agent #&1S.

« M SSH E1R & L 1T root $BUR/E

cxcadmin A 7 B] A A & I remoteaccountfy SE A2 /7 8l EcxcrootA P . WWEAREFER
RSA/ECB/PKCS1v1_5MM&HR &L |, iZZH5B REEMNSWIMITTF
(https://swims.cisco.com/abraxas/decrypt) %, REBRRX AR FBEFREILLITF . cxcroot A
PRl LAfE A L AR B2 BRRE 3R EY root IXPR. BB BARHMMN AR KR, BBEEE , cxcadmin AFE
EEHOIEKF HM SWIM TP REUFEB,

414
CXEREBREHFECISRILATA,
BEZE

CX Cloud Agent & R~ FEEREFNMAGE.


https://swims.cisco.com/abraxas/decrypt

REZIENA (EREFR— Pod 21T ) FINEK Cisco DNA Center [R5 R FXIEFHEEREHYE
FEfR, Cisco DNA Center WEMNBBEF 2 UEME XN FHERZD. WEZKE , RENBELK
Bl BB ISHBEH O |, AMNRERBRESE.

HAEL

EM PSRN —XS09RFIEBMES , AT ElotR OB REERE, £RZAEEITLS
VI2EAMQTTE L T2 iE %

B &M

AETEEEAPEANBRAELS . FRASKBRECXTRBRE LRITHRE R BRAERE,

Z2LE

Eoge ks Rk

DU

5| gz

SISmMERERF (ERAPERX ) BRRENEIE-FRE, AFLRASEENRBEE

2 FTERRBEHSISNEER (2RAFERX ) &8,
SSH :

AP iERE
PR « £/ cxcadmin AP HRRBEFEEFAZEHHIENFEIL,

« fEfcxcrootA P IFRIRE EERNARFEASWIMIF EZREIE,

+ cxcadmin : XE2SIEZNBRIAAFKF, AP ALAER cxcli #1947 CX Cloud

Agent RAWS , HEERBE LEERENR. A cxcadmin A/ 6l

il I cxcroot A P & H iN& %45

« cxcroot : cxcadmin B EAfE F Sk A2 F “remoteaccount’IZIL B . AP AL
55 FH LT P 3R 18 root PR

cxcadmin &

TN

- BfEM SHA-256 #HITRBBMILEH R EFH,
« EDABNFER , BETI=AKS : KEFE, MNEFZE, BFNEKRFTH

o

cxcroot 25

B

« cxcroot Z1 24 3d RSA/ECB/ PKCS1v1_5 in#,
- ERNBBEER SWIM I H#EEF,
+ cxcroot AP MZBNERPEREAFK , JLAEA cxcadmin AR EFE K.

SSH B &
WBER

« ELN\BNFR , BETI=AKE . KEFE, NEFE, BFNRKFH

« SREAMBBRZHABEZRI05 8. BRBERHEN 90 X,



https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

0 FRAEASRD - 514 ( KRB ) # 22 (SSH)

REEEMEFLEE
BiELZL RIEFHIZZHBIRE,
Cisco DNA Center IR 25 F it B 2R H F 6 TE BB E .,

™ L [7] R
CX Cloud Agent

HE
[ - B EMREED , AFESEANM IP bt ZE R Cloud Agent ?
Z - "B
[l ZEF AN XAHEA AL ?
% - OVA 1 VHD
Al - AR B BB ATLERSF ?
Z-OVA
VMWare ESXiHR 5.5 & & hR A
Oracle Virtual Box 5.2.305% & /& kR 4
VHD
WindowsEE #l #1252 F2012%]2016
[@] - CX Cloud Agent B 7£ DHCP P35 IP itk ?

Z -8, EDHCP HiEH , RELKE IP BLEHEMN IP thit 5 El. BR , FXEFRREMEHEXS
CX Cloud Agent #1T IP it R, kol , BIEFEH DHCP ;R EH 7 Cloud Agent fRE IP,

[A] - CX Cloud Agent BRI X IPv4 H IPv6 BLiE ?
E-&, XXEFIPv4,

Al - £ IP EEHIE , RERIET IP sthiit ?

A— R, IPH3HE AN ES K IPH 5 B ERIE,

[B] - OVA HEM IP EEKARTEZ DI ?



Z - OVA HBEURTEHIBEANEZEE, IPEEANEE 8-10 04 , BIEAIE Kubernetes
B

A - REXNEARERBEBHEMRS ?

Z . BEBOVANENMLIUHARENCXTFREN —H o RMEMNWESR, CX Cloud Agent2EETHE
Intel Xeon E54LIB 258 44 £ BIVMware/VirtualfL58 LR HY | Intel Xeon E5SAL B ESHIVCPULLIRE
2.1, MRFEHANLERCPULLIIAEESEHE K , MAETTRES T /&,

] - FATRE R BERT 4 R EL AT X532
& - &, N Cloud Agent ARSEMET , Fae4E KBRS,
@ : - DNAC(H FRZ10NMNEH 20N LR SREZHENFRERZBMF AL ?

A — HEFEMDNACHK TR IR H I E —MNLAN/WANF &R |, R RS, XN T500081%%
MARFKE , IENREMEHEILN2.7 Mo/ |, X TREEZEFZDNACEZENFE13000MEAR
o MEANLLHMBERZBE , NRKFAAFET I 3.5 Mbits/sec , A T50005 % &+13000 AT
EFNTLEAR, 500048 &syslogsM20004 A THENRE — MBERZFGMNREHITET.

RRAFNHNT
[a] - CX Cloud Agent A& 5 7 HLEF R KB MRA ?
& — A ERWEIENCXERENE K ARALE :

« AxO( HAF x BRFNESENEENRA , "6 :1.3.0)
« AXY(HFPAXORBFARNESHNWIEEAR , xBREFEFEEINEERAE , yBREHA LRI
TERFE , #lmn:131),
o Axy-zZ(EFAXORMFABHHNBEAR , xREFMEFTEEIRERE , yREFENARINT
, z2BIEHEE M BNRT 4N T |, BRI EFEER , Hln : 1.3.11)

Hep A R 3-5 FHKHIMRA.
8] EWEA KB EHEAMWCXEZREBRA , URNAARNEHCXERE ?
A — 5 Bl Admin Settings>Data Sourceso BT FView Update , MITR B L HENE T,

SORIENKELRE

@] - CX Cloud Agent I FIVERINAF 24 XL ?
& - cxcadmin

[ : A ARANAFREED ?
E-EMZEERERERD,

] - £ Day-0 2 EREBB MR AR TEERD ?


https://csone.my.salesforce.com/apex/XRightPaneSearch?autoSearch=690356119

Z - REAEHATEEZBHIETEEM , BEATLUUER linux 89S EE cxcadmin L,
@] - Bt CX Cloud Agent I ZRIE K2 A ?
% - BIEREIRE

- BHREKHR (KE)IREN IO X
- BHR&/NHR(KE)REN S
- FBERKERN 127 NFEH,
. M\/ﬁ:’é@‘h{ N ERF—NTHHo
. K’J‘@%’—Aﬁ%%ﬁ(ﬂﬂﬂ 1$%A&*()_+|~-=\"}[]:";'<>?./)o
* TJbﬁ'ﬁFﬁJé‘t_b =F
‘ 4%5*5’98&%24‘%(%1111 R, VAV, V¥, VE, e, Vi)
2y
. @EQT%‘E%%LEFHE’MOA%EQO
SENFRER , B
. 713@ LURRASRELTEY : cisco, sanjoseflsanfran

8] - A% & Grub 285 ?
A—EiREGrubEE , FRITUTESER :

1. LA cxcroot H 31217 ssh H IR S (B R FFE R LAUZREX oxcroot 5 #)
2. 31T sudo su , IRHHERI T
3. AT R grub mkpasswd-pbkdf2 Hi%E GRUB %, ITHMREAEZEBNHIIE , EFAE

4. vi B3 /etc/grub.d/00_header. SMEIXHKRE |, A B password_pbkdf21R B F 2 AIAIS
i B RN S WRIFIRENA BB 4 B IRENS Frrr>

5. A wq! BRREH,

6. 1178 update-grub

7] : 2255389 EI HA 6 B R 2 Koxcadmin?
% - ORE R EIH,
Al - EREFRRAME , RERE2EAKF ?
E-B, WhEER S RAMZHEWER, BUErHEN 30 54,
[A] - G04AT 4 PR B ES 2
— MITX LSRR

1. LA cxcadmin AR B 1217 ssh &%
2. L IT8 Sremoteaccount cleanup -f
3. H1Td8 B remoteaccount create

B - REFZVNREXZEFENEMIP?
Z_R  BREFEHAIVE , AP SAENEE EREREEDNS IP,



Secure Shell (SSH)

[@] - SSH Shell Z#F LR ?

& - chacha20-poly1305@openssh.com, aes256-gcm@openssh.com, aes128-

gcm@openssh.com, aes256-ctr, aes192-ctr. aes128-ctr
A - GfAI B R AE & ?
E —FAUTHSREXR .

1. LA cxcadmin AP 59 & %,
2. E{tcxcadminZZiL,

] - REIEFK SSH B ?

A — 2 , eill¥ERvar/logs/audit/audit.log B ) — B2 3 1718 K.
7] - ZRSEENEREZESD ?

A—REREZRAAG)7H , WeRESSHEFERN,

i O F AR S

A - BRIAER T , CX Cloud Agent 9 BREE % O R IFITFHIRAS 2

A—XERORA :

* outbound port: EBBEICXEREB A LUEZF|IHTTPSIR 0443 LV R AT RN BRI G |

REFHBIFELZEIER, ZEH CX Cloud Agent RTLAEE HTTPS % 0 443 £33 Cisco

DNA Center.

FEiMX KM, FRZRASEM

D A 3 (X

cloudsso.cisco.com cloudsso.cisco.com

cloudsso.cisco.com

api-cx.cisco.com api-cx.cisco.com

api-cx.cisco.com

agent.us.csco.cloud agent.emea.csco.cloud

agent.apjc.csco.cloud

ng.acs.agent.us.csco.cloud |ng.acs.agent.emea.csco.cloud

ng.acs.agent.apjc.csco.cloud

A U



https://csco.cloud/
https://csco.cloud/
https://csco.cloud/

N EE  BTIIRMEN  SEMEARAPICES BN RESRER | BB AETARAATE

agent.us.csco.cloud.

RINEHZE BT BEEFagent.us.csco.clouds
N i BRERDUSEAAAFERRE.

* Inbound port: X} FCXZ R B A EE , A LG A 514(Syslog)M22(ssh)e B AMAFH
By K 3% B B ik O 443N CX =B TE

CX Cloud Agent & Cisco DNA Center BYE$#

@] - Cisco DNA Center5 CX Cloud Agent BRI R AR L ?

& — Cisco DNA Center2 EEE P H#MH R R =K E, CX Cloud Agent NEELER Cisco
DNA Center WEIE RN EFELR , H L{£57E CX Cloud FER“BEF=AEBENE=EE,

&) - B P {aad T BLiR 4 CX Cloud Agent E#J Cisco DNA Center #4158 ?

ZE —HEHFOXR — CX=REREHE , AP AMCX=TF A MCisco DNA Centeri¥ {5 2. It
S, EENKRERR |, P o LA 08 S B9 DNA AR /yAdmin Settings > Data sourceo

7] - AT AR 0% 4 Cisco DNA Center ?
A - 101 Cisco DNACSE B 5 20"DNACIE & B
8] : Cisco DNA Center A AILA B EMH A A E ?
A — P A7 BLR admin S observero
B : a04A] S AR B FiE A DNA CenterRiE R £ L X CXAEH AT IS ?
A— MNCXEREZFEHMITUATHS :
cxcli agent modifyController
HEDNACEIEEH A A HIEMEE |, FEIFEITERR,
@] - Cisco DNA Center #4815 S 204 7% CX Cloud Agent # ?

% - Cisco DNA Center ZiE £ AES-256 1% H 77 CX Cloud Agent ##EEH ., CX Cloud
Agent BEEFEAZRIFPVAF ID MIBBH TR,

18] : MCXZ=XIE 1R Cisco DNA Center APIES {5 A @R fn 2% 2
% - Cisco DNA Center 1 CX Cloud Agent Z B/ HTTPS over TLS 1.2 #{T&{E.

@] - CX Cloud Agent £ & K Cisco DNA Center Cloud Agent 31T 7 HRLEIRE 2



& _— CX=REBUYEECisco DNA CenterE <M KR BRI EIE |, HFHCisco DNA Centerip $121T88
AEELKHEZBEEHRMITCLIGS (showd ™ ) o FTHITEAEBERG S

18 - M Cisco DNA Center WEH EEZ|FiRBRIABIER T AL ?
A-

. RESTE
. EHR

» show version
+ config

« REFREFEE
« RE

[A] - M Cisco DNA Center &} L& ZIBRFin HMOBIERMT AL ?
& - BB IRV B E B

[B] - B0 3 = 2 E L AR B e iR 2

2 - CX Cloud Agent @3 TLS 1.2 thHiSCRFE#E L& B B R EIRRSS 25,
[ - B LERRRE S D ?

Z — WEREAFEXNITRIMEA |, H EEDERER,

Bl - BFRERER IR ?

A— &, B—MET A A T8+ 891t XI5 B Admin settings> Data Sourceso
[&] - Cisco DNA Center 1 Cloud Agent 2 [8] V£ 88 B ] B & 4 2
A—BRHRUTAERDE :

- XNFHRIERE , BRI&RARN 300 ¥, MREHKRZ 5 78N KRE Cisco DNA Center H Cloud
Agent Z [BIZRERE | NEESLKLE,

s NTFAMMNBEAEREREN : WAERR 1800 ¥, MRIE 30 240 A AR UL R 57 55 7T5 5% 3
R | MEEALLE,

CX Cloud Agent f£ FfY 12 il 18
B - EiRR LT EES S AL 2

A—ERHEEY  ITHEFTEEARRZ LMTHS T, ZEAG T AR EmER , BEX
TR—RFWIMNL ( FETREEHZHEAE ) .

[l - A EREBEFEM D 2
- AR RERNRRFEN DN,

& - i A Cisco DNA Center JR/5 , 274 fF Cisco DNA Center FHIEET ( RENEBH IP) HRiNE


https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/Cisco_DNA_Center_APIs_and_Commands.pdf

2 HTE 2

E &, QRESW , R —RE,

Al - HHAP - Nt RAEAMRSREFAER ?
E - BRAECELELEHRIEN TR,

CX Cloud Agent 2% H&

[ : BEETRREELKIEFCXE ?

% - A A&, Pod RZ. Cisco DNA Center F4HER. F&BAE, REXHAEEMNEFFAEE

Al - 2REMERSEFAEENEHFMHES ?
% - ~OlRE

system_details":{

"os_details":{
"containerRuntimeVersion":"docker://19.3.12",

"M AR A":"5.4.0-47-generic",
"kubeProxyVersion":"v1.15.12",
"kubeletVersion":"v1.15.12",
"machinelD":"81edd7df1c1145e7bcc1ab4fe778615f",
"BRERS" " linux",

"oslmage":"Ubuntu 20.04.1 LTS",
"systemUUID":"42002151-4131-2ad8-4443-8682911bdadb"
2

"hardware_details":{

"total_cpu":"8",

"cpu_utilization":"12.5%",
"total_memory":"16007MB",
"free_memory":"9994MB",

"hdd_size":"214G",

"free_hdd_size":"202G"

}
}
}

8] - BTIR B A R X B IS 0 2
E — FACXERE , ETWRKRS ( kRS Y ) HEERLRTEBRERK,
8] - [FikH CX Cloud Agent BViZ{TIRIRBIBEEERERIERT AL ?

& - Fim P CX Cloud Agent HIZ TR EIE B SR E KRN 120 X,



[ - AT AR EARRBEELE ?
A— =fh bAERE

1. 57L&

2. RGHE L&

3. REETWR L/ : STIMEARELENNE
1. REEZETIRR — 504
2. Podlog — 81/t
3. I AE — B1/haY

B HERR

R : TEBREEER IP,

RRTTHR  EREER IP 4T ssho MREEER , AJERRRIPEEH IR, EXMERT , BB
BEREAME IP EHMRR. WED] 6T F 3= A8 E R 2RI 5T X EbAdmin setingB o

R MAEEMERIERSEEERET?
FRIRTTR  MATHAFTRNEE T , RIEPodREE R H EEIZTT.

1. A cxcadmin H 3£ ssh EZZIFE /Y IP it
2. RHEB,
3. {7 kubectl get pod.

Pod Al B4 FAEATIRA | BlaNizE9T. #IRLRAR0IE |, BE205 85 , Pod2A4 FETIRES.
WRRSRIZTHPodMIAML , EEMA LA E R SR EPJHEIR
kubectl describe pod <podname>

P IRE T PodRSE R

B8 A RIrERIEE RS 7SSLEESS ?
FRFE - AT & Ricurlis S LA IF RS BRE B E 0 MR AEconcsoweb RS BFHYIE ¥
MER,

curl -v —header '##1X : Basic xxxxxx' https://concsoweb-prd.cisco.com/

*ARSSBRUES
*EB  C=%E ; ST=MAFERL ; L=2fe ; O=BBRL 7 ; CN=concsoweb-prd.cisco.com

*FHa A HY : 2816 H11:55:11 20211& Hkfe e Fr A Bt


https://concsoweb-prd.cisco.com/

*FEFEHA : 2316 H12:05:00 20224tk fE SR #R A Y

* subjectAltName: E #l“concsoweb-prd.cisco.com” FE B iif 5 “concsoweb-prd.cisco.com”

*M A% : C=3%E ; O=HydrantID(Avalanche Cloud Corporation);CN=HydrantID SSL CA G3
* SSLIEBIUFIEE,

>GET /HTTP/1.1

BI&R : kubectlin B R |, F£ixE TN “The connection to the server X.X.X.X:6443 was refused - do
you specify the right host or port”

RIRF =R

- BRIERFRNTAM, R4l : CPU, RTEF]
« %1% Kubernetes RS B3

B AAIREN S AR R W E R MM IEMAER
BRFR :

« 1T kubect! get podsH IR EREE & Pod & o
o H1Tkubectl logs
LURE G SR B R ERNIEMAER,

B : kubectl B8 ARMNIT , HIR R IR[authentication.go:64] To3EX IER#HTH MR |, iR
: [x509 : EPHEFIHRTEM |, x509 : iEPESHHTH]

IR R : Blexcroot A F B ETIAE RV

rm /var/lib/rancher/k3s/server/tls/dynamic-cert.json

systemctl restart k3

kubectl —insecure-skip-tls-verify=true delete secret -n kube-system k3s-serving
systemctl restart k3

Uk 88 5% 4 B2

e B K W R (K] m] e R A2 25 FR R IRV R B B FORF B T AR PR BRI

AL E RN REEWETEPEWEMIRS " (Collection Microservice) ™ & ZIH £ A R HIH B IR
BE,



152 i =4

WEMBRS FH R SRR

W ER7E Cisco DNA Center XK FiER
KR &

"command": "show version",

"status': "Failed",

"commandResponse": ",

"errorMessage”: " No device found with id 02eb08be-b13f-4d25-9d63-eaf 4e882f71a

}
{
"command": "show version",
N . NN "status': "Failed",
MR T EM Cisco DNA Center 17 [A11E
"commandResponse": "",

REVIRE

"errorMessage": "Error occurred while executing command: show version\nError
connecting to device [Host: 172.21.137.221:22]No route to host : No route to host "

}

TR T M Cisco DNA Center 5 [B]E
REVIRE

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage": "Error occured while executing command : show version\nError
connecting to device [Host: X.X.X.X]Connection timed out: /X.X.X.X:22 :
Connection timed out: /X.X.X.X:22"

}

MRBRNBSHEREFTAH

{

"command": "show run-config”,
"status": "Success’,
"commandResponse": " Error occured while executing command : show run-

config\n\nshow run-config\n Mn% Invalid input detected at \u0027"\u0027

marker \mM\nX X CT5760#",
“errorMessage": "
}
{
"command": "show version",
"status': "Failed",
MBFAERORZIZXESSHV2 , BR | "commandResponse': ",

DNAR USRI EHSSHV2IERIRE

"errorMessage”: "Error occured while executing command : show version\nSSH2
channdl closed : Remote party uses incompatible protocol, it is not SSH-2

compatible."

}




152 i =4

WEMBRS FH R SRR

MREWEHRSHEATHT

"command": "config paging disable",
"status": "Command_Disabled”,

"commandResponse": "Command collection is disabled",

"errorMessage": ""
}
{
"command": "show version",
\— /= . "status": "Failed",
MEGTETERESLME Cisco
"commandResponse": "",

DNA Center KiRE{ES URL

"errorMessage”: "The command runner task failed for device %s. Task URL is
empty."
}

R FETE Cisco DNA Center 626y
STEITHES

{

"command": "show version",

"status': "Failed",

"commandResponse": "",

"errorMessage": "The command runner task failed for device %s, RequestURL: %s.
No task details."

}

IR E MRS #E Cisco DNA Center
K513 T35 K8 R W EI4E AT i B2

{

"command": "show version",
"status": "Failed",
"commandResponse": ",

"errorMessage”: " The command runner task failed for device %s, RequestURL : %s."

}
{
"command": "show version",
R Cisco DNA Center REB B AT | "staus "Failed",
B ( MWEMBRSHENETH S5 28 | "commandResponse': ™",

) ATERIES

"errorMessage”: " Operation Timedout. The command runner task failed for device
%s, RequestURL : %s. No progress details.”

}

MRGEHITERES LM A Cisco
DNA Center 2 RXESHIXH4E ID B

b
= =

{

"command": "show version",

"status': "Failed",




152 i =4

WEMBRS FH R SRR

"commandResponse": ",

"errorMessage”: " The command runner task failed for device %s, RequestURL : %s.

Fileidis empty.”
}
{
"command": "show version",
— = . "status": "Failed",
MRHRIZTEES LKA Cisco
"commandResponse": ",

DNA Center KR [E X4 ID #ric

"errorMessage”: "The command runner task failed for device %s, RequestURL : %s.
Nofileid details."

}
{
"command": "config paging disable",
"status': "Failed",
MBERBFFERITHTIBITERMRME| commandResponse’: ™,

"errorMessage”: "Requested devices are not in inventory,try with other devices

availablein inventory"

}
{
"command": "show version",
"status': "Failed",
MREANAFPERATHHIEITEHR "commandResponse”: ",

"errorMessage": "{\"message\":\"Role does not have valid permissions to access the
API\"I\n"

}

15 b 43 48 2% UL e R

AERM , REATRERBEMAH HBASF
HAPNIPRRAMN , BREETFN KK : AEBRSIFHIR

(R & A R & 7] BE =2 5 HH B R (T 4B 4

- 2BHR

P 45 B gE P o]
- EHER
P

CX Cloud Agent #§BR%5 [devicemanager, collection]




» Cisco DNA Center
« APIX

* Mashery

* Ping 17 1A]

« IRONBANK

« IRONBANK GW
- REIERE(BDB)

EEFAS , BHITUATRE

1. BREICXZREZRH S

2. £ ssh &% cxcadmin HiZ {1

3. 11T kubect! get pods

4. REE. EESRULEFHEAPodSE .
5. WIFNE., EESNATLEPMEHERFAER
o HIT Kkubectl logs

o FIT kubectl logs

o HIT kubectl logs

AL B RHREE R EREMBRS MRS EMES BSTEINERAR , ZBERFREHTA

IRy RB/BR B MR /.

ERRH

WEMBRS TR EEFER

LG RM%EFRE  BEZRE LHITHGRTERE
WARSS £ AR B H

{
"command": "config paging disable",
"status": "Command_Disabled",

"commandResponse": "Command collection is disabled",

}

MRZHBAHFVRFZFT AT,

FEHHEF (BT, ZETEE,. CX AH4H Cisco DNA
Center & ) ZBIFEREZ A BET & £ Z B &

No device found with id 02eb08be-b13f-4d25-9d63-
eaf4e882f71a

MEZHH#THENEZEN , B (EEMNEP ) E
— X BB THAMEINLK —F 2 , ErS Cisco DNA Center
TV BIZREHNHITER,

All requested devices are already being queried by command

runner in another session. Please try other devices'.

MRRZFNIREZH T

Requested devices are not in inventory, try with other

devices availablein inventory




sEES])

WEMBRS T EEFER

AR T 18 B T

"Error occurred while executing command: show udi\nError
connecting to device [Host: x.x.x.x:22] No route to host : No

route to host

IR FTEM Cloud Agent 78] Cisco DNA Center , &
Cloud Agent FYUREE RS £ Cisco DNA Center & tHp

TIE1TERE R R U BE AT e 2

{

"command": "show version",

“status': "Failed",

"commandResponse”: ",

"errorMessage’: "The command runner task failed for
device %s, RequestURL : %s."

}

sIEES])

EHRAEMBRSPH AT K

WRPAFEFRRDUTKNFAEE

Failed to execute request

{"message":"23502: null valuein column \"schedule\" violates not-null constraint"}

WMRPAFEFRRDRBZFLER

Failed to create scan policy. No valid devicesin the request

WMRE CPA B EEEMTTT

Failed to execute request.

MRFE RN IRZFESEAH
RAAA

Failed to submit the request to scan. Reason = {\"message\":\" Device with Hostname=x.x.x.x'

was not found\"}




XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



