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Etharnet Wizard

WAN Wizard

Welcome to the Ethamet WAN Contiguration wWazand

Thiz wizard will 2llow oo configure an Ethernet interface for [rternet connzctivizy.

T by ul Ebrr2 LA conneclion s dre supeiurie d.
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Address Pools

addresses.

Address Pools are used to configure Dynamic Metwoark Address Translation

Foaol Marme

Address

x]

......................

] 4

Cancel

Help

LA R T B HMTENERBR IP IEEFEE. B8, IP ibEPH St e s
B, Rzt LFER, REIXFTER , AIE PAT 584 P it —#2ER , SUEHZE
3 IP it EMER, MRFERAS[EUDREFZERNER PAT , i+ Port Address
Translation (PAT). Click OK.

Add Address Pool

Foaol Mame:

poal

W Port Address Translation(PAT

IP address:

Metwark Mask:

1010101

265.2595.255.0

ar

124 Cancel |

10101010

ﬂ

Help |

X

f# Add,



Address Pools [5__(|

Address Pools are used to configure Dynamic Metwark Address Translation
addresses.
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Direction: | From inside to outside W
ﬁranslate fram interface
Inside Interface(s): FastEthernetio
IF address: 1010101
Metwark Mask{optional): ar
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Type: IP address v
IP address: 172.16.1.1
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Add IP Static Route

Destination Metwork

Frefix: 10.1.1.0

Frefix Mask: 265,255 2550

| Make this as the default route

Forwarding Mext Hn:up]ll
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+ |P Address: 172.16.1.2

Cptional

Distance metric for this route: |1

| Permanent route
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Edit IP Dynamic Routing

RIP | OSFF | EIGRP |

v Enable RIP

RIP version { version 1 {» \iersionz (" Default

[P Metwork List

192.168.1.0 JE— Z

Available Interface List Make the Interface Passive
FastEthernet0il [
FastEtherneti [ I
Wani [

ik | Cancel | Help

EEEBRENMEIL.

Add a Network Ed

Metwark; | 19216810
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Click OK.

Edit IP Dynamic Routing

RIP | OSFF | EIGRP |

v Enable RIP

RIP version { version 1

[P Metwork List

{» \iersionz (" Default

192.168.1.0

Availahle Interface List

hMake the Interface Fassive
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FastEthernet0n |
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Deliver Configuration to Router

Deliver detta commands to the router's running config.

Previeswy commands that will be delivered to the router's running configurstion.

]

router rig

wersion 2

no auto-zummary
netweark 192.1658.1 .0
exit

The differences between the running confiquration and the startup canfiquration are lost whenever
the router is turned off,

[ Save running config. to router's startup config.

Thiz operation can take several minutes.

Deliver | Cancel Save to file Help

ERERTIHARIP BALRE :

[ ons

|| Static and Dynarmic Routing

L AT

L] shmp

|| Legging

] Advanced Router

¥ [ Security
|| Security Audit
|| Firewall and ACL
B ] ACL Editar
b [ VPN
P YPH Components

b T3 AnA




Dynamic Routing Edit...
[tem Mame [tem Walue
IP %ersion Yersion?
etwark 192.168.1.0
assive Interface Hone

QO5PF Disabled

EIGRP Disabled

Hihfl

E 7 Cisco BHRBRTFREHMEARNRE , FHITUATIR,

MBEEFREABNENR", “HR", BN BEAMZOSEY , Fik#F Configure >
Router > Router Options , $A/5 817 Edit,

“H Additional Tasks
¥ [ Interface Managerment

|_'| Interface and Connedckions Device Properties
¥ B Router
[term Mame [term Yalue
L) Reuter Options Hosthame Router
B 3 Tirne Damain Mame
hr:l F.outer Access Banner Mone
Enable Secret Passward  Mone
b [ DHCP
| Ons

EERBSFRFN/RE/MIBRAF K, | %i%# Configure > Router Access > User
Accounts/View,



-

¥ 5 Interface Management
| ] Interface and Connections
¥ £ Router
|_'] Router Qptions
k3 Time
¥ [ Router Access
D User Accounts/Yiew
LTy
|_'| Managernant Accesz

| 55H

[ DHCP

| ] DMs

|_'] Static and Dynaric Routing

| MAT

L] SHMP
|_'] Logging
b [ Advanced Router
¥ 5 Security
|_'] Security Audit
| Firewall and ACL
b [ ACL Editar
» 3 VPN
k[ VYPH Components

= [ A

-

1]



H Addmional Tasks

User ACCHMENs V1AW Add an Account

| LIsemame

=ntertiz usemarme and password

Jsername;
Pas=viund
Foooware
Mew Fdsswud,

ZanT M ey FESSwiare:

rivilege Low

Vigw Mame :

ak: |

¥ Eqzrept paseword using MDS hash algorithm

[ Bazzociols o ¥ ow wilktac ussr

Canzal |

A | Fit “IRIRR

R W3ITMR

“nCror

~
R

Ha | |

ENHEREFEIEHEIEIN PC B NVRAM S NaIEREEENRIA (H ) RE

HIEE

Configure > Utilities > Save Running Config to PC,

A EEACCPFMAETTEN LMEE XIS 25 B NEE XN B RZ 0 21T
Yl , BiREERES , AL T KERE . £ Configure BAF , %3 Import
configuration from PC , #Af5 % ifi replace running configuration #24l,

%

- Sel=l Son g aile Men bier;

| 1020801 | - |

weu have chosan bz zave che

¥ Cylntarfaca Manacamart
| | Intedace and Cornedienz
B Raotcr
B Sezarty
Wl VYo e
¥ iaUilibies
I_'| Flzzli Flz Manauznmn.
I_"l canflguratian Fder
L] &ave coarflqe rstine Fo 20
L] ®r=a to Szatup Cenficu-aticn
| ] slnat

[ =T

Loanflgues - IHIHRS “» fawe Running Candfigueatinn tn B

umnirg coof gursk on 2o PO

fave Running Contigureation o DC |




CLI ik

R

Rout er #show run
Bui | di ng configuration..

Current configuration : 2525 bytes

! version 12.4 service timestanps debug datetime nsec
service timestanps | og datetime nmsec no service
passwor d- encryption ! hostnane Router ! boot-start-
mar ker boot - end- marker ! no | oggi ng buffered enabl e

password cisco ! no aaa new nodel ! resource policy ! !
!'ipcef I I I I-——- RSA certificate generated after you
enable the !--- ip http secure-server conmand.

crypto pki trustpoint TP-self-signed-2401602417
enrol | ment sel fsigned

subj ect - name cn=|1 OS- Sel f - Si gned- Certi ficate-2401602417
revocation-check none

rsakeypair TP-sel f-signed-2401602417

crypto pki certificate chain TP-self-signed-2401602417
certificate self-signed 01

30820248 308201B1 A0030201 02020101 300D0609 2A864886
F70D0101 04050030

31312F30 2D060355 04031326 494F532D 53656C66 2D536967
6E65642D 43657274

69666963 6174652D 32343031 36303234 3137301E 170D3130
30353139 30393031

31315A17 0D323030 31303130 30303030 305A3031 312F302D
06035504 03132649

4F532D53 656C662D 5369676E 65642D43 65727469 66696361
74652D32 34303136

30323431 3730819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281

8100CD35 A3A6E322 9B6005DA AOFF26C2 8AODCSAF 27B38F3B
DBF2BF58 D8F2655D

31115681 EC8BC750 03FE3A25 0F79DC74 3A839496 CB9486F1
A1F5BF43 D92BA7AF

3C72A57B D8D37799 50493588 A5A18F7F 27955AB0 AC36B560
3BE9F648 A4F6F41F

B9E9CS5E6 F9570DEB 5555FDED 9593BD00 5ABB30CD D3B9BDFA
F570F987 651652CE

3D310203 010001A3 70306E30 0F060355 1D130101 FF040530
030101FF 301B0603

551D1104 14301282 10526F75 7465722E 70616D6D 692E636F
6D301F06 03551D23

04183016 80146A0A C2100122 EFDA58AB C319820D 98256622
52C5301D 0603551D

0E041604 146A0AC2 100122EF DA58ABC3 19820D98 25662252
C5300D06 092A8648

86F70D01 01040500 03818100 83BOEC8C 6916178F 587E15D6
5485A043 E7BB258D

0C9A63F2 DA18793D CACC026E BCOB9B33 F8A27B34 5BD7DD7F
FCECA34F 04662AEC

07FD7677 A90A8D1C 49042963 C2562FEC 4EFFF17C 360BF88A
FEDC7CAA AE308F6C

A5756CAA F574F5F3 39CE14AE BAAEC655 D5920DD0 DA76E296
B246E36E 16CFBCS5A

00974370 170BBDAD C1594013

qui t




o1 I-—— Create a user account named ccpccp
with all privileges.

usernane ccpccp privilege 15 password O ciscol23
archi ve

log config

hi dekeys

! 11 111 I-— The LAN interface configured with a
private IP address. interface FastEthernet0/0
description $ETH LAN$ i p address 192.168.1.1

255. 255. 255. 0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

! I-—- This is the LAN interface configured with a
routable (public) IP address. interface FastEthernet0/1
description $ETH-WAN$ i p address 172.16.1.1
255. 255.255. 0 !--- Designate that this interface 1is the
!--- destination for traffic that has undergone NAT. ip
nat outside

ip virtual -reassenbly
dupl ex auto

speed auto

! I I--- RIP version 2 routing is enabled. router rip
version 2 network 192.168.1.0 no auto-summary !--- This
is where the commands to enable HTTP and HTTPS are
configured. ip http server ip http authentication |oca
ip http secure-server ! !--- This configuration is for
dynamic NAT. !

!--- Define a pool of outside IP addresses for NAT. ip
nat pool pool 10.10.10.1 10.10.10.100 net mask

255.255.255.0 !--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source list 1 pool pool1l
! I——— Access list 1 permits only 122.168.1.0 network to
be NATed. access-list 1 remark CCP_ACL Category=2
access-list 1 permt 192.168.1.0 0.0.0.255 ! 1--- This

configuration is for static NAT !--- |n order to
transl ate the packets between the real |P address
10.10.10.1 with TCP !--- port 80 and the mapped IP

address 172.16.1.1 with TCP port 500. !

ip nat outside source static tcp 10.10.10.1 8080
172.16.1.1 80 extendable

! 11 I I-—- The default route is configured and points
to 172.16.1.2. ip route 0.0.0.0 0.0.0.0 172.16.1.2 ! ! !

! control-plane ! ! ¢ 1 1 1 1 1 1 !'line con O |line aux
0 !--- Telnet enabled with password as cisco. line vty O
4 password cisco transport input all line vty 5 15
password cisco transport input all ! ! ! end

Wi



ENNR B URERE |, % Configure > Interface & Connections > Edit Interface Connections >
Test Connection. % # i User-specified #ik3t4 , WIS EERH IP it

IF address f hosthame

Select a ping option, enter the required value and click Start

O sutomatically determined by Cisco | & User-specified |1T2.1E.1.2 |

SUFriFTIary Dietails
Activity PRI 5
Checking inter 1]
Checking inter Luccessiul
Checking exit i @ Test Connection successiull uccessiul
Finging to desi Luccessiul

The connection is up on the selected interface.

_o |

Failure Reasonis) | Recommended Actionds)

Start ‘ Save Report... Close Help

B BB BR

moRHERER ((SREMAF ) (OIT) XREL show @i T, A OIT IEEX show s HH
a3 4o

AR : ERHdebugB T Bl . BEZH B Kdebugti THEERFE R,
ERTHERREE | S AN T®RM

1%£4% Help > About this Router Z & i HER N EH MR AER.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

@ Cisco 2811

— Hardware Details

Model Type: Cisco 2811

fvailable / Total Mermory(MB; BE/Z56 MB

Total Flash Capacity: A1 ME

— Software Details

0% Yersion; 12424373
I0% Image: c2800nm-adventerprisek®-mz. 124-24 . T3.bin

Hostname: Router2gll

Feature Availability: €& 1P @ Firewall @ wPH @ 1rs @ nac

| Close

Help 3R #t T Cisco CP HEMEA TR AR ERNETNEXER.
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'ﬁ: Caomhourrg Rovkzr Fooourcs
'Eu—:llllll ey S oy Foales g
B i g Unince Fetsl
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D il N0 I, Ca cn Meles, Do S vighle: e cml

MAESERHBNAS~ENOE ?
#E BB Cisco CP ERBABNASEMOS, BEERAFENAS  BERA TSR

BE—FHEEASKS , RARERI RGN AFKS

E QAR Cisco CP FMEEAFK, (AEEER LEXRAFEMOSHRMARNAF K,
) WAFEMOS,

MIGE K o8 RERREEERFKS,

EREERSAVOSE , BEMERIE AP KS

R FE A Internet Explorer 8 158 Cisco CP BN BIR EP4EIR . 204 filf SR (81 7 2
F
£ Internet Explorer 8 @3 Cisco CP ELi& 2800 R 7B HESAT , BAIBE U T L N EPEEIR

[ Faul t Event fault=[RPC Fault faultString="Send failed" faultCode="Cient.Error.MessageSend"
faul t Detai | =" Channel . Connect. Fai |l ed error Net Connection. Call. Fail ed: HTTP: St at us

200: url:"http://1 ocal host: 8600/ nessagebr oker/anf'"] messagel d="A08846FF- E7C6- F578- 7C38-
61C6E94899C7" type="fault" bubbl es=fal se cancel abl e=true event Phase=2]

it Java BRI LR R A,
fRRTR



WEIRTREERBA TR RAERBERMN. Internet Explorer 8 & T IE NARBRFFANGFZE
ARFHEo. CiscoETUfFInternet Explorerf@ g EIMRA7, & RiEEL H B #1 &% Cisco CP,

BEZREE Cisco CP I BIHEIREE : “Unable to read the source file.File
could be Corrupted.Please re-install Cisco Configuration Professional to resolve the

issue.” H4r] & AR ik ] B 2
"] &3
ETHNARFIRENHHZIR L E Cisco CP B |, Al R Lb4E IR

Unable to read the source file. File could be Corrupted.
Pl ease re-install Cisco Configuration Professional to resolve the issue

BRITR
BFZHTRFRBERS R,

Bk PC LHIFTAE Cisco CP 34l , RAREFFH T THML L,
MR E—FSTFEER , BERATHEMRAB Cisco CP,

MR F—SFEER , B85 Cisco TAC Bx R,
AR BXAEENN BRI AP EUE S 8EBX K Cisco TAC,

n{aI i Cisco CP #EARBE ?

B HFr >R F">“Cisco Systems”>“Cisco Configuration Professional’>“I{ #& A T H AR X BE
”, Cisco CP Bz1# B RR#BIE A _coptech.zip #Y zip X HH, MBEZXHAREIRE , B
HR{T A XU REER, BRI LUHXER R BEKIEE Cisco TAC B 1Tt — B M FEHEBR

SER : %M Cisco CPIIFFESEAI | BUSRIEINM B S MM,

BRHESAHH FEERE KR, {2 R A ?

EI

B3 Cisco CP HMEAKR . AABEBNHALTHER, T RHAMAHIE Cisco CP A

o .

July 10, 2009 8:29:19 AM EDT Di scovering device test-router

July 10, 2009 8:29:20 AM EDT Last di scovery clean-up el apsed tinme was 47 mlliseconds.

July 10, 2009 8:31:13 AM EDT Di scovery job allocation elapsed tinme was 113859 milliseconds.

July 10, 2009 8:31:13 AM EDT Aut hentication conpl et ed.

July 10, 2009 8:40:28 AM EDT Video feature disabled. Video feature discovery el apsed tine=214375

ns
July 10, 2009 8:51:15 AM EDT Security feature ready - el apsed tinme was 860734 m |l iseconds.
July 10, 2009 8:51:16 AM EDT Total device test-router discovery elapsed time was 1316047
mlliseconds.


//www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
//www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

FRRkMER , TEeHESHNTE , MEAELEE, A, BEE ERFERFSR CPU XA,
BRT=

RIESFORIER, MRSFORIEFERRE  MRESHRIRSHFEEFERE, LESH
WAUF RSS R F A AVAETRIE |, BO AT AR R I (R

BRI EEE Cisco CP LAY IPS BIE W, Hn{alfi Rk 5158 2

i

MR Configuration B AHFNREDERZARATEREARE , NAREEFREEE,
BRRTT R

AT LA T B AR SR A -

RIFEHRARESEEXISHER T ZRENRE,
WIS HABRRARE X F 2R, WHARRATRETUBELRA T RRER,
WA H /0 I R E FE R,

HXER

. Cisco Configuration Professional 1RE A 1}
- BRFERXER - HER

- NAT XER
- BARZ M - Cisco Systems
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//www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=268437899&referring_site=bodynav
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