X %8 fR %5 5 Catalyst Centerfy 52 5%
H %

N
FREAM
B 4H

HEEIR
2 1 &5 . i®RECisco Catalyst Center
5 2 #p - BN B ServiceNowH &
5% 3y - REMIDRSES

4 #p5 - FEServiceNow.E B CatC%& B
28 5 #5 : FECatC GUIRFTIRER
2E

f& ot
AR 4B A Bl B E 5 X K Catalyst Center, ServiceNowHIMIDERS 28K Z 5312,
FTRFAM
BRAERUTEIREY
« ServiceNowRy E 2 5 1/ [E] X BR,
- & R 158 Cisco Catalyst Centers

« i&1TUbuntu, RHEL, WindowsEiCentOSLAIEEMIDARS 25 89 R A HL(VM) PR $585 -
- Cisco Catalyst Center, ServiceNowHIMIDARS5 25 Z [B] 2470 2 F TCPuw 0443,

£ RV A £+

RiEEERNATAY

« Cisco Catalyst Centerh@ 4~ : 2.3.7.9
« ServiceNowhR 74~ : &
« Ubuntu VMARZX : 22.04

AXRANEENRETREZREREFNREREN. AP ERANFEEESNERAR
(BN ) BE. NELHNELTEDRS , BHERETHAEGSNEERAE,

R B 1A

+ CatC = Cisco Catalyst Center



58 1 ¥4 : ®ECisco Catalyst Center

1. &% ZlCisco Catalyst Center® . F S E(GUI),
2. —rﬂﬁ F|System > Settings > System Configurations > Integration Settings.

= ‘duls Catalyst Center System / Settings

() Search

lntegration Settings

allback URL Host Nar r IP Addre
<IP/VIP or FQDN of Cisco Catalvsl Center>

Certificates
Cisco Accounts
Device Settings
External Services
System Configuration
Debugging Logs
Visibility and Control of Configur...
Geo Map Settings
Proxy
High Availability
Multiple Cisco Catalyst Center S...

Integration Settings

System Health

Integration SettingsWEN TEASHBEHNEXEE, HEEILTE L ACisco Catalyst Centerfty
IPiniJJ: RE#LUP(VIP) b it o 5E £ R E 15 & (FQDN)AY , % 37 Cisco Catalyst CenterfEfFEHBH X
EFIAIRS ( mServiceNow, WebhookfRF 25 SMTPARSS 28 ) BN EEAMEIFHURL, BRI AIE
$1¢FJE%[19‘-FﬁIJJEServiceNowﬂlﬂﬁUEEE&*ﬂ$1¢5E$Eﬂ$ , Cisco Catalyst Center2 & At & .
FE“E R I%E " (Integration Settings) T H L IE FFL & IPith ik AT #E{R ServiceNow T FAPIEA ( BXE
FFAES, FHFMAER. EEXA¥MEENCMDBESFMAEES ) BB EBACisco
Catalyst Center3:fi] , £H 27 %/ Cisco Catalyst CenterSE#iiE £ 2 [E — /N ServiceNowE il ,

=X 0
FQDN , X£&

\\\

RAREERE 17 8] Integration Settings TWE P ELE R IPHtE, VIPH#iES,
KA FTMU’J‘IIﬂ%#EP})\SeNlceNowZv: R E R EIL,

BETXR, DIZEEELEEANRNAFBNEE, ik f#EServiceNowH #Cisco Catalyst
Center S F 8E BIIMID RS 85 E A HTTPSHITSM APIi£$#F|Cisco Catalyst CenterE &



System [ Users & Roles

Internal Users

troller functio

First Name = Last Name RS
Usemame
catc_username

Role List

SUPER-ADMIN-ROLE

28 2 Eh : BIEFM % EServiceNowH

1. FHEE G EFEEFZIServiceNow GUI,



servicenow

User name

Password

Forgot Password ?

2EBERFEP , B Ausers , AR £ HUsersFGroups T BUsers,



servicenow A

=

FAVORITES

No Results

ALL RESULTS

v Configuration
v Cl Lifecycle Management
‘ Cl State Registered Users

v Password Reset

‘ Blocked Users

v Organization
‘ Users
v System Security

v Users and Groups

3. B HNew(HT ) R4,



24
Favorites  History @ Users ¢ Q ® « ® 0 S

Y &) Users fortext - | Search &  Actions onselected rows... v

AEERFER. ELEEZAFDNEBFR , ABRESESEIRE.
MREFEEPassword FERHPRARL , NESHEERRIR-—NIRLSR , AR,



_ User
New record

[User D]

dum my.user]

First name

Last name
Title

Department

Dummy

User

[Password

Password needs reset

Locked out

[ Active

Web service access only

Internal Integration User

Related Links

View linked accounts
View Subscriptions

5.MERFEIS  BERFUIBNAS , REETHEHA A




Favorites History Workspaces : Users ¢ Q, Search

Ed Users fortext - | Search Actions on selected rows... hs m

tarts with dummy
User ID Active Created Updated
dummy

(dummy.user) Dummy User 2025-01-2809:56:23  2025-02-03 20:28:47

6.8 HRolesitW+ , AfFE LHEdit,

User ID | dummy.user Email
Firstname | Durminmy Language | —None —
Lastname | User Calendar integration | Outlook
Title Timezone | System (America/Los_Angeles)
Department Dateformat | System (yyyy-MM-dd)
Password Business phone
Password needs reset Mobile phone
Locked out Photo
Active
Web service access only

Internal Integration User

Related Links

Entitled Custom Tables C] Groups = Delegates = Subscriptions | User Client Certificates

Y Bl | Role

7ARMBNERFTENATAE

EER

. Catalog_admin

. Import_transformer
. Inventory_admin

. Inventory_user

il

. Mid_server

. Pa_admin

ML IR

. Web_service_admin

. B BAX_caciff kA&,

-~ O OW oo ~NO”OLDhWN -~

—_—



Add Filter Run filter @

-- choose field -- ¥ -—value--

Collection Roles List

Q RTP CatC

action_category_creator admin

action_designer catalog_admin

activity_admin import_transformer

activity_creator inventory_admin

actsub_admin inventory_user

actsub_user itil

agent_admin mid_server

agent_security_admin ' pa_admin

agent_workspace_user _ personalize_choices

ais_admin web_service_admin
ais_high_security_admin X_caci_cisco_dna.app_admin

aisa_admin %_caci_cisco_dna.change_dna_update_user
analytics_admin %_caci_cisco_dna.cisco_dna_controller_user
analytics_filter_admin x_caci_cisco_dna.cmdb_sync_status_user
analytics_task_admin x_caci_cisco_dna.deviceimages_user
analytics_viewer x_caci_cisco_dna.incident_dna_update_user

Cc“]c-(-‘l m

Add Filter Run filter @

- choose field --

Collection Roles List

Q RTP CatC
action_category_creator mid_server

action_designer pa_admin

activity_admin personalize_choices

activity_creator web_service_admin

actsub_admin X_caci_cisco_dna.app_admin

actsub_user x_caci_cisco_dna.change_dna_update_user
agent_admin %_caci_cisco_dna.cisco_dna_controller_user
agent_security_admin x_caci_cisco_dna.cmdb_sync_status_user
agent_workspace_user x_caci_cisco_dna.deviceimages_user
ais_admin x_caci_cisco_dna.incident_dna_update_user
ais_high_security_admin X_caci_cisco_dna.IntegrationUser

aisa_admin x_caci_cisco_dna.inventory_list_user
analytics_admin X_caci_cisco_dna.issue_category_user
analytics_filter_admin x_caci_cisco_dna.problem_state_lookup_user
analytics_task_admin X_caci_cisco_dna.u_genericendpoint_user
analytics_viewer x_caci_cisco_dna.wireless_lan_controller_user

Cancel m

8. 2R 74,
Fmid_serverB B85 BAEWAT , IERTEEEESIRPZITAIMDRSHEIZEMNA,.




9.5 #§ServiceNow H K iF 3T P BV 37,

SerVicenOw All Favorites History Workspaces Admin

Welcome to Admin Home, Dummy!

Manage, monitor, and discover all your day to day administrative actions and tools across the platform.

£ 3 #7 : REMIDERS 27
ETHMEFEMDRSS[RA B8 , BHNELI(VM)EEUATRENRERST 2 —
- Ubuntu
- CentOS
- RedHat
‘Windows & AR
HBBELN. VMMAIX ServiceNowH Cisco Catalyst CenterE8 EBM 5@ FIHTTPSH A,
1.#£ServiceNow GUIERFERH , & AmidFi&FEDownloads.

servicenow A Favorites  History — Workspaces  Admin Download MID Server < Q, Search

Dowmload MID Server

ery Definition - Cl

Windows Downloads

Linux Downloads

For Linux Docker recipe, please w the stepsin

\{ For RedHat/CentOS

64 bit < i For Ubuntu

64 bit signatures

2. TEMIDERS BREE=RHE. B :
FETHIRITEN , REREEARIIVMERS .
HRIVME L |, HERAT ARG BURLAwgettn TR R E#E T E#BIVMARS 25,



-B #FHiDownload #5359 CopyB#r , AEHIEF ZHIURL,

N
EE  ATRMEERUbuntum B TRE(CLYM REl, ZBEMIDRESS[HRGINSRE
CentOS. RedHatZ{Windows VM F. BXIFHEE , i§S@ServiceNowM i LR
A& ServiceNow X R4 “#E Linux £ ZEMIDIRSS 88" M “EWindows F ZZEMIDAR S 287,

3. A“#ELinux £t ZEMIDRRS 82" R VM L T E M EFMID AR ST 2 B4 2o
£ AHAMIDRS SR L E KM B URLK wgetin & F & A4S

cage/app-signed/mid-linux-1nstaller/2025/06/04/mid-11nux-1n

aller. yokohama-12- 1§
~kage/app-signad/mid-1inux staller,/2025/06/04/mid-1im

staller.yokohama-1

. 149.96.6.98

ce-noW.com) | 149.96.6,98]:443. .. connected

{install.
nse... 200 OK

)5-14-2025_06-04-2025_1836. 1inux
mid-linux-installer.yokchama-12-168-2024 patchd-05-14-2025 06-04-2025 1 100% [=sessmssmmms s s s s s s s s o S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S e

2025-07-21 21:12:16 (4.58 MB/s) - ‘mid-linux-installer.yokohama-12-18-2024 patch4-05-14-2025 06-04-2025 1836.1inux.x86-64.deb’ saved [310020358/3100203581

deloud@dcloud:~% 15 -1ht
total Z9eM
=rW=rw=r== 1 dcloud dcloud 296M Jun 5 04:53

REDEBHH I,

dcloud@dcloud: ~§ sudo dpkg -i mid-linux-installer.yokohama-12-18-2024_ patch4-05-14-2025 06-04-2025_1836.linux.x86-64.deb
[sude] password for decloud:

Selecting previously unselected package agent.

(Reading database ... 122152 files and directories currently installed.)

Preparing to unpack mid-linux-installer.yokohama-12-18-2024 patch4-05-14-2025 06-04-2025 1836.linux.xB86-64.deb ...
Unpacking agent (27.4.0.10-20034.el7)

Setting up agent (27.4.0.10-20034.el7)

This system supports neither RPM nor DEB.

MID Server has been installed at /opt/servicenow/mid

MID Server can be configured using /opt/servicenow/mid/agent/installer.sh script

Please refer README file for more details

£ Asudo -iFREVRIBR , HfF B F=E K H/opt/servicenow/mid/agent,



https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html
https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html
https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html
https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html
https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-server/concept/mid-server-install-prereqs.html

root@dcloud: /opt/servicenow/mid/agent$ 1ls -1h
total 268K

drwxr-x--- 3 root root 4.0K Jul 21 21:13 bin
-rwxr-x--- 1 root root 11K Jun 5 04:47
-rwxr-x--- 1 root root 1.3K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jul 21 21:13 conf
-rwxr-xX--- 1 root root 35K Jun 5 04:47
-rwxr-x--- 1 root root 8.0K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jul 21 21:13 etc
-rwxr-x--- 1 root root 71K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 extlib
-rwXxr-x--- 1 root root 367 Jun 5 04:47
drwxr-x--- 6 root root 4.0K Jul 21 21:13 jre
drwxr-x--- 3 root root 32K Jul 21 21:13 1lib
-rwxr-x--- 1 root root 883 Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 1logs
drwxr-x--—- 2 root root 4.0K Jul 21 21:13 midinstaller
drwxr-x--- 4 root root 4.0K Jul 21 21:13 package
drwxr-x--- 2 root root 4.0K Jul 21 21:13 properties
-rwxr-x--- 1 root root 16 Jun 5 04:47
-rwXxr-x--—- 1 root root 15 Jun 5 04:47
-rwxr-x-—— 1 root root 1.1K Jun 5 04:47
drwxr-x--- 2 root root 4.0K Jun 5 04:47 work
-rwxr-x-—— 1 root root 30K Jun 5 04:47
-rwxr-x--- 1 root root 12K Jun 5 04:47

i fTinstaller.sh bashil & (./installer.sh) }# 5 5 12 R KR ELEMIDBR S 85 o

/installer.sh
%://YOUR INSTANCE.service-now.com/] : https:/ives .service-now.com/

root@dclond: /ept/servicenow/mid/
Enter the Ser
Do you want to U
Validating the Ins ]
Do you want to use Mutual Aut I\nhr\(:.\rwn'ﬁ 3 for M) : B
Enter the u =

Enter the p
Jalidating
Jserpame and passwor
Do you want to enable E:u:ate Revocation? [Enter Y
Enter the Mid Server Name [My Linux_Mid Server] : Du
Enter t unique name for the = i d

Pleaze remove the white
Enter the unigque name for
checking for the i
Enter the long name
Marning: T

or H] : n
= SL rviceNow-MID-Server
d-server
AME [szervice name]
i server

be created [mid] : d'.murq.'

S AMS. . .

eNow MID Server] : Dummy Servicelow MID Server

tallation path dees not meet the minimum space requirement of 36 GB. Continue installation or exit to choose a different path.

to continue :

n this service :
. I

The username of the MID server
VM.

has required
do?sysparm_art

MNOTE: A nen-root user can manage a service only when the
For more information, refer https://hi.service-now.com/kb_v

g
le Kﬁ(!isl ,,.‘)

,,,,, R R R R R R AR R R R AR AR R R AR N E AR AR AN EE AR AR R ARSI IR AN
Enter yes for the below displ 1ymi promg you want to start the daemon with out any errors...
[The agent directory is /fo
o you want to block all other user access and change the ownership of the entire agent directory at fopt/servicenow/mid/agent based on the mid.shconf override sett
i yes or YES to confirm) ? no

n.tallmq the Dummy ServiceMow MID Server daemon with systemd.
reating riﬂIaul service file.

;T'f‘ﬂlfl'l'll' ti-user.target.wants/dummy_mid_server.service - fetc/systemd/system/dummy mid_server.service.
i gyatemd. . .

alow_| 41_1 Sarver.
ulrlrurr_, PID:1
id iz running as a service successfully.

5. ZRIIMIDIRS SRR B ER |, 5 {Tstart.sh bashBl A,

root@dcloud: /opt/servicenow/mid/agent# ./start.sh
Dummy ServiceNow MID Server 1s already running.

MRMIDRREZSBERBE KRB , BEAstart.shiBZI ERS . EEFIEMIDRS S |, Bz 1Tstop.she
EHHEMIDARS ] RS , Bi=1Tuninstall.sh,
BXiFMAN 4B Cisco Catalyst CenterflServiceNowZ BIRXREMNRF AL |, ERE



logs/agent0.log.03Z #

https://www.servicenow.com/docs/bundle/vancouver-servicenow-platform/page/product/mid-

server/reference/r MIDServerTroubleshooting.html

total 164K

root@dcloud: /opt/servicenow/mid/agent#$ 1ls -1lh logs

-rw-r--r-- 1 dcloud dcloud 153K Jul 22 15:50|agent0.log.0]
-rw-r—--r-- 1 dcloud dcloud 0 Jul 22 14:55 agent0.log.0.1lck
-rw-r--r-- 1 dcloud dcloud 1.1K Jul 22 14:55 FileHandlerReport.txt
-rw-r--r-- 1 dcloud dcloud 1.6K Jul 22 14:55 wrapper.log

6. & i E1IEMIDARSS 8 : /stop.sh

7 4w config.xml3Z 4 (1 40 £ A nano)

IEMIDBR S 88 M ServiceNow Z BI R FERERSES , B mid.proxy.use_proxyik & Hfalse.

JFTLSEMtrueiR E Hfalse, MWRESLEZRIUEH, IEPEMCRLEE |, HBH1EServiceNow*MIDZ

2R LW {EZE Zconfig.xmhiZ &,
RIFER,

root@dcloud: /opt/servicenow/mid/agent#
total 304K

-rwxr-x--- 1 decloud dcloud 8.0K Jul 22
-rwxr-x-—-— 1 dcloud dcloud 1.1K Jul 22
drwxr-x--- 3 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 11K Jun 5
-rwxr-x--- 1 dcloud dcloud 1.3K Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
-rwxr-x---— 1 dcloud dcloud 35K Jun 5
-rwxr-x-—— 1 dcloud dcloud 8.1K Jul 22
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
-rwXr-x--- 1 dcloud dcloud 71K Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jun 5
-rwxr-x--- 1 dcloud dcloud 367 Jun 5
drwxr-x--—- 6 dcloud dcloud 4.0K Jul 21
drwxr-x--—- 3 dcloud dcloud 32K Jul 21
-rwxr-x--- 1 dcloud dcloud 883 Jun 5
drwxr-x--- 2 dcloud dcloud 4.0K Jul 22
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
drwxr-x--- 4 dcloud dcloud 4.0K Jul 21
drwxr-x--- 2 dcloud dcloud 4.0K Jul 21
drwxr-xr-x 6 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 16 Jun 5
-rwXr-x--- 1 dcloud dcloud 15 Jun 5
drwxr-xr-x 2 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 1.1K Jun 5
drwxr-x--- 5 dcloud dcloud 4.0K Jul 22
-rwxr-x--- 1 dcloud dcloud 30K Jun 5
-rwXr-x--- 1 dcloud dcloud 12K Jun 5

1s

14:
14:
14:
04:
04:
21
04:

16

21:
04:
04:
04:
2l
21:
04:
1l6:
21:
:13 package
21:]
14:
14:
14:
16:
04:
04:
14:
04:
16:
04:
04:

21

-1h

Sill

51

54 bin

47

47

13 cont
47

13 etc

47

47 extlib
47

13 qjre

13 1lib

47

03 1logs
13 midinstaller

13 properties

56 scripts

55 security

55 SecurityAudit
03 security backup
47

47

56 tools

47

03 work

47

47
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[false]

#£ServiceNow GUIA | S/ ZEMID Security Policy R HE. ®iF T ENERESMIDRS N
config. xmIX T AI EX— B, FEServiceNowHIMIDERSS 25 2RI RIENFEH |, ERMEEM
P B {8 BT B S SR EEFE .

SerVicennw All Favorites History  Admin Certificate Check Policies ¢ Q, Search -

?M e = W & Certificate Check Policies Name " |5 @ | Actions onselected rows...

FAVORITES -

B —————
r 4 N

Certificate Chain Check Hostname Check Revocation Check Policy Type
Mo Results

ALL RESULTS

~ MID Server system_defaults global

public_network global

private_network  global

N
AR RSN TREEFIEHAIES , HEFH ServiceNowHMMIDARSS 28 ERIMRIZE

, SAH{R [E ¥ SSHEIE 5 SASKH B ThiE 2

8.3 ZIMIDBR%:- 25 /start.sh

root@dcloud: /opt/servicenow/mid/agent# ./start.sh
Starting Dummy ServiceNow MID Server with systemd...
Waiting for Dummy ServiceNow MID Server...

running: PID:1836374

9.7 ServiceNow GUIH |, EERFEH R Amid , ARFIEFEMID Servers,

FRBFCIZAMIDARSSEESRE ( Bla“Dummy-ServiceNow-MID-Server” ) o



servicenow  ai

v [mid

FAVORITES

> Discovery Definition - Cl

ALL RESULTS

Favorites

History  Admin MID Servers View: Discovery % Q. Search

MID Servers View: Discovery MName

Actions on selected rows...

Host name Status Validated Version Last refreshed

@ yokohama-
12-18-
2024__patch4-
05-14-

2025 0..

2025-07-22
12:54:01

10. 2 EMIDRRS 285 B |, A/ £ T Validates

Started




— MID Server
Dummy-ServiceNow-MID-Server View: Discovery

The MID Server facilitates communication between the ServiceNow pl
configuration parameters and capabilities here. Read about configuring

Name | Dummy-ServiceNow-MID-Server
Status ' Up
Version yokohama-12-18-2024_patch4-(
Lastrefreshed 2025-07-22 13:19:01
Started 2025-07-22 12:03:30
Stopped 2025-07-22 12:03:00
Time zone Etc/UTC

Logged inuser dummy.user

Update Delete

Related Links

|Va|idate I
REKEY

Grab MID logs, settings and thread dump

11. ServiceNow/Z 1 IE S BB IAER, BEMNSENAE,




() MID server being validated

@ Validating

12RIESEEBEESTHATR. MERSREFRIE-RSEI1008# , BRITUATRE :
-EH R EServiceNowFIMIDAR S 28 LW EL B IR E,
B8 UF ServiceNowHMIMID AR 55 88 Z RIKVHTTPSE#E,
MRERERI , FREMIDIRS 25 EMagent0.log.0X R EFEIEBREM B,

B EHaE B FHTTPSIERERY B Th 36 iE £ ServiceNow“MID IR S3-88" T & £ & RFEPIR A

Dummy-

ServiceNow- dcloud
MID-Server

5 4 B4y : 7EServiceNow EBIZECatC% H

1.3TF ServiceNow GUI , £ RE A A “cisco”s % Cisco CatalystiZHlIE5E M.



servicenow i

Y |cisco

FAVORITES

> Cisco Catalyst Center

Inbound - Cisco Catalyst Inventory...

ALL RESULTS

v Cisco Catalyst Center

| Cisco Catalyst controller prop...

Issue Categories
Preferences
Troubleshooting Log

Wireless Lan Controllers

* % ¥ % * * *»

Support
v System Web Services
v Inbound

Cisco Catalyst Inventory D...

B #HNew , EEEXMEFE | A E HSubmit,



REENZEHLZEEME., FHZEMRNCatCEREE fix-auth-tokenft , 2IRFEEEMZHG,

MID Server #1515 %I H T ServiceNowzE4| R Fr & A ABIMIDERSS 85, R EA T 5CatCEEMN
MIDARZ 85 -

Favorites  History  Workspaces Cisco Catalyst controller properties - Created 2025-0... %

Cisco Catalyst controller properties
Created 2025-07-01 15:13:14

198.18.129.100

User Name of Cisco Catalyst | servicenow
Engine Controller

MID Server used to connect to | Dummy-ServiceMow-MID-Server
Cisco Catalyst Center

SErvicenow

2 5 4 : FECatC GUIT FF IR EERK

1.#TFFCisco Catalyst Center GUl, SMEIFEA>EE>RHE T, EERFEPH Aitsm,

= il Catalyst Center Platform [ Manage

Bundies

Bundle = Status Deseription

Basic ITSM (ServiceNow) CMDB




BETFEHREHEENEFE :
o ST #h:5 A ServiceNowSE {5l B3 3 iR 14 B #io

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

« Schedule to Publish Inventory Details - ServiceNow Connector - Unscheduled

ServiceNow Access Settings

This is used to specify the connection settings to a ServiceNow instance

(O Select an existing instance [o Create a new instance]

Instance Name*
dCloud-Test

i

Description

« URL, P BMZ: 5 AServiceNowE I EHE H N iKiERE, MCatCE|ServiceNowhy B {E f5E
ATCPi% 0443,



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

ServiceNow Access Settings

Ast Name* \

https://e= <" "800 service-now.com/

Username*

dummy.user

Password*

Q .......... le

Check connectivity
@ Connection Established

N
JEE : 7£ServiceNow GUIFEZHZE 5 RRIE(MFA) AR IFRINER. MREBHAMFA | N

£IRE 4R T £“Connection Established” & 8.

4. % ACMDB3E B & T,

- EECMDBEEFHAEE , SHEERINIRBRE M. CMDBIFH{E ERIServiceNow B 5, &
EiRE. Catalyst CenteriZ & R %M ServiceNow CIZE Z [BIfV MRS, S MNAPIARANRKIE
ZEHENENRER.



Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

@ This bundle has additional configurations for its Schedule-Based Integration Flows. View Flows

s Schedule to Publish Inventory Details - ServiceNow Connector - Unscheduled

CMDB Inventory Settings

This is used to specify the CMDB Configuration details for ServiceNow, which includes the list of device attributes(mandatoryfoptional) that needs to be
synced, type of destination within ServiceNow to receive the CMDB details, connection settings to the ServiceNow instance, transformation mapping
between Cisco DNA Center device families and ServiceNow Cl classes, maximum number of devices that can be synced in a single API call and the
discovery source details.

(O Select an existing instance [o Create a new instance]
Instance Name*
CMDB dCloud

Description

5.171%R ServiceNow E &% T CatCN A , iBiEEYes,

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Cisco ServiceNow Application

Do you have Cisco ServiceNow Application installed? @

QYes (O No

6.1%&#Synchronize device inventory directly with CMDB, Ithi% W05 $k3& % 32 ElCatC App on
ServiceNowIFIREST API& & =,




Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Destination

Destination Type*

Synchronize device inventory dichtI... W

] Synchronize device inventory directly with CMDB

Destination Uri

/api/now/import/x_caci_cisco_dna_cist

TREFECAMRNEFRREZRIPNMMNFR, 2HEHRRR T LN T2

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Select Inventory Data Fields

’ Name Description Is Attribute [ Is Reference
Host Name Hostname of the device o Attribute O Reference
MAC Address MAC Address of the Device © Attribute (O Reference
Device Id Id of the Device © Attribute (O Reference
IP Address Management IP Address of the device o Attribute O Reference
Serial Number Serial Number of the device o Attribute O Reference
s Upgrade Failure Reason Upgrade Failure Reason o Attribute O Reference
(] CurrentSMU Upgrade Date CurrentSMU Upgrade Date © Attribute (O Reference
] Clarentoiil CurrantSM © Attribute () Reference
(] Prior Upgrade Date Prior Upgrade Date O Attribute (O Reference
a Code Upgrade Date Code Upgrade Date o Attribute O Reference

7HEARTH | BEZ RV FServiceNowHHICIZE, KAZHIZZ RIS |, BIERT L4 ER S
o ABEEE Network Gear RETHERCIZEK., BLEEZRITSM(ServiceNow)CMDBIE 2 #48 2 Bt
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Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Update Transforms

Device Family Cl Class

Routers cmdb_ci_ip_router

Switches and Hubs cmdb_Ci_ip_SWTtCh

Unified AP cmdb_ci_wap_network

Wireless Controller ¥_caci_cisco_dna_wireless_lan_control

8.7£Source Identifier(Exact Match) THz%l#&k 9 , #%&#Cisco Catalyst Inventory, Other
Automatedz% 1 ServiceNowH 8| 2 H) B E XFRIRFF. CatCBIAPIRZECIFIR, LFBEATIERR
B Ta¥mERAKITH. Einventory ltems per Iterationfieldd |, # A —MEE ( 21255100 ) , X
fEServiceNowE EB IR R BEHMELR , REEET — MR,

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

=
Set Source ldentifier and Operational Limit

Source |ldentifier(Exact Match)*

dCloud-CatC v

Inventory Iltems Per Iteration*

100




9.&BF EARITSM(ServiceNow)CMDBREIF M TN ER H, H HConfigure ATERIRE.

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Summary

Review your configuration and make any changes.
Destination and Instance

Destination: ServiceNow Domain: https:// . service-now.com/ Uri:
Japifnow/import/x_caci_cisco_dna_cisco_dna_inventory_det Username: dummy.user Password: **m= e

Inventory Data Fields

Send To Destination: Host Name (A), MAC Address (A), Device Id (A), IP Address (A), Serial Number (A), Upgrade Failure Reason (A), CurrentSMU
Upgrade Date (A), CurrentSMU (A), Prior Upgrade Date (A), Code Upgrade Date (A), Building (RF), Location (RF), Time Since Code Upgrade (A), Ports (A),
Number Of Users (A), Role (A), Fabric Role (A), Uptime (A), Reachability status (A), Part Number (RF), Type (A), Software Version (A)

Data Transforms

Transformations: Routers: cmdb_ci_ip_router, Switches and Hubs: cmdb_ci_ip_switch, Unified AP: cmdb_ci_wap_network, Wireless Controller:
x_caci_cisco_dna_wireless_lan_controller

Limit and source

Source Identifier: dCloud-CatC Inventory Items Per Iteration: 100

HACHE !

Configure Basic ITSM (ServiceNow) CMDB synchronization

Configure your bundle

Done! Bundle Configured.

10.JREBundles @ , AF%k#EBasic ITSM(ServiceNow)CMDB Synchronization,



Filter 24 itsm

Bundle ~ S1atus Description

ITSM (ServiceNow] CMDE

B
ynechronization tion or tr

b ACTIVE £ w) e on managem:e
y T . -
. S processes into the IT System Management processes of i

network...

ident, change or problem management. Mote: If your

Platform / Manage

Bundles Configurations

ACTIVE

Basic ITSM (ServiceNow) CMDB synchronization

configuration
i change
2m management, Note: If you

tivated before activating any ot

Vendor
Cisco Syste
Inc. Infarmation

Release Notes

Version
1.19.4 m. This bundle
Platform

Catalyst Center

1.2.5 +

v Integration Flows (1)
Tags
Device Discovery, [Sc
CMDB
Syncronization

viceNow Cc:l‘.rll.‘(:lt:r]

wedule to Publish Inventory Details

in the ne scheduled frequency

stem,.

12 REFAREAITX , RIAEETRLLEZERR HIEMCatCkixE FServiceNow,



Schedule to Publish Inventory Details - ServiceNow Connector

Not Scheduled

How to use this flow

The integration flows can be scheduled to run periodically at a specified date/time. Configure scheduling the integration flow with the form provided.

* Schedule window cannot be lower than 24 hours

(O Run Now
(O Run Later
© Recurring

Repeats

Daily A

@ Set Schedule Start

Jul 26,2025 [ ]

8:00 AM v

Select Time Zone

(GMT-04:00) America/New_York v

[) Set Schedule End

Schedule

13.BAVE AT B BNE TR HE , LAEMServiceNow CMDB CliR & &k R Y CatCR ™= W H I Bl &
EXERZ,

Schedule to Publish Inventory Details - ServiceNow Connector
Scheduled

Description
This scheduler discovers the devices in the network in a scheduled frequency and extracts the required device information to be able to sync the Inventory with an ITSM system.
Tags

ServiceNow

How to use this flow

The integration flows can be scheduled to run periodically at a specified dateftime. Configure scheduling the integration flow with the form provided.

* Schedule window cannot be lower than 24 hours

() Run Later
(O Recurring

Schedule
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‘il Catalyst Center Platform / Runtime Dashboard

CMDB Synchronization Summary

Devices from Inventory = Davices sent 1o SericeNow Devices synchionized Failures Unknown Sync. Emorls)  (T) Synehronization Attempt

17 NA NA NA a few seconds ago

[ 17 17 17 I 0 0 a few seconds ago

jration Fle UM
REST-Basec Schedule-Based (1) |
Instances Parfarmance
Damain Mame ersion Al () = o o ] Mirimsm Maximum Average
Publish Inventory Detalls - SarviceNow .
i 1 [\ 1 2.702s 2.702 02

15.7£ServiceNow GUIH |, £ Z R dh# Acmdb_cilist , AFIREnter, BWIACatCA~FHNZER
% ER1ECMDB Clig& xR+ , H B EIEHARIRIREFHE B,

SerViCEHOW l Favorites  History  Workspaces  Admin Configuration ltems

T emdb_ci.list o W B Configuration ltems  Updated

FAVORITES

Manufacturer Location Description Updated ~ Created
o Results

ALL RESULTS

L2 {empty)

fempty) 17:16:17

{ermpty) i R IP Router

{empty) Y BN e IP Router
(errgty)
[ermpty)

fempty)

fempty) AT, — £ dCloud-CatC

LY THERRAFTRHEY |
2&

Cisco Catalyst Center ITSMERKIER , fR4<2.3.7.x

A X EServicef£ B Cisco Catalyst CenterZh ARERI S\ 38 TSI AE



https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/Catalyst-Center-Platform-Documentation/2-3-7/itsm-ig/b-cisco-catalyst-center-itsm-ig-2-3-7/m_itsm_integration_workflows_1_4_0_0.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/Catalyst-Center-Platform-Documentation/2-3-7/itsm-ig/b-cisco-catalyst-center-itsm-ig-2-3-7/m_itsm_integration_workflows_1_4_0_0.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/Catalyst-Center-Platform-Documentation/2-3-7/itsm-ig/b-cisco-catalyst-center-itsm-ig-2-3-7/m_itsm_integration_workflows_1_4_0_0.html

Catalyst CenterfIITSMERNE RSB EH

fFCatalyst Center’®& = 5ServiceNow CMDBZ 4G

{5 F Catalyst Center Network Issue Monitoring and Encryption for ITSM

153 I TSMAY Catalyst Center B Z1{L(SWIM)ZE 4



https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222374-scope-underlying-concepts-of-catalyst-ce.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222374-scope-underlying-concepts-of-catalyst-ce.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222374-scope-underlying-concepts-of-catalyst-ce.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222374-scope-underlying-concepts-of-catalyst-ce.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222372-synchronize-catalyst-center-inventory-wi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222372-synchronize-catalyst-center-inventory-wi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222372-synchronize-catalyst-center-inventory-wi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222372-synchronize-catalyst-center-inventory-wi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222372-synchronize-catalyst-center-inventory-wi.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222373-use-catalyst-center-network-issue-monito.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222373-use-catalyst-center-network-issue-monito.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
https://www.cisco.com/c/zh_cn/support/docs/cloud-systems-management/catalyst-center/222371-monitor-catalyst-center-automation-swim.html
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