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€ Class of Service Previous | Mext | Help |
Class ID Il_
Maximum Downstream Rate (hps) 3000000
Maxirnum Upstream Rate (bps) 512000
Upstream Channel Priority I_
Guaranteed MMinimum Upstream Rate (bps)

MMaximum Upstream Transmit Burst (hytes) li
Easeline Privacy Enable m
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B85 A HIfE 85 S5 Cisco CMTSZ BRI BIERE. LAt , BEEBRAERINEILHZTT , FitkCisco
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B Xshow cable modemii SHH H RG] , TSR TN , ZH P E LR FAH B RSLETSELR
FAFE <9 B HIRES,

CHNT3# show cable modem

Interface Prim Cnline Timing Rec o2 CPE IP address MAC address
3id State Dffset Power

Cakble3/0/U1 1 online{pt) 2205 o.75 7 o 10,1.1.40 oo0z20,.4001. 5370

Cable3/0 /01 2 online{pk) ZZ13 o.50 & 0 10.1.1.33 Q0E0.7366. 1fKH9

Cakble3/0/U0 3 online{pt) =735 o.00 5 o 10,1.1.24 0002 ., £dfa.0a35

Cakble3/0/U1 4 rejecti{pk) =735 1.00 5 o 10,1.1.30 0001.9659. 4447
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cable privacy kek life-time 300-6048000 seconds

BINRE 76048008 , EF7X.
MREANDFHEELRESREMN , ENERMRALANFORER , Bit , IRNZRL K

RERA , RRNBEABZKXHMBTZ T, ERIERKEKEFNEHRS 7 B BEHHERN
CPURIAZR , AT BRIRZNBPIEERE,

KEK TR BR A+ [H]

KEKZL R A (B RKEKE fy B EIHART AV RS (] , BB 4098 I A2 85 A T 7T 44 5 Cisco CMTSHHEI*THY
KEK. f& /I iTAdERRY 28R 2 8 BB 40 1 Bl AR W8S H B % Y A B EEKEKE JE 2 B4R 49


//www.cisco.com/warp/customer/109/troubleshooting_cm_online.html

& A LAfE A Cisco CMTS cable interfacefn Bt & Ltk )X :

cable privacy kek grace-time 60-1800 seconds

IBE R LAEFAIDOCSISE E X HELE X |, 1572 EEBaseline Privacyi& 3l + T 47 idAuthorization
Grace Timeoutfy 7, WMREAWDOCSISEEXHF & , MEHLE FCisco CMTS LB &M E1
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& A LAME A Cisco CMTS cable interfacefn Sl & Ltk )R :

cable privacy tek life-time <180-604800 seconds>
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cable privacy tek grace-time 60-1800 seconds
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cable privacy mandatory
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cable privacy authenticate-modem
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aaa new-model

aaa authentication login cmts local

aaa authentication login default line

1
username 009096073831 password 0 009096073831
username 0050734eb419 password 0 FAA0317Q06Q
username 000196594447 password 0 **BAD NUMBER**
username 002040015370 password 0 03410390200001835252
1

interface Cable 3/0

cable privacy authenticate-modem

1

line vty 0 4



password cisco
5 — I A B AR R BT 5 A R FE A EBRADIUSER S 88, AT R EAAIRADIUS RS 85X 18 i ##
TRESH 1T H MUY F 2 Cisco CMTSELE R HI

aaa new-model
aaa authentication login default line

aaa authentication login cmts group radius

interface Cable 3/0

cable privacy authenticate-modem

radius-server host 172.17.110.132 key cisco

line vty 0 4

password cisco
UTRTRBEIRADIUSAFEIEEX M4 , HEEE LEEAR S HRIEN RGIMEE. AP XHEIT
ZE Il M% R RHRADIUSIRS 22 AEF M A P RIEE SN BIERE.

# Sample RADIUS server users file.

# Joe Blogg's Cable Modem

009096073831 Password = "009096073831"

Service-Type = Framed

# Jane Smith's Cable Modem

0050734EB419 Password = "FAA0317Q06Q"

Service-Type = Framed

# John Brown's Cable Modem

000196594477 Password = "**BAD NUMBER**"

Service-Type = Framed



# Jim Black's Cable Modem

002040015370 Password = "03410390200001835252"

Service-Type = Framed
TEERNWEEFER ERE—ERRFIMCisco CMTS L 1THshow cable modemfr SR H, &
FER  EMARER G EHRITBUIEEFIENEHELRANBFAEAR K REFINSTEBN
8 1 8% V8 25 5 3 Areject(pk)IRZ , H AT LREFHA

CMT=S# show cable modem
Interface Prim Online Timing Rec o3 CPE IP address MAC addre=ss
3id State Off=set Power

Cakhle3/0/00 17 online 2810 o.00 & ] 10.1.1.11 0001.9659.43fd
Cakble3/0/U1 18 online (pt) 2739 o.oo 5 ] 10.1.1.2%9 o050.734e.b415
Cakble3/0/00 19 offline 2815 o.oo0 2 ] 10.1.1.52 0001.9659. 4461
Cakble3/0/00 20 reject (pk)] 2810 -0.%5 5 a 10.1.1.30 o0ol1.9659. 4447
Cakble3/0/01 21 online(pt)] Z212 a.75s 7 ] 10.1.1.40 o0Z20.4001.5370
Cakhle3/0 /U0 22 online (pt)] 2806 o.oo 5 ] 10.1.1.44 ooS0.9e07.35831
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CMTS# show interface cable 4/0 privacy kek
Configured KEK lifetime value = 604800

Configured KEK grace time value = 600

CMTS# show interface cable 4/0 privacy tek
Configured TEK lifetime value = 60480

Configured TEK grace time value = 600
show interface cable X/0 privacy statistic — IR E G ST AT A TEEEX B ERLEOLERAELRE

BAF Rt an o 89 5 R 651

CMTS# show interface cable 4/0 privacy statistic

CM key Chain Count : 12
CM Unicast key Chain Count : 12

CM Mucast key Chain Count : 3

debug cable privacy — Wt ap TEUEEL RN AR, BELATSE , SHREBELBARESTE
KRN BEHERN , FAEENETRERSIS L, thanS{XFE L Idebug cable interface cable
X/0=debug cable mac-address mac-address#y 5 2 B & f it F B,

debug cable bpiatp — Lt ar TEUEELRFAN AL, BUELGSE , 8HCisco CMTSKRIAZEW
BEZBRAHER , FERZHEEW HR#HFIMBE., Lo S{NTE HIdebug cable interface cable
X/0=kdebug cable mac-address mac-address#is < 2 Bl 8 it F B EA .
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