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CMAICMTSZ BH B R KIE, FEARRF , ManuiE$ 2DOCSIS 3.0Z £ HBECM-SP-SECV3.0Ff
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uBR1OKHEM H RS B CMAEManuiE $ B Bt A MR IFIRFRES , ERICM T RZHEM BN LE
XA A MNRSIRIAERAIEMS., uBR1IOKESEZKRFEFH B3, uBR1IOKEFH NS R E bt K
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https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
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https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/cable/cmts/config_guide/b_cmts_Quality_Service_Features/b_cmts_Quality_Service_Features_chapter_01.html

« UEH : X509 DER4 B KYUE B 57 & W AEUE B
- FE4 : CAIEPHISHA-185I

UBR10K CLI# &

WS HHSE —EManuiEBELE., Manuif$f & 35| REEE I SNMPFREX

« MUBR10K CLIHA{THE X R B < CLINTE I - uBR10K#show cable privacy manufacturer-
cert-list
« MUBR10KZ B = CLIBITAE S : Slot-6-0#show crypto pki certificates

XEBLEORE ST THRNIRE R E

» uBR10K(config-if)#cable privacy retain-failed-certificates

+ uBR10K(config-if)#cable privacy skip-validity-period

DOCSIS-BPI-PLUS-MIB OID

Manuif $15 B £ docsBpi2CmtsCACertEntry OID% $1.3.6.1.2.1.10.127.6.1.2.5.21FENX , 1
SNMPX R Sfingg P ATk,

N sx® . muBRIOKE A , RFC 4131 docsBpi2MIB / DOCS-IETF-BPI2-MIB 2 {# A 44 ix#90ID
MBS X/BEXRIM, uBRIKEAEFILLEE , EEBSHRHEIHLIEAH , R&a4x
L RRENIEE H L, TEMBAMIBEER/5%1.3.6.1.2.10.127.6, mib path/branch
1.3.6.1.2.1.999944 45 B FuBR10k £ 5BPI2 MIB/OIDKYSNMPX B,

#<Cisco Bug ID CSCum28486

LA 2uBR10k EManu Certf§ E#IBPI2 MIB OIDEERZRZF MM , fCisco Bug ID
CSCum28486 7 Frift :

docsBpi2CmtsCACertTable = 1.3.6.1.2.1.9999.1.2.5.2
docsBpi2CmtsCACertEntry = 1.3.6.1.2.1.9999.1.2.5.2.1
docsBpi2CmtsCACertIndex = 1.3.6.1.2.1.9999.1.2.5.2.1.1
docsBpi2CmtsCACertSubject = 1.3.6.1.2.1.9999.1.2.5.2.1.2

docsBpi2CmtsCACertIssuer = 1.3.6.1.2.1.9999.1.2.5.2.1.3
docsBpi2CmtsCACertSerialNumber = 1.3.6.1.2.1.9999.1.2.5.2.1.4
docsBpi2CmtsCACertTrust = 1.3.6.1.2.1.9999.1.2.5.2.1.5

docsBpi2CmtsCACertSource = 1.3.6.1.2.1.9999.1.2.5.2.1.6
docsBpi2CmtsCACertStatus = 1.3.6.1.2.1.9999.1.2.5.2.1.7
docsBpi2CmtsCACert = 1.3.6.1.2.1.9999.1.2.5.2.1.8

AXEPHGE S TROIERERS(ORTABETHIE , SERELEER.

ERAR


https://www.cisco.com/c/en/us/td/docs/cable/cmts/cmd_ref/b_cmts_cable_cmd_ref/cable_p_through_cable_r.html#wp6374948410
https://www.cisco.com/c/en/us/td/docs/cable/cmts/cmd_ref/b_cmts_cable_cmd_ref/cable_p_through_cable_r.html#wp6374948410
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=Translate&objectInput=1.3.6.1.2.1.10.127.6.1.2.5.2.1#oidContent
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en&translate=Translate&objectInput=1.3.6.1.2.1.10.127.6.1.2.5.2.1#oidContent
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum28486
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCum28486
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UBRIOKTELRSHARR A |, BEREVEHFERAXERRG Z, MRCMEHEHRAAT , BAL
CMERKBENEZLMZEAEMS B — MRV KBBRAT R, XEMRNHERS RUTHERTER
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ManuiE B FICMIEB EFFM. FEBAAEEFTEMRIE , HECMA K INEMEIUBR10K,
#FHBManu CertFICM Certa] LABI 2 — NETRVIE 4% |, FHIRE B Z&EEUBR10OKHA R EHARIES,

FF 2 HManuik 1% & 7 Trusted

HCMEHEHRCMFIERFIL, TEXECMESEMA A AN , ATESIHRI£uBR10kHF E3)
RiZEH, BRERBEFTANFIHIER. FAUBRIOK CLIMSAIAKEIFHERFIS. BRE
R BEFAPRS. EASNMPE LK EIManuiEBF5IE, EEREMNEEl,

HEERMEL B E BRI S ANFHiIEPEEFEHUBR10KEIDOCSISE L& A O (BPH MM
CM3RHL, MCMAIZZFIuBR1OKHAUTH-INFOEEAEManuik$P., FMNE—MNManuil PE#EE
uBR1IOKR 24 , HEE @ JuBR10K CLIG S FISNMPEE,

L Manu Certfric N AIEER , 2RITRMEERE, BE , EATFUBR10K BPIF4HZE T IS
MBH, HIX , FuBR10K NVRAMAFEManuit $FE N ZEFILEH, XFRE TuBR1OKEF N
BIManu CertiR7 |, HEKB 7 EuBR1IOKEF MEMNEE LTI ERNEE

CLIMISNMP& &R AR R T AR B FahiEH 35, FHIS, FERS ; RAEEAZERREER

ANEHRNAE. ROUIERNBEEES|SHFHIE45529C2654797E1623C6E723180A9E9CHY
ManuiE$ .

MUBR10OK CLIEF T ZIEBEE

EARHIF | uBR10K CLIEs 3 show crypto pki certificates¥lshow cable privacy manufacturer-cert-
listl F&& 2 Z#IManu CertE &,

<tfroot>

UBR10K-0l1l#telnet 127.0.0.81



Trying 127.0.0.81 ... Open

clc_8_1>en
clc_8_1l1#show crypto pki certificates
CA Certificate

Status: Available

Certificate Serial Nunber: 45529C2654797E1623C6E723180A9E9C

Certificate Usage: Not Set
Issuer:
cn=DOCSIS Cable Modem Root Certificate Authority
ou=Cable Modems
o=Data Over Cable Service Interface Specifications
c=US
Subject:
cn=Arris Cable Modem Root Certificate Authority
ou=Suwanee\
Georgia
ou=DOCSIS
o=Arris Interactive\
L.L.C.
c=US
Validity Date:
start date: 20:00:00 EDT Sep 11 2001

end date: 19:59:59 EDT Sep 11 2021

Associated Trustpoints: Oedbf2a98b45436b6e4b464797c08a32f2a2cd66
clc_8_1l#exit

[Connection to 127.0.0.81 closed by foreign host]

UuBR10K-01#show cable privacy manufacturer-cert-Tist
Cable Manufacturer Certificates:

Issuer: cn=DOCSIS Cable Modem Root Certificate Authority,ou=Cable Modems,o=Data Over Cable Service Inte
Subject: cn=Arris Cable Modem Root Certificate Authority,ou=Suwanee\, Georgia,ou=DOCSIS,o=Arris Interac

State: Chained <-- Cert Trust State is Chained

Source: Auth Info <-- CertSource is Auth Info

RowStatus: Active

Serial: 45529C2654797E1623C6E723180A9E9C <-- Serial Nunber

Thumbprint: DA39A3EES5E6B4B0OD3255BFEF95601890AFD80709

MR RZEASNMPEEFHURER

#H5<uBR10K SNMP OID:



docsBpi2CmtsCACertTable = 1.

docsBpi2CmtsCACertSubject

docsBpi2CmtsCACertIssuer

docsBpi2CmtsCACertSerialNumbe
docsBpi2CmtsCACertTrust = 1.3.6.1.2.1. 999
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docsBpi2CmtsCACertSource = 1.3.6.1.2.1. 9999 1 2 5. 2 1 6

FEARRBIF | snmpwalkdp &
SR TFigEEERSHManuiE$ & 5| <8k,
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<#root>

Workstation-1$snmpwalk
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-c snmpstringl 192.168.1.1 1.3.6.1.2.1.9999.1.2.5.2.1
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STRING:
STRING:
STRING:
STRING:

STRI NG

STRING:
STRING:
STRING:
STRING:

STRI NG

Hex-STRING:
Hex-STRING:
Hex-STRING:
Hex-STRING:

Hex- STRI NG

INTEGER:
INTEGER:
INTEGER:
INTEGER:

w w b D

| NTEGER:

w

INTEGER:
INTEGER:
INTEGER:
INTEGER:

[ S B

| NTEGER:

£ FASNMPS33 1 89Known Manu Cert TrustiR Z1&

"Data Over Cable Service Interface Specifications
"tComLabs - Euro-DOCSIS"

"Scientific-AtTanta\\"

"CabTeLabs\\"

"DOCSI S Cabl e Mbdem Root

<-- Trust

5 <--

"Arris Interactive\\"

"DOCSIS CabTle Modem Root Certificate Authority"
"Euro-DOCSIS Cable Modem Root CA"

"DOCSIS CabTle Modem Root Certificate Authority"
"DOCSIS CabTle Modem Root Certificate Authority"

Certificate Authority"

58 53 64 87 28 A4 4D CO 33 5F O0C DB 33 84 9C 19
63 4B 59 63 79 OE 81 OF 3B 54 45 B3 71 4C F1 2C
57 BF 2D F6 OE 9F FB EC F8 E6 97 09 DE 34 BC 26
26 BO F6 BD 1D 85 E8 E8 E8 C1 BD DF 17 51 ED 8C

45 52 9C 26 54 79 7E 16 23 C6 E7 23 18 OA 9E 9C <--

State (3 = Chai ned)

Sour ce authentlnfo (5)

& 7 Trusted

OIDHY{E : docsBpi2CmtsCACertTrust 1.3.6.1.2.1.10.127.6.1.2.5.2.1.5 ( uBR10k LKJOIDJy

«

<



1.3.6.1.2.1.999.1.2.5.2.1.5)

(RCIEH
2: 7 H1fF
3:455K
4:1R

WRHIER , N FE5|IHN5EFFIS5H45529C2654797E1623C6E723180A9EICHIManuiEH |, 1§
PIRSEMEZ N TS,

<tfroot>

Wor kst ation-1$% snnpset -v 2c -c snnpstringl 192.168.1.1 1.3.6.1.2.1.9999.1.2.5.2.1.5.5i 1

SNMPv2-SMI::mib-2.9999.1.2.5.2.1.5.5 = INTEGER: 1

HIAEFAUBR10K CLISERASNMPE X 7 FaiE$
- EEEMNEZEEIREET
o BEERHNSNMP” , RRIEH LEXHASNMPERE | T 2MBPItHiLAuthinfoll B &8

<tfroot>

Workstation-1$ snmpwal k -v 2c -c snnpstringl 192.168.1.1 1.3.6.1.2.1.9999.1.2.5.2.1

SNMPv2-SMI::mib-2.9999.1.2.5.2.1.2.5 = STRING: "Arris Interactive\\"

SNMPv2-SMI::mib-2.9999.1.2.5.2.1.3.5 = STRING: "DOCSIS Cable Modem Root Certificate Authority"

SNVPv2-SM : :mi b-2.9999.1.2.5.2.1.4.5 Hex- STRING 45 52 9C 26 54 79 7E 16 23 C6 E7 23 18 OA 9E 9C <-- ¢

SNWPv2-SM ::mi b-2.9999.1.2.5.2.1.5.5 = INTEGER 1 <-- Trust State (3 = trusted)

SNVPv2-SM 1 :mi b-2.9999.1.2.5.2.1.6.5 = INTEGER 1 <-- Source (1 = SNWP)

UBR10K-01#show cable privacy manufacturer-cert-Tist
Cable Manufacturer Certificates:

Issuer: cn=DOCSIS Cable Modem Root Certificate Authority,ou=Cable Modems,o=Data Over Cable Service Inte
Subject: cn=Arris Cable Modem Root Certificate Authority,ou=Suwanee\, Georgia,ou=DOCSIS,o=Arris Interac

State: Trusted



Sour ce: SNWP

RowStatus: Active

Serial: 45529C2654797E1623C6E723180A9E9C

Thumbprint: DA39A3EES5E6B4B0OD3255BFEF95601890AFD80709

2 FHManuif 2/ H 51 E CMRFH

LAal 2 MFIManuiE P RuBR1OKBIEFE R ELFEMIES , BEEHUBHCMEMAIAuthinfolE B
SEH., MEManviEBRIFIEAZETEUERTH , NEA 2SS H A Manuil $ 89 P B CMBEE 7T L
FRALH =R 5EM | BuBR1OKS R EMRIE Areject(pk) , FEAENIFERSH. AFTNABMAMLS
HeirE , R NM AT EES B Manuil BB CMEMFRIERS .

R ENF IR FINES

{FFHuBR10K CLI#5 5 show cable modem <CM MAC Address> privacy Al SAfS &5 & fE reject(pk) #
#CM#IManu CertfS B,

<tfroot>

show cable modem 1234.5678.9abc privacy verbose

MAC Address : 1234.5678.9abc
Primary SID : 4640

BPI Mode : BPI+++

BPI State : reject(kek)
Security Capabilities :

BPI Version : BPI+++
Encryption : DES-56

EAE : Unsupported

Latest Key Sequence : 1

Expired Certificate : 1

Certificate Not Activated: 0
Certificate in Hotlist : O
PubTlic Key Mismatch : 0
Invalid MAC : O

Invalid CM Certificate : 0
CA Certificate Details :

Certificate Serial : 45529C2654797E1623C6E723180A9E9C

Certificate Self-Signed : False

Certificate State : Chained

(M Certificate Details :

(M Certificate Serial : 008D23BE727997B9D9FI9D69FA54CF8A25A



CM Certificate State : Chained, CA Cert Expired

KEK Reject Code : Permanent Authorization Failure
KEK Reject Reason : (M Certificate Expired

KEK Invalid Code : None

KEK Invalid Reason : No Information

N ESHE MManuiE B RS , FRManuiEBEETRTRE R TE”
FRAE—FHNENHEBUBRI0K CLIFISNMP#H S , HRIEManu CertF %S EManu Certfy & 5|
o fEATEINManu Cert& 5|45 FManu Cert trustiR S8 E NSNMPHA E.

<tfroot>

jdoe@erver1[983]-->./snnpwal k -v 2c -c private 192.168.1.1 1.3.6.1.2.1.9999.1.2.5.2.1. 4

1.3.6.1.2.1.9999.1.2.5.2.1.4.5
= Hex-STRING:

45 52 9C 26 54 79 7E 16 23 C6 E7 23 18 OA 9E 9C

jdoe@erver1[983]-->./setany -v2c 192.168.1.1 private 1.3.6.1.2.1.9999.1.2.5.2.1.5.5 -i 1

docsBpi2CmtsCACertTrust.5 = trusted(l)

FuBR10K L ZEAR MY HIFIManuiEH HArid A ZEE

WRUBRIOKTHE E ZHMManuiE P , AT ZHEIH X H#TERE (FHFERREE ) BE
ERE , WABTFFManuiE BRI uUBR1OKHIRIE A ZEE. HEARTARK B REUBR10K LEAAY
CMZ i [m] R & A B HIManuiE BiEMET , 2R ERBER,

ManuiE 3 A LB SNMP Setsk @i 88,45 f& Firetain-failed-certificates Bt & 77 M EJuBR 10K,
5 FISNMP[E]uBR10OKA TN I BB R F F 3hiE B

ERMEEERIEP |, FBdocsBpi2CmtsCACertTableRFIM—1%B., NENZKBREEXEEM

o

+ docsBpi2CmtsCACertStatus 1.3.6.1.2.1.999.1.2.5.2.1.7 (IRER4TBIB1TRE )
« docsBpi2CmtsCACert = 1.3.6.1.2.1.999.1.2.5.2.1.8 ( S2BrX.509iF B #y + A HIBIE , R
X509iF H1H )



« docsBpi2CmtsCACertTrust 1.3.6.1.2.1.999.1.2.5.2.1.5 ( ®&E H 17 fFManu Cert TrustiRZ&
B Htrusted )

REZBRERETEZERIERN T ARFZTERMARENRAT. Hit , BUERARK
SNMPEEBKIREXLEME. WTWHZIEH , MREFE , ATAERABA M,

SNMP# & 4 RERBIFIF —1ASCI DERGEBIIASN.1 X.509iE HRINEIuBRIOKEIRE , HES
BT

Index = 11
Status = createAndGo (4)
Trust state = trusted (1)

RARMEManviEBERAE—NES|IHES. AMEBHIManuiEF et |, BRIFEFHIFHIRENR
trusted , BNRB AR AE, MBFMT BL RIS , N AFEUBRIOKELSE OB E T EZcable
privacy accept-self-signed-certificate a5 % , AfFUBR10KF BEEZiEH,

EABF , BT EDUEBRBRUGERBRE , LE(..)RT.

jdoe@serverl[983]-->./setany -v2c 192.168.1.1 private 1.3.6.1.2.1.9999.1.2.5.2.1.7.11 -i 4 1.3.6.1.2.1.
02 02 10 43 74 98 f0 9a 7d cb cl1 fa 7a al 01 fe 97 6e 40 30 0d 06 09 2a 86 48 86 f7 0d 01 01 05 05 00 3

d8 26 21 f1 41 eb c4 87 90 65 2d 23 38 08 31 9c 74 16 30 05 18 d2 89 5e 9b 21 13 e3 e9 6a f9 3b 59 5e e
13 19 3d 56 ab 4b 09 a9 le 62 5c ee c0 d2 ba 2d" 1.3.6.1.2.1.9999.1.2.5.2.1.5.11 -i 1
docsBpi2CmtsCACertStatus.11l = createAndGo(4)

docsBpi2CmtsCACert.11 =

30 82 04 00 30 82 02 e8 a0 03 02 01 02 02 10 43

74 98 f0 9a 7d cb cl1 fa 7a al 01 fe 97 6e 40 30

f9 3b 59 5e e2 05 0Oe 89 e59d 2a 40 c2 9 4f 21
1f 1b b7 2c 13 19 3d 56 ab 4b 09 a9 le 62 5c ee
c0 d2 ba 2d

docsBpi2CmtsCACertTrust.11l = trusted(1)

FE CLIRY CME A A 18 735 05 H KYManuilE
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<{froot>

uBR10K#config t



Enter configuration commands, one per line. End with CNTL/Z.
uBR10K(config)#int Cable6/0/0
uBR1OK(config-if)#

cabl e privacy retain-failed-certificates

uBR10K(config-if)#end

S B F PRI EuBR10KH#R1E N EFERT , B I BRcable privacy retain-failed-
certificatesBLi& , LABH IEEuBR10K L7 inE b R AAY T HAM F3hiE B,

AFEFTUBR10K CLIFE S &5 Authinfoids bt HA 89 CMIE B F F ZhiE

EREBEAT , CMiEPad i, X FXfER , BR T cable privacy retain-failed-certificatesE & 2
A, EFERUBRIOKEHTHMERE., £8MEXAUBR10K MACH ( 4530 ) T , Hilcable
privacy skip-validity-periodBit E H R FEE. X255 HuBR10KZEEIECM BPI Authinfo’ld B H & ix
#FTB CMFIManuiE BT BB RHR &,

<#root>

UBR1OK#config t

Enter configuration commands, one per line. End with CNTL/Z.
uBR10K(config)#interface Cable6/0/0

uBR10K(config-if)#

cabl e privacy skip-validity-period

uBR10K(config-if)#end
uBR10K#copy run start

Additional Information

MACHE/BB4iE O & E X EEm

cable privacy retain-failed-certificates #cable privacy skip-validity-period it i& @5+ £ MAC I3/ B8 45 4%
ORKBIER , HETZR4l, retain-failed-certificates#n 5 A LURHEAT & M AIIE B H 11 ZuBR10KER

EEEH , Mskip-validity-periodds % A AABKE AR EManuFICMIEB I B A iR &,
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FERABEBAT |, ATeeEEFHI/WUBR10K SNMPELE, #N8RiE$ OctetString X FSNMPEIEE K
AN MAEPEIERISNMPIRER AT LA 25, f5l4m;

<ttroot>

uBR10K#conf t
Enter configuration commands, one per line. End with CNTL/Z.



uBR10K(config)#

snnp- server packetsize 3000

uBR10K(config)#end
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