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Fault Management
Fault Detection
Fault Verification
Fault Isolation
Fault Recovery

Fault Notification

Performance Management

Frame Loss M :
D'::'BM:::U r:r::::“m“"t Ethernet Configuration Management
y Service Provisioning

Delay Variation Measurement Services

Availability Measurement

LA™ OAM

MR E% - IEEE 802.1ag

CFM - IEEE 802.3ah ( £ 57 %& )

BAAMEERE OAM ( tB#579 802.3 OAM, #EEE OAM TRE—HELLARN [EFM] OAM ) - ITU-T
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o DM TFiEid & — A 4P K in (MEP) RE X

« LA MAID 518 -“& MA"Z 4 + MD &%

- B MA B - Vlan ID, VPN-ID, ERHZETFAH

IR - EP K

CE Operator A Operator B CE
MEP MEP
4 |
MEF I'iEF'

S | MEPMEP. | ! MR

. P ERIR

« EX MD Wiz R

o ZERN MA REA—3F MEP 2 8§93 i fE
- BE MA XBHLL MEPID (1-8191) #7128

- ALK ERFMIG CFM PDU

AP AR

Operator A Operator B

E—PHHHHHHFE
MiP mp MEP
’ MEP MIP MIP REEP )
’ : i :
M!E": MIP 'rilP NEP M'; P. MIF wpmp E”:- %E P

e L ower (Me DD D e

o HPEFER (MIP)

- XEEY MEP 2 B HBEERX LR ERENHENE

« ALLREN MD # VLAN/EVC 3 17XEx ( FIHEFBIE )
o ALARID, BEMPNKEE CFM PDU

UP MEP

= M4 MA



-
T S
A Relay
Entity e
PortA Port B
+— CFM PDUs
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« HMIP £ — MD %5148 B , LAR— MA HHIZFE MEP 41k
7N 1Ry SIVe

o ATHFERIUE — Ethernet Ping
- MEP Af§ & 3% LBM &% EIE — MA By MEP % MIP
« MEP b o] LAME#i4A 3% LBM ( BB ITU-TY.1731 EX ) , EER FXE— MA 5 MEP &

& 52
o BEKRMPIE R RFLBMEE R4 & Bl RIAMEPH 2 1L BR
HE R IR BRI

d Jﬂ?ﬂ%&tﬂﬁﬂﬁ&l‘ﬁlﬁ% — Ethernet Traceroute
« MEP AIBAMEHABEE (LTM) , MEXT MP F@ZEE— MA & MIP = MEP f& &
. B NS MMPHIREMPE EELTRIRE 2| FBMEP

BRI UEBESI -EAENEFXE , BEHATER

1. BITEERE , WMEXFIR NG REEHE,

2. M BIHER |, FAIRE, CCM HIEEMERIIEEI B 1TRIL,

3. Wikf5 , 1217 traceroute FHRE ., HRAILAEAZE LBM KREHE,

4. MRFRENHFERE O E SR , WA AFERZEARN OAM T EH#H —SREHE ; 2L MPLS PW
FB, MATEAER VCCV Ml MPLS ping.
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REEE (UP MEP)
i

Ethernet Connectivity

CE1-A
Ethernet Service Pravider

ENC

PE3
Ladl: 152 16832

FE-1
Lolgz 168,19

RNTHREREE , BISET — NP EAIRFITETR, ‘=, “REBWHEVC BWAIERANER
WTRAAR :

<tfroot>

Donmai n: | SPdomai n

Donain |l evel: 5

Servi ce Nane: XCONN_EVC

EVC Nane: EVC_CE1

PE1:

ethernet cfm ieee

ethernet cfm distribution enable

ethernet cfm global

ethernet cfm traceroute cache

ethernet cfm alarm notification all

ethernet cfm domain ISPdomain level 5
service XCONN_EVC evc EVC_CE1l
continuity-check

int gig4/2
service instance 2100 ethernet EVC_CE1
encapsulation dotlg 2100



xconnect 192.168.3.3 2100 encapsulation mpls
cfm mep domain ISPdomain mpid 102
monitor Tloss counter

PE3:

ethernet cfm ieee

ethernet cfm distribution enable

ethernet cfm global

ethernet cfm traceroute cache

ethernet cfm alarm notification all

ethernet cfm domain ISPdomain Tevel 5
service XCONN_EVC evc EVC_CE1l
continuity-check

int gig4/2

service instance 2100 ethernet EVC_CE1
encapsulation dotlg 2100
xconnect 192.168.1.1 2100 encapsulation mpls
cfm mep domain ISPdomain mpid 201
monitor Tloss counter

I E

- PN
Ap T

Em
>

<#root>
PE1#

show et hernet cf m mai nt enance-points | oca

Local MEPs:
MPID Domain Name Lvl MacAddress Type CC
0f1d Domain Id Dir Port Id
MA Name Srvclnst Source
EVC name
102
ISPdomain 5

ccef. 48d0. 64b0

XCON Y
No ISPdomain Up Gi4/2 N/A
XCONN_EVC 2100 Static

EVC_CE1



Total Local MEPs: 1

PE1#

show et hernet cf m mai nt enance-points renote

MPI D
Domain Name MacAddress IfSt PtSt
Lvl
Domain ID Ingress
RDI MA Name Type Id SrvcInst
EVC Name Age
Local MEP Info
201
ISPdomain

8843. eldf. 00bO

Up Up
5
ISPdomain Gi4/2:(192.168.3.3, 2100)
- XCONN_EVC XCON N/A 2100
EVC_CE1 5s

MPID: 102 Domain: ISPdomain MA: XCONN_EVC

FikmE s, RATLLE FZE mpid FizfE MAC tbiit, CFM RZSERA up/up.

BIDESEMRE

<ffroot>
PE1#

ping ethernet npid 201 domain | SPdomai n servi ce XCONN_EVC

Type escape sequence to abort.

Sending 5 Ethernet CFM | oopback messages to 8843. eldf.00b0O, tinmeout is 5 seconds:!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

PE1#

traceroute ethernet npid 201 domain | SPdomai n servi ce XCON$

Type escape sequence to abort. TTL 64. Linktrace Timeout is 5 seconds
Tracing the route to 8843.eldf.00b0O on Domain ISPdomain, Level 5,
service XCONN_EVC, evc EVC_CE1l



Traceroute sent via Gi4/2:(192.168.3.3, 2100), path found via MPDB

B = Intermediary Bridge

! = Target Destination
= Per hop Timeout

Hops Host

MAC

Forwarded

Ingress
Egress

Ingr Action Relay Action
Egr Action Previous Hop

ccef.48d0.64b0 Gi4/2
Forwarded

8843.eldf.00b0
Not Forwarded

RIRERE

R1yMPDB

R1yHit:MEP
ccef.48d0.64b0

# PE1 EHERRERRZ , HARBEZEMENRE CFM BEE, ROIMTAR :

Filter:  cfm|

Mo, Time

1. 382660
2.311875
378715
L S79265
L FTREO0
.B34850
LTTLO40

O 0w o B bl
wj Bd B PBd RS

s HEHEEBEEHBHE

CFM CCM PDU
# CFM TLVsS

Source

Clsco_df:
Cisco_df:
Cisco_df:
Cisco_df:
Clisco_df:
Cisco_df:
Cisco_df:

EZREEBEY :

« FE 213 FIRAN—RELEMREHE (CCM),

H 1
:bo
:bd
:bo
H v
:bo
H v

Destination

IeeeB021_
H " H
Cisco_db:64
Cisco_do:ed
H
64
B4

Cisco_do

cisco_do

Cisco_di:
Cisco_do:

o0

Z| Expression... Clear Apply

:00:35
b
bl
tho
b0
1bi0
o <11}

Protocol Length Info

CFM
CFM
CFM
CFM
CFM
CFM
CFM

131 Type
140 Type
140 Type
140 Type
140 Type
140 Type

87 Type

Frame 2: 131 bytes on wire (1048 bits), 131 bytes captured (1048 bits)
Ethernet II, sSrc: Cisco_df:00:80 (BB:43;el:df:00:80), Dst: Cisco_d0:64:80 (ccief:48:d0:64:80)
Multiprotocol Labe)l switching Header, Label: 21, Exp: 7, S: 1, TTL: 254
FW Ethernet Control word

Etherner 11, src: Cisco_df:00:b0 (BB:43:81:dfF:00:b0), Dst:
802.10 wirtual LaN, PRI: 7, CFI: O, ID: 2100

CFM E0SM B0Z.1ag /ITL Protocol, Type Continuity Check Message (CCM)

v

continuity Check message (CCM)
Loopback Reply (LER]
Loopback Reply {LBR)
Loopback Reply (LBR)
Loopback reply {LBR]
Loopback Reply (LER)
Linktrace Reply (LTR)

T1eea8021_00:00:35 (01:80:c2:00:00:35)

- F5 4, 5, 6, 7 8 FIRAE ping MixmERWHRENE (LBR),
« F5 10 iR A traceroute MR 4 BV B IRERM Z (LTR).

fii B &= (DOWN MEP)

ELE—ARHIH | EVCAHMFPE1MPE3SFHEMNCEIER, EUECENRE LBATIT

MEP , EEBESHAIAMD, LREIHE MD H3IH 7,

<#froot>



Donai n: CEdonai n
Domain |evel: 7

Etharnat Connectivity

CE1E
CE1-A

Ethernet Service Pravider

ENG

PEA PE-3
Le0:182.168.1 1 Lol:192.168.2.3

<tfroot>

CEL_A

ethernet cfm ieee

ethernet cfm global

ethernet cfm domain CEdomain Tevel 7
service CUST vlan 2100 direction down (down Mep)
continuity-check

interface GigabitEthernetl/0/1

switchport access vlan 2100

switchport trunk encapsulation dotlq

switchport mode trunk

ethernet cfm mep domain CEdomain mpid 1002 service CUST

ethernet cfm ieee

ethernet cfm global

ethernet cfm domain CEdomain Tevel 7
service CUST vlan 2100 direction down
continuity-check

interface GigabitEthernetl/0/1

switchport access vlan 2100

switchport trunk encapsulation dotlq

switchport mode trunk

ethernet cfm mep domain CEdomain mpid 2001 service CUST



ATl

— A
AR T3

Em
>

<#root>

CE1#

show et hernet cfm nai ntenance-points renote

MPID Domain Name

Lvl Domain ID
RDI MA Name
EVC Name

Local MEP Info

MacAddress
Ingress
Type Id

IfSt PtSt

Srvclnst
Age

2001 CEdomain
7 CEdomain
- CUST

N/A

MPID: 1002 Domain:

Total Remote MEPs:

CE1#

show et hernet cfm nmai nt enance-points |oca

Local MEPs:

CEdomain

MA: CUST

5835.d970.9381
Gil/0/1
Vlan 2100

N/A

MPID Domain Name
0f1d Domain Id
MA Name
EVC name

Type CC
Id
Source

1002 CEdomain
No CEdomain
CUST
N/A

KiFESMRE

<tfroot>

CE1#

Lv1 MacAddress
Dir Port
Srvclnst
7 0023.eac6.8d01

Down Gil/0/1
N/A

pi ng ethernet npid 2001 donmi n CEdonai n service CUST

Type escape sequence to abort.

Sendi ng 5 Ethernet CFM | oopback nmessages to 5835.d970. 9381,

ti meout

Vlan Y
2100
Static



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Total Local MEPs: 1
Til1l now MIP is not configured on PE1l and PE3 hence output of show command and
traceroute command will be as per below.

CE1#

tracer ethernet npid 2001 donmmin CEdomai n servi ce CUST

Type escape sequence to abort. TTL 64. Linktrace Timeout is 5 seconds
Tracing the route to 5835.d970.9381 on Domain CEdomain, Level 7, vlan 2100
Traceroute sent via Gil/0/1

B = Intermediary Bridge
! = Target Destination
* = Per hop Timeout
MAC Ingress Ingr Action Relay Action
Hops  Host Forwarded Egress Egr Action Previous Hop
11 5835.d970.9381 Gil/0/1 IngOk RTyHit:MEP
Not Forwarded 0023.eac6.8d01

CE1_A AJLUEH traceroute 2 CE1_B.,

W1 , B PE1 M PE2 £EEE MIP,

PE1:

interface GigabitEthernet 4/2

service instance 2100 ethernet EVC_CE1l
cfm mip level 7

PE2:

interface GigabitEthernet 4/2

service instance 2100 ethernet EVC_CE1l
cfm mip level 7

ITE , B CE1 LR traceroute &R,

<tfroot>
CE1#

traceroute ethernet npid 2001 dormai n CEdonmi n service CUST

Type escape sequence to abort. TTL 64. Linktrace Timeout is 5 seconds
Tracing the route to 5835.d970.9381 on Domain CEdomain, Level 7, vlan 2100
Traceroute sent via Gil/0/1

B
!

Intermediary Bridge
Target Destination



* = Per hop Timeout

MAC Ingress Ingr Action Relay Action
Hops  Host Forwarded Egress Egr Action Previous Hop
B 1 ccef.48d0.64b0 Gi4/2 IngOk R1yMPDB
Forwarded 0023.eac6.8d01
B 2 8843.e1df.00b0 RT1yMPDB
Forwarded Gi4/2 EgrOoK ccef.48d0.64b0
13 5835.d970.9381 Gil/0/1 IngOk RTyHit:MEP
Not Forwarded 8843.el1df.00b0

B A LLE Bltraceroutefii P M ER ., EPE1FMPE2LEE TMIPE , AIAE | EIK S,

it s

debug ethernet cfm diagnostic packets
debug ethernet cfm packets

MEEEE
KEMEBEIEIR (KPI)

- MEXRE-ENAEERTR , REEHRS M SEENRSNSHBNE DL (%)
o« BUEEIR - ARSS MR 1EIR /2 [ HER
« MUERZE R - — X BRSS Ml B Y U AESR 2= 57

M & KPI
MU RE R /3E SR 2= 57

o BEERENE
- FETANEABNSRRE
- FENROERH#ITEAENEL

& K

- BrmELR
- REIB R - IZiw
- BHYEIR - TR

« BREMEKX (KBFEKX ) - FEXRITHESR
- NEATRMYREVC

- STMEK - KBESRRE



- % ‘J—'_'Hﬁ";EAﬁkumz
ERATRNRMZR EVC

BRMEREEBRL R

- ET IEEE 802.1ag ML R4 E PDU K LA A M RER M
: ,ﬂugim FD/FDV/FL XX & FD/FDV
- EHZEZ MR
o ﬁﬁ IP SLA #1TEE M it X
- TETHEER TR RN A © 1P SLA for Metro Ethernet
. E? Y.1731 PDU B9 LA A P 14 B
- 1ECisco |OS® FiX Lo 47l il 18 % 8 & ETH-DM/M @ ETH-DM, 2% ETH-LM F1ERHE
B Y.1731 B (ETH-SLM) ZE B EEMN
« BT IP SLA B & H it RIE R MEHHHBI T HYSE i
o XHEEMER I0S FER I0S XR FAERLSE LR

155 R 7EE T 41 PR 1)

« BR 7600 3£
« LUF CFM 52T X Y.1731 PM :
« R|AEHO LK MEP
« VPLS L2VFI L& MEP
- ERFFE R ARS X6 LH UP MEP
- Em#FHEE N ARFR 2RSS =6 LH DOWN MEP
- MEMICHEA (F) BOLW MEP
« ¥ O MEP
- EES|IZBYMRE , ER Y.1731 PMIRE
- EEEHZ3 IPSLA
- WOBETEEM
- RAEOMITNT ES+E&FL
o« WEKEN (LMM) MT , ARG ST FRE— NPU £ ( tbBREITER FIE
BERN )
o AOIVMIBRAR R EEEER , 2FEFTRTER
- EXAFz EVC L EEENIKOBE EFREE Y.1731 PM
« £ mMLACP XX Y.1731 PM

FORFAF

- EE CFM,
- MD, MA 1 MEP
o FAH# MEP BEE S K E ES+ &+
- fFEHRTE R R4 AR EER N £ 5E S (DMM)/E &N &5 B (LMM) PDU
- BRHE ( [ ) #ethernet cfm distribution enable
(AN ) BEEETEDRIMY (NTP 2 PTPv2 ) o X $EEERNEAEE,
- BARTESBL%F,
- PR ( BLE ) #platform time-source



« (i ) £ CFM MEP T2 ABRSMB RS KA/ ST I #=REE, WERRNSMEE,

Router(config-if-srv-ecfm-mep)#monitor loss counter

BEEE

AHNTTEENEEEYREA , Bt RESA IP SLA BNA T hiteeEE,

Ip sTa 10

Ethernet yl1731 loss LMM domain SPdomain evc EVC_CE1l mpid 201 cos 8 source mpid 102
Frame interval 100
Aggregate interval 180

Ip sla schedule 10 start-time after 00:00:30 Tife forever.

oAl

<#root>
PE1#

show ip sla stat 10

IPSLAs Latest Operation Statistics

IPSLA operation id: 10

Loss Statistics for Y1731 Operation 10

Type of operation: Y1731 Loss Measurement

Latest operation start time: 09:30:11.332 UTC Fri Dec 20 2013
Latest operation return code: OK

Distribution Statistics:

Interval

Start time: 09:30:11.332 UTC Fri Dec 20 2013
Elapsed time: 56 seconds

Number of measurements initiated: 120

Number of measurements completed: 120

Flag: OK

PE1#

show et hernet cfm pm session active

Display of Active Session

EPM-ID SLA-ID Lv1/Type/ID/Cos/Dir Src-Mac-address Dst-Mac-address

0 10 5/XCON/N/A/7/Up ccef.48d0.64b0 8843.eldf.00b0
Total number of Active Session: 1

--> Src-Mac-address: SRC MAC of MEP,check 'show ethernet cfm maintenance-points local'
--> Dst-Mac-address: MAC of dest MEP,check 'show ethernet cfm maintenance-points remote'



PE1#

show et hernet cfm pm session detail 0

Session ID: 0

Sla Session ID: 10

Level: 5

Service Type: XCO

Service Id: N/A

Direction: Up

Source Mac: ccef.48d0.64b0
Destination Mac: 8843.eldf.00b0
Session Status: Active

MPID: 102

Tx active: yes

Rx active: yes

Timeout timer: stopped

Last clearing of counters: 08:54:20.079 UTC Sat Dec 20 2013
DMMs :

Transmitted: 0

DMRs:

Rcvd: 0O

1DMs:

Transmitted: 0O

Rcvd: 0O

LMMs :

Transmitted: 3143161
LMRs

Rcvd: 515720
VSMs: Transmitted: 0O
VSRs: Rcvd: 0

UERERT Y

debug ip sla trace <oper_id>
debug ip sla error <oper_id

X
BRUIZEBEFIUAF OAM BR

o BARZEFFMINH - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/ios/cether/configuration/guide/ce_y1731-perfmon.html
https://www.cisco.com/c/en/us/td/docs/ios/cether/configuration/guide/ce_y1731-perfmon.html
https://www.cisco.com/c/en/us/td/docs/ios/cether/configuration/guide/ce_y1731-perfmon.html
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