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Introduction

Ce document décrit le flux de trafic dans la configuration Foreign-Anchor entre les WLC Cisco

9800, couvrant l'intégration et le dépannage des clients L2/L3.

Conditions préalables

Tunnel de mobilité entre contréleur étranger et contréleur d'ancrage.
Les ports UDP 16666 et 16667 sont autorisés entre les deux WLC.

Profil de stratégie configuré pour la commutation centrale.

Configuration~ > Wireless~ > Mobility

Global Configuration Peer Configuration
' Mobility Peer Configuration
[ +40a | e

Multicast T Multicast T

MAC Address T P Address Y Public P 7 Group Name T IPvd IPvE Status T PMTU

I 10.105.60.114 M DMz 0.0.0.0 = NJA MiA

. | 10.107.79.30 = 10.107.79.30 Bangalore_Site 0.0.0.0 £ Up = 1006
1 10 -

Etat du tunnel de mobilité sur le WLC étranger

Configuration= > Wireless~ * Mobility

Global Configuration Peer Configuration
—

“  Mobility Peer Configuration

Multicast T Multicast T

MAC Address T IP Address T Public IP T GroupMName T IPvd IPvE Status T PMTU

(I 10.105.60.114 MJA DMz 0.0.0.0 H NiA NI

I 10.107.79.30 = 10.107.79.30 Bangalore_Site 0.0.0.0 F up = 1006
1 10 v

Etat du tunnel de mobilité sur le WLC d'ancrage

Exigences

T SSCHash Y
4¢7d85deafiS01a8bi7065fbacs 1 1ef66760fa3

T SSCHash T
4c7d85dca2501a8bi7065fback 1/66760fa3

Data Link
Encryption

NiA

Disabled

Data Link
Encryption

NiA

Digabled



Cisco vous recommande d'avoir connaissance des sujets suivants :

» Acceés aux contréleurs sans fil via l'interface de ligne de commande ou l'interface utilisateur
graphique

* Mobilité sur les contréleurs LAN sans fil (WLC) Cisco

» Contréleurs sans fil 9800

» Traces radioactives et capture de paquets sur le WLC 9800

Composants utilisés

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

« Modeéle WLC 9800
* Cisco IOS XE 17.15.5 version
* Modéle AP gamme 9100

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Présentation du scénario d'ancrage étranger

» Contréleur étranger : Ce WLC gére la couche 2 ou le c6té sans fil du réseau. Des points
d’acceés lui sont connectés et tout le trafic client des WLAN ancrés est encapsulé dans le
tunnel de mobilité et envoyé au contréleur d’ancrage. Le trafic ne sort pas localement sur le
contrbleur étranger.

» Contréleur d'ancrage : |l sert de point de sortie de la couche 3. Il recoit le trafic client via le
tunnel de mobilité des contréleurs étrangers et décapsule ou termine le trafic client dans le
point de sortie (VLAN). C'est |a que les clients sont visibles sur le réseau.

Les points d'acces sur le WLC étranger diffusent les SSID WLAN et ont une balise de stratégie
attribuée qui lie le profil WLAN au profil de stratégie approprié. Lorsqu'un client sans fil se
connecte a ce SSID, le contréleur étranger envoie le nom SSID et le profil de stratégie dans les
informations du client au WLC d'ancrage. A la réception, le WLC d'ancrage vérifie sa propre
configuration pour correspondre au nom SSID ainsi qu'au nom du profil de stratégie. Une fois que
le WLC d'ancrage a trouvé une correspondance, il applique la configuration correspondante et
fournit un point de sortie pour le client sans fil. Par conséquent, il est obligatoire que les noms et



configurations du WLAN et du profil de stratégie correspondent sur les WLC étrangers et
d'ancrage 9800, a I'exception du VLAN sous le profil de stratégie.

Topologie
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Configuration d'ancrage étranger entre WLC 9800

WLAN avec authentification de couche 2



Configuration requise

1. Assurez-vous que le nom et la configuration du WLAN sont identiques sur les WLC étrangers et
d’ancrage et qu'ils sont configurés pour I'authentification de couche 2 (PSK ou 802.1x).

2. Créez un profil de stratégie avec le méme nom sur les WLC étrangers et d'ancrage avec la
méme configuration.

3. Sur le WLC étranger, configurez le mappage du WLC d'ancrage dans le profil de stratégie
respectif.

4. Sur le WLC d'ancrage, configurez le profil de stratégie pour désigner le contréleur en tant
gu'ancrage d'exportation.

5. Sur le WLC étranger, mappez le WLAN au profil de stratégie approprié a l'aide d'une balise de
stratégie.

Flux pour le SSID basé sur I'ancrage étranger de couche 2

1. Le client initie une connexion au SSID diffusé par le WLC étranger. Le WLC étranger effectue
['authentification de couche 2, en validant les informations d'identification localement ou via un
serveur AAA externe, selon la stratégie de sécurité configurée.

2. Une fois I'authentification réussie, la session client est ancrée au WLC d'ancrage. Le client
recoit une adresse IP et passe a I'état RUN sur le WLC d'ancrage.

3. Une fois la session établie, tout le trafic de données client est tunnellisé du WLC étranger au
WLC d’ancrage, ou il sort dans le réseau.

AAA Sorver
in case of 802.1x

----------- i
[ —— KR ety
l ‘ it S Q0000000

fonnr] Anchor WLC DHCP/ DNS
Client . Foreign WLC

Association Reguest -

>
Association Response

>
RUN State Layer 2 Authentication

Role: Export Foreign | PSK/B0Z2.1x

Mability Handoff >

s  (Export Anchor)
DHCP DORA Process

-

<
DHCP Relay to Server

L
-

RUN State

________________ —

Client Traffic Towards Internet

Diagramme de flux WLAN basé sur des ancres étrangéres de couche 2



Analyse du flux SSID de couche 2 dans la configuration d'ancrage étranger via les
journaux

Cette section explique le flux de connectivité du client de couche 2 a l'aide de la trace radioactive
(RA Trace), des captures de paquets intégrées (EPC) et de I'état du client sur les contrbleurs
Foreign et Anchor.

Journaux du contréleur étranger

Traces radioactives

Il Client Association started !!

[client-orch-sm] Association received. BSSID BSSID-addr, WLAN DMZ_PSK, Slot 1 AP AP_MAC, AP_NAME, Site
[dotll] [17047] (info) MAC Client-MAC dotll send association response. Sending assoc response of Tength
[dot1l] [17047] (info) MAC Client-MAC DOT1l state transition S_DOT11_INIT -> S_DOT11_ASSOCIATEDO

Il Layer 2 Authentication started !!

[client-orch-state] Client state transition S_CO_ASSOCIATING -> S_CO_L2_AUTH_IN_PROGRESS

[client-auth] L2 Authentication initiated. method PSK, Policy VLAN 31, AAA override = 0, NAC = 0
[client-keymgmt] EAP key M1 Sent successfully

[cTient-keymgmt] M2 Status EAP key M2 validation success

[client-keymgmt]EAP key M3 Sent successfully

[client-keymgmt] M4 Status EAP key M4 validation is successfull

[client-keymgmt] EAP Key management successful. AKMPSK CipherCCMP WPA Version WPA2 >> !! client succesf

'l Mobility Handoff !!

O{mobilityd_R0O-0}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobilityd_R0O-03}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O0{wncd_x_R0-03}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNO
{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTityd_R0-0}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
{mobilityd_R0-0}{1} [mm-cTlient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
{mobilityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
{mobiTityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
{mobiTityd_R0-0}{1} [mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
{mobilityd_R0-0}{1} [mm-client] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc
O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-client] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C

{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
O{wncd_x_R0-03}{1} [client-orch-sm] [17047] (debug) MAC Client-MAC Received ip learn response. method IP

{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN >> C

Capture de paquets



Le client envoie une demande d'association et effectue 'authentification de couche 2, gérée par le

contrbleur étranger.

Time Source Address Destination Address
417 B87:36:34.347973 18.187.79.123 18.187.79.38

Length
272

Pratocol

B92.11
418 @87:36:34.347973 18.187.79.129 198.187.79.38 258 882.11
419 B7:36:34.348980 19.107.79.38 19.187.79.129 211 892.11
420 07:36:34.348980 19.187.79.30 19.167.79.129 215 Ba2.11
421 @7:36:34.35097T9 10.187.79.129 19.187.79.38 110 LLC
426 07:36:34.354977 18.187.79.38 19.187.79.129 203 EAPOL
427 B7:36:34.354977 19.187.79.38 19.187.79.129 7 EAPOL
428 B7:36:34.360973 19.187.79.129 19.187.79.38 17 EAPOL
429 07:36:34.361980 10.187.79.129 19.167.79.38 132 EAPOL
438 87:36:34.361988 18.187.79.38 19.187.79.129 237 EAPOL
431 87:36:34.361988 18.187.79.38 18.187.79.129 241 EAPOL
432 97:36:34.366968 18.187.79.129 198.187.79.38 195 EAPOL
433 07:36:34.366968 10.187.79.129 19.187.79.38 191 EAPOL

i Infar
hssociation Request, SM=1688, FH=8, Flags=..
Association Request, SM=1688, FH=8, Flags=..
Association Response, SN=@, FN=B, Flagss.... -
Association Response, SN=8, FN=B, Flagss........

@ U, func=UI; SNAP, OUI @x00@epd (0fficially Xerox, but @:0:8:0:0:8 is more comma
Key (Message 1 of 4]

vuey SSID="DHMZ_PSK™ -
oer S5ID="DHZ_PSK™

Key (Message 1 of 4) H
@ Key (Message 2 of 4)
@ Key (Message 2 of 4)

Key (Message 3 of 4)

Koy (Message 3 of 4)
8 Key (Message 4 of 4)
8 Key (Message 4 of 4)

Association client + trafic d'authentification de couche 2

Un transfert de mobilité se déclenche entre les contréleurs étranger et d'ancrage via le port UDP
16667. Lors d'un événement de mobilité réussi, I'état du client passe &8 EXECUTER avec un rdle

Exporter étranger.

Le contréleur étranger recoit le trafic DHCP client via le tunnel CAPWAP et le transfere au
contréleur d'ancrage pour un traitement ultérieur.

Tim Source Address Destination Address

Length

567 @7:36:39.871987 10.187.79.129,98.8.8.@ 18.187.79.38,255.255.255.255 424
S68 87:36:39.071987 10.107.70.30 10.185.60.114 400
752 ©97:36:41.874993 10.1085.60.114 10.187.79.39 408
753 87:36:41.874993 18.107.79.30,10.1085. 6. 69 12.1087.79.129,10. 1085, 60. 226 416
758 97:36:41.111993 19.187.79.129,9.0.0.9 18.187.79.38,255.255.255.255 452
759 97:36:41.111993 18.187.79.38 18.185.60.114 428
768 97:36:41.113092 18.185.68.114 18.187.79.38 488
761 87:36:41.113992 18.187.79.39,10.1085.60.60 18.187.79.129,10.185.60. 226 416

Protocal TID Infe

DHCP @ DHCP Discover - Transaction ID @x9f36bO79
uoP 16667 - 16667 Len=354
uoP 16667 + 16667 Len=354
DHCP @ DHCP Offer - Transaction ID @x9f36LA79
DHCP B DHCP Request = Transaction ID @x9f3G6LATI
uoe 16667 = 16667 Len=382
uop 16667 ~ 16EEY Len=354
DHCP @ DHCP ACK - Transaction ID @x9f36bO79

Le trafic DHCP client regu sur le contréleur étranger est transféré au contréleur d'ancrage a I'aide du tunnel de mobilité

Journaux du contréleur Anchor 9800

Traces radioactives de I'ancre

Il Mobility Handoff !!

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTlityd_RO-0}{1} [mm-cTlient] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit
{mobiTityd_R0-0}{1} [mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An
O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested
{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobilityd_RO-03}{1} [mm-cTlient] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-03}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobilityd_RO-03}{1} [mm-cTlient] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-cTlient] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

Il Client DHCP Traffic !!

{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}

[cTient-orch-state] [24229] (note) MAC
[cTient-orch-state] [24229] (note) MAC
[sisf-packet] RX DHCPv4 from interface
[sisf-packet] RX DHCPv4 from interface
[sisf-packet] TX DHCPv4 from interface
[sisf-packet] RX DHCPv4 from interface

Client-MAC Client state transition S_CO_MOBILIT
Client-MAC Client state transition S_CO_DPATH_P
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC



{wncd_x_R0-0}{1} [sisf-packet] TX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
{wncd_x_R0-0}{1} [sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
{wncd_x_R0-0}{1} [sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
{wncd_x_R0-0}{1} [cTient-iplearn] [24229] (note) MAC Client-MAC Client IP learn successful. Method DHCP
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)
{wncd_x_R0-0}{1} [cTlient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_
Complete

{wncd_x_R0-0}{1} [avc-afc] [24229] (info) ReAnchor [cTient MAC Client-MAC] Client has Anchor role {wncd

Capture de paquets sur I'ancre

Apres le transfert de mobilité, le contrdleur d'ancrage recoit le trafic DHCP du contrdleur étranger
via le tunnel de mobilité.

Une fois le processus DORA terminé, le client passe a I'état EXECUTE avec un role d'ancrage
d'exportation. A partir de ce point, le contrdleur d’ancrage sert de point de sortie pour le trafic de
données client.

UTC Arrival Time Source Address Destination Address Length Protocol TID Info

Jan 3, 2025 07:36:39.. 10.187.79.30 10.105.60.114 400 upp 16667 - 16667 Len=354

Jan 3, 2025 07:36:39. 0.0.0.9 255.255.255.255 346 DHCP DHCP Discover - Transaction ID @x9f36b979
Jan 3, 2025 07:36:41. 10.1085.60.69 10.105.60.226 346 DHCP DHCP Offer - Transaction ID @x9f36b979
Jan 3, 2025 ©7:36:41. 10.105.60.114 10.107.79.30 396 UDP 16667 -+ 16667 Len=354

Jan 3, 2025 07:36:41.. 10.107.79.30 10.105.60.114 428 UpP 16667 - 16667 Len=382

Jan 3, 2025 07:36:41.. 0.0.0.0 255.255,255.255 374 DHCP DHCP Reguest - Transaction ID @x9f36b979
Jan 3, 2025 B87:36:41.. 10.105.60.69 10.105.60.226 346 DHCP DHCP ACK - Transaction ID @x9f36b979
Jan 3, 2025 ©7:36:41.. 18.105.60.114 10.107.79.30 396 UDP 16667 + 16667 Len=354

Trafic DHCP client sur le contréleur d'ancrage regu du contréleur étranger

Etat du client sur le contrdleur étranger et le contréleur d'ancrage

Monitoring - » Wireless - » Clients

Clients Sleaping Cliants Excluded Clients

= B
X+
Selected 0 out of 1 Chents
Cllent MAC T IPvd T Siot T WLAN T Client T User YT Device T GE T
Address Address IPvE Address AP N T D SSID YT ID Type State T Protocol T Name Ty Role T| Capable
——— = I s i . . Export
10.105.60.226 eS80 877c:b748:ddc:dlc) A | DMZ_Lwa 11 WLAN Run 1ac NiA No
- Foreign
1 0 ¢ [v]

Etat du client sur étranger



Monitoring = > Wireless ~ > Clients

Clients Sleeping Clients Excluded Clients

~
L%

Selected 0 out of 1 Clients
Client MAC T IPvd T AP T St Y WLAN T Client T Usar T Davice T BE T
Address Address IPv Address Name [k} SSID Y D Type State YT Protocel T Mame Type Role Y| Capable
L | Export
.105.60. el 4 i |
o 1010560226  fe80:act21703:168¢:65(2 0 DMZ_PSK 4 WLAN Bun A NIA hoener | M@
1 10 « Taf 1 chems o

Etat du client au point d'ancrage

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties

Max Client Protocol Capability 802.11ac Wave 2

Wi-Fi to Cellular Steering Not implemented

Cellular Capability N/A

Regular ASR support DISABLED
Mobility

Anchor IP Address 10.105.60.114

Point of Presence OxA0000003

AuthC Status False

Move Count 0

Role Export Foreign

Roam Type L3 Requested

Complete Timestamp 01/03/2025 13:06:37 India

Propriétés du client sur les



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties
FIEXUNTNIEUL AULTIENIuCduun NS~
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED

Mobility

Foreign IP Address 10.107.79.30
Paint of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested
Complete Timestamp 01/03/2025 07:36:27 UTC

Propriétés du client sur I'ancre

WLAN avec authentification de couche 3

Authentification Web locale

Flux pour SSID Webauth local dans la configuration d'ancrage étranger

1. Le client initie une connexion au SSID annonceé par le WLC étranger.

2. Comme aucune authentification de couche 2 n'est effectuée, le client est immédiatement ancré
au WLC d'ancrage. Le client passe & I'état EXECUTE sur le WLC étranger, avec son role de
mobilité désigné comme Exportation étrangére.

3. Le client obtient une adresse IP et est redirigé vers une page Web. Ce trafic est géré par le
contréleur d'ancrage.

4. Une fois l'authentification réussie sur le portail, le client passe a I'état d'exécution sur le WLC
d'ancrage, avec le réle d'ancrage d'exportation.



Anchor WLC DHCP/DNS

Client Acsess Point Forelgn WLC i
1|~ 1-mger - (1 g
Cesaasasassssssssssasassssssssas *1.‘_ - _mjmlura_ — - *1.*'
00030000 Foreign Aelays L3 Traffic to Anchar COOOGO0D =)

Association Request

A J

A

Association Response Mobllity Handaft [~

f——————  (Export Anchor)
DHCP DORA Process DHCP Relay 1o Server
a

-

RUN State
HRole: Export Foraign

A 4

A
Y

DNS Request
Note:

[Connectivily Check depending on O5:
DNS Response (Received IP) l4gpie. Angroid, Windows, Browsar

etsack, Chrame, Firdfax

v

A

TCP Handshake with Received IP

Y

A

HTTP GET to Received IP

v

HTTP GET 200 OK from Mame Server IP

+ Redirect URL
TCP Hanshake with WLC VIP SYN
WLC Intercepts

. SYN/ACK TCFP Communication
< and Redirect Clients

ACK

>
HTTP GET to WLC VIP

Y

WLC sends Web Portal, Login Page

i
«

Username Password/Accept AUP

A\ 4

Authentication Successful

»

RUN State

Client Traffic Towards Internet
Interngt

Diagramme de flux de connectivité client pour SSID Webauth local dans la configuration d'ancrage étranger

Analyse du flux SSID Webauth local dans la configuration d'ancrage étranger via les journaux

Cette section explique le flux de connectivité client pour le SSID d'authentification Web locale a
I'aide de la trace radioactive (RA Trace), des captures de paquets intégrées (EPC) et de I'état du
client sur les contréleurs étranger et d'ancrage.

Journaux du contréleur étranger

Traces radioactives

I'l Client Association Phase !!
{wncd_x_R0-0}{1}: [client-orch-sm] [17047]: (note): MAC: Client_MAC Association received. BSSID BSSID_M

{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_IN
{wncd_x_R0-03}{1}: [dotl1l] [17047]: (info): MAC: Client_MAC dotll send association response. Sending ass

'l L2 Auth : None !!



{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_L2

1l Mobility Handoff Phase !!

O{mobilityd_R0O-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-0}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobiTlityd_R0-0}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O{wncd_x_R0-0}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNO
{wncd_x_R0-0}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (

{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}

[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
[mm-cTlient] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc

O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-client] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
{wncd_x_R0-0}{1}: [client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_IP

'l Client AAA Traffic handling !!

{mobiTlityd_R0O-0}{1}: [mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff of XID (10452) t
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC AAA Handoff successfully forwarded.
{wncd_x_R0-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of XI
{wncd_x_R0-0}{1}: [mm-transition] [17047]: (info): MAC: Client_MAC MMIF FSM transition: S_MA_Foreign ->
{wncd_x_R0-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Mobile AAA Handoff update received.
{wncd_x_R0-0}{1}: [sanet-shim-miscellaneous] [17047]: (info): MAC: Client_MAC Received username=Guestl
{wncd_x_R0-0}{1}: [sanet-shim-miscellaneous] [17047]: (info): MAC: Client_MAC IPv6 Client payload is re
{wncd_x_R0O-03}{1}: [mm-client] [17047]: (debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (10452)
{mobiTityd_R0O-03}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC Received aaa_handoff_ack, sub type:
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC AAA Handoff Ack successfully handled

{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:
{mobiTlityd_RO-03}{1}:

[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack base check is VALID
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack is VALID
[mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
[mm-cTient] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff_ack, sub type:
[mm-pmtu] [18401]: (debug): Peer IP: Anchor-WLC-IP PMTU size is 1006 and calculate
[mm-cTient] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (1045

{wncd_x_R0-0}{1}: [auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] auth mgr attr add/change not
{wncd_x_R0-0}{1}: [auth-mgr-feat_acct] [17047]: (info): [Client_MAC:capwap_90000003] SM Notified attrib
{mobiTityd_R0-0}{1}: [mm-client] [18401]: (debug): MAC: Client_MAC aaa handoff ack successfully forward

Capture de paquets

Le client envoie une demande d'association que le contréleur étranger traite.

UTC Arrival Time Destination Address Length  Protocol | TID Info
18.107.79.38
18.197.79.38
18.187.79.129

18.187.79.129

Source Address
10.187.79.129

SSID="DMZ_LWA"
Association Reguest, SN=17@5, FN=8, Flags=........ » SSID="DMZ_LWA"

882.11
802.11
882.11

5, 2025 12:21:41.
5, 2025 12:21:41..
5, 2025 12:21:41.

18.1987.79.129
10.187.79.38
10.187.79.38

Phase d'association client avec controleur étranger



Un transfert de mobilité se déclenche entre les contréleurs étranger et d'ancrage via le port UDP
16667. Lors d'un événement de mobilité réussi, I'état du client passe &8 EXECUTER avec un rdle
Exporter étranger.

Le contrbleur étranger recoit le trafic DHCP client via le tunnel CAPWAP et le transfere au
contrdleur d'ancrage pour un traitement ultérieur.

5, 2025 12:21:42.. 16.187.79.129,08.0.8.0 16. 30,255,255, .. @ DHCP Discover — Transaction ID 8x9f36b979
Jan 5, 2825 12:21:42.. 10.187.79.30 16.105.60.114 480 uppP 16667 — 16667 Len=354
Jan 5, 2825 12:21:44.. 16.185.68.114 10.187.79.38 488 UpP 16667 - 16667 Len=354
Jan 5, 20825 12:21:44.. 10.187.79.38,10.105.608.69 10.197.79.129,10.185... 416 DHCP @ DHCP Offer - Transaction ID 8x9f36b979
Jan 5, 2025 12:21:44.. 10.107.79.129,0.0.8.0 10.107.79.30,255.255... 452 DHCP @ DHCP Request - Transaction ID @x9f36b979
Jan 5, 2825 12:21:44.. 10.187.79.30 18.185.60.114 428 uppP 16667 - 16667 Len=382
Jan 5, 2825 12:21:44.. 18.1085.68.114 10.187.79.308 480 upp 16667 = 16667 Len=354
Jan 5, 2825 12:21:44.. 10.1087.79.38,10.105.60.69 10.1087.79.129,10.185... 416 DHCP @ DHCP ACK - Transaction ID 8x9f36b979

Le trafic DHCP client regu sur le controleur étranger est transféré au contréleur d'ancrage a I'aide du tunnel de mobilité

De méme, le client envoie I'état de connectivité réseau et le trafic de vérification d'acces a la page
Web au WLC étranger via le tunnel CAPWAP ; le WLC étranger transfere ceci au WLC d'ancrage
a l'aide du tunnel de mobilité, ou le contrdleur d'ancrage intercepte ou traite le trafic.

UTC Arrival Time Source Address Destination Address Length Protecol TID Info

Jan 5, 2025 12:21:46. 10.187.79.129,10.105.66.226  10.107.79.30,0NS Server P 165  DNS @ Standard query @x14e8 Gonnectivity Ghetk URL i

Jan 5, 2025 12:21:46. 108.187.79.30 19.185.60.114 141 upp 16667 - 16667 Len=95

Jan 5, 2025 12:21:46. 10.1085.60.114 19.107.79.30 291 upp 16667 = 16667 Len=245

Jan 5, 2025 12:21:46.- 10.187.79.38," DNS SorverIP 10.1087.79.129,10.1085... 307 DNS @ Standard query response 8x14e8 . Connectivity Check URL . raffi
Jan 5, 2025 12:21:46. 10.187.79.129,10.105.60.226 10.107.79.30, ResowediP 148  TCP @ 52887 - 80 [SYN] Seq=0 Win=64240 Len=0 M55=1258 W5S=256 SACK_PERM

Jan 5, 2025 12:21:46- 10.187.79.30 198.105.60.114 124 upp 16667 = 16667 Len=78

Jan 5, 2025 12:21:46- 10.105.60.114 10.107.79.30 124 upp 16667 - 16667 Len=78

Jan 5, 2025 12:21:46- 10,107.79,3@, Resolved P 10.107.79.129,10.105... 148  TCP @ 80 - 52887 [5YN, ACK] Seq=0 Ack=1 Win=564248 Len=0 M55=1460 SACK_PERM W5=128
Jan 5, 2025 12:21:46.- 10.107.79.129,10.105.60.226 18.187.79.38, 136 TCP @ 52887 - 89 [ACK] Seq=1 Ack=1 Win=131872 Len=8

Jan 5, 2025 12:21:46_ 10.167.79.129,10.105.68.226  10.107.79.3@, 7% 5er  wrre @ GET Jconnecttest.txt HTTP/1.1

Jan 5, 2025 12:21:46. 10.105.60.114 10.187.79.30 112 upp 16667 - 16667 Len=66

Jan 5, 2025 12:21:46_ 18.187.79.30,  Rasobved P 10.107.79.129,10.185... 128  TCP @ 80 - 52887 [ACK] Seq=1 Ack=112 Win=64256 Len=9

Jan 5, 2025 12:21:46. 10.105.60.114 10.107.79.308 745 upp 16667 - 16667 Len=699

Jan 5, 2025 12:21:46- 18.105.60.114 18.187.79.38 112 upp 16667 -+ 16667 Len=b6

Jan 5, 2025 12:21:46.- 18.107.79.38, Resolved [P 18.187.79.129,10.185... 761 HTTP B HTTP/1.1 288 OK (text/html)

Jan 5, 2025 12:21:46._ 10.107.79.38, 10.187.79.129,10.185... 128 TCP B 88 - 52887 [FIN, ACK] Seq=634 Ack=112 Win=64256 Len=@

Vérification de I'état de la connectivité réseau sur le contréleur étranger

Frame 2176: 761 bytes on wire (6088 bits), 761 bytes captured (6688 bits)
Ethernet II, Src: Cisco_63:8b:8b (T RTINS, Dst: (NN )
802.10Q Virtual LAN, PRI: @, DEI: @, ID: 1415
Internet Protocol Version 4, Src: 10.107.79.38, Dst: 10.107.79.129
User Datagram Protocol, Src Port: 5247, Dst Port: 5264
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 QoS Data, Flags: ......F.
Logical-Link Control
Internet Protocol Version 4, Src: NN, Dst: 10.105.60.226
Transmission Control Protocol, Src Port: 80, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633
Hypertext Transfer Protocol
HTTP/1.1 208 OK\r\n
Location: https://192.0.2.1/login.html?redirect=hnnmnkaeestisssesssessaise -\ n
Content-Type: text/html\r\n
Content-Length: 472\r\n
\r\n
[Request in frame: 2169]
[Time since request: 0.001007000 seconds]
[Request URI: /connecttest.txt]
[Full request URI: Hiu e
File Data: 472 bytes
Line-based text data: text/html (9 lines)

Rediriger 'URL envoyée au client



UTC Arrival Time

5, 2025 12:22:25.

Jan 5, 2025 12:22:25.

Jan 5, 2825 12:32:25_

Jan 5, 2025 12:22:25.
5

Source Address
18.187.79.129,18.185.68. 226
18.187.79.38

19.185.60.114
16.197.79.30,192.9.2.1

Destination Address
19.187.79.38,192.8.2.1
19.185.68.114 124

Length  Protocol | TID Inf

@ 53824 —+ 443 [SYN] Seq=0 Win=64248 Len=B M55=1258 W5=256 SACK_PERM
16667 - 16667 Len=78

19.187.79.38 124

16.197.79.120,10.185... 140

16667 ~ 16667 Len=78
8 443 - 53024 [SYN, ACK] Seq=@ Ack=1 Win=64248 Len=0 MS5=1460 SACK_PERM WS=128

Jan 5, 2825 12:22:25. 10.197.79.129,19.185.68.226 10.187.79.38,192.8.2.1 136 TCP @ 53024 - 443 [ACK] Seqel Ack=1 Win=131872 Len=@

Jan 5, 2025 12:22:25. 198.187.79.129,10.185.68.226 19.187.79.38,192.08.2.1 1386 TCP @ 530824 - 443 [ACK] Seg=1 Ack=1 Win=131872 Len=1258 [TCP PDU reassembled in 4991]
Jan 5, 2025 12:22:25. 18.187.79.38 19.185.68.114 112 {113 16667 - 16667 Len=66

Jan 5, 2925 12:22:25. 10.185.68.114 19.187.79.38 112 upp 16667 - 16667 Len=66

Jan 5, 2025 12:22:25. 10.197.79.30,192.8.2.1 19.187.79.129,10.1085,.. 128 TCP 9 443 - 53024 [ACK] Seq=1 Ack=1251 Win=564128 Len=8 )

Jan 5, 2825 12:22:25. 19.107.79.129,10.185.608.226  16.197.79.30,192.8.2.1 747  TLSvi- @ Client Hello \'ec-::»::l.::;wlor
Jan 5, 2025 12:22:25. 10.187.79.129,10.185.68.226 19.187.79.30,142.250.. 148 TCP 0 53025 - 443 [SYN] Seq=® Win=64240 Len=® M55=1250 WS=256 SACK_PERM HTTRS
Jan 5, 2025 12:22:25. 19.197.79.38,192.8.2.1 19.187.79.120,18.185... 128 TCP @ 443 - 53024 [ACK] Seq=1 Ack=1862 Win=6412E Len=@ Connaction
Jan 5, 2025 12:22:25. 10.1085.68.114 18.187.79.38 277 upp 16667 - 16667 Len=231

Jan 5, 2025 12:22:25. 19.197.79.39,192.8.2.1 19.187.79.129,10.185,.. 293  TLSvl. # Server Hells, Change Cipher Spec, Encrypted Handshake Message

Jan 5, 2825 12:22:25. 19.187.79.129,19.185.60.226 19.107.79.38,192.8.2.1 143 TLSvI= @ Alert (Level: Fatal, Description: Certificate Unknown)

Jan 5, 2025 12:22:25. 19.187.79.129,10.185.68.226 19.187.79.30,192.8.2.1 148  TCP @ 53027 - 443 [SYN] Seq=@ Win=64249 Len=@ MS55=125@ WS=256 SACK_PERM

Jan 5, 2025 12:22:25. 10.187.79.1329,10.105.60.226  10.107.79.30,192.8.2.1 211  TLSVL @ Change Cipher Spec, Encrypted Handshake Message

Jan 5, 2025 12:22:25. 19.197.79.38 19.185.60.114 187 UDP 16667 - 16667 Len=141

Jan 5, 2825 12:22:25. 10.187.79.129,19.185.66.226 10.107.79.38,192.8.2.1 761 TLSv1. @ Application Data Post HTTPS session detaits(client authentication)will be encrypted

Jan 5, 2025 12:22:25. 19.187.79.38 19.185.68.114 757 uop 16667 - 16667 Len=711

Jan 5, 2025 12:22:25. 19.185.68.114 18.187.79.38 112 upP 16667 - 16667 Len=66

Jan 5, 2025 12:22:25_ 19.107.79.3@,192.8.2.1 19.187.79.129,10.185.. 181  TLSvi- @ Encrypted Alert

Page Client Access to Local Webauth pour fournir les détails d'authentification

Journaux du contréleur d'ancrage

Traces radioactives

'l Mobility Handoff !!

{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}

[mm-cTient] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
[mm-cTient] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
[mm-cTient] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-cTient] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit

[mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An

O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested

Il Session Created for Client !!

{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_RO-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global

[webauth-ac1] [24229]: (info): mobility_a0000001[Client_MAC][ 0.0.0.0]Applying IPv4 i
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_CR
[mm-transition] [24229]: (info): MAC: Client_MAC MMIF FSM transition: S_MA_INIT -> S_

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-cTlient] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

'l Client DHCP Traffic !!

{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}

[cTient-orch-state] [24229] (note) MAC
[cTient-orch-state] [24229] (note) MAC
[sisf-packet] RX DHCPv4 from interface
[sisf-packet] RX DHCPv4 from interface
[sisf-packet] TX DHCPv4 from interface
[sisf-packet] RX DHCPv4 from interface
[sisf-packet] TX DHCPv4 from interface

Client-MAC Client state transition S_CO_MOBILIT
Client-MAC Client state transition S_CO_DPATH_P
mobiT1ity_a0000001 on vlan 31 Src MAC Client-MAC
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
mobiT1ity_a0000001 on vlan 31 Src MAC Client-MAC
mobiT1ity_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[cTient-iplearn] [24229] (note) MAC Client-MAC Client IP Tearn successful. Method DHCP

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)

{wncd_x_RO-0}{1}

[cTient-iplearn] [24229] (info) MAC Client-MAC IP-Tearn state transition S_IPLEARN_IN_



Complete

{wncd_x_RO-0}{1}:

[client-orch-sm] [24229]:

!l Local Web Athentication !!

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-state] [24229]:

[client-auth] [24229]:

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]

(info): mobility_a0000001[Client_MAC][

(info): mobility_a0000001[Client_MAC][ 10.
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][

(debug): MAC: Client_MAC Received ip Tearn response. method

(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info):
(info):
(info):
(info):
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.

mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][

(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info):
(info):
(info):
(info):
(info):

mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][

105.60.
105.60.
105.60.
105.
105.
105.
105.
105.
105.
105.60.
105.60.
105.
105.60.
105.
105.
105.
105.
105.
105.
105.60.
105.60.
105.
105.60.
105.
105.60.
105.60.
105.60.
105.
105.
105.
105.
105.
105.

10.
10.
10.
10.
10.
10.

10.

10.
10.
10.
10.
10.
10.

10.

10.

10.
10.
10.
10.
10.
10.

(note): MAC: Client_MAC L3 Authentication initiated.
(info): mobility_a0000001[Client_MAC][ 10.

(note): MAC: Client_MAC Client state transition: S_CO_IP.

LWA

226]152910/195
226]152911/235
226]152911/235

60.
60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Param-m
226]State G

226]152911/235
226]152911/235

60.

226]52911/2

226]152910/195

60.
60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Param-m
226]State G

226]152910/195
226]152910/195

60.

226]52910/1

226]152919/195

60.

226]52919/1

226]152923/195
226]152924/195
226]152924/195

60.
60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Param-m
226]State G

[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Sending
226]153007/195
226]153007/195
226]153007/195

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:

[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-httpd]
[webauth-error]

[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:
[webauth-httpd] [24229]:
[webauth-error] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:
[webauth-io] [24229]:
[webauth-httpd] [24229]:

[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
[24229]: (info): mobiTlity_a0000001[Client_MAC][
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][

(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.

(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info):
(info):
(info):
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info):
(info): mobility_a0000001[Client_MAC][ 10.
(info):

mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][
mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][

mobi1ity_a0000001[Client_MAC][

105.60.
105.60.
105.60.
105.
105.
105.
105.
105.
105.60.
105.
105.60.
105.60.
105.60.
105.
105.
105.
105.
105.
105.60.
105.
105.60.
105.

10.
10.
10.
10.
10.

10.

10.
10.
10.
10.
10.

10.

10.

60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Parse 1

226]153007/195

60.

226]153007/1

226]153008/195
226]153009/195
226]153009/195

60.
60.
60.
60.
60.

226]GET rcv
226]HTTP GE
226]Parse G
226]Read col
226]Parse 1

226]153009/195

60.

226]153009/1

226]153011/195

60.

226]153011/1
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[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53020/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53022/235
[webauth-io0] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195

[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]get url
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Read co
[sadb-attr] [24229]: (info): Removing ipv6 addresses from the attr list -1526718499,s
[caaa-authen] [24229]: (info): [CAAA:AUTHEN:4000544] NULL ATTR LIST

[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[sadb-attr] [24229]: (info): Removing ipv6 addresses from the attr list 1761615853,sm
[caaa-author] [24229]: (info): [CAAA:AUTHOR:4000544] NULL ATTR LIST

[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State A
[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Unapply I
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template D
[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Unapply I
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template D
[11bridge-main] [24229]: (debug): MAC: Client_MAC Link-local bridging not enabled for
[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Authc success from WebAuth
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raised event APPLY_USER_PR
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raised event RX_METHOD_AUT

10.105.60.226]POST rc

[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition

[aaa-attr-inf] [24229]: (info): Applying Attribute : username 0 Guestl

[aaa-attr-inf] [24229]: (info): Applying Attribute : aaa-author-type 0 1 (0x1)
[aaa-attr-inf] [24229]: (info): Applying Attribute : aaa-author-service 0 16 (0x10)
[aaa-attr-inf] [24229]: (info): Applying Attribute : clid-MAC-addr 0 Client_MAC
[aaa-attr-inf] [24229]: (info): Applying Attribute : addr 0 0xa693ce2

[aaa-attr-inf] [24229]: (info): Applying Attribute : method 0 1 [webauth]
[aaa-attr-inf] [24229]: (info): Applying Attribute : clid-MAC-addr 0 Client_MAC
[aaa-attr-inf] [24229]: (info): Applying Attribute : intf-id 0 2684354561 (0xa0000001

[auth-mgr] [24229]: (info):
[auth-mgr-feat_acct] [24229]:

[Client_MAC:mobiTity_a0000001] auth mgr attr add/change n
(info): [Client_MAC:mobiTlity_a0000001] SM Notified attr

[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Received User-Name Guestl

[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] auth mgr attr add/change n
[auth-mgr] [24229]: (info): [Client_MAC:mobiTlity_a0000001] Method webauth changing st
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Context changing state fro
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] auth mgr attr add/change n
[auth-mgr] [24229]: (info): [Client_MAC:mobiTity_a0000001] Raised event AUTHZ_SUCCESS
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Context changing state fro

[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Applying
[svm] [24229]: (info): SVM_INFO: Applying Svc Templ IP-Adm-V4-LOGOUT-ACL (ML :NONE)
[epm] [24229]: (info): [Client_MAC:mobiTlity_a0000001] Feature (EPM URL PLUG-IN) has b
[svm] [24229]: (info): SVM_INFO: Response of epm is SYNC with return code Success
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] Raising ext evt Template A
[sanet-shim-miscellaneous] [24229]: (ERR): authc policy update from SANet vlan 31
[11bridge-main] [24229]: (debug): MAC: Client_MAC Link-local bridging not enabled for
[webauth-sess] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Param-ma
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]State A
[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]Sending
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.226]53023/195
[webauth-httpd] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.226]153023/1
[auth-mgr] [24229]: (info): [Client_MAC:mobility_a0000001] SM will not send event Tem
[client-auth] [24229]: (note): MAC: Client_MAC L3 Authentication Successful. ACL:[]
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[rog-proxy-capwap] [24229]: (debug): Managed client RUN state notification: Client_MA
[avc-afc] [24229]: (info): ReAnchor [cTlient MAC: Client_MAC] Client has Anchor role



{wncd_x_R0-0}{1}: [avc-afc] [24229]: (info): ReAnchor [client MAC: Client_MAC] Guest client detected. S
{wncd_x_R0-0}{1}: [client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_L3.

Capture de paquets

Apres le transfert de mobilité, le contréleur d'ancrage recoit le trafic DHCP du contrdleur étranger
via le tunnel de mobilité.

UTC Arrival Time Source Address Destination Address Length ' Protocol TID Info

5, 2025 07:21:49.. 10.107.79.30 16.185.60.114 16667 - 16667 Len=354
Jan 5, 2025 07:21:49.. 0.0.0.9 255.255.255.255 346 DHCP DHCP Discover — Transaction ID @x9f36b979
Jan 5, 2025 @7:21:51. 10.185.60.69 10.185.608.226 346 DHCP DHCP Offer = Transaction ID Bx9f36b979
Jan 5, 2025 87:21:51.. 18.185.68.114 18.107.79.30 396 upp 16667 = 16667 Len=354
Jan 5, 2025 @7:21:51. 10.1987.79.30 10.185.60.114 428 Upp 16667 - 16667 Len=382
Jan 5, 2025 97:21:51. 0.0.9.0 255.255.255.255 374 DHCP DHCP Request - Transaction ID @x9f36b979
Jan 5, 2025 @7:21:51. 10.185.60.69 10.185.60.226 346 DHCP DHCP ACK - Transaction ID Bx9f36b979
Jan 5, 2025 ©7:21:51. 10.105.60.114 10.107.79.30 396 UDP 16667 - 16667 Len=354

Trafic DHCP client sur le contréleur d'ancrage regu du contrdleur étranger

Le contrdleur d’ancrage recoit les vérifications de connectivité, les demandes d’accés aux pages
Web et les détails d’authentification pour poursuivre le traitement.

UTC Asrival Time Seuree Address Destination Addrass Langth Protocel TID Infa

Jan 5, 2025 12:21:52- 10.107.79.39 18.105.60. 114 141 UoP 16667 = 16667 Lon=ss

Jan 5, 2025 12:21:52- 10.105.60.226 ONSIP ) 83 DS Standard query Bxlded ,  Conneciwity Check UAL

Jan 5, 2025 12:21:52- ONSIP ) 10, 185,60, 226 231 DNS Standard query response @xlded Connaetivity Chock URL
Jan 5, 7825 12:21:52_ 10.185.608.114 18.197.79.38 287 (1 16667 = 16667 Len=245

Jan 5, 7825 12:21:52. 10.187.79.3@ 18.185.60. 114 124 une 16667 = 16667 Len=78

Jan 5, 7825 12:21:52- 10.185.60.226 FResohwd IF ™ TP 52887 = BO [SYN] Seq=0 Win=64240 Len=B M55=1250 WS=256 SACK_PERM

Jan 5, 1825 12:21:52- Resobeed IP 10.105.60. 226 B TP BB = 5ZBBT [5VN, ACK] Seq=8 Ack=1 Win=64240 Len=8 M55=1460 SACK_FERM WS=128
Jan 5, 7625 12:21:52. 19.185.608.114 18.1087.79.38 119 upe 16667 = 16667 Len=78

Jan 5, 2625 12:21:52. 10.187.79.39 18.105.60.114 112 e 16667 = 16667 LensG6

Jan 5, 2625 12:21:52. 10.105.60.226 Piesotved i 58 TCP S288T = B8 [ACK] Seg=1 Ack=1l Win=131872 Len=d

Jan 5, 2825 12:21:52_ 10.187.79.38 18.185.60.114 m unp 166ET = 16667 Len=177

Jan 5, 2025 12:21:52_ 10.185.60.226 Feasohad I 169 HTTP GET feonnecttast.txt HTTP/L.1

Jan 5, 2825 12:21:52_ Roscheed IP 18.105.68. 226 54 TP BB - 52BBT [ACK] Seq=1 Aeck=112 Win=64256 Len=9

Jan 5, 2825 12:271:52. 10.185.68.114 18.187.79.38 188 (L 16667 - 16667 Len=66

Jan 5, 7825 12:21:52. Roscbend IP 18.105.68. 226 BB HTTP HTTP/1.1 208 0K (text/html)

Jan 5, 2625 12:21:52. 10.185.60.114 18.1087.79.38 Tal upe 16667 - 16667 Len=609

Jan 5, 1925 12:21:52. Aasatved IP 18.105.60. 226 54 TCP 80 - 52887 [FIN, ACK] Sequfld Ackwlll Winw64256 Lenwd

Jan 5, 2025 12:21:52. 10.105.60.114 10.107.79.308 184 e 16667 - 16667 Len=66

Veérification de I'état de la connectivité réseau sur le contréleur d'ancrage

Frame 604: 687 bytes on wire (5496 bits), 687 bytes captured (5496 bits)

Ethernet II, Src: (Y, pst: 1T
Internet Protocol Version 4, Src: [N, Dst: 10.105.60.226

Transmission Control Protocol, Src Port: 8@, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633

Hypertext Transfer Protocol

HTTP/1.1 208 OK\r\n

Location: https://192.8.2.1/login.html?redirect=http:/ /A
Content-Type: text/html\r\n

Content-Length: 472\r\n

\r\n

[Request in frame: 601]

[Time since request: ©9.000992000 seconds]

[Request URI: /connecttest.txt]

[Full request URI: sisspesimmmen s s e e e e

File Data: 472 bytes

Line-based text data: text/html (9 lines)

Rediriger 'URL envoyée au client



UTC Arrival Time = Source Address Destination Address Length | Protecal TID Info
Jan 5, 2825 12:22:25.. 18.187.79.38 10.185.68.114 124 uop 16667 —+ 16667 Len=78

Jan 5, 2025 12:22:25... 108.185.60.114 18.1@7.79.38 128 uppP 16667 - 16667 Len=78

Jan 5, 2025 12:22:25.. 18.187.79.38 19.185.68.114 112 UoP 16667 - 16667 Len=66

Jan 5, 2825 12:22:25.. 18.185.60.226 192.8.2.1 58 TCP 53824 - 443 [ACK] Seqe=l Ack=1 Win=131872 Len=@

Jan 5, 2025 12:22:25... 10.187.79.38 10.185.60.114 458 upp 16667 ~ 16667 Len=424

Jan 5, 2825 12:22:25.. 10.185.60.226 192.8.2.1 1388 TCP 53824 - 443 [ACK] Seg=1 Ack=1 Win=13187Z Len=1258 [TCP PDU reassembled in 3273]
Jan 5, 2825 12:22:25... 192.8.2.1 108.185.68.226 54 TCP 443 = 53824 [ACK] Seg=1 Ack=1251 Win=64128 Len=8

Jan 5, 2025 12:22:25.. 18.105.60.114 10.107.79.30@ 108 uopP 16667 - 16667 Len=66

Jan 5, 2825 12:22:25... 10.187.79.38 10.105.60.114 723 upp 16667 - 16667 Len=E77

Jan 5, 2025 12:22:25.. 10.105.60.226 192.8.2.1 669 TLSv1.. Client Hello

Jan 5, 2825 12:22:25... 192.8.2.1 108.185.68.226 54 TCP 443 ~ 530824 [ACK] Seg=1 Ack=1862 Win=64128 Len=8

Jan 5, 2025 12:22:25.. 10.105.60.114 10.107.79.38 1le8 upp 16667 - 16667 Len=66

Jan 5, 2825 12:22:25.. 192.8.2.1 10.105.608. 226 219 TLSv1.. Server Hello, Change Cipher Spec, Encrypted Handshake Message
Jan 5, 2825 12:22:25... 18.185.608.114 108.187.79.38 273 uop 16667 - 16667 Len=231

Jan 5, 2025 12:22:25.. 18.107.79.30 10.1085.608.114 112 uppP 16667 - 16667 Len=66

Jan 5, 2825 12:22:25.. 10.187.79.38 10.105.60.114 124 uop 16667 ~+ 16667 Len=73

Jan 5, 2025 12:22:25..

18. 185. 68. 226 192.8.2.1 65 TLSv1.. Alert (Level: Fatal, Description: Certificate Unknown)

Jan 5, 2025 12:22:25.. 18.187.79.38 10.105.60.114 187 uop 16667 ~ 16667 Len=141

Jan 5, 2025 12:22:25.. 108.105.60.226 192.8.2.1 133 TLSv1.. Change Cipher Spec, Encrypted Handshake Message
Jan 5, 2825 12:22:25... 18.187.79.38 10.185.68.114 757 Uop 16667 -+ 16667 Len=711

Jan 5, 2025 12:22:25... 18.105.60.226 192.8.2.1 Te3 TLSv1. Application Data

Jan 5, 2825 12:22:25.. 192.8.2,1 10.105.608.226 107 TLSv1. Encrypted Alert

Jan 5, 2025 12:22:25... 10.185.60.114 10.187.79.38 161 UDpP 16667 - 16667 Len=119

Page Client Access to Local Webauth pour fournir les détails d'authentification

Une fois I'authentification Web locale réussie, le client passe a I'état EXECUTE avec un role
d'ancrage d'exportation. A partir de ce point, le contréleur d’ancrage sert de point de sortie pour le
trafic de données client.

Etat du client sur le contréleur étranger et le contréleur d'ancrage

Monitoring = *» Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

= F:]

Selected 0 out of 1 Clients

Client MAC T IPva T AP T St T WLAN T Client T User T Daevice T GE i
Address Address IPvE Address Mame [1+] 550D YT ID Type State T Protocol Y Name Type Role T | Capable
USRI  0.105.60.226 o DMZ_LWA 5 WLAN Run NiA Guesil Y Brpont e
.105.60. I 4
s Anchor
i 10w i=1oficients

Etat du client sur étranger

Monitoring = *» Wireless~ » Clients

Clients Sleeping Clients Excluded Clients

= F:]

Selected 0 out of 1 Clients

Client MAC T IPva T AP T St T WLAN T Client T User T Daevice T GE i
Address Address IPvE Address MName D SSID Y D Type State T Protocol T MName Type Role T | Capable
IOSE  0.105.60.226 o DMZ_LWA 5 WLAN Run NjA Guesl Y Brpont g
.105.60. I 4
s Anchor
1 10 - 1=10f 1cients

Etat du client au point d'ancrage



Max Client Protocol Capability
Wi-Fi to Cellular Steering

360 View General QOS Statistics

Client Properties AP Properties

ATF Statistics Mobility History

Security Information Client Statistics

802.11ac Wave 2

Not implemented

Anchor IP Address

Cellular Capability N/A
Regular ASR support DISABLED
Mobility

10.105.60.114

Point of Presence
AuthC Status
Mowve Count

Role

Roam Type

Propriétés du client sur les

0xA0000003
True

0

Export Foreign
L3 Requested



360 View General QOS Statistics ATF Statistics Mability History

Client Properties AP Properties Security Information Client Statistics
FliEXuUlnegcL AuLneniucauunl N~
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
IMobility
Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested

Propriétés du client sur I'ancre

Authentification Web centralisée

Flux pour le SSID Webauth central dans la configuration d'ancrage étranger

1. Le client envoie une demande d’association pour le SSID diffusé par le contréleur de réseau
local sans fil étranger (WLC).

2. Le WLC étranger effectue le filtrage MAC en envoyant une requéte d’accés au serveur
RADIUS. Le serveur RADIUS répond avec un Access-Accept, qui inclut I'URL de redirection et la
liste de contréle d'acces (ACL) nécessaires.

3. Le WLC étranger envoie la réponse d’association au client.

4. Le client est ancré au WLC d'ancrage. Le client passe a I'état d'exécution sur le WLC étranger,
avec le réle de mobilité défini sur Exporter étranger.

5. Le client obtient une adresse IP. A ce stade, le WLC d'ancrage geére le trafic de redirection,
dirigeant le client vers le portail d'authentification.

6. Une fois redirigé, le client communique directement avec le serveur RADIUS. Ce trafic est
tunnellisé via le WLC d'ancrage vers le serveur RADIUS.



7. Le client saisit les informations d'authentification sur le serveur RADIUS. Une fois
l'authentification réussie, le serveur RADIUS envoie une demande de modification d'autorisation
(CoA) au WLC étranger.
8. Le WLC étranger envoie une réponse CoA au serveur RADIUS. Le client passe a I'état
EXECUTE sur le WLC d'ancrage, avec le role défini sur Exporter I'ancrage.
9. Tout le trafic client suivant est tunnellisé du WLC étranger au WLC d’ancrage, ou il sort du

réseau.

S Forelgn WLC Anchor WLC DHCP.PD'.I?_.- AAA Server
___________ e
W d] oozl oR
OO0 Foreign Folays L3 Traffic S Anchor OG0 = FI -
Association Request "
> =
MAB Radius Access Request
-------------------------------------------------------------------------------------------- @ |Hore Foraign WLC avecty
COMMUNICales with AAA
= o R ——— R —— P ———————————————— T
MAB Radius Access Response Authendication
Redirect URL + AGL
*
Association Response >
Mobility Handoft
RUN State (Expet Anchor)
Role: Export Foraign
DHCP DORA Process DHCP Relay to Server
< 1€ »>
* Mako:
DNS Query for connectivity check URL Connecovly Chick Sopandng oo OF
tAppde, Android . Windows, Browser
: eheck, Cwome, Firafax
DNS Response (Received IF)
WLG Intercepts
< | TCP Gommunication
TCP Handshake with Received IP and Redirect Clients
>
HTTP GET to Received IP
<
HTTP GET 200 OK from Name Server IP
+ Redirect URL to AAA server
»
= If URL Gomtains
DMS Query for AAA Hostname AA Server Hostname
&
€
DNS Response AAA IP
>
TCP Hanshake with AA% SYN Harg 4 TLS/SSL session if
Port 443 (HTTPS) stabished batwean tha
+ chant and ISE, Chent must
SYNFACK drust ISE cortificata,
eIewise you wil gor
ACK > WATing.
»
>
HTTP GET AAM Portal Page usring Redirect URL
AAA Server Presents the Login Page
>
Username/Paseword
or | Accept TG
lg-- PP
COA Request
_______________________________________________________ B -
GOA Response
RUN State
Client Traffic Towards Internat
¥ >
Internet

Diagramme de flux de connectivité client pour le SSID Webauth central dans la configuration d'ancrage étranger

Analyse du flux SSID Webauth central dans la configuration d'ancrage étranger via les journaux



Cette section explique le flux de connectivité client pour le SSID d'authentification Web centrale a
I'aide de la trace radioactive (RA Trace), des captures de paquets intégrées (EPC) et de I'état du
client sur les contréleurs Foreign et Anchor.

Journaux du contréleur étranger

Traces radioactives

1l Client Association Phase !!
{wncd_x_R0-0}{1}: [client-orch-sm] [17047]: (note): MAC: Client_MAC Association received. BSSID BSSID_M
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_IN

1l MAC Authentication !!

{wncd_x_R0-0}{1}: [dotll] [17047]: (info): MAC: Client_MAC DOT1l state transition: S_DOT11_INIT -> S_DO
{wncd_x_R0-0}{1}: [cTlient-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_AS
{wncd_x_R0-0}{1}: [client-auth] [17047]: (note): MAC: Client_MAC MAB Authentication initiated. Policy V
{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17047]: (info): [Client_MAC:capwap_90000003] - authc_list:
{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17047]: (info): [Client_MAC:capwap_90000003] - authz_list:
{wncd_x_R0-0}{1}: [cTlient-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-0}{1}: [cTlient-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-0}{1}: [cTlient-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0O-03}{1}: [mab] [17047]: (info): [Client_MAC:capwap_90000003] Received event 'MAB_CONTINUE' on
{wncd_x_R0-0}{1}: [caaa-author] [17047]: (info): [CAAA:AUTHOR:a30003a6] NULL ATTR LIST

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Send Access-Request to 10.106.32.130:1812 id 0/245,
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: authenticator

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: User-Name [1] 14 user-MAC

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: User-Password [2] 18 *

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Service-Type [6] 6 Call Check [10]
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 31

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1l] 25 service-type=Call Check
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Framed-MTU [12] 6 1485

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Message-Authenticator[80] 18 ...

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: EAP-Key-Name [102] 2 *

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 49

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1l] 43 audit-session-id=1E4F6BOA000003
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 18

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1] 12 method=mab

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 32

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1] 26 client-iif-id=3556776730
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: NAS-IP-Address [4] 6 10.107.79.30

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19]
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: NAS-Port [5] 6 141522

{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 31

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1] 25 cisco-wlan-ssid=DMZ_CWA
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 33

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Cisco AVpair [1] 27 wlan-profile-name=DMZ_CWA
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Called-Station-Id [30] 27 called-station-id
{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Calling-Station-Id [31] 19 client-MAC
{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Vendor, Airespace [26] 12

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Airespace-WLAN-ID [1] 6 12

{wncd_x_R0-03}{1}: [radius] [17047]: (info): RADIUS: Nas-Identifier [32] 16 ForeignSiteWLC
{wncd_x_R0-0}{1}: [radius] [17047]: (info): RADIUS: Started 5 sec timeout

{wncd_x_R0O-0}{1}: [radius] [17047]: (info): RADIUS: Received from id 1812/245 10.106.32.130:0, Access-A



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [17047]: (info): RADIUS: authenticator

[radius] [17047]: (info): RADIUS: User-Name [1] 19 Client_MAC

[radius] [17047]: (info): RADIUS: Class [25] 56 ...

[radius] [17047]: (info): RADIUS: Message-Authenticator[80] 18 ...

[radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 37

[radius] [17047]: (info): RADIUS: Cisco AVpair [1] 31 url-redirect-acT=REDIRECT_ACL
[radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 191

[radius] [17047]: (info): RADIUS: Cisco AVpair [1] 185 url-redirect=https://10.106.32
[radius] [17047]: (info): RADIUS: Vendor, Cisco [26] 42

[radius] [17047]: (info): RADIUS: Cisco AVpair [1] 36 profile-name=Windowsl0-Workstat
[mab] [17047]: (info): [Client_MAC:capwap_90000003] MAB received an Access-Accept for

[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[cTient-orch-sm] [17047]: (debug): MAC: Client_MAC Processing MAB authentication resu
[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_MA
[dotll] [17047]: (info): MAC: Client_MAC dotll send association response. Sending ass
[dot11l] [17047]: (info): MAC: Client_MAC DOT11l state transition: S_DOT11_MAB_PENDING

[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[cTient-orch-sm] [17047]: (debug): MAC: Client_MAC L2 Authentication of station is su
[cTient-orch-sm] [17047]: (note): MAC: Client_MAC Mobility discovery triggered. Clien
[client-orch-state] [17047]: (note): MAC: Client_MAC Client state transition: S_CO_L2

1l Mobility Handoff !!

O{mobilityd_R0-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gr
{mobiTityd_R0-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobiTlityd_R0O-0}{1} [mm-client] [1
{mobiTlityd_R0-0}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Received mobile_announce_nak, sub type 2 o
O{wncd_x_R0-0}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNO
{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (

{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}
{mobiTityd_RO-03}{1}

[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
[mm-cTlient] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
[mm-cTient] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc

O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-client] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE
O{wncd_x_R0-03}{1} [client-orch-sm] [17047] (debug) MAC Client-MAC Received ip learn response. method IP
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN >> !

1l Post Succesful
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{smd_RO-03}{1}:

[aaa-coa] [18867]:

Web authentication, Change of Authorization !!

[client-auth] [17047]: (info): MAC: Client_MAC Client auth-interface state transition
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Processing CoA request und
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Reauthenticate request (0Ox
[sadb-attr] [17047]: (info): Removing ipv6 addresses from the attr Tlist -50323943,sm_
[mab] [17047]: (info): [Client_MAC:capwap_90000003] MAB re-authentication started for
[auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] Context changing state from
[auth-mgr] [17047]: (info): [Client_MAC:capwap_90000003] Method mab changing state fr
[aaa-coa] [17047]: (info): radius coa proxy relay coa resp(wncd)

[aaa-coa] [17047]: (info): CoA Response Details

[aaa-attr-inf] [17047]: (info): << ssg-command-code 0 32 >>

[aaa-attr-inf] [17047]: (info): << formatted-clid 0 Client_MAC>>

[aaa-attr-inf] [17047]: (info): << error-cause 0 1 [Success]>>

[aaa-coa] [17047]: (info): server:10.107.79.30 cfg_saddr:10.107.79.30 udpport:51304 s

[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER] CoA response sent
[caaa-ch] [17047]: (info): [CAAA:COMMAND HANDLER:a30003a6] Identity preserved: MAC (C
[mab] [17047]: (info): [Client_MAC:capwap_90000003] Received event 'MAB_REAUTHENTICAT

(info): ++++++ Received CoA response Attribute List ++++++



{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS(00000000): Send CoA Ack Response to 10.106.32.130:51304
{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: authenticator

{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: Vendor, Cisco [26] 9

{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS: ssg-command-code [252] 3 ...

{smd_RO-0}{1}: [radius] [18867]: (info): RADIUS: Calling-Station-Id [31] 16 Client_MAC

{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS: Dynamic-Author-Error-Cause[101] 6 Success [200]
{smd_R0O-0}{1}: [radius] [18867]: (info): RADIUS: Message-Authenticator[80] 18 ...

{smd_R0O-0}{1}: [aaa-pod] [18867]: (info): CoA response source port = 0, udpport = 51304,
{wncd_x_R0-0}{1}: [sadb-attr] [17047]: (info): Removing ipv6 addresses from the attr 1list 1627397682, sm

Capture de paquets

Le client envoie une demande d'association et effectue 'authentification MAC, ce trafic est géré
par le contrbleur étranger.

UTC Arrival Time Source Address Destination Address Length Protocol TID Info

Jan 8, 2025 13:09:11.. 10.187.79.129 10.107.79.30 250 802.11 Association Request, SN=695, FN=8, Flags=........, S5ID="DMZ_CWA"™
Jan 8, 2025 13:09:11.. 10.107.79.129 108.187.79.30 246 802.11 Association Request, SN=G95, FN=0, Flags=........, SSID="DMZ_CWA"
Jan 8, 2825 13:99:11.. 19.187.79.38 16.106.32.138 412 RADIUS Access=Request id=245

Jan 8, 2025 13:09:11.. 10.107.79.30 10.106.32.130 416 RADIUS Access-Request id=245, Duplicate Request

Jan 8, 2025 13:99:11.. 18.186.32.138 18.187.79.38 429 RADIUS Access=Accept id=245

Jan 8, 2025 13:09:;11. 10.106.32,130 18.107.79.38 425 RADIUS Access-Accept id=245, Duplicate Response

Jan 8, 2825 13:09:11.. 10.187.79.30 18.107.79.129 211 882.11 Association Response, SN=8, FN=8, Flags=........

Jan 8, 2025 13:09:11. 18.187.79.38 18.187.79.129 215 282.11 Association Response, SN=8, FN=08, Flags=........

Phase d'association client sur contréleur étranger avec MAB sans fil

Un transfert de mobilité se déclenche entre les contréleurs étranger et d'ancrage via le port UDP
16667. Lors d'un événement de mobilité réussi, I'état du client passe 8 EXECUTER avec un réle
Exporter étranger.

Le contrbleur étranger recoit le trafic DHCP client via le tunnel CAPWAP et le transfere au
contréleur d'ancrage pour un traitement ultérieur.

UTC Arrival Time Source Address Destination Address Length Protocol TID Info

DHCP Discover - Transaction ID @x9f36b979
Jan 8, 2825 13:89:12.. 10.107.79.30 10.105.60.114 400 upp 16667 ~ 16667 Len=354
Jan B, 2825 13:09:14. 10.105.60.114 10.187.79.38 408 upp 16667 - 16667 Len=354
Jan 8, 2025 13:09:14. 10.107.79.30,10.105.60.69 10.107.79.129,10.105... 416 DHCP @ DHCP Offer = Transaction ID @x9f36b979
Jan 8, 2825 13:09:14. 10.107.79.129,0.0.0.0 10.187.79.30,255.255... 452 DHCP @ DHCP Request - Transaction ID @x9f36b979
Jan 8, 2025 13:09:14.. 10.107.79.30 19.185.60.114 428 upp 16667 - 16667 Len=382
Jan 8, 2025 13:89:14. 10.185.60.114 10.187.79.38 408 upp 16667 - 16667 Len=354
Jan 8, 2825 13:89:14.. 10.187.79.30,10.1085.60.69 19.107.79.129,10.105... 416 DHCP @ DHCP ACK - Transaction ID @x9f36b979

Le trafic DHCP client recgu sur le controleur étranger est transféré au contréleur d'ancrage a I'aide du tunnel de mobilité

De méme, le client envoie I'état de connectivité réseau et le trafic de vérification d'acces a la page
Web au WLC étranger via le tunnel CAPWAP ; le WLC étranger transfere ceci au WLC d'ancrage
a l'aide du tunnel de mobilité, ou le contrdleur d'ancrage intercepte ou traite le trafic.



UTC Arrival Time Source Address Destination Address Length Pratecel | TID Infa
DNS

Jan &, 2025 13:09:16- 10.187.79.129,10.105.60.249  18.187.79.38," ONSIP 165 @ Standard query @xddcd / Conngetivity Check UAL

Jan &, 2025 13:89:16- 18.107.79.308 18.185.68.114 188 uoP 16667 = 16667 Len=54

Jan 8, 2825 13:09:16- 19.185.60.114 10.187.79.30 291 UDP 16667 = 16667 Len=245

Jan &, 2025 13:09:16- 18.187.79.3@, DNSIP 18.187.79.129,10.185.. 387 DNS B Standard query response BxddcE F ‘Connectivity Check URL
Jon &, 2025 13:09:16. 10.107.79.129,10.105.60.249 18.107.79.38 Resolved ¢ 148 e ? 53484 - B [SYN] Seq=0 Win=6424Q Len=@ MS5S=1250 W5S=256 SACK_PERM
Jan &, 2025 13:99:16. 10.187.79.38 108.1085. 60,114 124 upp 16667 - 16667 Len=78

Jan &, 2025 13:909:16. 18,105.60.114 18.187.79.38 124 uop 16667 - 16667 Len=73

Jan &, 2025 13:09:16- 10.107.79.38,. Resolved P 18.187.79.129,10.105.. 1408 TCP B BB - 59484 [SYN, ACK] Seqe® Acks1l WinsG4248 Lens@ MS55=1460 SACK_PERM WS=128
Jan &, 2025 13:09:16- 10.187.79.129,198.105.60.249 18.187.79.38, Fosoived P 136 TCP @ 59484 - BB [ACK] Seq=l Acks1 Win=131872 Len=@

Jan &, 2025 13:09:16- 10.187.79.129,10.105.60.249 18.187.79.38, 247 HTTP ® GET fconnecttest.txt HTTP/1.1

Jan &, 2025 13:09:16. 10.107.79.30 10.1085. 60,114 112 upp 16667 - 16667 Len=66

Jan &, 2025 13:09:16- 10.107.79.38 18.185. 68,114 223 uop 16667 -+ 16667 Len=177

Jan &, 2025 13:09:16- 198.185.68.114 18.187.79.38 112 uoP 16667 -+ 16667 Len=66

Jan 8, 2025 13:09:16- 108.187.79.308, Resahed P 18.187.79.129,10.105.. 128 TCP B BB - 59484 [ACK] Seg=1 Ack=112 Win=64256 Len=@

Jan &, 2025 13:09:16- 19.185.608.114 18.187.79.38 117 UoP 16667 - 16667 Len=71

Jan &, 2025 13:09:16_ 198.185.608.114 18.187.74.38 112 uop 16667 - 16667 Len=66

Jan 8, 2025 13:09:16. 10.107.79.30, ..o 18.1087.79.129,10.1085... 1845 HTTP @ HTTP/1.1 20@ OK (text/html)

Jan &, 2025 13:89:16- 18.187.79.38, 10.187.79.129,10.185.. 128  TCP 8 B@ - 59484 [FIN, ACK] Seq=918 Ack=112 Win=64256 Len=8

Jan &, 2025 13:09:16- 10.187.79.129,19.105.60.249  18.187.79.38, Faasived I 136 TCP B 59484 - BB [ACK] Seq=112 Ack=919 Win=130384 Len=0

Jan 8, 2025 13:09:16- 10.187.79.129,10.105.60.249 18.187.79.38, 136 TCP @ 59484 -+ BR [FIN, ACK] Seq=112 Ack=019 Win=130384 Len=0

Jan 8, 2025 13:09:16- 10.1087.79.3@ 18.105.60,114 112 upp 16667 - 16667 Len=66

Jan &, 2025 13:09:16- 10.187.79.38 19.1085.60,114 12 upp 16667 - 16667 Len=66

Veérification de I'état de la connectivité réseau sur le contréleur étranger

Frame 2176: 761 bytes on wire (6088 bits), 761 bytes captured (6088 bits)

Ethernet II, Src: Cisco_63:8b:8bh NN, Dst: Cisco NN
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415

Internet Protocol Version 4, Src: 10.107.79.3@, Dst: 10.107.79.129

User Datagram Protocol, Src Port: 5247, Dst Port: 5264

Control And Provisioning of Wireless Access Points - Data

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

Internet Protocol Version 4, Src:NN : 10.105.60.226

Transmission Control Protocol, Src Port: 8@, Dst Port: 52887, Seq: 1, Ack: 112, Len: 633
Hypertext Transfer Protocol

HTTP/1.1 208 OK\r\n

Location: https://192.0.2.1/lagin. htmL7red i rec = ——
Content-Type: text/html\r\n

Content-Length: 472\r\n
\rin
[Request in frame: 2169]
[Time since request: ©.001007000 seconds]
[Request URI: /connecttest.txt]
[Full request URI: IENE—
File Data: 472 bytes
Line-based text data: text/html (9 lines)

Rediriger 'URL envoyée au client

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

Destinal

tion Addness Length  Protocol | TID
60,114 i3

12 UDP

18.185.6@8.114 10.187.79. 30

ugP 16667 -~ 16667 Le
B, 2025 13:89:22.. 10.187.73.38 18.185.68.114 112 upp 16667 = 16667 Len=66
B, 2025 13:89:22.. 10.185.6@.249 18.186.32.138 54 TCP 59501 = 8443 [ACK] Seg=1 Ack=1 Win=131872 Len=9
B, 2025 13:89:22.. 10.187.79.38 18.185.68.114 1342 UDP 16667 - 16667 Len=1296
B, 2025 13:89:22.. 10.1985.6@.249 18.186.32.138 1384 TCP 50508 - 8443 [ACK] Seg=1 Ack=1 Win=131872 Len=1250 [TCP PO reassembled in 1162)
B, 2025 13:89:22.. 18.187.73.30 10.185.6@.114 563 upP 16667 - 16667 Len=317
B, 2025 13:89:22.. 10.185.608.249 18.186.32.1308 585 TLSv1- Client Hello
B, 2825 13:89:22.. 19.196.32.130 18.185.68. 249 1388 TCP 8443 - 59501 [ACK] Seq=1 Ack=1766 Win=33288 Len=125@8 [TCP FDU reassembled in 1181]
B, 2025 13:89:22.. 10.106.32.130 19.185.6@. 249 BE3  TLSw1. Server Helle, Certificate, Server Key Exchange, Server Helle Done
B, 2025 13:89:22.. 10.195.60.114 19.187.79.30 962 uoP 16667 - 16667 Len=920
B, 2025 13:89:22... 10.195.60.114 10.187.79.38 446 upF 16667 - 16667 Len=484
B, 2025 13:89:22.. 10.187.73.38 18.185.68.114 112 upp 16667 = 16667 Len=66
B, 2025 13:89:22.. 10.185.6@.249 18.186.32.138 54 TCP 59508 - 8443 [ACK] Seq=1782 Ack=2856 Win=131872 Len=@
B, 2025 13:89:22.. 10.187.79.38 18.185.68.114 119 upp 16667 - 16667 Len=73
B, 2025 13:09:22.. 10.197.79.30 10.185.6@.114 112 upP 16667 -~ 16667 Len=66
B, 2025 13:89:22... 10.195.6@.249 10.186.32.130 61 TLSv1- Alert (Level: Fatal, Description: Certificate Unknown)
8, 2025 13:09: - 18.185.608.249 10.106. 32, 1308 54 TP 59581 - 8443 [ACK] Seq=1766 Ack=2856 Win=131872 Len=8
B, 2025 13:89:22.. 10.187.79.38 18.185.68.114 112 upF 16667 = 16667 Len=66
B, 2025 13:89:22.. 10.195.6@.249 18.186.32.130 18@ TLSw1_ Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
B, 2025 13:09:22.. 10.196.32.130 10.185.6@. 249 64 TLSv1- Change Cipher Spec
B, 2025 13:;09:22.. 10.196.32.130 10.185.6@.249 183 TLSv1- Encrypted Handshake Message
B, 2025 13:09:22.. 10.185.60.114 18.187.79.38 114 uoe 16667 = 16667 Len=72
B, 2025 13:89:22... 10.185.60.114 18.187.79.38 153 upF 16667 = 16667 Len=111
B, 2025 13:89:22.. 10.187.79.30 18.185.68.114 112 upp 16667 - 16667 Len=66
B, 2025 13:89:22.. 10.195.60.249 19.186.32.130 54 TP 50503 - 8443 [ACK] Seq=1BE@ Ack=2187 Win=131072 Len=8
B, 2025 13:;09:22.. 10.195.60.249 18,106, 32, 1308 1095 TLSvl. Application Data
B, 2025 13:09:22.-. 10.187.79.38 18.185.68.114 1153  UDP 16667 = 16667 Len=1187
B, 2025 13:89:22... 10.185.60.114 18.187.79.38 936 upF 16667 = 16667 Len=394
B, 2025 13:89:22.. 10.187.79.30 18.185.68.114 1133 UDP 16667 - 16667 Len=1887
B, 2025 13:89:22... 10.195.60.249 10.186.32.130 1875  TLSv1. Application Data

Page Client Access to Central Webauth pour fournir les détails d'authentification

et




Le contrdleur étranger traite la demande CoA apres une authentification Web centrale réussie.

UTC Arrival Time Source Address Destination Address Length Protocol TID Info

Jan 8, 2825 13:09:33... 10.106.32.130 10.107.79.30 248 RADIUS CoA-Request id=2

Jan 8, 2025 13:09:33... 10.106.32.13@ 10.187.79.30@ 244 RADIUS CoA-Request id=2, Duplicate Request
Jan 8, 2025 13:89:33... 18.1087.79.38 18.106.32.130 111 RADIUS CoA-ACK id=2

Jan 8, 2025 13:09:33... 18.107.79.30 10.106.32.130 115 RADIUS CoA-ACK id=2, Duplicate Response

Changement d'autorisation (COA) avec contréleur étranger

Journaux du contréleur d'ancrage

Traces radioactives

'l Mobility Handoff !!

{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit
{mobiTityd_R0-0}{1} [mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An
O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested

1l Session Created for Client !!
{wncd_x_R0-0}{1}: [cTlient-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
{wncd_x_R0-0}{1}: [cTlient-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-0}{1}: [cTlient-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-03}{1}: [client-orch-sm] [24229]: (debug): MAC: Client_MAC L2 Authentication of station is su
{wncd_x_R0-0}{1}: [client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_CR
{wncd_x_R0O-0}{1}: [mm-transition] [24229]: (info): MAC: Client_MACMMIF FSM transition: S_MA_INIT -> S_M
{wncd_x_R0O-03}{1}: [mm-client] [24229]: (info): MAC: Client_MACRoam type changed - None -> L3 Requested
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-cTlient] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-03}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

!l Central Web Authentication Applied !!

{wncd_x_RO-0}{1}:

[webauth-dev] [24229]:

(info): Central Webauth URL Redirect, Received a request to cr

{wncd_x_R0-0}{1}: [webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global
{wncd_x_R0-0}{1}: [webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]State Invalid State -> INIT
{wncd_x_R0-0}{1}: [epm-redirect] [24229]: (info): [0000.0000.0000:unknown] URL-Redirect = https://10.10
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: method 0 2 [mab]
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: clid-MAC-addr 0 Client_MAC
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: intf-id 0 2415919107 (0x9000000
{wncd_x_R0-03}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: username 0 D0-37-45-88-25-52
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: class 0 43 41 43 53 3a 31 45 34
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: url-redirect-acl O REDIRECT_ACL
{wncd_x_R0-0}{1}: [aaa-attr-inf] [24229]: (info): Applied User Profile: url-redirect 0 https://10.106.3

Il Client DHCP Traffic !!

{wncd_x_R0-0}{1} [client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
{wncd_x_R0-0}{1} [client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P
{wncd_x_R0-0}{1} [sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC



{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[cTient-iplearn]

DHCPv4
DHCPv4
DHCPv4
DHCPv4

interface
interface
interface
interface

from
from
from
from

Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
mobi1ity_a0000001 on vlan 31 Src MAC Client-MAC
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[24229] (note) MAC Client-MAC Client IP Tearn successful. Method DHCP

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)
{wncd_x_R0-0}{1} [cTlient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_

Complete
{wncd_x_RO-0}{1}:

[client-orch-sm] [24229]:

I'l Central Web Authentication !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{mobiT1ityd_RO-03}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[webauth-io] [24229]:
[webauth-io] [24229]:
[webauth-io] [24229]:

[webauth-httpd]
[webauth-state]
[webauth-state]

[webauth-io] [24229]:
[webauth-io] [24229]:

[webauth-httpd]

[client-auth] [24229]:
[mm-cTient] [26021]: (debug): MAC: Client_MAC Sending export_anchor_rsp of XID (18
[client-auth] [24229]:
[client-auth] [24229]:
[client-orch-state] [24229]:

Capture de paquets

(debug): MAC: Client_MAC Received ip Tearn response. method

(info): [Client_MAC][ 10.105.60.249]59494/233 IO state NEW -> R
(info): [Client_MAC][ 10.105.60.249]59495/235 I0 state NEW -> R
(info): [Client_MAC][ 10.105.60.249]59494/233 Read event, Messa

[24229]: (info): Captive bypass: No parameter map associated. Falling
[24229]: (info): [Client_MAC][ 10.105.60.249]Param-map used: global

[24229]: (info): [Client_MAC][ 10.105.60.249]State GET_REDIRECT -> GE
(info): [Client_MAC][ 10.105.60.249]59494/233 IO state READING
(info): [Client_MAC][ 10.105.60.249]59494/233 IO state WRITING
[24229]: (info): [Client_MAC][ 10.105.60.249]59494/233 Remove IO ctx
(info): MAC: Client_MAC Client auth-interface state transition

(note): MAC: Client_MAC L3 Authentication Successful. ACL:[]
(info): MAC: Client_MAC Client auth-interface state transition
(note): MAC: Client_MAC Client state transition: S_CO_L3

Apreés le transfert de mobilité, le contréleur d'ancrage recoit le trafic DHCP du contrdleur étranger
via le tunnel de mobilité.

UTC Arrival Time
8, 2025 13:09:42..

Jan

8, f
Jan 8, 2025 13:09:44.
Jan 8, 2825 13:89:44..
Jan 8, 2025 13:89:44.
Jan 2025 13:09:44..
Jan 2025 13:09:44.
Jan 2025 13:09:44..

Source Address
10.107.79.30
8.0.0.0
18.185.68.69
18.1085.60.114
18.187.79.38
2.0.08.9
10.105.60.69
10.105.60.114

Info

16667 - 16667 Len=354

DHCP Discover - Transaction
DHCP Offer — Transaction
16667 - 16667 Len=354

16667 = 16667 Len=382

DHCP Request — Transaction
DHCP ACK - Transaction
16667 — 16667 Len=354

Destination Address
10.105.60.114
255.255.255.255
10.105.60., 249
18.187.79.38
18.185.60.114
255.255.255.255
10.,105.60, 249
10.107.79.3@

Length Protocol TID
396 upp

ID ax9f36b979

ID @x9f36b979
ID @x9f36b979

Trafic DHCP client sur le contréleur d'ancrage regu du contréleur étranger

Le contrdleur d’ancrage recoit les vérifications de connectivité, les demandes d’accés aux pages
Web et les détails d’authentification pour poursuivre le traitement.



UTG Arrival Time Source Address Destination Address Length Protocol  TID Info

Jan 8, 2025 13:89:44. 18,1085.60.114 18,187, 79,38 114 UpP 16667 = 16667 Len=72

Jan 8, 2025 13:09:44. 10.105.66.249 © DN IP 83 DNS Standard query @xddcs . ... . Connectty Check URL

Jan &, 2025 13:09:44. DNS IF 1 10.1085.60.249 237 DNS Standard query response @xd4cd A Connectivity Check URL rafficma
Jan &, 2025 13:09:44. 10.105.60.114 18.187.79. 38 287 uoP 16667 ~ 16667 Len=245

Jan 8, 2025 13:09:44. 10.107.79.30 10.105. 60,114 124 uop 16667 ~ 16667 Len=78

Jan 8, 2025 13:09:44. 10.105.60.249 Resolved 1P 70 TCP 50484 + 80 (SYN) Seq=@ Win=6424@ Len=d MSS=1250 WS=256 SACK_PERM
Jan 8, 2025 13:09:44.  Resohed IP 10.105.60.249 66  TCP 80 - 50484 (SYN, ACK] Seq=d Ack=1 Win=64240 Len=9 MSS=1468 SACK_PERM WS=128
Jan &, 2025 13:09:44. 18.185.60.114 19.107.79.38 128 UoP 16667 ~ 16667 Len=78

Jan 8, 2025 13:09:44. 10.107.79.30 16.185. 60,114 12 uop 16667 ~+ 16667 Len=56

Jan 8, 2025 10.107.79.30 16.185.60.114 23 UoP 16667 ~ 16667 Len=177

Jan 8, 2025 10.105.60.249 r— 58 Tce 59484 -+ 80 [ACK] Seq=l Ack=1 Win=131¢72 Len=p

Jan 8, 2025 10.105.60.249 Sl 169 HTTP GET /cannecttest.txt HTTR/1.1

Jan 8, 2025 Resalved IP 10.185. 60,249 54 TCP 30 - 59484 [ACK] Seq=1 Ack=112 Win=64256 Len=@

Jan 8, 2025 10.1085.60.114 10.107.79.30 108 UDP 16667 ~+ 16667 Len=66

Jan 8, 2025 ® 18.1@5.68, 249 971 HTTR HTTP/1.1 288 0K (texts/html)

Jan 8, 2025 yeaaned 10.185.68.249 54 TCP 80 - 59484 [FIN, ACK] Seq=918 Ack=112 Win=64256 Len=d

Jan 8, 2025 :44. 10.105.60.114 10.107.79.30 108 UDP 16667 ~+ 16667 Len=66

Jan &, 20825 13:09:44. 18.187.79.30 18.185.60.114 112 UpP 16667 = 16667 Len=66

Jan 8, 2025 13:09:44. 10.107.79.38 10.1085.68.114 12 P 16667 ~ 16667 Len=56

Jan 8, 2025 13:09:44. 10.105.60.249 o 58 TCP 50484 + 80 (ACK] Seq=112 Ack=919 Win=130364 Lenzd

Jan 8, 2025 13:09:44_ 10.105.60.249 o 58 TCp 50484 ~ 80 (FIN, ACK] Seq=112 Ack=019 Win=130304 Len=0

Jan 8, 2025 13:09:44.  Resaved IP 10,105, 60,249 54 TCP 80 - 59484 [ACK] Seq=919 Ack=113 Win=64256 Len=d

Jan 8, 2025 13:09:44. 10.105.60.114 16.107.79.30 168 UDP 16667 16667 Len=66

Vérification de I'état de la connectivité réseau sur le contréleur d'ancrage

Frame 864: 971 bytes on wire (7768 bits), 971 bytes captured (7768 bits)
Ethernet II, Src: N, Dst: I —
Internet Protocol Version 4, Src: [ Dst: 10.105.60.249
Transmission Control Protocol, Src Port: 8@, Dst Port: 59484, Seq: 1, Ack: 112, Len: 917
~ Hypertext Transfer Protocol
HTTP/1.1 208 OK\r\n
[..JLocation: https://10.106.32.130:8443/portal/gateway?sessionId=1E4F6B0A00000B3D247203276&portal=d86bc2
Content-Type: text/html\r\n
Content-Length: 614\r\n
Ar\n
[Reguest in frame: 861]
[Time since request: ©0.001007000 seconds]
[Request URI: /connecttest.txt]
[Full request URI: I —
File Data: 614 bytes
Line-based text data: text/html (9 lines)

A AR AR AT AT A AR A A A A A A MDA I I I A A A AT

Rediriger 'URL envoyée au client

2025
Jan 8, 2025

18.1085.60.114
-608.114 19.107.79.38 124 upe 16667 - 16667 Le

Jan 8, 2025 :21. 10.107.79.129,10.105.60.249  10,107.79.30,10.106.3. 136  TCP ® 59501 - 8443 [ACK] Seq=1 Ack=1 Win=131072 Len=e

13;
Jan 8, 2025 13:09:21. 10.107.79.30 10.1085.6@.114 12 uoe 16667 - 16667 Len=66
Jan 8, 2025 13:00:21. 10.187.79.129,10.185.60.249  10.107.79.38,10.106.3- 1386 TCP 8 59581 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=125¢ [TCP PDU reassembled in 1428]
Jan 8, 2025 13:09:21. 10.107.79.129,10,105.60.249  10,107.79.30,10.106.3- 651  TLSvi. 8 Client Hello
Jan 8, 2025 13:09:21. 10.107.79.30 10.105.6@.114 627  uOP 16667 - 16667 Len=581
Jan 8, 2025 13:00:21. 10.107.79.30 10.105.60.114 1342 uDP 16667 + 16667 Len=1296

121 10.105.60.114 19.1087.79.39 458 uoe 16667 - 16667 Len=404

:21. 18.185.68.114 10.187.79.38 917 upe 16667 - 16667 Len=8T1

:21. 19.107.79.39,10.106.32.130 10.197.79.129,10.105.- 1378 TCP 8 8443 - 59588 [ACK] Seg=1 Ack=1782 Win=34688 Len=1258 [TCP PDU reassembled in 1432]
t21. 18.187.79.30,10.1086.32,130 10.187.79.129,10.1085.. 933 TLSV1. Server Hello, Certificate, Server Key Exchange, Server Hello Done

:21. 19.105.6@.114 18.187.79.38 9217 upp 16667 - 16667 Len=871

Jan 8, 2025 13:00:21. 10.187.79.30,19.106.32.130 10.107.79.129,10.1085.. 1378 TP 8443 - 595081 [ACK] Seg=1l Ack=1766 Win=33288 Len=1258 [TCP PDU reassembled in 1437]
Jan 8, 2025 13:69:21. 10.187.79.129,10.105.60.249  10.107.79.30,10.106.3- 143 TLSV1. Alert (Level: Fatal, Description: Certificate Unknown)

(]
L]
(2]
89
L]
L]
L]
L]
Jan 8, 2025 13:09
L]
89
(]
e
L]
(]
Jan B, 2025 13:86:21. 19.187.79.129,18.185.60.249  19.187.79.30,10.106.3. 136 TCP 59581 = 8443 [ACK] Seq=1766 Ack=2056 Win=131872 Len=@
8a
L]
L]
L]
(]
L]
L]
(]
(2]
L]
L]
(]
89
L)

Jan 8, 2025 13:
Jan 8, 2025 13:
Jan 8, 2025 13:
Jan B8, 2825 13:

Jan 8, 2025 13:80:21. 10.187.79.38 10.105.60.114 119 uop 16667 - 16667 Len=73

Jan 8, 2025 13:09:21. 19.107.79.32 18.105.60.114 112 uoe 16667 ~ 16667 Len=66

Jan 8, 2025 13:89:21. 10.187.79.30 108.105.69.114 112 uop 16667 = 16667 Len=66

Jan 8, 2025 13:89:21. 10.187.79.129,18.185.60.249  10.197.79.30,10.106.3. 262 TLSv1. Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Jan 8, 2025 13:00:21. 10.185.608.114 10.187.79.38 118 upe 16667 -+ 16667 Len=72

Jan 8, 2025 13:09:21. 10.105.66.114 10.107.79.30 157 upe 16667 ~ 16667 Len=111

Jan 8, 2025 13:00:21. 10.197.79.38,10.106.32.130 19.187.79.129,10.105.. 134 TLSv1. Change Cipher Spec

Jan 8, 2825 13:89:21. 19.197.79.39,10.106.32.139 10.187.79.129,10.1085.- 173 TLSv1. Encrypted Handshake Message
Jan 8, 2025 13:09:21. 10.107.79.129,108.105.60.249  10.1087.79.30,10.106.3- 1177 TLSv1. Application Data

Jan 8, 2025 13:89:21. 10.187.79.38 10.105.60.114 1153  UDP 16667 -+ 16667 Len=1187

Jan 8, 2025 13:00:21. 10.105.60.114 18.107.79.3@ S48 uop 16667 ~ 16667 Len=894

Jan 8, 2025 13:69:21. 10.187.79.38,10.106.32.130 10.107.79.129,10.105.. 956 TLSV1. Application Data

Jan 8, 2025 13:869:21. 18.187.79.129,18.185.60.249  10.187.79.30,10.186.3. 1157 TLSvl. Application Data

Jan 8, 2025 13:00:21. 10.107.79.38 10.105.69.114 1133 UDP 16667 + 16667 Len=1837

Page Client Access to Local Webauth pour fournir les détails d'authentification



Lorsque I'authentification Web centrale réussit, un changement d'autorisation (CoA) se déclenche.
Aprés une CoA réussie, le client passe a I'état EXECUTE avec un réle Ancre d'exportation.

Etat du client sur le contréleur étranger et le contréleur d'ancrage

Monitaring - » Wireless- > Clients

Clients Sleeping Clients Excluded Clients

.
L]

Selected 0 out of 1 Clients

Chent MAC T IPv4 b i St T

Address Address IPvE Address AP Name Y ID

I _—
. 1010560249 fep0ugTTebTABddeidlc)  ANEG—G—— 1
/

1 10 -
Etat du client sur étranger

Menitoring = > Wireless - > Clients

Clients Sleeping Clients Excluded Clients

5
=

Selected 0 out of 1 Clents

Client MAC T Pva G AP T St Y
Address Address IPvE Address Mame o

S
* 10.105.60.249  feB0:B877c:b748:ddeidfe) I 0

1 10 ¥

Etat du client au point d'ancrage

WLAN T Chent T

SED Y D

DMZ_CWA 14

WLAN T
SSID Y D
DMZ_CWA &

Type

WLAN

Client T
Type

WLAN

State Y Protocol

Run

Tac

User
T Hame

User

State Y Protocol T Mame

Run

NiA

Guestuser

T Device T
Type

MIA

T Device T
Type

NiA

Role T

Export
Faoreign

Role T

Export
Anchor

GE T
Capable

o

BE T
Capable

L]



360 View General QOS Statistics ATF Statistics Mobility History
Client Properties AP Properties Security Information Client Statistics
Max Client Protocol Capability 802.11ac Wave 2
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Anchor IP Address 10.105.60.114
Point of Presence OxA0000003
AuthC Status True
Move Count 0
Role Export Foreign
Roam Type L3 Requested

Propriétés du client sur les



360 View General QOS Statistics ATF Statistics Mobility History
Client Properties AP Properties Security Information Client Statistics
FIEXLUNNEGL AULHENUCAUUIN N A
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested

Propriétés du client sur I'ancre

Authentification Web externe

Flux pour le SSID Webauth externe dans la configuration d'ancrage étranger

1. Le client initie une connexion au SSID diffusé par le WLC étranger.

2. Comme aucune authentification de couche 2 n’est requise, le client est ancré au WLC
d’ancrage. Le client passe a I'état EXECUTER sur le WLC étranger, avec le role de mobilité
désigné comme Exporter étranger.

3. Le client acquiert une adresse IP. Le WLC d'ancrage intercepte le trafic et redirige le client vers
le portail du serveur Web externe comme défini dans les paramétres d'authentification Web.

4. Le client envoie les informations d'authentification via le portail. Ces informations d'identification
sont validées localement sur le WLC ou via un serveur d'authentification externe, selon la stratégie
de sécurité configurée.

5. Une fois I'authentification réussie, le client passe a I'état RUN sur le WLC d'ancrage, en
assumant le réle d'ancrage d'exportation.



6. Aprés une authentification réussie, tout le trafic client suivant est tunnellisé du WLC étranger au
WLC d'ancrage, ou il sort du réseau.

il

[ - ‘Web Server Fadius Server
Client ey Ferelgn WLC Anchor WLC DHCP/ DNS Redirect URL Hosted

OO0 Forsign Raliys L3 Traffic io Anchor oggng = if’
Association Reguest ~ \%l =

>
Association Response
»
Lbsbility Handsft -
(Expon Anchad)
RUN State
Rale: Export Farsign DHCP DORA Process SRESSpS
” » »
£ > »
>
DS Query for connectivity check URL
DNS Response (Recelvad IP)
- - ot
Connaatvity Chack depanding on O5:
TCP Handshake with Received IP WLC Intercepts appks, Androed, Windows, Browsar
TGP Communication check, Chrome, Firiox
and Redirect Clients
>
HTTP GET to Received IP
™ HTTP GET 200 OK from Mame Server P
+ Redirect UAL of Web Server o
»
DNS Query Tor URL Websarver
-« If URL contains
Websemver
DNS Response Webserver IP
>
TCP Hanshake with Webserver IP SYN
-«
SYNIACK
>
ACK
HTTP Get for Web Server redirection URL
HTTP 200 OK with web authentication portal
m— - >
Ausneniicotion Parsmtor Lz Check authentication
ad user details Localty or with AAA Server
3
Radius Access Request
+
Radius Access Accepl
* Authentication Success
+ >
RUN State
Client Traffic Towards Internet
L »
Internet

Diagramme de flux de connectivité client pour SSID Webauth externe dans la configuration d'ancrage étranger

Analyse du flux SSID Webauth externe dans la configuration d'ancrage étranger via les journaux

Cette section explique le flux de connectivité client pour le SSID d'authentification Web externe a
I'aide de la trace radioactive (RA Trace), des captures de paquets intégrées (EPC) et de I'état du
client sur les contréleurs Foreign et Anchor.



Journaux du contréleur étranger

Traces radioactives

1l Client Association Phase !!

{wncd_x_R0-1}{1}: [client-orch-sm] [17162]: (note): MAC: Client_MAC Association received. BSSID BSSID_M
{wncd_x_R0-1}{1}: [client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_IN
{wncd_x_R0O-13}{1}: [dot11l] [17162]: (info): MAC: Client_MAC dotll send association response. Sending ass
{wncd_x_R0-1}{1}: [dotll] [17162]: (note): MAC: Client_MAC Association success. AID 1, Roaming = False,
{wncd_x_R0-1}{1}: [dotll] [17162]: (info): MAC: Client_MAC DOT1ll state transition: S_DOT11_INIT -> S_DO

Il Layer 2 Authentication None !!

{wncd_x_R0-1}{1}: [client-orch-state] [17162]: (note): MAC: Client_MAC Client state transition: S_CO_AS

{wncd_x_R0-1}{1}: [client-auth] [17162]: (note): MAC: Client_MAC L2 Authentication initiated. method WE
{wncd_x_R0-1}{1}: [client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-1}{1}: [client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition
{wncd_x_R0-1}{1}: [client-auth] [17162]: (info): MAC: Client_MAC Client auth-interface state transition

of station is su
triggered. Clien
(note): MAC: Client_MAC Client state transition: S_CO_L2
(note): MAC: Client_MAC Client state transition: S_CO_MO

{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:
{wncd_x_R0O-1}{1}:

[client-orch-sm] [17162]: (debug): MAC: Client_MAC L2 Authentication
[client-orch-sm] [17162]: (note): MAC: Client_MAC Mobility discovery
[cTient-orch-state] [17162]:
[cTient-orch-state] [17162]:

'l Mobility Handoff !!

{mobilityd_R0O-03}{1} [mm-dgram-io] [18401] (debug) MAC Client-MAC Sending message mobile_announce to gro
{mobiTlityd_RO-03}{1} [mm-pmtu] [18401] (debug) Peer IP Anchor-WLC-IP O{mobilityd_R0-0}{1} [mm-client] [1
{mobiTlityd_R0O-03}{1} [mm-transition] MMFSM transition S_MC_WAIT_ANNOUNCE_RSP -> S_MC_ANNOUNCE_TIMEDOUT_P
O{wncd_x_R0-03}{1} [mm-cTlient] [17047] (debug) MAC Client-MAC Received mobiTle_announce_nak, sub type 2 o
O0{wncd_x_R0-03}{1} [mm-transition] [17047] (info) MAC Client-MAC MMIF FSM transition S_MA_INIT_WAIT_ANNC
{wncd_x_R0-03}{1} [mm-client] [17047] (debug) MAC Client-MAC Sending export_Anchor_req of XID (XID) to (

{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}
{mobi1ityd_RO-0}{1}

[mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RE
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Request successfully proce
[mm-cTient] [18401] (debug) MAC Client-MAC Sending export_Anchor_req of XID (176282
[mm-client] [18401] (debug) MAC Client-MAC Received export_Anchor_rsp, sub type 0 o
[mm-transition] [18401] (info) MAC Client-MAC MMFSM transition S_MC_WAIT_EXP_ANC_RS
[mm-cTient] [18401] (debug) MAC Client-MAC Export Anchor Response successfully proc

O{wncd_x_R0-03}{1} [epm-misc] [17047] (info) Anchor Vlan-id 31 processedd[mm-client] [17047] (info) MAC
[mm-cTient] Mobility Successful. Roam Type L3 Requested, Sub Roam Type MM_SUB_ROAM_TYPE_NONE, Client IF
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_MOBILITY_DISCOVERY_IN_PROGRESS -> S_C
{wncd_x_R0-0}{1} [client-orch-state] Client state transition S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LE

{wncd_x_R0-0}{1}:

[cTient-orch-state] [17047]:

(note): MAC: Client_MAC Client state transition: S_CO_IP

Il Client AAAA Traffic !!

{mobiTityd_R0O-03}{1}:
{mobiTityd_R0O-03}{1}:
{mobiTityd_R0O-0}{1}:
{mobiTityd_R0O-0}{1}:
{mobiTityd_R0O-0}{1}:
{mobiTityd_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{mobiTityd_R0O-0}{1}:
{mobiTityd_R0O-0}{1}:
{mobiTityd_R0O-0}{1}:

[mm-client] [17047]:
[mm-transition] [17047]:
[mm-client] [17047]:
[sanet-shim-miscellaneous] [17047]:
[sanet-shim-miscellaneous] [17047]: (info): MAC: Client_MAC IPv6 Client payload is re
[mm-client] [17047]:

[mm-cTient] [18401]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff base check is VALID
[mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
[mm-cTient] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o
[mm-cTient] [18401]: (debug): MAC: Client_MAC Sending aaa_handoff of XID (38840) t
[mm-cTient] [18401]: (debug): MAC: Client_MAC AAA Handoff successfully forwarded.
(debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of XI
(info): MAC: Client_MAC MMIF FSM transition: S_MA_FOREICN ->
(debug): MAC: Client_MAC MobiTle AAA Handoff update received.
(info): MAC: Client_MAC Received username=Test321

(debug): MAC: Client_MAC Sending aaa_handoff_ack of XID (38840)
[mm-cTient] [18401]: (debug): MAC: Client_MAC Received aaa_handoff_ack, sub type:
[mm-cTient] [18401]: (debug): MAC: Client_MAC AAA Handoff Ack successfully handled
[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack base check is VALID



{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:

[mm-cTient] [18401]: (debug): MAC: Client_MAC aaa_handoff_ack is VALID
[mm-transition] [18401]: (info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M
[mm-cTient] [18401]: (info): MAC: Client_MAC Forwarding aaa_handoff_ack, sub type:

Capture de paquets

Le client envoie une demande d'association que le contréleur étranger traite.

UTC Arrival Time Source Address Destination Address Length  Protocol | TID Infe

Jan 14, 2025 16:18:59_ 18.187.79.236 10.187.79.38 258 882.11 Association Request, SN=200, FN=@, Flags=........, S5ID="DMZ_EWA"
Jan 14, 2625 16:18:59. 18.107.79.236 19.187.79.38 246 882.11 Association Request, SN=289, FN=@, Flags ooy SSID="DMZ_EWA"
Jan 14, 2025 16:18:59_ 18.187.79.38 10.107.79.236 211 882.11 Association Response, SN=08, FWN=8, Flag

Jan 14, 2025 16:18:59_ 18.107.79.38 10.1087.79.236 215 882.11 Association Response, SN=8, FN=8, Flags=.

Phase d'association client avec contrdleur étranger

Un transfert de mobilité se déclenche entre les contréleurs étranger et d'ancrage via le port UDP
16667. Lors d'un événement de mobilité réussi, I'état du client passe 8 EXECUTER avec un réle
Exporter étranger.

Le contrdleur étranger recoit le trafic DHCP client via le tunnel CAPWAP et le transfére au
contréleur d'ancrage pour un traitement ultérieur.

UTC Arrival Time Info

DHCP Discover - Transaction

Destination Address
10.187.79.38,255.255...

Source Address
10.1087.79.129,08.0.08.0

Length Protocol TID
ID 9x9f36b979

Jan 2025 16:19:01.. 10.107.79.30 10.105.60.114 upp 16667 - 16667 Len=354
Jan 14, 2025 16:19:83.. 10.105.60.114 19.1087.79.30 400 UpP 16667 - 16667 Len=354
Jan 14, 2025 16:19:863.. 10.107.79.39,16.105.60.69 10.107.79.129,10.165... 416 DHCP @ DHCP Offer - Transaction ID @x9f36b979
Jan 14, 2025 16:19:83.. 10.107.79.129,0.0.0.0 10.187.79.30,255.255... 452 DHCP @ DHCP Request - Transaction ID @x9f36b%79
Jan 14, 2025 16:19:83.. 10.107.79.3@ 10.105.60.114 428 uppP 16667 - 16667 Len=382
Jan 14, 2025 16:19:03.. 10.105.60.114 10.107.79.30 400 upp 16667 ~+ 16667 Len=354
Jan 14, 2025 16:19:83.. 10.107.79.30,16.105.60.69 10.107.79.129,10.1085... 416 DHCP @ DHCP ACK - Transaction ID @x9f36b979

Le trafic DHCP client regu sur le contréleur étranger est transféré au contréleur d'ancrage a I'aide du tunnel de mobilité

De méme, le client envoie I'état de connectivité réseau et le trafic de vérification d'acces a la page
Web au WLC étranger via le tunnel CAPWAP ; le WLC étranger transfere ceci au WLC d'ancrage
a l'aide du tunnel de mobilité, ou le contrdleur d'ancrage intercepte ou traite le trafic.

UTE Arrival Tirme Source Address Destination Addross Length Protocel TID Info

Jan 14, 2025 16:19:05. 10.107.79.129,10.105.60.254  10.197.79.38, DNE P 165 DNS @ Standard query Bx389b Connectivity Check URL

Jan 14, 2825 16:19:05- 19.187.79,30 18.185.60.114 149 UDP 16667 ~ 16667 Len=103

Jan 14, 2025 16:19:85. 19.105.60.114 18.107.79.30 251 Uop 16667 -~ 16667 Len=245

Jan 14, 2025 16:19:05. 10.107.79.30, OHS 1P 18.107.79.129,10,1085.60.254 387  DNS @ Standard query response 0x389b A Conrpctivity Choc: UL
Jan 14, 2825 16:19:85. 10.107.79.129,10.15.60.254 10.107.79.30,1 Resohed P 18 TCP @ 62437 - B0 [SYN] Seq=8 Win=64248 Len=@ M55=125@ WS=256 SACK_PERM
Jan 14, 2025 16:19:85- 10.107.79.30 10.105.60.114 124 UDP 16667 -+ 16667 Lens78

Jan 14, 20825 16:19:85. 19.105.60.114 19.107.79.30 124 UDP 16667 ~ 16667 Len=78

Jan 14, 2825 16:19:85. 19.1087.79.38,1 FesohedIP 19.1087.79.129,108.185.60.254 148  TCP @ 88 - 62437 [SYN, ACK] Seq=@ Ack=1 Win=64248 Len=@ MSS=1468 SACK_PERM W5=128
Jan 14, 2025 16:19:05. 10.107.79.129,19.105.60.254  10.107.79.30, . ... 136 TP @ 62437 ~ B [ACK] Seqel Ack=1 Win=131872 Len=8

Jan 14, 2025 16:19:05- 19.187.79.129,10.185.60,254  18.107.79.34, 247 HTTP @ GET /connecttest.txt HTTP/1.1

Jan 14, 2025 16:19:85- 19.105.60.114 18.187.79.38 112 uop 16667 - 16667 Len=66

Jan 14, 2025 16:19:85. 10.107.79.39, ReschediP 10.107.79.129,10.105.60.254 128  TCP ® 80 - 62437 [ACK] Sequl Acks112 Winw64256 Lens@

Jan 14, 2025 16:19:85- 10.105.60.114 10.187.79.30 861  UDP 16667 ~ 16667 Len=915

Jan 14, 2825 16:19:05- 10.107.79.39,1 Fesohed P 19.187.79.129,18.105.60.254 977  HTTP @ HTTP/1.1 200 OK (text/htal)

Jan 14, 2025 16:19:85. 10.107.79.129,10.105.60.254 10.107.79.30, Rosohud IP 136 TCP ® 62437 « 80 [FIN, ACK) Sequ112 Acke858 Wins138384 Len=@

Jan 14, 2025 10.107.79.30 19.105.60.114 112 UoP 16667 ~ 16667 Len=66

Jan 14, 2825 19.1085.60.114 10.187.79.30 112 uop 16667 - 16667 Len=66

Jan 14, 2825 10.107.79.30,  Assohed IP 16.107.79.129,10.105.60.254 128  TCP @ 80 - 62437 [FIN, ACK] Seq=858 Ack=113 Win=54256 Len=®

Jan 14, 2025 10.107,79.129,10.105.60.254  10.107.79.30,7  Resohved P 136 TCP @ 62437 - BO [ACK] Seq=113 Ack=851 Win=130304 Len=0

Jan 14, 2825 18.187.79.390 18.1085.60.114 112 uop 16667 - 16667 Len=66

Veérification de I'état de la connectivité réseau sur le contréleur étranger



Frame 794: 977 bytes on wire (7816 bits), 977 bytes captured (7816 bits)

Ethernet II, Src: Cisco_00wdiedeiiwsbedomddwdssds), Dst: C(isco esbiesssimmiesdusiendoney)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415

Internet Protocol Version 4, Src: 10.187.79.30, Dst: 10.107.79.129

User Datagram Protocol, Src Port: 5247, Dst Port: 5264

|Control And Provisioning of Wireless Access Points - Data |

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

Internet Protocol Version 4, Src: Nmlmilmial, Dst: 10.105.60.254

Transmission Control Protocol, Src Port: 8@, Dst Port: 62437, Seq: 1, Ack: 112, len: 849

Hypertext Transfer Protocol

HTTP/1.1 200 OK\r\n

Location: https://10.106.32.130:8443/portal/PortalSetup.action?portal=d@6bc251-f644-4fc3-b@9f-dae9bdB8adb
Content-Type: text/html\r\n

Content-Length: 58@\r\n

\rin

[Request in frame: 788]

[Time since request: 0.000991000 seconds]
[Request URI: /connecttest.txt]

[Full request URI: [
File Data: 58@ bytes

Line-based text data: text/html (9 lines)

Rediriger 'URL envoyée au client

UTC Arrival Time Source Address Destination Address Length | Protocol | TID Info
Jan 14, 2025 16:19:11. 10.187.79.129,108.185.68.254 18.107.79.38,10.186.32.130 148 TCP B 62448 = B443 [SYN] Seq=8 Win=64248 Len=0 M55=125@ WS=256 SACK_PERM
Jan 14, 2025 16:19:11. 18.187.79.30 18.1085.68.114 124 uop 16667 + 16667 Len=7E

Jan 14,

Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,

Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,

2025 16:19:11.. 10.105.60.114 10.187.79.38 124 uop 16667 - 16667 Len=78
282" 1911 1 3 10, 1 I r cp g4 A48 SV 1

10. 187 29,16. 185 .60, 25
18.1087.79.38, 18. 186. 32.130

2825 16 - 10.10 186, 32,13 1d C 1 8443 62448 [SYN, ACK] S 8 Ack=1 Win=29 L
2p25 16:19:11. 18.187.79.129,18.185.60.254 136 TP @ 62448 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=8

2025 16:19:11. 10.107.79.30 19.105.60.114 112 uopr 16667 - 16667 Len=G6

2025 16:19:11. 10.187.79.129,10.185.60.254 10.187.79.30,10.106.32.130 1386 TCP @ 62445 - B443 [ACK] Segq=1 Ack=1 Win=131872 Len=1258 [TCP POU reassembled in 118a]
2025 16:19:11. 10.107.79.129,10.1085.60.254  108.1087.79.3@, 18, 186.32.130 683 TLSv1. @ Client Hello

2825 16:19:11. 10.187.79.30 19.1085.60.114 659 uop 16667 = 16667 Len=613

2825 16:19:11. 10.187.79.30 108.1085.68.114 1342 UDP 16667 - 16667 Len=1296

2025 16:19:11. 10.105.60.114 18.107.79.38 458 uop 16667 = 16667 Len=484

2025 16:19:11_ 19.1085.60.114 108.187.79.38 917 uop 16667 - 16667 Len=B71

2025 16:19:11. 10.187.79.30,10.106.32.130 18.107.79.129,10.185.60.254 1378 TCP 8443 - 62448 [ACK] Seqel Ack=1798 Win=3328@ Len=1258 [TCP POU reassembled in 1192]
2825 16:19:11_ 10.107.79.30,10.186.32.130 18.187.79.129,18.185.608.254 933 TLSw1- Server Hello, Certificate, Server Key Exchange, Server Hello Done

2825 16:
2025 16:

L]
L]
19:11. 18.187.79.129,18.105.68.254  10.187.79.38,10.186.32.138 136 TP @ 62448 - 8443 [ACK] Seqg=1798 Ack=2856 Win=131872 Len=0
10.107.79,129,108.105.60.254  10,107.79.30,19.106.32.130 143  TlSvi. @ Alert (Level: Fatal, Description: Certificate Unknown)
10,1 131 35, 68,35 18, 1 g3 186, 32 130 3 p 45 ~ §443 N, ACK] Seq=1895 Ack=2856 Win=131072 Len=@

19.187.79.30

2025 16:19: 10.185.6@.114 112 uoP 16667 + 16667 Len=66

2825 16:19:11. 10.107.79.129,10.185.60.254  10.1087.79.30,10.186.32.130 262 TLSv1. @ Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2825 16:19:11. 19.187.79.30 18.1085.68.114 112 uor 16667 - 16667 Len=66

2825 16:19:11.. 10.105.60.114 10.187.79.38 118 uoP 16667 = 16667 Len=72

2825 16:19:11. 19.185.60.114 18.1087.79.3@ 157 uop 16667 - 16667 Len=111

2025 16:19:11.. 10.107.79.129,18.105.60.254  10.1087.79.30,10.106.32.130 136 TP @ 62449 - B443 [ACK] Seq=186@ Ack=2107 Win=131072 Len=@

2025 16:19:11. 18.107.79.129,10.1085.60.254  10.107.79.30,10.106.32.130 1143 TLSvi. ® Application Data

2025 16:19:11. 18.187.79.39 19.105.68.114 112 uop 16667 ~ 16667 Len=66

2025 16:19:11. 10.187.79.30 18.105.60.114 1119 Uop 16667 -+ 16667 Len=1873

2825 16:19:11. 10.187.79.30,10.186.32.130 10.1087.79.129,19. 185,608,254 1378 TCP @ 8443 - 62449 [ACK] Seq=8357 Ack=2867 Win=37120 Len=1250 [TCP POV reassembled in 1267]
2025 16:19:11. 10.187.79.129,18.185.60.254  10.187.79.30,10. 186.32.130 136 TP @ 62449 - B443 [ACK] 5eq=2867 Ack=18564 Win=131872 Len=@

2025 16:19:11.. 10.107.79.129,10.185.60.254  10.1087.79.30,10.186.32.130 1168 TLSvl. ® Application Data

2825 16:19:11. 19.187.79.30 18.185.68.114 1144 UDP 16667 = 16667 Len=1898

Acces client a la page WebAuth externe pour fournir les détails d'authentification

Journaux du contrdleur d'ancrage

Traces radioactives

!l Mobility Handoff !!

{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received mobile_announce, sub type 0 of
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Received export_Anchor_req, sub type 0 o
{mobilityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Number of client is BELOW wlan Timit
{mobiTityd_R0-0}{1} [mm-transition] [26021] (info) MAC Client-MAC MMFSM transition S_MC_INIT -> S_MC_An

1l Session Created for Client !!



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_AS
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[webauth-state] [24229]: (info): [Client_MAC][ 0.0.0.0]Param-map used: global

[webauth-ac1] [24229]: (info): mobility_a0000001[CTient_MAC][ 0.0.0.0]Applying IPv4 i
[client-auth] [24229]: (info): MAC: Client_MAC Client auth-interface state transition
[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_CR
[mm-transition] [24229]: (info): MAC: Client_MAC MMIF FSM transition: S_MA_INIT -> S_

O{wncd_x_R0-03}{1} [mm-client] [24229] (info) MAC Client-MAC Roam type changed - None -> L3 Requested
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Export Anchor Response successfully proc
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Forwarding Anchor Response to Foreign.
{mobiTityd_R0-0}{1} [mm-client] [26021] (info) MAC Client-MAC Forwarding export_Anchor_rsp, sub type 0
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.

{Owncd_x_R0-0}{1} [mm-client] [24229] (info) MAC Client-MAC Mobility role changed - Unassoc -> Export A
{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Client is AnchorED.>> Client is successf

'l Client DHCP Traffic !!

{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_RO-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}
{wncd_x_R0O-0}{1}

[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_MOBILIT
[client-orch-state] [24229] (note) MAC Client-MAC Client state transition S_CO_DPATH_P
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] RX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] TX DHCPv4 from interface mobility_a0000001 on vlan 31 Src MAC Client-MAC
[sisf-packet] RX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[sisf-packet] TX DHCPv4 from interface Tw0/0/1 on vlan 31 Src MAC DHCP-Reply-Source-MA
[cTient-iplearn] [24229] (note) MAC Client-MAC Client IP learn successful. Method DHCP

{mobiTityd_R0-0}{1} [mm-client] [26021] (debug) MAC Client-MAC Sending ipv4_address_update of XID (XID)

{wncd_x_R0O-0}{1}
Complete
{wncd_x_RO-0}{1}:

[cTient-iplearn] [24229] (info) MAC Client-MAC IP-learn state transition S_IPLEARN_IN_

[cTient-orch-sm] [24229]: (debug): MAC: Client_MAC Received ip learn response. method

Il External Web Authentication !!

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-state] [24229]: (note): MAC: Client_MAC Client state transition: S_CO_IP

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162441/235
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Read co
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]GET rcv
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]HTTP GE
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G
[webauth-httpd] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Read co
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
[webauth-state] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233

[webauth-io] [24229]:
[sisf-packet] [24229]:
[sisf-packet] [24229]:

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162440/233
(info): RX: IPv6 DHCP from intf mobility_a0000001 on vlan 31 S
(info): TX: IPv6 DHCP from intf mobility_a0000001 on vlan 31 S

[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162480/238
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162481/239
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238
[webauth-io] [24229]: (info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238

[webauth-httpd] [24229]:
[webauth-httpd] [24229]:

(info): mobility_a0000001[Client_MAC][ 10.105.
(info): mobility_a0000001[Client_MAC][ 10.105.

60.254]GET rcv
60.254]HTTP GE



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[webauth-httpd] [24229]:

[sadb-attr] [24229]:
[caaa-authen] [24229]:

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-io] [24229]:
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):
[radius] [24229]: (info):

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-ac1] [24229]:
[webauth-ac1] [24229]:
[client-auth] [24229]:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [24229]: (info):

[24229]:
[24229]:
[24229]:
[24229]:
[24229]:
[24229]:

(info):

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Parse G

(info): Removing ipv6 addresses from the attr Tist -654303708,sm
[CAAA:AUTHEN:910007e3] NULL ATTR LIST

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State L

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

authenticator

NAS-Port [5] 6 O

authenticator

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/238
Send Access-Request to 10.106.32.130:1812 id 0/3, 1

Calling-Station-Id [31] 19 Client_MAC

User-Name [1] 9 Test321

Vendor, Cisco [26] 49

Cisco AVpair [1] 43 audit-session-id=723C690A000007
Framed-IP-Address [8] 6 10.105.60.254

Cisco AVpair [1] 12 vlan-id=31

NAS-IP-Address [4] 6 10.105.60.114

NAS-Port-Type [61] 6 Virtual [5]

Vendor, Cisco [26] 31

Cisco AVpair [1] 25 cisco-wlan-ssid=DMZ_EWA

Vendor, Cisco [26] 33

Cisco AVpair [1] 27 wlan-profile-name=DMZ_EWA
Called-Station-Id [30] 27 Called-Station-ID

Vendor, Airespace [26] 12

Airespace-WLAN-ID [1] 6 7

Nas-Identifier [32] 12 DMZSiteWLC

Started 5 sec timeout

Received from id 1812/3 10.106.32.130:0, Access-Acc

User-Name [1] 9 Test321

Class [25] 56 ...

Message-Authenticator[80] 18 ...

Vendor, Cisco [26] 42

Cisco AVpair [1] 36 profile-name=Windowsl0-Workstat
Valid Response Packet, Free the identifier

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State A

(info):
(info):
(info):
(info):
(info):
(info):

[auth-mgr-feat_acct] [24229]: (i

[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:
[auth-mgr] [24229]:

[webauth-sess]

[24229]:

[webauth-state] [24229]:
[webauth-state] [24229]:

[webauth-io] [24229]:
[webauth-io] [24229]:

[webauth-httpd] [24229]:

[client-auth] [24229]:

(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i
(info): [C1i

Applying Attribute :

Applying Attribute :
Applying Attribute :
Applying Attribute :
Applying Attribute :

Applying Attribute

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Unapply I
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Unapply I
(info): MAC: Client_MAC Client auth-interface state transition

username 0 Test321

class 0 43 41 43 53 3a 37 32 33 .
Message-Authenticator 0 <hidden>
method 0 1 [webauth]
clid-MAC-addr 0 dO 37 45 88 25 5
intf-id 0 2684354561 (0xa0000001

[Client_MAC:mobiTity_a0000001] auth mgr attr add/change n

nfo): [Client_MAC:mobility_a0000001] SM Notified attr
ent_MAC:mobi1ity_a0000001] Received User-Name Test321
ent_MAC:mobiTity_a0000001] auth mgr attr add/change n
ent_MAC:mobility_a0000001] Method webauth changing st
ent_MAC:mobiTity_a0000001] Context changing state fro
ent_MAC:mobiTity_a0000001] auth mgr attr add/change n
ent_MAC:mobi1ity_a0000001] Raised event AUTHZ_SUCCESS
ent_MAC:mobiTity_a0000001] Context changing state fro
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-ma
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]Param-m
(info): mobility_a0000001[Client_MAC][ 10.105.60.254]State A
[webauth-page] [24229]: (info): mobility_a0000001[CTient_MAC][ 10.105.60.254]Sending

(info): mobility_a0000001[Client_MAC]I[ 10.105.60.254]162482/238
(info): mobility_a0000001[Client_MAC]I[ 10.105.60.254]162482/238

(info): mobility_a0000001[Client_MAC][ 10.105.60.254]162482/2

(note): MAC: Client_MAC L3 Authentication Successful. ACL:[]



{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:
{mobiT1ityd_RO-03}{1}:

Capture de paquets

[client-auth] [24229]:
[client-orch-state] [24229]:

[mm-transition] [24229]:
{mobiTlityd_RO-03}{1}:

(info): MAC: Client_MAC Client auth-interface state transition

(note): MAC: Client_MAC Client state transition: S_CO_L3

(info): MAC: Client_MAC MMIF FSM transition: S_MA_ANCHOR ->

[mm-cTient] [26021]: (debug): MAC: Client_MAC Received aaa_handoff, sub type: 0 of
[mm-cTient] [26021]: (debug): MAC: Client_MAC aaa_handoff base check is VALID

[mm-transition] [26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[26021]:
[mm-transition] [26021]:

[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]
[mm-client]

(info): MAC: Client_MAC MMFSM transition: S_MC_RUN -> S_M

(info): MAC: Client_MAC Forwarding aaa_handoff, sub type: 0 o

(debug):
(debug):
(debug):
(debug):
(debug):
(debug):

MAC:
MAC:
MAC:
MAC:
MAC:
MAC:
(info): MAC: Client_MAC MMFSM transition: S_MC_ANCHOR_WAT

Client_MAC
Client_MAC
Client_MAC
Client_MAC
Client_MAC
Client_MAC

Sending aaa_handoff of XID (38840) t
AAA Handoff successfully forwarded.
Received aaa_handoff_ack, sub type:
AAA Handoff Ack successfully handled
aaa_handoff_ack base check is VALID
aaa_handoff_ack 1is VALID

Apreés le transfert de mobilité, le contréleur d'ancrage recoit le trafic DHCP du contrdleur étranger
via le tunnel de mobilité.

UTC Arrival Time

Source Address
. 10.187.79.

Destination Address
18.105.60.114

Length | Protocol | TID

Info
16667 -+ 16667 Len=354

Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,
Jan 14,

2025 15:59:04..
2025 15:59:06..
2025 15:59:06..
2025 15:59:06..
2025 15:59:06..
2025 15:59:06..
20825 15:59:06..

Trafic DHCP client sur le contréleur d'ancrage regu du contréleur étranger

2.0.9.0
10.105.60.69
10.105.60.114
10.187.79.30
0.0.0.0
10.165.60.69
10.105.608.114

255.255,255.255
10.1085.60.254
10.1067.79.30
10.185.60.114
255.255.255.255
10.165.60.254
18.187.79.30

286

DHCP

DHCP Discover - Transaction ID @x9f36b979

286 DHCP DHCP Offer — Transaction ID @x9f36b979
396 UDP 16667 -+ 16667 Len=354
424 UDp 16667 -+ 16667 Len=382
286 DHCP DHCP Request - Transaction ID @x9f36b979
286 DHCP DHCP ACK - Transaction ID @x9f36b379
396 UDP 16667 -+ 16667 Len=354

Le contrdleur d’ancrage recoit les vérifications de connectivité, les demandes d’accés aux pages
Web et les détails d’authentification pour poursuivre le traitement.

UTC Arrival Time Source Addross

Jan 14, 2025 16:19:06.. 18.187.79.30
Jan 14, H 10.1085.608.254
Jan 14, H DS IP
Jan 14, 2025 16:19:86.. 10.105.60.114
Jan 14, 20825 16:19:86.- 10.187.79.38
Jan 14, 2825 16:19:96.- 18.1085.68.254
Jan 14, 2025 16:19:86.- Resatved IP
Jan 14, 2025 16:19:86.. 10.105.60.114
Jan 14, 2025 16:19:06... 10.187.79.30
Jdan 14, H 18, 185.608.254
Jan 14, = 18.185.68.254
Jan 14, H Resalvad IP
Jan 14, 2025 16:19:86... 10.185.60.114
Jan 14, 2025 16:19:86.- 10.187.79.30
Jan 14, 2825 16:19:96.- 18.1085.68.254
Jan 14, 2825 16:19:86.- Fesahved 1P
Jan 14, 2025 16:19:06.. 10.105.60.114
Jdan 14, 2025 16:19:86.. 19.1085.60.254

Destination Addross
19.185.60.114
DS IP L
10,185, 60,254
10.187.79.30
18.185.60.114
¢ Rosched P
10.185.68.254
18.187.75.39
19.185.60.114
| Fosolved IP
108.185.68.254
18.187.75.39
19.185.60.114
! Fosclved P
18.185.68.254
10.187.79.30
Fesalved IP

Length  Pratocel | TID

141 vpp
83 DS
237 DS
287 upp
124 upP
78 TCP
[ TCP
128 upp
223 upp
58 TCP
169 HTTP
983 HTTP
a57 uprP
112 upP
58 TCP
54 TCP
1ea upp
58 TCP

Info
16667 ~ 16667 Len=05
Standard gquery 8x389b
Standard gquery response @x389b A
16667 = 16667 Len=245

Cormectivity Chack URL
Connactivity Check URL o

16667 = 16667 Len=TB

62437 - B8 [SYN] Seq=8 Win=64248 Len=8 M55=1258 WS=256 SACK_PERM
B0 - 62437 [S5YN, ACK] Seq=0 Ack=1 Win=64240 Len=0 M55=1460 SACK_PERM WS=128
16667 - 16667 Len=78

16667 - 1666T Len=177

62437 - 88 [ACK] Seq=1 Ack=1 Win=131872 Len=9

GET /fconnecttest.txt HTTP/1.1

HTTR/1.1 288 0K (text/html}

16667 = 16667 Len=915

16667 = 16667 Len=66

62437 ~ 88 [FIN, ACK] Seq=112 Ack=858 Win=130384 Len=8

B8 - 62437 [FIN, ACK] Seq=858 Ack=113 Win=54256 Len=@

16667 - 16667 Len=Gb

62437 - 80 [ACK] Seq=113 Ack=B51 Win=130304 Len=0

Veérification de I'état de la connectivité réseau sur le contréleur d'ancrage



Frame 426: 983 bytes on wire (7224 bits), 983 bytes captured (7224 bits)

Ethernet II, Src: UTEFVEIIFITTIEUOTIOTOUTOUTN , Dst: (ouuituttuniomitmifomtniontomitmitim

Internet Protocol Version 4, Src:iimlimiiasdal, Dst:
Transmission Control Protocol, Src Port: 8@, Dst Port:
r Protocol

10.105.60.254
62437, Seq: 1, Ack: 112, Len: 849

HTTP/1.1 208 OK\r\n

Location: https://10.106.32.130:8443/portal/PortalSetup.action?portal=do6bc251-f644-4fc3-b09f-dae9bdBaB6
Content-Type: text/html\r\n

Content-Length: 588\ r\n

\r\n

[Request in frame: 423]

[Time since request: 0.000000000 seconds]

[Request URI: /connecttest,txt]
[Full request URI: |mnsiisii ik

File Data: 580 bytes
Line-based text data: text/html (9 lines)

Rediriger 'URL envoyée au client

Le client envoie les informations d'authentification via le portail. Ces informations d'identification
sont validées localement sur le WLC ou via un serveur d'authentification externe, selon la stratégie
de sécurité configurée.

UTC Astival Time

Jan

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

14,

14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
4,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,
14,

2025
2825
2025
2025
2025
2025
2025
2025
2025
2825
2025
2025
2025
2025
2025
2025
2025
2825
2025
2025
2825
2025
2025
2025
2025
2825
2025
2025
2825
2025

16:19:12,

16:
16:
16:
16:
16
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16
16:
16:
16:
16:
16:
16:
16:
163
16:

Source Address

10.187,79.38

10.186,32.13
10.1085.60.114
18.185.68.254
10.187.79.38
10.187.79.38

— 18.187.79.30

10.105,60.254
10.1085.60.254
10.186.32.130
10.105.60.114
18.186.32.138
10.105.60.114
10.105,60.254
18.187.79.30

10,1085, 6@.254
10.186.32.130
18.186,32.138
10.1085.60.114
18.185.68.114
10.185.68.254
10.187.79.38

18.187.79.30

10.105,60.254
10.186.32.130
18.185.68.114
10.187.79.38

18.185.68.254
10.105.60.114
12.105,60.114
18.186.32.138
10.186,32.130

Destination Address

10,195,608, 114
10.107.79.30
10.186.32.130
10.195.68. 114
10.195.68. 114
10.185.60.114
10.106.32.130
10.196.32.130
10.195.68.254
10.107.79.30

18.185.60. 254
10.,107.79,30

10.106.32.130
10.1985.60.114
10.196.32,130
10.105.68.254
10,195,608, 254
10.107.79.30

18.187.79.308

10.196.32,130
10.195.68. 114
18.185.608.114
10.106.32.130
10.195.68. 254
10.167.79.30

10.105.68.114
18, 186.32. 138
10.196,32,130
10.106.32.130
10.1985.60.114
10,195,608, 114

Length  Protocel  TID

124 Vi

1z0 [l

54 TCP
112 unr
659 upP
1342  UDP
134 TCP
537 TLSVI-
13e8  TCP
446 (g
863 TLSv1-
913 np
54 TCP
112 uop
180 TL5V 1
64 TLSV1=
1a3 TLSV1-
114 (g
153 P
54 TCP
112 uoP
1119 uoe
1861 TLSv1-
1015  TLSv1-
962 unr
1144 uDP
1886  TLSv1-
460 RADIUS
460 RADIUS
191 RADIUS
187 RADIUS

Info

16667 - 16667 Len=78

16667 - 16667 Lens?d

B2448 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=@

16667 = 16667 Len=66

16667 - 16667 Len=613
16667 - 16667 Len=1296

62449 - 8443 [ACK] Seq=1 Ack=1 Win=131872 Len=1250 [TCP POU reassembled in 717)
Client Hello

B443 ~ 62449 [ACK] Seq=1 Ack=1734 Win=34688 Len=125@ [TCP POU reassembled in 724]
16667 ~ 16667 Len=ddd
Server Hello, Certificate, Server Key Exchange, Server Hello Done
16667 - 16667 Len=B71
62449 - 8443 [ACK] Seq=1734 Ack=2056 Win=131872 Len=0

16667 - 16667 Len=66

Client Key Exchange, Change Cipher Spec, Emcrypted Handshake Message

Change Cipher Spec
Encrypted Handshake Message
16667 - 16667 Lens?2

16667 - 16667 Len=111
62449 = 8443 [ACK] Seq=186@ Ack=2187 Win=131872 Len=8

16667 - 16667 Len=66

1EEE7 ~ 16667 Len=1873

Application Data
Application Data

16667 - 16667 Len=028
16667 - 16667 Len=18G8

Application Data

Access-Request id=3

Access-Request id=3, Duplicate Reguest
Access-Accept id=3

Access-Accept id=3, Duplicate Response

Acces client a la page WebAuth externe pour fournir les détails d'authentification

Etat du client sur le contréleur étranger et le contréleur d'ancrage

Monitoring - > Wireless- > Clients

Clients

Sleeping Clients

Selected 0 out of 1 Clients

Chient MAC T IPv4

Address

|
y?

Address

10.105.60.254

10 -

Excluded Clients

IPvE Address

St T

AP Name Y D

feB0:E77c b7 48 0de:alc)  AINGGGGGEEGE. 1

ssib Y

DMZ_EWa

WLAN T Client

1]

14

Type

WLAN

T

State Y Protocol

Run

Tac

User
T MName

Y Dwice T
Type

MIA

Role T

Export
Faoreign

13
Capable

o

T




Etat du client sur étranger

Monitoring = » Wireless~ » Clients

Clients Sleeping Clients Excluded Clients

o (2
Selected 0 out of 1 Clients:
Client MAC Y IPvd T AP Y St Y WLAN T Client T User T Device Y 6E i
Address Address IPvG Address Name [Lv] SSi0 T D Typa State T Protocol T Name Type Role T | Capable
“}- 10.105.60.254  feB0:A77cbfdddde:dfc) I—— O DMZ_EWaA 7 WLAN Run NFA Testd2i NiA i:'::‘; No
1 10 » 1 clients €

Etat du client au point d'ancrage

360 View General QOS Statistics ATF Statistics Mobility History
Client Properties AP Properties Security Information Client Statistics
Max Client Protocol Capability 802.11ac Wave 2
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Anchor IP Address 10.105.60.114
Point of Presence 0xA0000003
AuthC Status True
Move Count 0
Role Export Foreign
Roam Type L3 Requested

Propriétés du client sur les



360 View General QOS Statistics ATF Statistics Mobility History

Client Properties AP Properties Security Information Client Statistics
riesoulinecL AUl ncdauan INf A
Number of Tx Total Dropped Packets 0
Client Scan Report Time Timer not running
Wi-Fi to Cellular Steering Not implemented
Cellular Capability N/A
Regular ASR support DISABLED
Mobility
Foreign IP Address 10.107.79.30
Point of Presence 0
Move Count 1
Role Export Anchor
Roam Type L3 Requested

Propriétés du client sur I'ancre

Equilibrage De Charge Entre Contréleur D'Ancrage Multiple

Lorsque plusieurs contrdleurs d’ancrage sont mappés a un seul WLAN, la distribution du trafic
dépend de la priorité. Trois niveaux de priorité peuvent étre configurés : Primaire, secondaire et
tertiaire. La fonction de priorité d'ancrage invité fournit un mécanisme de distribution de charge
active/en veille entre les controleurs d'ancrage. Pour ce faire, attribuez une priorité fixe a chaque
contréleur d’ancrage : La charge est distribuée au contréleur de priorité la plus élevée, et de
maniére circulaire parmi les contréleurs qui partagent la méme valeur de priorité.



Edit Policy Profile x

A Disabling a Policy or configuring it in ‘Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.
There are anchors configured on the policy. Remove anchors before disabling Central Switching.

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability B oseseo

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
@ 10.105.60.114 Tertiary (3) v &

Mo anchors available

Mappage de priorité d'ancrage

S

Remarque : Par défaut, la priorité tertiaire est configurée lors du mappage du contréleur
d'ancrage sur le contréleur étranger.

Dépannage de la connectivité client dans un scénario d'ancrage étranger

1. Probléemes d'intégration client

i. Etat du tunnel : Vérifiez que le tunnel de mobilité entre les contréleurs étranger et
d'ancrage reste actif.

ii. Non-concordance de configuration : Assurez la parité de configuration entre les deux
contréleurs. Des différences dans les noms de WLAN, les nhoms de profil de stratégie
ou les paramétres avancés (tels que le remplacement AAA, les exigences DHCP IPv4
et NAC) entrainent des erreurs de non-correspondance de profil ou de refus d'ancrage.

ii. Divers : Si le tunnel est activé sans probléme de configuration, I'approche de
dépannage est similaire a un probléme de connectivité client normal en s'assurant de
vérifier le contrdéleur respectif qui gére le trafic affecté.



2. Connectivité intermittente
i. Volets du tunnel : Si les paquets keepalive entre les deux contréleurs ne parviennent
pas, le tunnel s'affole, empéchant le client de maintenir une connexion au SSID.
ii. Bande passante faible : Si la valeur de la MTU de chemin (PMTU) entre homologues
de mobilité diminue (576), les clients subissent une dégradation des performances.
Cela se produit généralement lorsque des messages de test d'activité mtu de chemin
sont manqués entre les deux homologues de mobilité

S

Remarque : Le controleur avec I'adresse MAC de mobilité inférieure lance les
messages de keepalive standard et de MTU de chemin.

3. Problemes spécifiques d'accés au site Web

i. Les en-tétes de trafic de mobilité incluent les identificateurs de groupe de mobilité, les
adresses MAC, les adresses IP et les paquets DTLS CAPWAP chiffrés échangés sur
les ports UDP 16666 et 16667. Cette surcharge s'ajoute a I'en-téte CAPWAP existant.
Pour le trafic TCP, aprés I'ajustement de TCP MSS configuré pour AP, si la taille du
paquet dépasse la PMTU de mobilité (maximum 1385 octets) en raison de cette
surcharge supplémentaire, la fragmentation se produit.Bien que la fragmentation soit
généralement gérée par le réseau, des problemes surviennent si les paquets arrivent
dans le désordre ou en retard. Ces conditions ont un impact sur le réassemblage des
paquets et entrainent des échecs d'accessibilité des données pour des sites Web
spécifiques.

Collecte des journaux a partir du contrdleur étranger et d'ancrage

1. Activez term exec prompt timestamp pour avoir une référence temporelle pour toutes les
commandes.

2. Utilisez la commande show tech-support wireless !! pour vérifier la configuration.

3. Vous pouvez vérifier I'état du tunnel de mobilité show wireless mobility summary !!

4. Statistiques de Mobility Peer qui incluent I'état de la liaison, les données et les événements
client, les statistiques de maintien de la connexion montrent la mobilité sans fil peer ip <IP>

5. Activez le suivi radioactif pour I'adresse IP/MAC de I'homologue de mobilité et I'adresse
MAC du client.

Via CLI :

debug wireless {MAC | ip} {aaaa.bbb.cccc | x.x.x.x } {monitor-time} {N secondes} !! Le
réglage du temps nous permet d'activer les traces pendant 24 jours .

no debug wireless {MAC | ip} {aaaa.bbb.cccc | x.x.x.x ! Pour désactiver le débogage

WLC génére un fichier de trace de débogage avec Client_info, commande pour vérifier le
fichier de trace de débogage généré dir bootflash: | i debug !!



Avertissement : Le débogage conditionnel active la journalisation au niveau du
débogage qui a son tour augmente le volume des journaux généreés. Laisser cette
opération en cours réduit le retard dans le temps a partir duquel vous pouvez
afficher les journaux. Il est donc recommandé de toujours désactiver le débogage a
la fin de la session de dépannage.

6. Afin de désactiver tous les débogages, exécutez ces commandes :
# clear platform condition all !!

# undebug all !!
Via l'interface utilisateur :

Etape 1. Accédez a Troubleshooting > Radioactive Trace.

Etape 2. Cliquez sur Add et entrez une adresse MAC/IP d'homologue de mobilité ou une
adresse MAC de client que vous souhaitez dépanner.

Etape 3. Lorsque vous étes prét a démarrer le suivi radioactif, cliquez sur Start. Une fois
démarré, la journalisation de débogage est écrite sur le disque a propos de tout traitement
du plan de contréle lié aux adresses MAC suivies.

Etape 4. Lorsque vous reproduisez le probléme que vous souhaitez résoudre, cliquez sur
Stop.

Etape 5. Pour chaque adresse MAC déboguée, vous pouvez générer un fichier journal
rassemblant tous les journaux relatifs a cette adresse MAC en cliquant sur Générer.
Etape 6. Choisissez le délai de retour du fichier journal que vous souhaitez conserver et
cliquez sur Apply to Device (Appliquer au périphérique).

Etape 7. Vous pouvez maintenant télécharger le fichier en cliquant sur la petite icone en
regard du nom du fichier. Ce fichier est présent dans le lecteur flash d'amorgage du
contrbleur et peut également étre copié a partir de la boite via CLI.

7. Captures intégrées

Via CLI :

capture de moniteur MYCAP clear !!

capture de moniteur MYCAP interface Po1 les deux !!

Taille de la mémoire tampon MYCAP de capture de moniteur 100 !!
monitor capture MYCAP match access-list name !! (si suivi du trafic du tunnel de mobilité entre
WLC)

monitor capture MYCAP match any/ipv4/ipv6.MAC !!

capture de moniteur MYCAP start !!

I'Reproduire

capture de moniteur arrét MYCAP

capture de moniteur MYCAP export flash:|tftp:|http:.../filename.pcap



Via l'interface utilisateur :

Etape 1. Accédez a Troubleshooting > Packet Capture > +Add.

Etape 2 : définition du nom de la capture de paquets Un maximum de 8 caractéres est autorisé.
Etape 3. Définissez les filtres, le cas échéant.

Etape 4. Cochez la case pour surveiller le trafic de contréle si vous voulez voir le trafic envoyé au
processeur du systeme et réinjecté dans le plan de données.

Etape 5 : définition de la taille de la mémoire tampon Un maximum de 100 Mo est autorisé.

Etape 6. Définissez la limite, soit par la durée qui autorise une plage de 1 & 1000000 secondes,
soit par le nombre de paquets qui autorise une plage de 1 a 100000 paquets, selon les besoins.
Etape 7. Choisissez I'interface dans la liste des interfaces de la colonne de gauche et sélectionnez
la fleche pour la déplacer vers la colonne de droite.

Etape 8. Cliquez sur Save and Apply to Device.

Etape 9. Pour démarrer la capture, sélectionnez Start.

Etape 10. Vous pouvez laisser la capture s'exécuter jusqu'a la limite définie. Pour arréter
manuellement la capture, sélectionnez Arréter.

Etape 11. Une fois arrété, un bouton Export (Exporter) devient disponible et vous permet de
cliquer sur I'option permettant de télécharger le fichier de capture (.pcap) sur le bureau local via le
serveur HTTP ou TFTP, le serveur FTP ou le disque dur ou la mémoire flash du systéme local.

Informations connexes

Configuration des topologies de mobilité sur les WLC Catalyst 9800

Configuration de la fonction WLAN Anchor Mobility sur Catalyst 9800

Assistance et documentation techniques - Cisco Systems



https://www.cisco.com/c/fr_ca/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/fr_ca/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/fr_ca/support/index.html

A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



