Configurer le NPS, les contrOleurs de réseau
local sans fil (WLC) et les réseaux sans fil
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Introduction

Ce document décrit comment configurer I'authentification PEAP avec MS-CHAP avec le serveur
NPS de Microsoft comme serveur RADIUS.

Conditions préalables

Exigences



Cisco vous recommande de prendre connaissance des rubriques suivantes :

» Connaissances de base de l'installation de Windows 2008
* Connaissance de l'installation du controleur Cisco

Assurez-vous que ces conditions sont remplies avant de tenter cette configuration :

* Installez Microsoft Windows Server 2008 sur chacun des serveurs du TP de test.
» Mettez a jour tous les Service Packs.

Installez les contréleurs et les points d'accés légers (LAP).

» Configurez les derniéres mises a jour logicielles.

Pour obtenir des informations sur l'installation initiale et la configuration des contrdleurs sans fil de
la gamme Cisco 5508, reportez-vous au Guide d'installation des contrdleurs sans fil de la gamme
Cisco 5500.

S

Remarque : Ce document est destiné a donner aux lecteurs un exemple sur la
configuration requise sur un serveur Microsoft pour I'authentification PEAP-MS-CHAP. La
configuration du serveur Microsoft Windows présentée dans ce document a été testée au
cours des travaux pratiques et s’est révélée fonctionner comme prévu. Si vous rencontrez
des problémes avec la configuration, contactez Microsoft pour obtenir de I'aide. Le centre
d'assistance technique Cisco (TAC) ne prend pas en charge la configuration du serveur
Microsoft Windows.

Les guides d'installation et de configuration de Microsoft Windows 2008 sont disponibles sur
Microsoft TechNet.

Composants utilisés

Les informations contenues dans ce document sont basées sur les versions de matériel et de
logiciel suivantes :

» Contréleur sans fil Cisco 5508 exécutant la version 7.4 du microprogramme

+ Point d'accés Cisco Aironet 3602 avec protocole LWAPP (Lightweight Access Point
Protocol)

* Windows 2008 Enterprise Server avec NPS, autorité de certification (CA), protocole DHCP
(Dynamic Host Control Protocol) et services DNS (Domain Name System) installés

* PC client Microsoft Windows 7

» Commutateur Cisco Catalyst 3560

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Si votre réseau
est en ligne, assurez-vous de bien comprendre l'incidence possible des commandes.

Conventions


https://www.cisco.com/c/en/us/td/docs/wireless/controller/5500/install/guide/ctrl5500.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/5500/install/guide/ctrl5500.html

Pour plus d’informations sur les conventions utilisées dans ce document, reportez-vous aux
Conventions relatives aux conseils techniques Cisco.

Informations générales

Ce document fournit un exemple de configuration pour I'authentification PEAP (Protected
Extensible Authentication Protocol) avec MS-CHAP (Microsoft Challenge Handshake
Authentication Protocol) version 2 dans un réseau sans fil unifié Cisco avec le serveur NPS
(Microsoft Network Policy Server) comme serveur RADIUS.

Présentation de PEAP

Le protocole PEAP utilise le protocole TLS (Transport Level Security) pour créer un canal chiffré
entre un client PEAP authentifié, tel qu'un ordinateur portable sans fil, et un authentificateur PEAP,
tel que Microsoft NPS ou tout serveur RADIUS. PEAP ne spécifie pas de méthode
d'authentification, mais fournit une sécurité supplémentaire pour les autres protocoles
d'authentification extensible (EAP), tels que EAP-MS-CHAP v2, qui peuvent fonctionner via le
canal chiffré TLS fourni par PEAP. Le processus d'authentification PEAP consiste en deux phases
principales .

Premiére phase PEAP : Canal chiffré TLS

Le client sans fil s'associe avec I'AP. Une association basée sur la norme IEEE 802.11 fournit une
authentification de systéme ouvert ou de clé partagée avant qu'une association sécurisée ne soit
créée entre le client et le point d'accés. Aprés que I'association basée sur IEEE 802.11 est établie
avec succes entre le client de routage et le point d'acces, la session de TLS est négociée avec
I'AP. Une fois I'authentification terminée entre le client sans fil et NPS, la session TLS est
négociée entre le client et NPS. La clé qui dérive de cette négociation est utilisée pour crypter
toute la communication ultérieure.

Deuxieme phase PEAP : communication authentifiée d'EAP

La communication d'EAP, qui inclut la négociation d'EAP, se produit a l'intérieur du canal de TLS
créé par PEAP dans la premiére phase du processus d'authentification de PEAP. Le NPS
authentifie le client sans fil avec EAP-MS-CHAP v2. Le LAP et le contrOleur transférent
uniquement les messages entre le client sans fil et le serveur RADIUS. Le controleur LAN sans fil
(WLC) et le LAP ne peuvent pas déchiffrer ces messages, car il ne s'agit pas du point d'extrémité
TLS.

La séquence de messages RADIUS pour une tentative d'authentification réussie (ou I'utilisateur a
fourni des informations d'identification valides basées sur un mot de passe avec PEAP-MS-CHAP
v2) est :

1. Le NPS envoie un message de demande d’identité au client : Requéte EAP/Identité.
2. Le client répond avec un message de réponse d'identité : Réponse EAP/Identité.
3. Le NPS envoie un message de demande de confirmation MS-CHAP v2 : Requéte-


https://www.cisco.com/c/fr_ca/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

EAP/Type-EAP=EAP MS-CHAP-V2 (défi).

4. Le client répond avec un défi et la réponse MS-CHAP v2 : Réponse-EAP/Type-EAP=EAP-
MS-CHAP-V2 (réponse).

5. Le serveur NPS renvoie un paquet de réussite MS-CHAP v2 lorsque le serveur a authentifié
le client : Requéte-EAP/Type-EAP=EAP-MS-CHAP-V2 (réussite).

6. Le client de routage répond avec un paquet de réussite MS-CHAP v2 quand le client a
authentifié le serveur avec succes : Réponse-EAP/Type-EAP=EAP-MS-CHAP-V2 (réussite).

7. Le NPS envoie une valeur TLV (EAP-type-length-value) qui indique une authentification
réussie.

8. Le client répond avec un message de réussite d'état EAP-TLV.

9. Le serveur termine I'authentification et envoie un message EAP-Success en texte clair. Si
des VLAN sont déployés pour l'isolation du client, les attributs VLAN sont inclus dans ce
message.

Configurer

Dans cette section, vous trouverez les informations nécessaires a la configuration de PEAP-MS-
CHAP v2.

S

Remarque : Utilisez I'outil Command Lookup Tool pour obtenir plus d'informations sur les
commandes utilisées dans cette section. Seuls les utilisateurs Cisco enregistrés peuvent
acceéder aux informations et aux outils Cisco internes.

Diagramme du réseau

Cette configuration utilise la configuration de réseau suivante :
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Dans cette configuration, un serveur de Microsoft Windows 2008 effectue ces réles :

» Contréleur de domaine pour le domaine

» Serveur DHCP/DNS

» serveur AC

* NPS : pour authentifier les utilisateurs sans fil

 Active Directory - pour mettre a jour la base de données utilisateur

Le serveur se connecte au réseau cablé via un commutateur de couche 2, comme illustré. Le
WLC et le LAP enregistré se connectent également au réseau via le commutateur de couche 2.

Les clients sans fil utilisent I'authentification WPA2 (Wi-Fi Protected Access 2) - PEAP-MS-CHAP
v2 pour se connecter au réseau sans fil.

Configurations

L'objectif de cet exemple est de configurer le serveur Microsoft 2008, le contréleur de réseau local
sans fil et le point d'acces Iéger pour authentifier les clients sans fil avec I'authentification PEAP-
MS-CHAP v2. Ce processus comporte trois étapes principales :

1. Configurez Microsoft Windows 2008 Server.
2. Configurez le WLC et les points d'acces légers.
3. Configurer les clients sans fil

Configurez le serveur de Microsoft Windows 2008

Dans cet exemple, la configuration compléte du serveur Microsoft Windows 2008 comprend les
étapes suivantes :

. Configurez le serveur en tant que contréleur de domaine.
. Installer et configurer les services DHCP.

. installer et configurer le serveur en tant que serveur AC.

. Connectez les clients au domaine.

. Installez le NPS.

. Installer un certificat.

. Configurez le NPS pour I'authentification PEAP.

. Ajoutez des utilisateurs a Active Directory.

0O ~NOoO O WON -~

Configurez le serveur de Microsoft Windows 2008 comme contrdleur de domaine

Complétez ces étapes afin de configurer le serveur Microsoft Windows 2008 en tant que
contréleur de domaine :

1. Cliquez sur Démarrer> Gestionnaire de serveur.
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2. Cliquez sur Roles> Ajouter des réles.
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3. Cliquez sur Next (Suivant).



Add Roles Wizard

3
ﬁ Before You Begin

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Pragress » The Adminisbrabor acoount hias a strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall I Cancal |

4. Sélectionnez le service Services de domaine Active Directory, puis cliquez sur Suivant.



Add Roles Wizard E3

Select Server Roles

Before You Begn Sedect one or move rokes bo install on this ssever,
Server Rokes Riodas: Description:
Active Direckory Domain Services ] Active Directory Certificake Services L NETAT et oA Tl R ol L
d bS] st Farmeation about ob
Corfirmation AN Active Directary Domain Services E{::nm:l:\!nmrku-d ma:#::h; A
Frocress [ ] &ctive Directory Federation Services irformation avalable to users snd
rod ] Active Directory Lightwelght Directory Services network adminisbrators. AD D5 uses
Resuks || #etive Directary Rights Management Services doman :nntrﬂ'ers m'?@lhtﬁ netviork,
) ) usars access ko parmitted resources
L] Appication Server anywhere on the nebwark through a
F g:;‘; Server single logon process,
| arver
[] Fax Server

| File Services

[ ] Metwork Palice and Access Services
[ print Services

L] Terrminal Services

[] uDDI Sarvices

[] web Server (115)

| | windaws Deplayment Services

] Windows Server Update Services

< Prevvious I Mgt > | Iristal | Cancel |

5. Consultez la section Introduction aux services de domaine Active Directory, puis cliquez sur
Suivant.



Add Roles Wizard

I
I@;L- Active Directory Domain Services

<l
Befare You Eegn Introduction bo Active Directory Domain Services
Eervar Rokes Active Directory Domain Services {AD D5) skores information about users, computers, and other devices on the
netwiork. AD DS helps administrators secursly mansge this information and Faciltates resource sharing and
Active Direckory Domain Services collabor ation between users, AD 05 s ako reguired for direckory-enabled applcations such a5 Microsafl
. Exchange Server and For other Windows Server technologles such 25 Group Folicy,
Confirmation
Brogress Things to Note
i i Ta help ensure that users can shll lag on ko the nebwork in the case of & server oukage, inskal & minimum aof
Ll teio dornain contrallers For a dormain.

1 AD DS requires & DS server bo be installed on the netwaork, IF you do nok have a DNS server installed, you
will be prompted ko instal the DNS Server role on this server,

i ¢ After vou irstall the AD 05 role, use the Active Directary Domain Services Installation Wizard
(deproma.exe) to make the server a Fully functional domain controler,

i+ Instaling A0 DS will also Instal the DFS Namespaces, DFS Replcation, and Flle Replcation services wiich
are required by Direcbory Service.
Additional Information
Crverview of AD DS
Installing A0 DS
Cosnmon Configurations For A0 DS

<= Presdous | et = I [nisk= Cancel

6. Cliquez sur Install pour lancer le processus d'installation.



Add Roles Wizard

3
i%lg‘ Confirm Installation Selections

Eefore You Eegn
To Instal Ehe Following roles, role services, or festures, click Install.

Server Roles

- . . (i) 2 informational messages below
Active Direckary Domain Services B
Confirmation li This server might need bo be restarted after the installation completes.
Progress # Active Directory Donnain Services
Fesuks q_, After you irstall the AD DS rale, use the Active Direckaory Domain Services Inskallation Wizard

(deprome,exe) to make the server & fully functional domen controler,

Print, e-mail, or save this nformation

< Previous ] [e1 | | Install I Cancal

L'installation se poursuit et se termine.

7. Cliquez sur Fermer cet Assistant et lancez I'Assistant Installation des services de domaine
Active Directory (dcpromo.exe) pour poursuivre l'installation et la configuration d'Active
Directory.



Add Roles Wizard

Installation Results

Before You Begin
The Followsing rales, role services, or Features wers installed successhuly:
Seryver Roles

1 warning, 1 informationsl messages below
Achive Directory Domain Services + o

Confirmation o Windows aubomatic updating & not enabled. To instal the latest updates, use Windows Update in
. Cortrol Paned to check For updates.
IOgress

Rasults +! Active Directory Domain Services i@ tnstallation succeeded

The fallowing rale ssrvices wers installed:
Active Directory Domaln Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo.exe) to make the server
fully Functional domain cartrolles.

Close this wizard and launch the Active Directory Domain Services Inskallation \Wizard (depron, exe).

Print, e-mail, or save Ehe installation report

= Fresious I i ey e I I Close: I Cancel

8. Cliquez sur Next pour exécuter 'Assistant Installation des services de domaine Active
Directory.



! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

Thiz wizard helps you inztall Active Directary Daomain
Servicesz [A0 D5] on thiz zerver, making the server an
Active Directory domain contraller. To continue, click Mest.

[T Use advanced mode installation

Learn more about the additional options that are
available in advanced mode installation.

bare about Active Directory Domain Services

< Back I et > I Cancel

9. Vérifiez les informations sur la compatibilité du systéme d'exploitation, et cliquez sur Next.



@/ Active Directory Domain Services Installation Wizard

Operating System Compatibility = -
Impraved security settings in \Windows Server 2008 affect alder versions of =
Windows i

v Windows Server 2008 domain contrallers have a new more secure default for the
zecurty getting named “Allow cryptograpky algonithms compatible with Windows MT
4.0." Thig getting prevents Microzoft ‘Windows and non-kicrozoft SKE Vclients from
uzing weaker MT 4.0 ztyle cruptography algonthms when establizhing zecurity channel
zezEion: against Windows Server 2008 domain controllers. Az a result of thiz new
default, operations or applications that require a zecurity channel serviced by
Windows Server 2008 domain contrallers might Fail.

Flatformz impacted by thiz change include windows NT 4.0, az well az non-ticrozoft
SMEB "clientz'" and netwark-attached storage [MNAS] devices that do naot support
stranger cryptography algonthms. Some operations on clients mnning versions of
Windows earlier than Yista with Service Pack 1 are alzo impacted, including domain
join operationz performed by the Active Directony Migration Toaol ar Windows
Deployment Services.

For more information about thiz zetting, zee Knowledge Baze article 342564
[http: £ go. microsaft. comfwlink./?Linkld=104751].

< Back I et > I Cancel

10. Cliquez sur Create a new domain in a new forest > Next afin de créer un nouveau domaine.



@/ Active Directory Domain Services Installation Wizard

Choosze a Deployment Configuration ==
Y'ou can create a damain contraller for an exizting forest or far a new farest, =)=

™ Ewizting forest

= &dd a domain controller bo an existing domain

= Create a new domait it &t existing forest
Tihiz zerver will become the first domain contraller im the news damait;

{* Create a new domain in a new forest

tore about poszible deplovment confiqurations

< Back I et > I Cancel

11. Entrez le nom DNS complet du nouveau domaine, puis cliquez sur Next.



@/ Active Directory Domain Services Installation Wizard

Mame the Forezt Root Domain EREE
The first domain in the forest iz the forest root domain. Iks name i also the name of I
the forest. &

Type the fully qualified domain name [FADM] of the new forest oot domain.

FODM of the farest roat domain:

Iwireless.cnn‘l

Ewxample: corp.contoso. com

¢ Back I M et = I Canicel

12. Sélectionnez le niveau fonctionnel de la forét pour votre domaine, puis cliquez sur Suivant.



! Active Directory Domain Services Installation Wizard

Set Forest Functional Level EE 2
Select the farest functional lewvel.

Faorest functional level:

Dretails:

T he "Windows 2000 forest functional level provides all Active Directary Domain -
Services features that are available in Windows 2000 Server. If you have domain
controllers running later versions of \Windows Server, zome advanced features will

hot be available on those domain controllers while thiz forest is at the Windows

2000 functional lewel.

tore about domain and forest functional levels

< Back I et > I Cancel

13. Sélectionnez le niveau fonctionnel de domaine pour votre domaine, puis cliquez sur Suivant.



.'ﬁ_'l Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain lunclional level,

Domain unclional level:
‘l_'.ﬁ recdowes 2000 Natiee

El

Detais:
Thafuhvmftﬂwmaawﬂabhalﬂm‘#mdnmﬂﬂmdmmi

- universal groups
= group nesting .
- QIoUp lype CONVErsion

51D history
(If you have domain controllers unning later versions of Windows Server, some
advawadftﬂwmvﬂnﬂbewﬂabhmumdommcwnkmvﬂah

§
lil_l_

More about domain and forest functional levels

< Back Mext > Cancel

14. Assurez-vous que le serveur DNS est sélectionné, puis cliquez sur Next.



@/ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options far this domain contraller,
¥ DNS server

¥ Global catalog

™| Bead-only domain contraller (RO

Additional information:

The first domain controller in a forest must be a global catalog server and ﬂ
cannot be an RODC.

"W'e recommend that you install the DNS Server service on the first domain
contraller.

tare about additional domain controller options

< Back I et > I Cancel

15. Cliquez sur Yes pour que l'assistant d'installation crée une nouvelle zone dans DNS pour le
domaine.

@! Active Directory Domain Services Installation Wizard

& delegation For this DNS server cannok be created because the

! % authoritative parent zone cannok be Found or it does notk run
Windows DNS server, IF you are inkegrating with an existing DS
infrastructure, wou should manually create a delegation to this
DS server in the parent zone to ensure reliable name resolution
From outside the domain wireless,com, Otherwise, no action is
required.

Do wou wank ko continue?

Yes | Mo I

16. Sélectionnez les dossiers qu'Active Directory doit utiliser pour ses fichiers, puis cliquez sur
Suivant.



! Active Directory Domain Services Installation Wizard

Location for Database. Log Files, and 5¥5Y0OL =
Specify the folders that will contain the Active Directory domain controller ==
databaze, log files, and 5YSY0L. &

Far better perfarmance and recoverability, store the databaze and log files on zeparate
wollmes.

[ atabaze folder:

IE:'\WindDwshNTDS Browsze. .. |
Log files folder:
IE:'\WindDws'\NTDS Browse... |
SYSWOL falder:
IE:HWinduwsHSYSVEIL Browse... |

Mare about placing Active Directory Domain Services fles

< Back I Mest » I Cancel

17. Saisissez le mot de passe de lI'administrateur, puis cliquez sur Next.



! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password =

The Directomy Services Restore Mode Administrator account iz different from the domain
Adrninigtrator account.

Azzign a password for the Administrator account that will be used when thiz domain
caontraller iz started in Directary Services Restare Mode, "We recammend that pou
chonze a strong pazsword.

Pazzword: I-----------

Canfirmn passward: I“""“""|

tare about Directary Services Restare Mode password

< Back I Mest » I Cancel

18. Vérifiez vos sélections, puis cliquez sur Next.



'u'_-i Active Directory Domain Services Installation Wizard

Eavhwymlubdinm: .
Configure this server as the fist Active Directory domain controller in a new forest. .

The new domain name is wireless.com. This is also the name of the new forest.

The NetBIOS name of the domain is WIRELESS

Forest Funclional Level Windows 2000

Domain Funclional Levelt Windows 2000 M ative

Site: Defaull-Fust-Site-Mame

Additional Options: E
Tochange an oplion. click Back. To begin the operation. chick Next

These sellings can be expoited o an answer file for use with :
it Txmtimrie chetah Expoit setlings... |

< Back Mext > Cancel

L'installation se poursuit.

19. Cliquez sur Terminer pour fermer I'Assistant.



@ Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Bctive Directory D omain Services iz now installed on this;l
camputer for the domain wirgless. conn.

Thiz Active Directory domain controller iz azsigned to the
zite Default-First-Site-Mame. vou can manage sites with
the Active Directory Sites and Services administrative
tool,

To cloze this wizard, click Finigh.,

¢ Back I Finizh I Canzel

20. Redémarrez le serveur pour que les modifications prennent effet.

i_'l Active Directory Domain Services Installation Wizard

Y'ou must restart your computer before the changes made by the
Active Directary Domain Services Inztallabion wizard take effect.

| R estart Mo I Do not Restart Mow

Installez et configurez les services DHCP sur le serveur de Microsoft Windows 2008

Le service DHCP sur le serveur de Microsoft 2008 est utilisé pour fournir des adresses IP aux
clients sans fil. Complétez ces étapes afin d'installer et de configurer les services DHCP :

1. Cliquez sur Démarrer>Gestionnaire de serveur.
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2. Cliquez sur Rdéles> Ajouter des roles.
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= fctive Dereckory Domain Services AL D5 Help

Stowes directory data and manages communication between wsers 2nd domaine, inchuding user logon processes, suthentication, and dinedtory searches,

~! Role Statis ﬁg:;i:?'w Dirwhory Darmain
Messages: Nons
Sysbemn Sardces:  Aunning, | Stopped
[ Events: 4 warnings, 31 informational in the last 24 hours

~ Role Services: 1 irckaled Z24 add Role Services

2}
— T i B Romove Role Serdces
& Actie Directory Donain Controlker Tnstalled
Iidenitky Management for LN Bot instalad

Zerwer For Metveork, Information Serices ot installed

Pagavscrd Synchronizskion ok iretalad

Adbranistration Tooks ik ires aded
Dsscriphion!
MM&M; A sarver ko shone érlaﬂnzxrd_au ijmm :-:-tmlmal.im

L& Lask Rafrash: 202013 L0:S1=30 AM Configurs refrash

|

3. Cliquez sur Next (Suivant).



Add Roles Wizard

3
ﬁ Before You Begin
—J

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Progress + The Adminisbrator account hias 2 strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal

4. Sélectionnez le service DHCP Server, puis cliquez sur Next.



Add Roles Wizard E

Select Server Roles

Befare You Begin Salect one or more roles bo inskall on this server,

Roles: Description:
DHCP Server . " - - f ;
[ -ﬁctwc Drl:lfh:\r:.r. Cl:rtﬁ:',.:kl: -Serl.-'ms _ : e
Mebwark Conneckion Bindings fuckive Direckory Doman Services (Instaled centraly corflgure, manags, and
v DNS Setki [ active Directory Federation Servces provide bemparary IP addresses and
s || Ackive Direckory Lighbweight Directory Services related information For dient
1P WINS Settings [ Active Direchory Rights Managemeant Services computers,
DHCP Seopes [ spplication Server

M CHCP Server

DHOPwE Skateless Mode OIS Server (Instaled
1P DS Settimgs [ Pax server
|| File Services
DHCF Server Authorization -
] mietwenrk Policy and ficcess Servicas
Confirmation [ Erirk; Services
Frogress || Terminal Services
| UDDI Services
Reuits L

[ wweb Server (115)
|| Wirdows Deplovment Services
] Windows Server Update Services

More about server roles

< Prenvious I Next > I Inista Cancel

5. Reportez-vous a la section Introduction to DHCP Server, puis cliquez sur Next.



Add Roles Wizard

5
ﬁ DHCF Server
—

Eefare You Eegn
Server Roles

CHCP Server

Mebwork Connection Bindings
IPvd DNS Sektings
TP \WINS Settings
DHER Scopes
DHCPyE Stateless Mode
IPvve DNS Settings
DHICP Server Autharization
Confirmation
Progress

Resuks

Introduction to DHCP Server

The Dynamic Host Configurabion Probocol alows servers bo assign, or lease, IP addresses bo computers and
cther devices that are enabled as DHCP dienks. Deploying & DHCP server on the network provides computers
and ather TCPJIP-based nebwork devices with valid 1P addresses snd the additional configuration paramekers
these devices need, called DHOP options, This alows computers and devices bo conneck ba ather network
resources, such &5 DS servers, WINS servers, and routers,
Things to Note

i You should configure sk least ane static 1P address on this compuber.

1 . Befiore vou install DHCP Server, you should plan your subnets, scopes, and exchsions. Make a record of

the plan In 3 safe place for lster reference.

Additional Information

OHEP Server Overden
firs H

fati with

< Pravious I Mexk = I Iristall Cancal

6. Sélectionnez l'interface que le serveur DHCP doit surveiller pour les demandes, et cliquez

sur Next.




Add Roles Wizard E

3
ig:g Select Network Connection Bindings

Befare You Begn e oF more network connactions having a stakic 1P address were detected. Each networls conneckion can

Sarver Roles be used ba service DHOP dients on a separate subnet.

Select the network connections thak Hris DHOP server will use For servicing clients,

otk Connection Bindings
hetwork Connections:
MRS IF Address ] Type
IFved \WINS Settings E 192,168, 162.12 TP
OHCF Scopes
DHCPYE Stakeless Mode
IPvE DNS Settings
DHCP Server Autharizakion
Confirmation
Progress
Resuks
Detais
Miarme: Local Ares Conneckion
Mebwork Adapkes: TnbelR] FROJ1000 MT Deskiop Adapber
Physical Addrase: 08-00-27-36-2C-A4

< Previous | et = I I=zal Cancel

7. Configurez les paramétres DNS par défaut que le serveur DHCP doit fournir aux clients, puis
cliquez sur Next.



iE:Ir‘ Specify IPva DNS Server Settings

Before You Begin
Server Roles
DHCP Server

Nebwork Connection Bindings

ings
1P WIKS Settings
DHCR Scopes
DHOPwE Shateless Mode
1P DNS Settings
DHCP Server Authorization
Confirmation
Progress

Resuts

‘When cliznts obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of DNS servers and the parent domain name, The setbngs you pravide here will be sppied to disnts
wusing IPw4.

Specify the name of the parent domain that clients will use for name resolution. This domain will be used For al
soopes you creake on this DHCP sexver,

Parent Domain:

|wi:alass.u:vm

Specify the 1P addresses of the DMS servers that chents will uss For name resolution. These DNS servers will be
e for all scopes you create on this DHOP server,

Preferred DNS Server IPw4 Address:

|mz. 168, 182,12 Yalidate

Altermate DNS Server IPvd Address:

welidate

More about DHE sarver settings

= Prensious I Mext = I Inistar Cancel

8. Configurez WINS si le réseau prend en charge WINS.




Add Roles Wizard

igsﬁ Specify IPva WINS Serwver Settings

Eefore You Begin

‘When clients obtain an IP address from the DHCP server, they can be given DHCP options such as the 1P

aidresses of WINS ssrvers, The settings you prondde here wil be appled to dients using 194,

Server Roles
DHCP Server

% WWINS i nok required for applications on this nebwork

Nebwork Connection Bindings
P4 DHS Settings

TP+ WINS Setbings

" WINS i reaquired for applications on this retwerk

Specty the IP addresses of the WINS servers that chents wil use for name resolution. These WINS servers
DH":F SI:I:IIDES Wil e ser fl I r|| SCOpPES ¥ou 'nnl-— i B DHCFE sepver
DHCP6 Stateless Mode Prafarad WING Sarver 1P Addrese:
1P DNS Settings I
DHCP Server Authorization alternate 'WINS Server IP Address:
Progress
Reauks
More about WINS server seffings

= Prensious I Next = I Inistar Cancel

9. Cliquez sur Add pour utiliser I'assistant pour créer une étendue DHCP ou cliquez sur Next
pour créer une étendue DHCP ultérieurement. Cliquez sur Next pour continuer.




Add Roles Wizard

ig;b Add or Edit DHCP Scopes

Before You Begin & scope is the range of possble TP addresses for a network, The DHCP server cannok distribute TP
addresses to dients until & scope is crested.
Server Roles
Soopes:
DHCF: Server | Mame [ 1P Address Range | Add,..
Mebwork Conneckion Bindings
Edili, ..
P4 DNS Settings _I
P4 WINS Setkings Delete
DHCOPvE Stateless Mode
1P DN Settings
DHOP Server Authorization
Confirmation
Progress
Resuks
— Properties
Add or select a scope bo view ks properties,
More abouk adding scopes
= Prawious Mezt = Install Cancel

10. Activez ou désactivez la prise en charge DHCPVG6 sur le serveur, puis cliquez sur Next.




Add Roles Wizard | x|

igsﬁ Configure DHCPvE Stateless Mode

Before You Begin DHCP Server supporks the DHCPYG protocol For servicing TRyvE chents. Lising DRCPYE, clisnts can

automaticaly configure thek own 1P addresses using stabeless mods, or they can acquire IPvG
Server ks addresses in stabeful mode from the DHCP server, IF routers on your network. are configured bo support
DHCP Server DHICPw6, verify that your selection below matches the rouber configuration.

Nebwork Connection Bindings
Seleck the DHCPG skabeless made eanfiguration Far this server,

P4 DNS Settings
1P WIS Setbimgs (% Enabe DHCPE statedess mode For this server
DHCP Scopes TP clients will be aukomaticaly configured withouk using this DHOP server.

o6 Shateless Mode
1P DNS Settings
DHCP Server Authorization
Confirmation
Progress

Resuts

" Disable BHCPvE stakelass mods fior Hris server
After inskaling DHCP Server, you can configure the DHOPE mode using the DHCP Management consale.

More about DHCPYE stabeless mode

= Prensious I Next = I Inistar Cancel

11. Configurez les paramétres DNS IPv6 si DHCPVG6 a été activé a I'étape précédente. Cliquez
sur Next pour continuer.



Add Roles Wizard

igﬂi Specify IPv6 DNS Server Settings
L]

Befare You Begin
Server Rioles
DHCP Server
Mebwork Connection Eindings
P DS Satkings
1P WINS Settings
DHCR Scopes
DHOPwE Stakeless Mode

1P DMNS Settings
DHCP Server Authorization
Confirmation

Progress

Results

\When clients obtain an IP address from the DHCP server, they can be given DHCP options sudh as the IP
addresses of DS servers and the parent domain name, The setbings you provide here will be apgliied to dients
using IPv6.

Specify the name of the parent doman that clients will use for name resolution. This domain wil be used For al
soopes you create on this stateless IPve DHCP server.,

Parent Domain:
|wire|555.n:rn

Specify the IP addresses of the DS servers that chents will uss For neme resolution. These DNS servers will be
used For all scopes you create on this DHCOP server,

Preferred DNS Server IPvG Address:
[Feeu: :alca G008 920513003 Walidate

Alternate ONS Server IPv Address:

WHidate

|k

More about DS server settings

< Prenvious I Next = I Inista Cancel

12. Fournissez des informations d'identification d'administrateur de domaine pour autoriser le
serveur DHCP dans Active Directory, puis cliquez sur Next.




Add Roles Wizard

ig‘:‘ Authorize DHCP Server

Esfore You Begin

Server Roles

DHCP Servar
Metwork Connection Eindings
P4 DS Settings
P 'WINS Sathings
DHCP Scopes
DHOPwE Shateless Mode
IPvé DS Sattings

DHECP Server Authorization

Frograss

Reauks

Acthee Directory Doman Services (AD OS] stores a list of DHCP servers that are authorized to service
dients on the network. Authorizing DHCP servers helps avoid acddental damage caused by running DHCP
servers with incorrect configurations or DHCP servers with correct configurations on the wrang netwark.

Specify credentials touse For suthorizing this DHCP server in AD D3,

(% Use qurrent credentials
The credenkisls of the current wser will be used to authorize this DHCF server in AD DS.
Lissr Mame: JWIRELES‘I,adn'ﬂsI:ratur

" Use alternate oredentials
Specify domain administrator credentiak For authorizing this DHCP server in AD DS,

User Name: | specify,.. |

™ Skip authorzation of this DHCP server In AD DS
/4 This DHCP server must be authorized in D DS before it can s2rvice dients,

More about authorizing DHCP servers in A0 D5

< Previous I Meok > I Iniste Cancel

13. Vérifiez la configuration sur la page de confirmation, et cliquez sur Install pour terminer

l'installation.




ig'} Confirm Installation Selections

Before You Begin
Server Roles
DHCP Servar
Mebwork Connection Eindings
P DS Settings
1P+ WIS Settings
DHCR Scopes
DHOPwE Shakeless Mode
1P DS Sattings
DHCR Server Authorization

Confirmation

Progress

Resuts

Toinstal the Folowing roles, role services, or features, click Install,

(i) 1infermational message Below

| DHCP Server

Metwark Connechon Bndings:
184 DS Settings
LS Parenk Daomain:
DMS Servers:
WING Servers:
Scopes
DHCPw6 Stateless Mode:

IFqeG DS Settings
DS Parent Domain:

DS Servers:
DHEP Server fwkhorization:

lﬂj This server might need to be restarted after the installation completas.

192, 168.162,12 (IPvd)

wireless.com
192,168, 162.12
Mone
o scopes defined
Enaled

Wirgless. com
Fedil; :alca:B008: 92053003

Hwkhorize using credentizls associated with
WIRELESShadministrabor

= Prensious Rlet = I Instal |

Cancel

L'installation se poursuit.

14. Cliquez sur Fermer pour fermer |'Assistant.




Add Roles Wizard

.%‘E Installation Results
~ W

Eefaore You Begin
Servar Roles
DHCE Sefwer

The following roles, robe services, or feabures were installed successhully:

1 1 wearnimeg message balow

Mebwork Connection Bindings [ § Windowss automatic updating is ot enabled, To inskall the labest updates, use Windows Update in
+ Control Panel bo check For updates,

IPv4 DNS Settigs )
DHCP Server &) Installation succeeded

P4 WING Settings

DHOP Scopes

DHCPwE Stabeless Mode
TP DS Settings

DHOF Server Aukhorization

Confirmation

Progress

G FrEiGLES I ek 2 I Close (Zance

Le serveur DHCP est maintenant installé.

15. Cliquez sur Start > Administrative Tools > DHCP pour configurer le service DHCP.



12 pHCP
File  Action View Help

Hi=] E3

UL JEIESN 7 Nl iED

B wirerezSz2umnms. wireless.com

Carkerits of DHCP Status
a N SR Eumnme, wirelass oo

16. Développez le serveur DHCP (illustré dans l'image précédente pour cet exemple), cliquez
avec le bouton droit sur IPv4 et choisissez New Scope pour créer une étendue DHCP.




12 pHCP = [O]x]
File  Action View Help

o 7mE o HRIE _
Doece I ——

S| j wirrmvz B 2umnms. wireless,com

Ly [Desplay Statistcs... 0, Add a Scope
Clls ROt Nave Scope, ., '
My Mukicast Seope. .. & scope s a range of 1P addresses assgned bo computers requesting a dynamic 1P address, You must craake and

carfigure a scope before dynamic 1P addresses can be assigned.
Cafine User Classes...

Define Yerdor Classes, . To add a new scope, on the Adion mer, chck New Scaps.

B 1= 0 \
Racericie M Soapes... or mone infiormaton about sethng up a DHCP server, see onlne Help

Set Pradefined Options. ..
Wi 13

Refresh

Properties
Help:

[Creats a rew scope

17. Cliquez sur Next pour configurer la nouvelle étendue via I'Assistant Nouvelle étendue.

New Scope YWizard

Welcome to the New Scope
Wizard

Thiz wizard helps you set up a zcope for distributing [P
addresses to computers on your network.,

To continue, click Mesxt,

< Back I et = I Cancel




18. Entrez un nom pour la nouvelle étendue (Clients sans fil dans cet exemple), puis cliquez sur
Next.

Mew Scope Wizard

Scope Hame v
Y'ou have o provide an denlilyng scope name. vou also have the oplon of I
providing & desciplion

Type a name and descriplion fior this scope. This information helps: you quickly identily
how the scope is to be used on your nelwork.

Descnplion: [

< Back Mext > Cancel

19. Saisissez la plage d'adresses IP disponibles pouvant étre utilisée pour les baux DHCP.
Cliquez sur Next pour continuer.



Mew Scope Wizard

IP Addrezs Range

You defme the scope addiess range by identifying a st of conseculive IP 1@
addresses

Enter the range of addiesses that the scope distiibutes.

Start IP addiess: [192 168 . 162. 100
End IP addiess: [19:: 168 . 162. 200

A subnet mask defines how many bits of an IP addiess to use for lhe network/subnet
1Dz and how many bits touse for the host 1D, You can specily the subnet mask by
lenwgth o1 a3 an IP addiess.

Length: 24+
Subnet mask: [255255255 0

< Back Mext> I Cancel

20. Créez une liste facultative d'adresses exclues. Cliquez sur Next pour continuer.

MNew Scope Wizard

Add Exclusions ;
Exchsions are addiesses or a range of addresses that are not dislibuted by the I
se1vel

Type the IP address range that you want to exchede. IF you want to exchide a single
addiess, lype an address in Stait IP address only.

Stait IP addiess: End IP addiess:
| |

Exchuded addiess range:

< Back Next > Cancel

21. Configurez la durée du bail, puis cliquez sur Next.



Mew Scope Wizard

Lease Duration
The lease duralion specifies how long a clent can use an 1P addiess from this
SCOpE

Lease duralions should Iypically be equal to the average time the computer is
connected o the same physical retwork. For mobde networks that consist mainky of
poitable computers o dialup clents, shoier lease duralions can be useful
Likewize, for a stable nelwork that consists mainly of deskiop computers at foed
locations, longer lease durations are more appropiiate.

Set the duration for scope leases when distibuted by this server,
Liméted to:

Days: Houars: Minutes:
= = N =

=

< Back Medt > Cancel

22. Cliquez sur Yes, | want to configure these options now, puis sur Next.

New Scope YWizard

Configure DHCP Options

'ou have to configure the most common DHCF options before clients can use the ﬁu
sCOpe.

YWhen clients obtain an address, thew are given DHCP options zuch as the [P
addrezses of routers [defaulk gatewayps], DMNS servers, and WIS settings for that
FCOpE.

The zettingz you select here are for this scope and overnde settings configured in the
Server Optiong folder for thiz server.

Do you want tao configure the DHCF options for this scope now?

% ez, | want to configure these optiohs now

i~ Mo, | will configure these options |ater

< Back I MHest = I Cancel

23. Entrez I'adresse IP de la passerelle par défaut pour cette étendue, cliquez sur Add > Next.



New Scope YWizard

Router [Default G ateway] —
Y'au can zpecify the muters, or default gateways, to be distributed by this soope.

To add an IP address for a router uzed by clientz, enter the addreszs below,

IF address:
| [ . . . A

192.168.162.2 Remove
Um

[awr

ails

< Back MHext » Cancel

24. Configurez le nom de domaine DNS et le serveur DNS a utiliser par les clients. Cliquez sur
Next pour continuer.

New Scope YWizard

Domain Hame and DH5S Servers

The Damain Marme System [DMS] maps and translates domain names used by @J
clientz on wour netwark.

Y'ou can zpecify the parent domain wou want the client computers on your netwark to wze for
DME name rezolution.

Parent domain:  |wireless.com

To configure zcope clients to use DMS zervers on pour network, enter the IP addrezses for thoze
SEIVENE.

SErvEl name: IF address:

||. . . Aidd

Bezalve | 13216816212 Bemove

]

[ ak

HAl

< Back MHext »

Cancel |

25. Entrez les informations WINS pour cette étendue si le réseau prend en charge WINS.
Cliquez sur Next pour continuer.



MNew Scope Wizard

WINS Seivers v
Computers nmning Windows can use WINS servers to convert NelBIOS computer I
names to IP addiesses

Erteiing seiver IP addiesses here enables Windows clents to quenp WINS before they use
brcadeasts o register and resolve NelBIOS names.

Server name: IP addiess:

| |

Tochange this behavior for Windows DHCP clients modily oplion 046, WINS/MNET Node
Type, in Scope Oplions.

< Back Mext > Cancel

26. Pour activer cette étendue, cliquez sur Oui, je veux activer cette étendue maintenant>
Suivant.

New Scope Wizard

Activate Scope "
Chents can obtain addiess leases only if 2 scope is aclivated I

Do o warkt to sclivate this scope now?
+ ez, | want to aclivate this scope now
" Mo, | will aclivate this scope Iater

< Back Next > Cancel

27. Cliquez sur Terminer pour terminer et fermer I'Assistant.



Mew Scope Wizard

Completing the New Scope
Wizard

Your have successiully completed the New Scope wizard

To close this wizard, click Finish

<Back || Fwush | Cancel

Installation et configuration de Microsoft Windows 2008 Server en tant que serveur AC

PEAP avec EAP-MS-CHAP v2 valide le serveur RADIUS en fonction du certificat présent sur le
serveur. En outre, le certificat du serveur doit étre émis par une autorité de certification publique
approuvée par l'ordinateur client (c'est-a-dire que le certificat de I'autorité de certification publique
existe déja dans le dossier Trusted Root Certification Authority du magasin de certificats de
l'ordinateur client).

Complétez ces étapes afin de configurer le serveur Microsoft Windows 2008 en tant que serveur
AC qui émet le certificat vers le NPS :

1. Cliquez sur Démarrer> Gestionnaire de serveur.
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Wirwdona Ligsclahen: Mot eanhigured Lé Feun Security Configuration Wizard
Last chckend For updates: Harver [r Configues I E3C
Last instalied updates: Mover
[E Enhanced Securky Configaration o For Sdministrabors
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2. Cliquez sur Roles> Ajouter des réles.



[ —— HE=EBE
Fle Action Wew Helo

| 2w
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* gl Festaes
Ermﬁlﬂﬂ:‘i ' Wiewy tha bealth of the roles iretallad on your server and add or remove roles snd Fagtunes,
® i Configuration o
L] =
= Roles Simanary Rales Sumimary Halo ]
»| Rales: = of 17 instalied B add Roks
= Remvewn Proes
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DHCP Server
i, DHS Server
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3. Cliquez sur Next (Suivant).



Add Roles Wizard

3
ﬁ Before You Begin

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Pragress » The Adminisbrabor acoount hias a strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal

4. Sélectionnez le service Services de certificats Active Directory, puis cliquez sur Suivant.



Add Roles Wizard | x|

ﬁ:ﬂ Solect Server Poles

Before You Begin Select ore or more robes bo install on this server.
Server Roles Rales: Descripkion:
ADCS netive Direckary Certificate Services Active Direchory Certificate Services
e, (B0 CSY |5 usad b creake certification
Role Services Active Cirectory Damain Services (Instaled) authoribies and relzted role services
Setup Type ] Active Direckory Federation Services that allows you bo issue and manage
P || Active Direckory Lightweight: Direckory Services certificates used in & variety of
A Typa [ ] tctive Direckory Rights Management Servioes applcations,
Private Key ] apphcation Sar.ver i
DHCR Server (Inskaled)
ryptography DMS Server (Irstalied)
4 Mame |: Faz Server
|| File Services
Walidicy Period S
e [ ] Metwork Policy and Scoess Services
Certificabe Databass I: Print Services
Canfirmation [ Terminal Services

[ ] UDDI Services

] eb Server (115)

Rezilks [ wandows Deployment Services

[ ] windaws Server Update Serdces

Progress

More about server roles

-:Pm'.lh:q.tsl Mext = I Instal Canicel

5. Consultez la section Introduction aux services de certificats Active Directory, puis cliquez sur
Suivant.



ig} Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)
Sarwar Roles Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios such &=
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
aADCs Pratection (MAPY, encrypting Fla system (EFS) and smart card logon.
Role Services Things bo Note
Getup Type i The name and domain settings of this computer cannot b= changed after a certificate authority (C4) has
CAT been installed, I vou want to change the computer name, join 2 domaing, oF promaote this ssever to a
it donain conkraller, complete these changes before instaling the CA, For more information, see certification
Private Key authority naming.
Cryptography Additional Information
it Name fickive Directory Certificate Sarvices Cverview
Validity Period Managing a Certification Authority
Coarbificate Database CertFication Authority Naming
Confirmation
Progress
Resulks

= Prensious I Mext = I Inistar Cancel

6. Sélectionnez I'autorité de certification, puis cliquez sur Next.



Add Roles Wizard [ ¢

Select Role Services

Eefore You Begin Select the role services to install for Actve Directory Cerbificate Services:
Server Roles Rale ssrvices: De=cription:
ADCS TR Certification Authority {CA) is used ko
E. Cert.hcahnn ky issue and manage cartficates.
c [ certification Authority web Enrollment Multiple CAs can be inked to Form &
Sebup Type L Onlive Respander pubiic key infrastructure,
R [ mistwentk Dievice Ervolment Service
Ch Type:
Private Kay
Cryptograpkny
A Mame
‘alidity Period
Cerbificake Database
Confirmation
Progress
Resuts

More about role services

< Prenvious I Next = I Inista Cancel

7. Sélectionnez Enterprise, puis cliquez sur Next.



Add Roles Wizard

ﬁ;% Specify Setup Type
~ll

Befare You Begin Certification Autharities can use data in Active Directory ko simplify the issuance and management of
certificabes. Specy whether you want ta set up an Enterprise or Standalone CA.

Server Roles
D ' Enterprise
Fole Sarvces Seleck this option if this C& s a member of 4 domain and can wse Direckory Service baissue and manage
E—— certificates,
Setup Type
=L " Standalone
Private Kay Select this option if this 4 does nok use Directory Service data to issue or manage certificates. A
standalone CA can be & member of a domain.
Cryptographn:
8 Name
Validity Period
Certficate Database
Confirmation
Progress
Resuls

< Pravious " Mest = I Instll Cancel

8. Sélectionnez Root CA, puis cliquez sur Next.



i%‘ Specify CA Type

A carmiination of root and subordinste CAs can be configured to create a hierarchical public key infrastructure

Eefore You Begin
(FEI), & oot CA ks 3 CA that Issues ks own self-signed certificabe. A subordinate Ch, recetves ks certificabe
Server Roles From anobher CA. Specify whether vou want bo s=£ up a root or subordinate CA,
ADCS
Role Services (¥ RookCA
e Salect this opbion i vou are instaling the First or ondy certification authority in & public key infrastructure.
i Twpe
SiLYEs ¢ subordinate CA
Private Key Select this opbion i your CA& wil obtain its CA certificate From another CA higher in a public key
Cryptogr infrastructure,
1ZA Namme:
Valldity Pericd
Certificate Datsbase
Confinmakion
Progress
Resuts
Mare about publc key infrastructure (T

< Presviows I Mt = I Inista Cancel

9. Sélectionnez Create a new private key, puis cliquez sur Next.



Add Roles Wizanrd

:.%r% Set Up Private Key
~ Wl

Befare You Begin Ta generste and issue certificabes bo clients, 4 C& must have a peivate key. Spedfy whether you wank bo
create a nev private key or use an exisking one.

Server Roles
e ¥ Create a rew private key
Fole Services s this option if wou don't have & privabe key or wish ko create & new private key o enhance securiby,
s T Yo will be asked to select & cryplographic service provider and specify a ke length For the private key.
alup Type Ta lssue e cerbficakes, you must also select 2 hash akgorithim,
Sl " Use existing private key
Llse this option ko ensure continuiby with previously issued certificates when reinstaling a CA.
Crypbagrapiny (% Sploct 2 certiicate and use Es assocated private key
i Name Select this option IF you have an exisbing certbficate on this computer or IF you wank bo Impoet 2
certificate and use its associated private key,
Vaidity Period £ Seleck s existing privete ey on Elis computer
Cerbficate Database Select this option if you have retained private keys from a prevdous installabion or wark bo use a private
Firnation ke From an albernate source.,
Progress
Resuts

« Prawious || Mexzt = I Install Cancel

10. Cliquez sur Next sur Configure Cryptography for CA.



Add Roles Wizanrd

.%‘E Configure Cryptography for CA
i |

Befare You Begin
Servar Rokes
ADCS
Role Services
Sebup Type
CA Type
Privabe Ky
| Cyptogrssty ]
124 Nafe
Validity Period
Certificate Database
Confirmation
Progress

Resuts

To create & new privabe key, you musk first select a oryprographic service provider, hash alaorithm, and
key length that are appropriabe For the intended use of the certificates that vou issue, Selecting & higher
value For key lzngth will result i stronger security, but increase the bme needed to complets signing
operations,

Select & cryphographic sesyice provider (CSP): Key character length:
IREA#Mcm:nfr Software Key Storage Prosdder El -

Select the hash algorithm for signing certificates Issued by thes CA:

shal ﬂ
e

n-dq -

N | »|‘|

[T Use strong private key protecton feabues prowided by the €SP (this may require administrator Interaction
every tines the private key is accessed by the CA)

« Prawious || Mexzt = I Install Cancel

11. Cliquez sur Next pour accepter le nom commun par défaut pour cette autorité de

certification.




ig} Configure CA Name

Eefore You Begin Type in a common name to identify thiz CA, This nams is added to &l certificates issued by the CA,
Distinguished name suffix walues are automaticalky generated but can be modFied.

Server Rioles
ADCS Comran name fior Ehis CA:
Role Services [I.--Ilreless-W[N-MVZEEZUWNME-CA
Sebup Type
LT Distinguished mame suffix:
CA Type DC=wireless, D =cam
Privale Key
Cryptograpkny

BTSN - o dsinaishedrene

valldiy Period CH=wireless-WIN-FYZOZZUMNME-C A, DC=wireless, DC=com

Certificate Datsbase
Confinmakion
Frogress
Resuts

Mare about confiquring a C& name

= Prensious I Mext = I Inistar Cancel

12. Sélectionnez la durée de validité de ce certificat d'autorité de certification, puis cliquez sur
Suivant.




Addwoleswigord ________________________________________________H
igj’ Set Validity Period

Esfore You Begin & certificate will be isued o this CA to secure cammunications with ather CAs and with clisnts requesting
certificates, The valdicy period of a CA certificate can be based on & number of Factors, including the intended

Server Roles purposs of the CA and sscurity measures that vou have kaken ko secure the A,

ADCS

Salect valdity period for the certficate generated For this CA:
5 |tears - I
Ch expirabion Date:  2/9/2018 11:49 AM
Moke thak A will isswe cerbficates valid only unkbl ibs expirabon date.

Role Servces

Setup Type

Ciy Type

Private Key
Cryptographn
1ZA Namme

alidicy Petiod
Certificate Database
Fimati

Progress

Resulks

13. Cliquez sur Next pour accepter I'emplacement de la base de données de certificats par
défaut.



Add Roles Wizard

igﬂi Configure Certificate Database
¥,

Befare You Begin
Server Roles
A0S
Rale Services
Setup Type
Ch Type
Private Key
Cryptography
CA Name
alidity Period

Certificate Dakabase

Confirmation
Frogress
Resulks

The cestificabe datsbase records all certificate requests, issued certificates, and revoked or expired
certFicates, The database log can be used to monitor management activity For & CA,

Certificate dababase location:
|C:'|,1.l'|'i'dcws‘l,*srsbu'n32'LCcrtLuq Erowse, .
[T Use existing certFicate dafabiase From previows installskion at this lacabion

Certificabe database log location:

|C:'I,'l.-'|'i'-dmu=s'l,5y5ba'n32'|,(:arﬂug Erowse. .,

< Previous | Mext = I Iristal Cancel

14. Vérifiez la configuration et cliquez sur Installer pour démarrer les services de certificats

Active Directory.




Add Roles Wizard

ig} Installation Results

Before You Bagin
The Faollowing rodes, role services, or festures were installed successhuly:

Server Roles
v 1 warning message below
A0 5 ) Lp] i
Roole Sepvices i Windows automatic updating is not enabled, To instal the latbest updates, use Windows Update in
Corkrol Panel to check For updates,
Setup Type
i Type # | Active Directory Certificate Services ﬂ Installation succeeded
The fallowing role services were instaled:
Privvate Key . i
Certification Authority
Cryphagraphy
CA Marme
Yaldity Period
Certficate Database
Confirmation
Brogress
Fri -nail, or the | g

15. Une fois l'installation terminée, cliquez sur Close.
Connectez les clients de routage au domaine de routage

Complétez ces étapes afin de connecter les clients au réseau cablé et de télécharger les
informations spécifiques au domaine a partir du nouveau domaine :

1. Connectez les clients au réseau cablé avec une droite par un cable Ethernet.

2. Démarrez le client et connectez-vous avec le nom d'utilisateur et le mot de passe du client.

3. Cliquez sur Démarrer>Exécuter, entrez cmd, puis cliquez sur OK.

4. A l'invite de commande, entrez ipconfig, puis cliquez sur Enter pour vérifier que DHCP
fonctionne correctement et que le client a regcu une adresse IP du serveur DHCP.

5. Afin de joindre le client au domaine, cliquez sur Démarrer, cliquez avec le bouton droit sur
Ordinateur, choisissez Propriétés, et choisissez Modifier les paramétres en bas a droite.

6. Cliquez sur Change.

7. Cliquez sur Domain, entrez le nom de domaine, wireless, pour cet exemple, et cliquez sur
OK.



-

Caormputer Narme/Domain Changes @

Y'ou can change the name and the memberzhip of thiz

computer. Changes might affect access to netwark rezources.
tore information

CompLter name:
Lab-PC

Full computer name:
Lab-PC

bore...

tember of

@ Damair:

wirelesz. conl

(71 Warkgroup:
WORKGROUP

[ O ][ Cancel ]

8. Entrez le nom d'utilisateur administrator et le mot de passe spécifique au domaine auquel le
client se connecte. |l s'agit du compte administrateur dans Active Directory sur le serveur.

Windows Security e

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

'| administrator

ld |

I ssssssssssnal ]

Domain: wireless.com

Insert a smart card

9. Cliquez sur OK, puis cliquez a nouveau sur OK.



Computer Name/Domain Changes @

0 Welcome to the wireless.com domain,

10. Cliquez sur Fermer>Redémarrer maintenant pour redémarrer l'ordinateur.

11. Une fois l'ordinateur redémarré, connectez-vous avec : Nom d'utilisateur = Administrateur ;
Mot de passe = <mot de passedomaine>; Domaine = Sans fil.

12. Cliquez sur Démarrer, cliquez avec le bouton droit sur Ordinateur, choisissez Propriétés et
choisissez Modifier les paramétres en bas a droite pour vérifier que vous étes sur le
domaine sans fil.

13. L'étape suivante consiste a vérifier que le client a recgu le certificat d'authentification (de
confiance) du serveur.

- -y

System Properties

Camputer Mame i.ﬁgdware ! Advanced | Syst_eaﬁr-ugutectinn i_HemDE;i

[ Windows uzes the fallowing information o identify your computer
e an the retworks,

Computer description: |

Faor example: "Kitchen Camputer ar "k any's

Computer',
Full computer name: Lab-PC.wirelesz.com
Dlamain: wirelesz.com

Towze a wizard to join a domain or workgroup, click Wetwark 1D
Metwark, 10

To rename thiz computer or change itz domain or Change
workgroup, click Change.

[ k. H Cancel | Apply

14. Cliquez sur Démarrer, entrez mmc, puis appuyez sur Entrée.
15. Cliquez sur File, puis cliquez sur le jeu d'outils Add/Remove.
16. Choisissez Certificates, puis cliquez sur Add.



i )

Add or Remowve Snap-ins

Yiou can select snap-ins For this console from those available on your computer and configure the selected set of snap-ins. For
exkensible snap-ins, you can configure which extensions are enabled.

fvaiable snap-ins: Selacted snap-ins:
Snap-in Vendor & || Consale Roat [ Edit Extensions. .. I
A i Certificates - Current User
. .ﬁ.u:h\.feﬁ.i C-l:!ntml M.n:rnsuft Cor,.. L';] [ H—— |
ﬁ.ﬁ.mhcﬂzatlnn Manager Microsaft Cor, .
5 Certificates Microsoft Cor,. |
#.Component Services  Micrasaft Cor,.. Mowe Up
A Computer Managem.,, Microsoft Cor. . :
= Device Manager Microsoft Cor,,, | E] b ST
=3 Disk Managemank Microsoft and. ..
[2] Event viewer Micrasaft Cor,..
__ Folder Microsoft Cor...
= Group Policy Object ... Microsoft Cor, .
-@IF‘ Security Manitar Micrasaft Cor...
-SIF' Security Policy M...  Microsaft Cor, .
2 Link bo wWeb Address Microsoft Cor,.. _ Zirke s e
F Lo m PR F_TY

Description:
The Certificates snap-in allows you ko browse the conkents of the certificate stares For wourself, a service, or a compuker,

[T] [ Cancel

17. Cliquez sur Compte d'ordinateur, puis sur Suivant.

Certificates snap-in bt

This snap-in will ahways manage ceilificates for:
My user account
Service account

@) Computer account

New> ] [ Concel |

18. Cliquez sur Ordinateur local, puis sur Suivant.



Select Computer @

Select the computer pou want this snap-in to manage,
This snap-in will abways manage:
@ Local computer: [the computer this console i running on)
) Another computer: Browse

[7] Adlow the selected computer to be changed when launching from the command ne. This
only apphes if you ave the consobe,

<Back || Finish | | Cancel

19. Click OK.
20. Développez les dossiers Certificates (Local Computer) et Trusted Root Certification

Authorities, puis cliquez sur Certificates. Recherchez le certificat CA de domaine sans fil
dans la liste. Dans cet exemple, le certificat CA est appelé wireless-WIN-MVZ9Z2UMNMS-

CA.

|
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21. Répétez cette procédure pour ajouter plus de clients au domaine.

Installer le serveur NPS sur Microsoft Windows 2008 Server

Dans cette configuration, le serveur NPS est utilisé comme serveur RADIUS pour authentifier les
clients sans fil avec I'authentification PEAP. Complétez ces étapes afin d'installer et de configurer
le serveur NPS sur le serveur Microsoft Windows 2008 :

1. Cliquez sur Démarrer> Gestionnaire de serveur.

EL. Server Manager

Al Adtion Yiew  Halp

&= |mH

=[O0 =]

[ 4 Rk

B & Festures

) ? Diagrostics
B 3 configuration
S Storage

I

LRI scrves Monoger (Winenvzszzees)

% i3=t an overeieay of the stabus of this server, perform bop menagement tasks, and 2dd or remove server roles and Festures,

|»

~ Seryer Summary [l zereer summery Help
= Computer Information & Charge Fystem Properties

"|'I

Full Conputer Marne: VTN TSEZUMNMS B Wiews Helwork Connectiins
e Configune Remotbe Deskbop

Workgroup! WORKGROUP

Local Area Connsction: 192 180 18212, 1Pvih eniabled

Remohs Deskhop: Ershied

Product 104 FEH6-062-25005S-TEE

I o oot shhaves 1o this corsala st logon

| Smpupity Indformation f 30 ko Wirdoms Fraveesl
[ 9
Windowe Fremall an T Corlfigne LUpdates
4 hack For Mew Boks =
rrdows Lipdsbes: Fat conligured [F Foun Security Configuration 'Aizard
Last etwckend Foe updates: Harver [F3 configues 12 E3C
Last installed updates: Mever
[E Enharced Securky Configuration o For Sdministrators
[E=Ce 6 Fir Ulgees
= Rulies Summary B Rolos Suniary e
~ Roles: 0o 17 instaled 3 GotoRoks

Kl

4 Lesk Refreshe 2972013 9:35:96 AM Corfigurs refrash

2. Cliquez sur Roles> Ajouter des réles.



B serwer Manager

File  Adtion Yiew

| =@

Help

B Server Fenager (WIN-HVZEE2IHN

Eli-ln:hs

El i Features
Bl g Diagrostics
® g Configur stion
5 Storage

|

ﬁ Wiesr thee healths of Bhe roles instalied on vour serser and add of remove roles and festunes,

* foles Summary Eade—sswvmh
= Robes: 4 of 17 instabed B b Rk

B Remove Roles
&, Active Dingctory Cerlificate Services

S Activa Direckory Domein Serdices
DHICF Sereer

. DS Server

~ Adtive Directory Certificate Services

AD SR
Artvs Dresciory Carbficate Ssrvoss (00 C5) i5 ussd ko crests cartificstion suthorties snd relstead rols sapvces Bt sl vou bo issus srd mensgs
certificates used in & vanety of applications

TF G0 ba Active Dirsctory Cerlificate
. Robe Status = Bl
Messages: None
Systen Serdces! Al Running

(e Evenks: 1 warning, 1 informational in e st 24 hours

= Role Services: ! et S 2dd Roke Services
ool alked b
| a Removs Ros Servees

figke Sarvios [evs

e Cetication futhoity [(EVELT]
Crtfcation Authosity Web Enroliment Mot instaled
ording Resporedar it iresaled
Pstwork Desios Ennolment Service ot inestalad

Pramsababiion ;

£ Last Rafrash: ZR2015 1203520 P Corfigune refresh

3. Cliquez sur Next (Suivant).



Add Roles Wizard

3
ﬁ Before You Begin

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Pragress » The Adminisbrabor acoount hias a strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall I Cancal |

4. Sélectionnez le service Network Policy and Access Services, puis cliquez sur Next.



ig'} Select Server Roles

Eefore You Begin

etwork Policy and bccass Servicas
Role Services

Confirmation

Progress

Resulks

Select one or more roles ko install on this server,
Roles:

Akive DiFeckory Cept F ste Services (1 -_.-||-- i
Active Directory Domain Services (Installed
[ arthes Directory Federation Serdces
|| ackive Direckory Lightweight Directory Services
[ ] Active Direchory Rights Managemank Services
[ application Serwer
DHCP Server (Installed
OS5 Servar (Inskaled
[ Bax Server
|| File services

[ erink Services

|| Terminal Services

[ ] UDDI Services

[ web Server (115

| windows Deplovment Services

|| “Windows Server Update Services

More about server roles

= Prensious I Mext = I Inistar | Cancel |

Description:

tetvork Policy and Access Services
provides Metwork. Policy Server (MPS],
Fuouting and Remate ficcass, Haalth
Registration Authority {HRA), and
Haost Credential Autharizabion Probocol
(HCAR), which help safeguard the
health and secunby of your network,

5. Reportez-vous a Introduction to Network Policy and Access Services, puis cliquez sur Next.



Add Roles Wizard

:I%% Metwork Policy and Access Services
i |

Befare You Begin Introduction to Network Policy and Access Services
Eerwer Roles Metwork Policy and Access Services allows vou ko provide local and remaobe network access and bo define and
enforce policies for network, access authentication, authorization, and client health using Nebwark Polcy Server
Metwork Policy and Access Services (NP5}, Routing amd Remmote Access Service, Health Regetration Authority (HRA), and Host Credentizl
2 At horzation Prokocol (HCAR).
Role Services
Confirmation Things to Note
s i Yeuw can deploy NPS a5 8 Remoke Authentication Cial-In User Service (RADIUS) server and proxy and a5 &
: b Metvork Access Protection (MAFP) policy server, After instaling MNPS using this wizard, vou can configure MRS
Resuks From the NPAS home page using the MPS console.

i MAP helps you ensure that computers connecting to the network are compliant with arganization retwork
ard cliert hezalth policies, Aftes installing MPS usineg this wizard, you can configure BAP From the NPAS home
page using the NP5 console.

Additional Information

Oyerview of Network Pobicy and Aocess Services
AP enforcement methods

Mebwork Access Profection (MAF in M-S
Mebwark Policy Sarver

< Presviows I Mext = I Inista Cancel

6. Sélectionnez Network Policy Server, puis cliquez sur Next.



Add Roles Wizard

:I%;E Select Role Services
Wl

Before You Begin Select the role services boinstall for Mebwork Policy and Access Services:
Server Roles Role sarvices: Deescription:
Mekwark Policy and Access Services betveork Policy Server (NP5} alows
) wou ko creste and enforce
=L Rnu:nq atn :;muti::c.ess Services organization-wide nebwark access
- .| Remote Access Service podcies For chent health, conneckion
Confinmakion | Routing requast authentication, and
Frogress [] Health Regstration futhorly ;SE"EE;:EW" request ;“tmm'
I ) - , ol can slso dep
Pruls | Hosk Credential &usthorization Protocol Metwiork Access Protection (NAP),

chent health policy creatian,
enforcement, and remediation
technology.

< Presviows I Mext = I Inista Cancel

7. Vérifiez la confirmation, puis cliquez sur Install.




Add Roles Wizard

.%‘E Confirm Installation Selections
W

ol T To install the Fallowsing robes, role services, or features, dick Instal.
Server Roles .
e i 1 informational message bekew

Role Services (1) This server might need to be restarted after the instalation completes.
Confinmation ~| Mebwork Policy and Access Services
Frogress Network Policy Server
Resuks

Priok. & ve this Informat

< Pravious Mezt = | | Install |

Cancel

Une fois l'installation terminée, un écran similaire a celui-ci s'affiche.




Add Roles Wizanrd

ﬁ% Installation Results
|

Before You Begin

The= following roles, role services, or Features were instaled successfulky:

Server Roles
1. 1 warning, 1 infarmational messages balow
Metwork Policy and Socess Sepdices e
Role Services F Windows aukbomatic updating is not enabled. Ta install the latest updates, wse Windows Update in
Cantrol Panel to check For updates,
Confirmation )
s #| Mebwork Policy and Access Services L Installation succeeded

The Following role services were installed:
metwork Policy Server
(i) You can use a wizard in the NPS consale bo configurs Nebwork Access Protection (NAP). To cpen
~ Hhe NPS console after inskallakion, go ko Server Mansger or click Stark, Administrative Tools,
Mebwiork Policy Server,

Pri r save the installation repor

c Frayious exk 3 | | Close I Zancel

8. Cliquez sur Fermer.
Installer un certificat

Complétez ces étapes afin d'installer le certificat d'ordinateur pour le NPS :

1. Cliquez sur Démarrer, entrez mmc, puis appuyez sur Entrée.
2. Cliquez sur Fichier > Ajouter/Supprimer un composant logiciel enfichable.
3. Choisissez Certificates, puis cliquez sur Add.



Add or Remove Snap-ins

You can saleck snap-ins for this consale fram those availlahle on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns;
Snap-in _Wendor e
g Active Direckory Do...  Micrasoft Cor. ..

[l Active Directory Site...
: Active Direckory Use..,
= Activel Conkrol

2 ADSI Edit
tﬁ.ﬁ.utl‘mrizaﬁon Manager
5l Certificate Templates

A Cartificates

L5l Certfication Autharity
. Component Services
:',_J;-Cnmps.utar Managen. ..
-.EJDevil:e Manager
PpHce

=0 Disk Manaaement

Description:

Microsaft Cor,.,
Microsoft Cor...
Microsoft Cor...
Microsaft Cor,,,
Microsoft Cor...
Microsoft Cor...
Microsoft Cor,, .
Microsoft Cor, ..
Microsoft Cor,..
Microsoft Cor,,.
Microsoft Cor,.,
Microsoft Cor...
Micrasoft and,,, <

Selected snap-ins:

. Console oot

A =

Edit Extensions. ..

Remave

Mowe Lo

e Disam

Advanced. .,

The Certificates snap=in allows you to browse the contents of the certificate stores For yourself, a service, or a computer,

Cancel

o]

4. Choisissez Computer Account, puis cliquez sur Next.

Certificates snap-in E2

Thiz znhap-in will alwavs manage certificates for:

My uger account
" Service account

* Computer account

< Back I Mest > I

Cancel

5. Sélectionnez Ordinateur local, puis cliquez sur Terminer.




Select Computer

Select the computer vou want this shap-in to manage.

— Thiz snap-in will always manage:

* Local computer: [the computer this consale is running on)

i~ Another computer; I

Browze, . |

[ Allow the selected computer to be changed when launching from the command line. This
only applies if pou zave the conzole,

< Back I Finizh I Cancel |

6. Cliquez sur OK pour revenir a la console MMC (Microsoft Management Console).

@ Mo Amon Vew Faertos  Wedew  ieb =18 %]
e rallE —
ool Rt [ | .
% gl Confasten (sl Conguter)  [Clvertricater ol Compatir) ————— =
Hisen Smied [

7. Développez les dossiers Certificates (Local Computer) et Personal, puis cliquez sur
Certificates.



F—'_‘ Consolel - [Consohe B oot Certfficates (Local Conputer), Personal Certfficabes]

'ﬂmmmmmmﬁ:

. | =1®) =]
|«¢--> za [ra] | 8 NNERER 7 ) (o
| Corechs oot lssued To = | Esped By | Expiration Dot | srkended Pusposes: Frierdly Nare | Actions
= Gl cerficates (Local Computer) [T Tongbess WINPHIITHMUME-CA ol WK ZIEIMAME-CA HE FTTES Mona e .
B Parsonal ilical
S,
[E ] Trusted Raook Certification &
] Erkerprise Trust
B Intmrriadiabe Cartdication A,
Fl L Trusted Publichers
] Untnshed Certficstes
[ [ Tried-Paty Root Cestilicatio
M Trusted Peaple
B ] Remobe Deskiop
[ Sroast Cord Trushed Roats
1l ] LI 1 LJ
[Firsonal stone contains 1 certficate.

les tAches > Demander un nouveau certificat.

= Conscdel - [Console Root'Certificates (Lecal Computer)yPersonal  Certilicates]

. Cliquez avec le bouton droit dans I'espace blanc sous le certificat CA, et choisissez Toutes

\gy Fi=  Achion  Wiew  Favodtes  Window  Help |-!5]
[ A[m 0] gl = | H
| Conanls Aoat LemedTo = [ Zssued By | Expration Dute | Inkended Puposes Frieradly Mave_ | Actions
= [ cetificates (Local Computer) | ¥ T serss- WIN-HVIOZZUMANS. A wirsberss WIN-HVZOZZUHAHE-CA 2972018 <Al o Cartilicates -
= | Ferzonsl
| Costificales Fore Rdtions L
F [ Trusbed Reoot Certfication &,
= | Enterprise Trusk
e Trierméadiate Ceriifnation g
# ] Trusbed Publishers
# | Urkrusted Certficstes
) Thand-Party Rook Certiaation
F | Trsted Peophe
3 (2] Prormotn sk BT Fecronst b Corticet...
@ ) Smart Card Trusted Rooks Resfresh mport..
Export List... Advanoed Opeationg...  F
Ve »
Arargs Joons F
Line up Joons
Help
o | sl 2
Conkaars aotions Ehat can be performed on the b

9. Cliquez sur Next (Suivant).



B Certificate Enrollment =]

) Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used to connect to wirgless netwaorks,
prokect conkent, establish identity, and do other security-related kasks.

Before requesting a certificate, werify the following:

Your compuker is connected ko the network
ou are logged onto the domain for wour organization

Learn more about digital certificates

| Mlexk I Cancel

10. Sélectionnez Domain Controller, puis cliquez sur Enroll.

P Certificate Enrollment [_ (O] x]
_| Certificate Enrollment

Request Certificates

You can request the Following types of certificates. Select the certificates you want to request, and then click Enroll,

[ Directory Emall Replcation i) STATUS: Available Detais (5
[¥ Domain Controller i) STATUS: Available Detais (5
I~ Domain Controller Authentication i) STATUS: Available Detais (5

I Show all templates
Learn more about certificate bypes

Enroll Cancel




11. Cliquez sur Terminer une fois le certificat installé.

B Certificate Enrollment =]

| Certificate Enrollment

Certificate Installation Results

The Following certificates have been enrolled and installed on this computer.

[¥ Domain Controller W STATUS: Succeeded Dietails )

Finish |

Le certificat NPS est maintenant installé.

12. Assurez-vous que le champ Fonction prévue du certificat indique Authentification du client,
Authentification du serveur.

™ Consolel - [Console Root' Certilicates (Lecal Computes) Personal Certificates]

Gy Fie  Action  Wew  Fawoites  Window  Hel |
| 2m &L (XD =\
Corenis Rook | Tisusted Ter = Aclasrs
= Dl Cestificates focal Conputer) TR R ZEUAS, wirehiss. Con s 1N MV OZ MRS CA Ao Chant Autrarbication, Sarver Sothentication Certilicates -~
I ] Fersand Cpleirebis WM HVIOZELMAMG A, it oI MV O ZLIMRES. DA A0 chillz
| Cetificabes Hark Acticn *
Trustied Roct Cidifation Al W2 P IS, &
.o Enkerones Triet
| Inbermreschste Certification A Hare itions "
Trustied Puabbabecy

Urirushed Certificstes
3 Third-Party Root Cosbification
I+ Trysted Feopls
¥ __| Famobe Desktop

St Card Tronbid Rooks

*r | 1 B

Parional store contand £ certficalas.



Configurer le service Serveur de stratégie réseau pour l'authentification PEAP-MS-CHAP v2

Complétez ces étapes afin de configurer le NPS pour I'authentification :

1. Cliquez sur Démarrer > Outils d'administration> Serveur de stratégie réseau.
2. Cliquez avec le bouton droit sur NPS (Local), puis choisissez Register server in Active
Directory.

%t Network Policy Server

File Action View Help

&= Hm |
] p Import Configuration
# =/ B Edpert Configuration bk, Pokcy Server [NPS) alows you o creste snd enforce arganizalion-wide nelweik sccess poicies for
+ b [ — it heakh, connection request suthentication, and connection requesdt authozation.
SLAr =5 SEryice
Iis
. Stop NP5 Service
Reqister server in Acthe Directory .
rd Configuration o
Properties
— \ zordiguwation scenana friom the kst and then chick the link, below to open the scenanio wizard.
Help Access Proteclion [MAP) =]
Metwork Accezs Protection (MAF)
“ihen pou configue MPS as 2 NAP palicy server, you create health policies that llow NP5 to validate the
configuration of HAP.capable cient computers before they connect to wour netwaik. Chents hhat are not comphant
with Fealth policy can be placed on a esticled netwerk and sutomatically updated bo biing them into complisnce,
B} Corfigure NaP B Leanmore
Advanced Configuration -
3. Click OK.
Network Policy Server

To enable NP5 to authenticate users in the Active Directory, the computers
r PS5 must be authorized to read users' dial-in properties from the
domain.

Do you wish bo authorize this computer to read users’ dial-in properties from
the wireless.com domain?

oK Cancel

4. Click OK.



Network Policy Server

This computer is now authorized to read users’ dial-in properties from domain
wireless.com.

To authorize this computer o read users’ dialin properties from other
domaing, you must register this computer to be a member of the RASINPS
Servers Group in that domain.

5. Ajoutez le controleur LAN sans fil en tant que client AAA (Authentication, Authorization, and
Accounting) sur le NPS.

6. Développez Clients et serveurs RADIUS. Cliquez a droite sur RADIUS Clients, puis
choisissez New RADIUS Client.

!'n Metwork Policy Server

File  Action  View Help

= 2m EE
@ 1¥5 (Local S RADIUS cients al to speciy the netwark that provide b your netwerk
5 RADIUS Clierts and Servers ;‘ enitz allows you bo speciy the nebwork access sarvers, that provide access bo your netweork.
(5@ A0S Clianks
= Remot  NewRADILS Chert |
B = Palides Export List M & |P fddress | Dewies Manulsctiser | NAP- bile | Statis
& B network o
-.|:| Accourting e 4
1
Refresh
Help
4 | ﬂ

7. Entrez un nom convivial (WLC dans cet exemple), I'adresse IP de gestion du WLC
(192.168.162.248 dans cet exemple) et un secret partagé. Le méme secret partagé est
utilisé pour configurer le WLC.




*&Metwork Policy Server

Fe Acion View Help ¥ Enable thiz RADILS chent

Mesw RADIUS Clienk

e —_ 01|

- [~ Mame and Address
**l ""_.I% o) Friendy name:
[ €8 NPS (Local) fare —
[= [ 7] RADIUS Chients and Serve | Address (IP o DNS]: eoass bo pour netwet
= RADIUS Clierks 192,163, 162 248 Wiy,
33 Remobe RADIUS Sarve I _]
B R s F\; fy RADILIS Standard i RADIUS cl glect the RADILIS cf |
] Mebwark Aocess Probedt pec tandard for maosk lents, Of & ent
* 15; A mhng “ wender from the kst
\Verdar name:;
|RADIUS Standaid =]
— Shared Secret

T manualy lupe & shared seciet, elick Manual To suomabcall geneats & shared
zeciel, click Generale. 'Tou must conhigure the BADIUS client with the s2me shared
seciet entered here. Shared secrels are case-zenstve.

# Marual " Gemerata
Shared secrel:

Coefvrn shared seciek

i~ Addibional Options
[~ AccezsRequest messages mist contain the Message-futhenticator athibute

[~ RADIUS cliert iz MaP-capable

| | O I Cancel

Action: Inprogress. ..
I

8. Cliquez sur OK pour revenir a I'écran précédent.




& Network Policy Server

Fle  Action  View Help

&= 2= HE

& NS (Local)
B [ RADILS Chents and Servers
RADILS Clisnts

A

i Remobe RADIUS Server G
=] Palicies
B, Mebwork Acoess Probection
8| Accounting

H
H

i' RADIUS clients allows pou o specly the nebwalk sccess servers, that provide access ta wour nebwark.

Friendy Name | IP Address | Device Marfactures | MAP-Capable | Stabus

3 WL 1921681622498 RADIUS Standard Mo Enablad

1] | ml

9. Créez une nouvelle stratégie réseau pour les utilisateurs sans fil. Développez Policies,
cliquez avec le bouton droit sur Network Policies, puis choisissez New.



S Network Policy Server

File Actiocn  View Help

&= |2m HE
&5 NS (Local)

= [ RADIUS Clents and Servers
'; RADIUS Clierks
1 Remoke RADIUS Server G
B = Paliges
- Correckion Request Polici

[+ 5 Ne;twn:lrk Fumies
B Aiccounting

© Metwork polices alow vou bo designste who is authonized 1o connect Lo lhe netweek, snd the cilcumstances
| under which they can or cannot conmect.

Policy Mame | Skabus | Prcmwrgﬂrdﬁl Ams:s'l'ﬂ:-al 5. |
_E;Enrrﬁcliam to Miczogolt Alouling and Remate Access serves Emabled 933390 Deny focess 1
Connechions to other access servers Emabled 933399 Denyfccess 1.

Conditions - IF the folowirg condiion: are met;

Cardilion | Value

Settings - Then the follovang settings are appied:

Seiling | Value

1| iﬂ*l

[Export List

Next.

10. Entrez un nom de stratégie pour cette régle (PEAP sans fil, dans cet exemple), et cliquez sur



New Network Policy |

Specify Network Policy Name and Connection Type

L]
J You can specify & name For vour network palicy and the bype of connections to whach the palicy is appbed.
-

Paolicy name:
I'W"lraless PE&F

— Metwork connection method

Select the wpe of netwark access server that zends the connechon request to MPS. *iow can select ekher the network access server
tpe or Vendor specific.

+ Type of network access server:

I |Inspecified :I

" endor specific:

Previows |[ Mewt | frish | Cancel |

11. Pour que cette stratégie autorise uniquement les utilisateurs de domaine sans fil, ajoutez ces
trois conditions, et cliquez sur Next :

» Groupes Windows - Utilisateurs du domaine
» Type de port NAS - Sans fil - IEEE 802.11
» Type d'authentification - EAP



New Network Policy

. Specify Conditions

| Specify the conditions that determine whether this network policy is evaluated For & connection request, A minimum
il of one condkion is required.,

Conditions:
| Condiion Value
2 Windows Groups WIRELESS\Domain Users
= NaS Port Type Wiseless - [EEE 20211

& Authentication Type E&P

Conditon descnption:
The Authentication Type condition specifies the authentication methods reguired to match this policy.

Add.. Edi. |  FRemove |

Previous | Mt I Firish | Cancal |

12. Cliquez sur Acces accordé pour accorder des tentatives de connexion qui correspondent a
cette stratégie, puis cliquez sur Suivant.



I Specify Access Permission
"

Configure whether you want bo grant network access or deny network, access if the connection request matches this

= ooy

{* Access granted

Girant sccess If chent connection attempts match the conditions of this palicy.

" Access denied
Deny access if chent connechon attempts match the condibions of this policy.

[ Access iz determined by Ll zes Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the condiions of this palice.

Presviousz | Mzt Firish ] Carcsl

13. Désactivez toutes les méthodes d'authentification sous Méthodes d'authentification moins
sécurisées.




New Network Policy

L]
Configure one or mare authentication methods required For the connection request ko match this policy. For EAP

= authentication, wou must configure an EAP type, IF wou deploy MAP with 802, 1% or YPM, wou must configure
Protected EAP in connection request palicy, which overrides network, policy authentication settings.

. Configure Authentication Methods

EAP types are negoliated belween MPS and the client in the order inwhich they are listed.

EAP Types:
Move g |
e T e
Add... Edit; Bemowe

Lezs secure authentication methods:
[T Miciozoft Encrypted Authanticstion verzsion 2 [MS-CHAP-vZ)

|_ | zes can change password after ik las expired
[ Microsoft Encrypted Authentication [MS5-CHAP)
= | User can change password aftenit hes expired

™ Enciypted authentication [CHAP]

[T Unencrvpted authentication [FAP, SPAP]

[ dllow chents to connect without negotiating an authentication method.
[™ Pesform machine health check only

Previous | Mt I Frigt | Cancel

14. Cliquez sur Add, sélectionnez PEAP, puis cliquez sur OK pour activer PEAP.



New Network Policy

Configure Authentication Methods
]
J Configure one or more authentication methods required For the connaction request to match this policy, For EAP

e authentication, you must configure an EAP typa, IF wou deploy BAP with 502, 1% or ¥PR, you must configure
Protected EAP in connection request palicy, which averrides network policy authentication settings,

EAP twpes are negotiated between MPS and the client in the ordes inwhich they are lizted.

EAP Types:
Microsoft: Protected EAF [FEAF)

Add.. Edi.. Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-2)

™ Usercanchange passwond after it has expired
[~ Miciozoft Encrypted Authentication (MS-CHARP)
™| Uzer cancl 1ange pazswond after it hag expired

™ Encivpted suthentication [CHAP)

[T Unenciypted authentication [PAR, SPAP)

[T Allow clents to connect without negotiating an authertication method.
™ Perform machine hesth chack ol

Previous | P st Firngh | Cancel I

15. Sélectionnez Microsoft : Protected EAP (PEAP), puis cliquez sur Edit. Assurez-vous que le
certificat de contréleur de domaine précédemment créé est sélectionné dans la liste
déroulante Certificate Issué, et cliquez sur OK.



New Network Policy E’
Edit Protected EAP Properties E |

Select the certificate the server should use to prove its identity to the client, Fion request to match this policy, For EAP
A certificate that is configured for Protected EAP in Connection Request h 802.1% or VPN, you must configure
Policy will override this certificate, nlicy authentication settings.
Certificate issued
Friendhy name:
Issuer: wireless-WIN-MVZIL2LIMNMS-Co J
Expiration date: 2/9/2014 12:51:57 PM J
i

I Enable Fast Reconnect
™ Disconnect Clienks without Cryptobinding
Eap Types

gssiiord (EAP-MICHAR w2 Meve Lip |

Mawre Dot

Add Edi Remove | [ ok | cancel |

= | Uzer can chenge pesswond afterit has expred
™ Enciypted authentication [CHAF]
[T Unenciypted authentication [PAP. SPAP)
[ Allow chents to connect without negoliating an authentication method,
™ Perform machine health check only

Previous Met Firigh Cancal

16. Cliquez sur Next (Suivant).




I Configure Authentication Methods

Configure one or more authentication methods required For the connaction request to match this policy, For EAP

= authentication, you must configure an EAP typa, IF wou deploy BAP with 502, 1% or ¥PR, you must configure
Protected EAP in connection request palicy, which averrides network policy authentication settings,

EAP twpes are negotiated between MPS and the client in the ordes inwhich they are lizted.

EAP Types:
Microsoft: Protected EAF [FEAF)

f e Dot |

Add.. Edi.. Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-2)

[T Userncanchenge passwarnd after it bas expired
[~ Miciozoft Encrypted Authentication (MS-CHARP)
= Uzern canch ange passwand after ithaz expired

™ Enciypted suthentication [CHAF)

[T Unencrypted autherlication [PAR, SPAP)

[T Allow clents to connect without negotiating an authertication method.
[~ Peiform machine heakth chack only

Previous | P st Firngh Cancal

17. Cliquez sur Next (Suivant).



New Network Policy

l Configure Constraints

ol Constraints are additional parameters of the network palicy that are required bo makch the connection request. IF &
“ constraint is not maktched by the conneckion request, NPS automatically rejects the request. Constraints are
optional; if vou do nok want ko configure constrainks, dick Mext,

Configure the consiraints for this network policy.
[f all conztraints are not matched by the connection request, netwark access i denied.

Constramts:
Lonstraints Specily the maximurm bme in minutes that the server can remain idle befome the connection
15 disconnected
) Session Timeout [T Disconnect after the masimurn idle time

T Called Station D
' Day and time
iezlnctions

I N&S Port Type

Frevious [ Mext I Firet Cancel

18. Cliquez sur Next (Suivant).




New Network Policy

[ ]
’ 'd, MNFPS applies settings to the conreckion request iF all of the network, policy conditions and constrairgs For the policy
are mahbched.

I Configure Settings
_—

Configurs tha settings for this netwark policy,
|f conditions and conztraints match the connection request and the policy grants access, setings are applhed.

Settings:
FoUts Attiiuies =1 | To send addiional atibutes to RADIUS clients, select a RADIUS standard atiibute, and
then click Edit, If pou da not canligure an attribute. it iz nat szt to RADIUS clientz, See
- your RADILS clent documentation for required attibutes,
[ Wendar Specific
Hetwork Access
Protecton
B, NAP Enforcement Altibutes:
Marne ] Value |
o
18 Extended State Framed-Protocol —
EDUH"Q and Remote Service-Type Framed
CCESS
3 Fultiink and
Bandwidth Allocation
Protocol [BAP)
£ IP Fiers
EFJ Enciyption e Add.. it Hemowe
[Z7] IF Settings |

Frevious | M et I Firiish Carcel

19. Cliquez sur Finish (Terminer).



l Completing New Network Policy

— |

You have succasshully crasted the fallowing natwark palicy:

Wirelezs PEAP

Policy conditions:
Condstion | W alue

oo B R L E G EAD e L e e
MAS Part Type Wirelezs - [EEE 80211

Authertication Type EAP

Policy settings:

Conditian | Walue I=|
Authentication Method E&P

Access Permizzion Grant Access

IUpdate Moncomphant Clients True

MAP Enforcemenit Alow full netwotk, access W
Framed-Frotacal FFPF

Sarvice-Type Frarmed -

To close thiz wazard, click Finizh

Prewviouz I I Firish | Cancal

Ajoutez les utilisateurs a I'Active Directory

Dans cet exemple, la base de données utilisateur est gérée dans Active Directory. Effectuez ces
étapes afin d'ajouter des utilisateurs a la base de données Active Directory :

1. Ouvrez Utilisateurs et ordinateurs Active Directory. Cliquez sur Démarrer> Outils
d'administration> Ultilisateurs et ordinateurs Active Directory.

2. Dans l'arborescence de la console Utilisateurs et ordinateurs Active Directory, développez le
domaine, cliquez avec le bouton droit sur Utilisateurs> Nouveau, puis choisissez Utilisateur.

3. Dans la boite de dialogue Nouvel objet - Utilisateur, entrez le nom de l'utilisateur sans fil. Cet
exemple utilise le nom Client1 dans le champ Prénom et Client1 dans le champ Nom
d'ouverture de session utilisateur. Cliquez sur Next (Suivant).



Mew Object - User |

? \ Create v waeless com/Users

First name; [Elnen!l Inilials: |

Last reanme: [

Full name: [Ebenll
User logon name:
[Ehen! 1 | @viireless.com |

Use1 logon name (pre\Windows 2000);
|WIRELESS\ [cum

Mext > Cancel

4. Dans la boite de dialogue Nouvel objet - Utilisateur, entrez un mot de passe de votre choix
dans les champs Mot de passe et Confirmer le mot de passe. Assurez-vous que la case
User must change password at next logon n'est pas cochée, puis cliquez sur Next.

New Object - User |
2 Create in:  wirgless. comdLl zers
i
Pazsword: I-----------
Canfirm passwaord: I-uuunu|

[ Uszer must change password at nest logon
[ User cannot change pazsword

[ Pazsword never expires

[T Accourt iz dizabled

¢ Back I = I Cancel

5. Dans le nouvel objet - boite de dialogue d'utilisateur, cliquez sur Finish.



New Object - User E

2 \ Create v wweless com/Users

When pou click Finish, the following object will be created:

Full name: Chentl LI
Liser logon name: Chent] @waeless. com

<Back [ Fimsh | Cancel |

6. Répétez les étapes 2 a 4 afin de créer des comptes d'utilisateur supplémentaires.
Configuration du contréleur LAN sans fil et des LAP

Configurez les périphériques sans fil (les contréleurs LAN sans fil et les LAP) pour cette
configuration.

Configurer le WLC pour l'authentification RADIUS

Configurez le WLC pour utiliser le NPS comme serveur d'authentification. Le WLC doit étre
configuré afin de transférer les informations d'identification de l'utilisateur a un serveur RADIUS
externe. Le serveur RADIUS externe valide alors les identifiants de I'utilisateur et permet
d'accéder aux clients sans fil.

Complétez ces étapes afin d'ajouter le NPS en tant que serveur RADIUS dans la page Security >
RADIUS Authentication :

1. Choisissez Security> RADIUS > Authentication dans l'interface du contrdleur pour afficher la
page RADIUS Authentication Servers. Cliquez sur New afin de définir un serveur RADIUS.



Save Configurabion  Fing  Logout  Refresh

wifar] s
CISCO MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT  COMMANDS
Security RADIUS Authentication Servers Apply | Hiw... I
« AAR
el Call Statien 10 Type L [ IP Address =
- RADILS "
Sushanticatian Uee AZS Kay Wrap r [C=zigned for FIFS custamers and requires 8 key srap compliars RADIUS seresr)
Acoounting o
Fallback: MAL Delimiter Hyphen =]
F TACACS+
s Netwark User M t Server Index  Server Address  Port TPSec Admin Status

Lol Wt Lisers
MAC Ritenng

Digablad Clhasis
User Lagin Policies
4 Policies
Password Folicies 1. Cal Stadian ID Type Wil ba sppiicable andy for non 802 Ix avthenticabion only.
b Local EAP
F Priority Order
F Certificate

¥ Accass Control Lists

Wiraless Protection
Policies

 Web Auth
TristSec SKP
F Advanoed

2. Définissez les paramétres du serveur RADIUS. Ces paramétres incluent I'adresse IP du
serveur RADIUS, secret partagé, numéro de port et état du serveur. Les cases a cocher
Network User et Management déterminent si I'authentification RADIUS s'applique a la
gestion et aux utilisateurs réseau (sans fil). Cet exemple utilise le NPS comme serveur
RADIUS avec une adresse IP de 192.168.162.12. Cliquez sur Apply.

Saye Configuration | Ping | Logout | Refresh

MONITOR WLANS CONTROLLER WIRELESS SECLIRITY MANAGEMENT COMMANDS HELP FEEDBACE
Security RADIUS Authentication Servers = Mew < Back | Apply |
= AAK
Server Index; (Priorit EE |
Cenel mrver Index (Prariy] 1
= RADIUE Server [P address ilsl.ls—?.lﬁz.l!
Aybhargicatic
.-.:T;",'I:J"'" Shared Secret Farmat insc:[ -I
Fallback
T E R Shared Secrat [renss
LEwaP Canfinm Shared Secret E---o-
Local Met Users
MAC Filten
o SJ‘J!:':::;::FH. Ky Wrap T (Desigred far FIPS custorners and requices 8 key weap compliant RADIUS server)
Ligar Login Palicies Part Nurmbar Ej BLZ
AP Policias
Pacswaord Polices Sarear Status IEnabIe.d -I
F Local EAP Support for RFC J576 IEnaum -I
¥ Prlority Order Server Timeout Iz secands
b Certilicate Natwark User ¥ Enatile
¥ Access Control Lists Managemerk [ Enagle
Wiraless Protection 1PSac ™ Enable
Policies
F Wab Auth
TrustSec SXP

b Advanced



Configurez un WLAN pour les clients de routage

Configurez le SSID (Service Set Identifier) (WLAN) auquel les clients sans fil se connectent. Dans
cet exemple, créez le SSID, puis nommez-le PEAP.

Définissez I'authentification de couche 2 en tant que WPA2 de sorte que les clients exécutent
l'authentification basée sur EAP (PEAP-MS-CHAP v2 dans cet exemple) et utilisent la norme de
chiffrement avancée (AES) comme mécanisme de chiffrement. Laissez toutes autres valeurs a
leurs parametres par défaut.

S

Remarque : Ce document relie le WLAN aux interfaces de gestion. Quand vous avez
plusieurs VLAN dans votre réseau, vous pouvez créer un VLAN séparé et le relier au
SSID. Pour les informations sur la fagon de configurer des VLAN sur les WLC, reportez-
vous aux VLAN sur lI'exemple de configuration de contréleurs LAN sans fil.

Complétez ces étapes afin de configurer un WLAN sur le WLC :

1. Cliquez sur WLANSs a partir de l'interface du contréleur afin d'afficher la page WLANSs. Cette
page eénumere les WLAN qui existent sur le contréleur.

2. Sélectionnez New afin de créer un nouveau WLAN. Saisissez I'lD WLAN et le SSID WLAN
pour le WLAN, puis cliquez sur Apply.

Saye Configuration  Ping | Logout || Befrash

MONITOR  WiaAN: CONTROLLER \WIRELESS ZECURITY MANAGEMENT COMMANDS HELP FEEDEACK

WLANS WLANS > Mew < Back | Apply |
™ e Pres |
¥ Advanced Frefis Hane jpase

£5ID [Feaz

' 1 III

3. Pour configurer le SSID pour 802.1x, procédez comme suit :
1. Cliquez sur I'onglet General et activez le WLAN.



WLANs = Edit 'PEAP' < Back apply |

General |' Security | QoS '[ Advanced |

Profile Name PEAP

Type WLAN

S5ID PEAP

Status M  enabled

Security Policies [wWPAZ][Auth{E02.1X)]

{Modifications done under secunty tab will appear after applying the changes.)

Radio Policy Al -

Multicast Vlan Feature [ Enabled
Brasdesct SSI0 ¥ enabled
WAS-1D [2504

2. Cliquez sur les onglets Security > Layer 2, définissez la sécurité de la couche 2 sur
WPA + WPAZ2, cochez les cases WPA+WPA2 Parameters (par exemple, WPA2 AES)
si nécessaire, et cliquez sur 802.1x comme Authentication Key Management.

WLANs > Edit 'PEAP’ <Back | Apply |

| General | Security | QoS | Advanced |

Layer2 | Layer3 | AAAServers |

Layer 2 Secunty & | WRARWRAZ =1
MAC Filtering® [T
Fast Transition
Fast Transition [
Protected Management Frame
 PME [Creabled =

WPA+WPAZ Parameters

WPA Policy |
WPA2 Policy [+
WPAZ Encryphion Faez MCTaae

Authentication Key Management

021X ¥ Enable |
CCKM " enabla
PSK I™ Enable

FT 802.1% [T Enabie -|
1] | (e

3. Cliquez sur les onglets Security > AAA Servers, choisissez I'adresse IP du NPS dans
la liste déroulante Server 1, puis cliquez sur Apply.



WLANs > Edit 'FEAF’ < Back | Apply

General \| Security r QoS T Advanced \|
fl.nrerz T Layer 3 ] BAAA Servers |
Select AAA servers below to override use of default servers on this WLAN 3
Radius Servers LDAP Servers
s
Radius Server Overwrite interface [ 2nabled fenrer m
Authentication Servers Accounting Servers
Sarver
W Enakled M Enabled 2 None =

Server 1 | tP:192.186.162.12, Port:1812 =] | Mone =] Server [
Server 2 |Nane ;l lNI'.'II'\'E;I 3 Mane =
Sarver 3 Il‘nlqn: 3 Nane -I
Server 4 | Hane =] | none =]
Server 5 | Mene =] [nane =]
Server 5 [#zne =] [mane -l

Radius Server Accounting
Interim Update r

Lacal EAP Authentication
Local EAF authentication [ Enakled v!

i | ®

Configuration des clients sans fil pour I'authentification PEAP-MS-CHAP v2

Complétez ces étapes pour configurer le client sans fil avec I'outil Windows Zero Config Tool pour
la connexion au WLAN PEAP.

1. Cliquez sur l'icbne Réseau dans la barre des taches. Cliquez sur le PEAP SSID, puis sur

Connect.
Currently connected to: +y
wireless.com
Mo Internet access
Wireless Metwork Connection ~
keytls ﬂ“‘_
PEAP -ﬁ‘ﬂ
Connect automatically
geronimo “!ﬂ_
testpsk ““!
blizzard ﬂ“‘_
CCKM ““!
Mygren .,'I..“
Open Metwork and Sharing Center




2. Le client doit maintenant étre connecté au réseau.

Currently connected to: )

wireless.com
I Mo Internet access

Wireless Metwork Connection -~
PEAP Connected !
keytls ,_.111.1.
geronimo )
testpsk '_.111_1_
blizzard __.111_1_
CCKM M
Nygren __.111_1_
Auto? ‘.qll_‘

Open Network and Sharing Center

FRCASN0)

3. Si la connexion échoue, essayez de vous reconnecter au WLAN. Si le probléme persiste,
reportez-vous a la section Dépannage.

Vérifier
Aucune procédure de vérification n'est disponible pour cette configuration.

Dépannage

Si votre client ne s'est pas connecté au WLAN, cette section fournit des informations que vous
pouvez utiliser pour dépanner la configuration.

Deux outils peuvent étre utilisés pour diagnostiquer les échecs d'authentification 802.1x : la
commande debug client et I'Observateur d'événements dans Windows.

Si vous effectuez un débogage client a partir du WLC, il n'est pas gourmand en ressources et n'a
pas d'impact sur le service. Pour démarrer une session de débogage, ouvrez l'interface de ligne
de commande (CLI) du WLC, et entrez debug client mac address, ou lI'adresse mac est I'adresse
mac sans fil du client sans fil qui ne peut pas se connecter. Pendant I'exécution de ce débogage,
essayez de connecter le client ; il doit y avoir une sortie sur la CLI du WLC qui ressemble a cet
exemple :



Il s'agit d'un exemple de probléme qui peut se produire lors d'une mauvaise configuration. Ici, le
débogage du WLC montre que le WLC est passé a I'état d'authentification, ce qui signifie que le
WLC attend une réponse du NPS. Ceci est généralement di a un secret partagé incorrect sur le
WLC ou le NPS. Vous pouvez le confirmer via I'Observateur d'événements de Windows Server. Si
vous ne trouvez pas de journal, la demande n'est jamais parvenue au SNP.

Un autre exemple trouvé dans le débogage du WLC est un refus d'acces. Un refus d'acces
indique que le serveur NPS a regu et rejeté les informations d'identification du client. Voici un
exemple d'un client qui recoit un refus d'acces :

Lorsque vous voyez un refus d'acces, vérifiez les journaux des événements Windows Server pour
déterminer pourquoi le serveur NPS a répondu au client avec un refus d'acces.

Une authentification réussie a un access-accept dans le débogage du client, comme le montre cet
exemple :



Si vous voulez dépanner les refus d'accés et les délais de réponse, il faut accéder au serveur
RADIUS. Le WLC agit comme un authentificateur qui transmet des messages EAP entre le client
et le serveur RADIUS. Un serveur RADIUS qui répond par un refus d'accés ou un délai de
réponse doit étre examiné et diagnostiqué par le fabricant du service RADIUS.

S

Remarque : Le TAC ne fournit pas d'assistance technique pour les serveurs RADIUS tiers
; cependant, les journaux sur le serveur RADIUS expliquent généralement pourquoi une
requéte client a été rejetée ou ignorée.

Afin de dépanner les refus d'acces et les délais de réponse du serveur NPS, examinez les
journaux NPS dans I'Observateur d'événements Windows sur le serveur.

1. Cliquez sur Démarrer > Outils d'administration > Observateur d'événements pour démarrer
I'Observateur d'événements et consulter les journaux NPS.
2. Développez Vues personnalisées > Rdles serveur > Stratégie et acces réseau.
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Dans cette section de I'affichage des événements, il existe des journaux des authentifications
passées et échouées. Examinez ces journaux pour déterminer pourquoi un client ne réussit pas
I'authentification. Les authentifications réussies et échouées s'affichent en tant qu'informations.
Faites défiler les journaux pour trouver le nom d'utilisateur dont I'authentification a échoué et qui a
recu un refus d'accés basé sur les débogages du WLC.

Voici un exemple de NPS lorsqu'il refuse I'accés a un utilisateur :
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Lorsque vous consultez une instruction de refus dans I'Observateur d'événements, examinez la
section Détails d'authentification. Dans cet exemple, vous pouvez voir que le serveur NPS a
refusé l'acces utilisateur en raison d'un nom d'utilisateur incorrect :

Authentication Details:

Proxy Policy Name: Use Windows authentication for all users
MNetwork Policy Name: -

Authentication Provider: Windows

Authentication Server: WIN-MYVZ9Z2UMNMSwareless.com
Authentication Type: EAP

EAP Type: -

Account Session Identifier: -

Reason Code: 8

Reason: The specified user account does not exist.

L'affichage des événements sur le NPS vous aide également lorsque vous avez besoin de
dépanner si le WLC ne recoit pas de réponse du NPS. Ceci est généralement causé par un
secret partagé incorrect entre le NPS et le WLC.

Dans cet exemple, le NPS rejette la requéte du WLC en raison d'un secret partagé incorrect :
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Informations connexes
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A propos de cette traduction
Cisco a traduit ce document en traduction automatisée vérifiée par une personne dans le

cadre d’un service mondial permettant a nos utilisateurs d’obtenir le contenu d’assistance
dans leur propre langue.

Il convient cependant de noter que méme la meilleure traduction automatisée ne sera pas
aussi précise que celle fournie par un traducteur professionnel.



