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Feature Summary and Revision History

Summary Data

Table 1: Summary Data

Applicable Product(s) or Functional Area 5G-UPF

Applicable Platform(s) VPC-SI
SMI

Feature Default Setting Enabled — Always-on

Related Changes in this Release Not Applicable

Related Documentation UCC 5G UPF Configuration and Administration
Guide

Revision History

Revision Details Release

First introduced. 2022.04.0
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Feature Description

Internet Protocol Security (IPSec) is a suite of protocols that interact with one another to provide secure private
communication across IP networks. These protocols allow the system to establish and maintain secure tunnels
with peer security gateways. IPSec provides confidentiality, data integrity, access control, and data source
authentication to IP datagrams.

In Cisco Cloud Native 5G, the IPSec functionality is available in Tunnel mode both on Session Management
Function (SMF) and User Plane Function (UPF). The IPSec crypto-maps are associated under the appropriate
interface on respective nodes. The IPSec tunnel is created between each SMF or UPF pair explicitly. This
feature supports the IPv4 and IPv6 tunneling mode. There is no change on the N4/Sx service configuration.

The IPSec tunnel mode encapsulates the entire IP packet to provide a virtual secure hop between two gateways.
It forms VPN kind of functionality, where entire IP packets are encapsulated inside another and delivered to
the destination. It encapsulates the full IP header as well as the payload.

The N4 over IPSec feature supports TLS 1.2 using OpenSSL certificates.
Figure 1: N4/Sx Over IPSec Tunnel
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When N4/Sx over IPSec is enabled on UPF NF running VPP, then the following parameter must be used
under "VPP Param" for the N4/Sx Over IPSec feature to work.

VPP_DPDK_DATA_SIZE=5120

The VPP Param is stored in the staros_para.cfg file on a CD-ROM and this configuration is read and applied
to VPP by UPF during its boot.

B

Note  This parameter is supported until VPP version 19.08. This parameter introduces a memory overhead of about

800 MB. You must consider this condition before using the feature. If the UPF has less RAM, then VM must
be allocated with extra 1 GB of RAM memory for the feature to work properly.

For more information on IPSec support, see the StarOS |PSec Reference.

IKEv2 Keep-Alive Messages (Dead Peer Detection)

IPSec for N4/Sx interface supports IKEv2 keep-alive messages, also known as Dead Peer Detection (DPD),
originating from both ends of an IPSec tunnel. As per RFC 3706, DPD is used to simplify the messaging
required to verify communication between peers and tunnel availability.

IPSec DPD is an optional configuration. If its disabled, the IPSec node does not initiate DPD request. However,
the node always responds to DPD availability messages initiated by peer node regardless of its DPD
configuration.
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The following method can be used to calculate the keep-alive interval value when N4/Sx over IPSec feature
is configured:

((max-retransmissions + 1) * retransmission-timeout-ms) * 2
The keep-alive interval value specifies the time that the IPSec tunnel will remain up till DPD is triggered.
Example:

The following is a sample output of the show configuration context context_name ver bose CLI command
under N4/Sx service:

sx-service sx
instance-type userplane
bind ipv4-address 192.168.1.1 ipvé6-address bbbb:abcd::11
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000

Here, the value of max-retransmissionsis 4 and r etransmission-timeout-msis 5000. Therefore, the keep-alive
interval value will be 50:

((max-retransmissions + 1) * retransmission-timeout-ms) * 2 = Keep-alive interval

((4+1) * 5000) * 2 = 50

IKESA Rekey
UPF supports both IKESA Rekey and IPSec Rekey.

For IKESA Rekey, the lifetime interval CLI must be configured under ikev2-ikesa transfor m-set
transform_set. You must also configure ikev2-ikesa rekey under crypto map configuration. Following is a
configuration example:

ikev2-ikesa transform-set ikesa-foo
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

crypto map fooO ikev2-ipv4
match address foo0
authentication local pre-shared-key encrypted key secret key
authentication remote pre-shared-key encrypted key secret key
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
keepalive interval 50
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-foo
lifetime 600
rekey keepalive
fexit
peer 172.19.222.2
ikev2-ikesa policy error-notification
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Limitations

The feature is supported only in [Pv4-IPv4 tunneling mode.

Recommended Timers

The following table provides the recommended timer values for CLI commands related to [PSec, N4/Sx, and

N4/Sx over IPSec |

SRP.

IPSec SMF UPF

ikev2-ikesa max-retransmission 3 3

ikev2-ikesa retransmission-timeout | 1000 1000

keepalive interval 4 interval 5
timeout 1 timeout 2
num-retry 4 num-retry 4

N4/Sx SMF UPF

sx-protocol heartbeat interval 10 10

sx-protocol heartbeat 5 5

retransmission-timeout

sx-protocol heartbeat 4 4

max-r etransmissions

Sxa max-retransmissions 4 4

sxa retransmission-timeout-ms 5000 5000

sxb max-retransmissions 4 4

sxb retransmission-timeout-ms 5000 5000

sxab max-retransmissions 4 4

sxab retransmission-timeout-ms 5000 5000

sx-protocol association 60 60

reattempt-timeout

SRP SMF UPF

hello-interval 3 3

dead-interval 15 15

Recommended Configurations

Following are the recommended configurations and restrictions related to N4/Sx and SRP over IPSec:

* The multihop BFD timer between SMF and UPF must be seven seconds (for Data UPFs).
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* The singlehop BFD must be enabled on all the contexts (SMF GW/Billing and UPF Gn/Gi).

* Inter-chassis multihop BFD must be enabled for SMF-SMF ICSR and UPF-UPF ICSR (IMS UPF).
* The SRP-IPSec ACL must be configured for TCP protocol instead of IP protocol.

* The N4/Sx-IPSec ACL must be configured for UDP protocol instead of IP protocol.

Example Configurations in SMF

Multihop BFD Configuration VPC-DI
The following is an example of multihop BFD configuration with seven seconds timer.

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.227 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.225 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.230 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.228 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.229 interval 350 min rx 350 multiplier 20
#exit

Multihop BFD Configuration VPC-SI
The following is an example of multihop BFD configuration with three seconds timer.

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.227 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.225 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.230 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.228 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.229 interval 150 min rx 150 multiplier 20
#exit

BGP Configuration
The following is an example of BGP configuration with recommended timers.

router bgp 1111
router-id 209.165.200.225
maximum-paths ebgp 15
neighbor 209.165.200.250 remote-as 1000
neighbor 209.165.200.250 ebgp-multihop
neighbor 209.165.200.250 update-source 209.165.200.225
neighbor 1111:2222::101 remote-as 1000
neighbor 1111:2222::101 ebgp-multihop
neighbor 1111:2222::101 update-source 1111:2222::1
bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 300
timers bgp keepalive-interval 30 holdtime-interval 90 min-peer-holdtime-interval 0
server-sock-open-delay-period 10
address-family ipv4
redistribute connected
#exit
address-family ipv6
neighbor 1111:2222::101 activate
redistribute connected
#exit
#exit

N4/Sx over IPSec .



N4/Sx over IPSec |
. Singlehop BFD Configuration

Singlehop BFD Configuration

The following is an example of singlehop BFD configuration with three seconds timer.

interface bgp-swl-2161-10
ip address 209.165.200.233 209.165.200.255
ipvé address 1111:222::9/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-11
ip address 209.165.200.234 209.165.200.255
ipvé address 1111:222::10/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-12
ip address 209.165.200.235 209.165.200.255
ipvé address 1111:222::11/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-3
ip address 209.165.200.226 209.165.200.255
ipvé address 1111:222::2/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-4
ip address 209.165.200.227 209.165.200.255
ipvé address 1111:222::3/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-5
ip address 209.165.200.228 209.165.200.255
ipvé address 1111:222::4/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-6
ip address 209.165.200.229 209.165.200.255
ipvé address 1111:222::5/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-7
ip address 209.165.200.230 209.165.200.255
ipvé address 1111:222::6/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-8
ip address 209.165.200.231 209.165.200.255
ipvé address 1111:222::7/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit
interface bgp-swl-2161-9
ip address 209.165.200.232 209.165.200.255
ipvé address 1111:222::8/112 secondary
bfd interval 999 min rx 999 multiplier 3
#exit

Static Route for Multihop BFD Configuration

The following is an example of static route multihop BFD configuration.

ip route static multihop bfd UP-5 209.165.200.240 209.165.200.245
ip route static multihop bfd UP-6 209.165.200.240 209.165.200.246
ip route static multihop bfd UP-9 209.165.200.240 209.165.200.247
ip route static multihop bfd UP-10 209.165.200.240 209.165.200.248
ip route static multihop bfd UP-7 209.165.200.240 209.165.200.249
ip route static multihop bfd UP-8 209.165.200.240 209.165.200.250
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Static Route for Singlehop BFD Configuration

The following is an example of static route singlehop BFD configuration.

ip route static bfd bgp-swl-2161-3 209.165.200.230
ip route static bfd bgp-swl-2161-4 209.165.200.230
ip route static bfd bgp-swl-2161-5 209.165.200.230
ip route static bfd bgp-swl-2161-6 209.165.200.230
ip route static bfd bgp-swl-2161-7 209.165.200.230
ip route static bfd bgp-swl-2161-8 209.165.200.230
ip route static bfd bgp-swl-2161-9 209.165.200.230
ip route static bfd bgp-swl-2161-10 209.165.200.230
ip route static bfd bgp-swl-2161-11 209.165.200.230
ip route static bfd bgp-swl-2161-12 209.165.200.230

IPSec ACL Configuration
The following is an example IPSec ACL configuration in SMF.

ip access-list UP-1
permit udp host 209.165.200.225 host 209.165.200.226
#exit

IPSec Transform Set Configuration

The following is an example of IPSec Transform Set configuration in SMF.

ikev2-ikesa transform-set ikesa-UP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

ipsec transform-set A-UP-1
encryption aes-cbc-256
hmac sha2-256-128
group 14

IPSec Crypto Map Configuration
The following is an example of IPSec Crypto Map configuration in SMF.

crypto map UP-1 ikev2-ipv4
match address UP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-UP-1
ikev2-ikesa rekey
keepalive interval 4 timeout 1 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-UP-1
lifetime 300
rekey keepalive
#exit
peer 209.165.200.224
ikev2-ikesa policy error-notification
#exit
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N4/Sx Configuration

The following is an example of N4/Sx configuration in SMF.

sx-service SX-1
instance-type controlplane

sxa max-retransmissions 4

sxa retransmission-timeout-ms 5000

sxb max-retransmissions 4

sxb retransmission-timeout-ms 5000

sxab max-retransmissions 4

sxab retransmission-timeout-ms 5000

n4 max-retransmissions 4

n4 retransmission-timeout-ms 5000

sx-protocol heartbeat interval 10

sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression

sx-protocol supported-features load-control
sx-protocol supported-features overload-control

en

Example Router Configurations

exit
d

Static Routes for Interface

The following is an example configuration of static route for interface.

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

route
route
route
route
route
route
route
route
route
route

Static Routes for Singlehop BFD

The following is an example configuration of static route for singlehop BFD.

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

route
route
route
route
route
route
route
route
route
route

Interface for Singlehop BFD

The following is an example configuration of interface for singlehop BFD.

209.165.200.224/27 Vlanllll 209.165.200.225
209.165.200.224/27 Vlanllll 209.165.200.226
209.165.200.224/27 Vlanllll 209.165.200.227
209.165.200.224/27 Vlanllll 209.165.200.228
209.165.200.224/27 Vlanllll 209.165.200.229
209.165.200.224/27 Vlanllll 209.165.200.230
209.165.200.224/27 Vlanllll 209.165.200.231
209.165.200.224/27 Vlanllll 209.165.200.232
209.165.200.224/27 Vlanllll 209.165.200.233
209.165.200.224/27 Vlanllll 209.165.200.234

static
static
static
static
static
static
static
static
static
static

bfd Vvlanllll 209.165.200.225
bfd Vvlanllll 209.165.200.226
bfd vlanllll 209.165.200.227
bfd Vvlanllll 209.165.200.228
bfd vlanllll 209.165.200.229
bfd Vvlanllll 209.165.200.230
bfd Vvlanllll 209.165.200.231
bfd Vvlanllll 209.165.200.232
bfd vlanllll 209.165.200.233
bfd Vvlanllll 209.165.200.234

interface Vlanllll
no shutdown
bandwidth 10000000

bfd interval 999 min rx 999 multiplier 3

. N4/Sx over IPSec
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ip address 209.165.200.224/27
ipvé address 1111:222::1/112

BGP Configuration

The following is an example of BGP configuration with recommended timers.

router bgp 1000
router-id 209.165.200.226
timers bgp 30 90
timers bestpath-limit 300
timers prefix-peer-timeout 30
timers prefix-peer-wait 90
graceful-restart
graceful-restart restart-time 120
graceful-restart stalepath-time 300

Example Configurations in UPF

IPSec ACL Configuration
The following is an example of [PSec ACL configuration in UPF.

ip access-list CP-1
permit udp host 209.165.200.225 host 209.165.200.226
#exit

IPSec Transform Set Configuration

The following is an example of [PSec Transform Set configuration in UPF.

ipsec transform-set A-CP-1
encryption aes-cbc-256
hmac sha2-256-128
group 14

ikev2-ikesa transform-set ikesa-CP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

IPSec Crypto Map Configuration
The following is an example of [PSec Crypto Map configuration in UPF.

crypto map CP-1 ikev2-ipv4
match address CP-1
authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-CP-1
ikev2-ikesa rekey
keepalive interval 5 timeout 2 num-retry 4
control-dont-fragment clear-bit
payload foo-sa0 match ipv4
ipsec transform-set list A-CP-1
#exit
peer 209.165.200.230
ikev2-ikesa policy error-notification
#exit
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N4/Sx Configuration

The following is an example of N4/Sx configuration in UPF.

SX—ser

ex

Example SRP Configur

IPSec ACL Configuration

vice SX-1

instance-type userplane

sxa max-retransmissions 4

sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4

sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4

sxab retransmission-

timeout-ms 5000

n4 max-retransmissions 4

n4 retransmission-timeout-ms 5000

sx-protocol heartbeat interval 10

sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression

it

ations

The following is an example of [PSec ACL configuration for SRP.

ip acc

#e

SRP Configuration

ess-list SRP

permit tcp host 209.

xit

165.200.227 host 209.165.200.228

The following is an example of SRP configuration.

config
cont
bf

#e
config
cont

ure
ext srp
d-protocol

bfd multihop-peer 209.165.200.225 interval 999 min rx 999 multiplier 3

xit
ure
ext srp

service-redundancy-protocol

#e
ip
ip
ip
ip
ip
#e
#exi
end

chassis-mode primary

hello-interval 3

dead-interval 15

monitor bfd context
monitor bgp context
monitor bgp context
monitor bgp context
monitor bgp context

peer-ip-address 209.

srp 209.165.200.226 chassis-to-chassis
gi-pgw 209.165.200.245

gi-pgw 3333:888::1

saegw 209.165.200.245

saegw 3333:888::2

165.200.227

bind address 209.165.200.228

xit

route static multihop bfd srp 209.165.200.229 209.165.200.245

route 209.165.201.1 209.165.202.129 209.165.200.230 SRP-Physical-2102
route 209.165.201.2 209.165.202.130 209.165.200.231 SRP-Physical-2102
route 209.165.201.3 209.165.202.131 209.165.200.232 SRP-Physical-2102
igmp profile default

xit
t

. N4/Sx over IPSec
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Sample Configurations

In following sample configuration, the N4/Sx and IPSec interface IP Addresses are defined as:

Sample Configurations .

SMF N4/sx - 192.0.2.1
UPF N4/Sx - 192.0.2.7
SMF IPSec - 198.51.100.1
UPF IPSec - 198.51.100.2
Note * For this release, following are the recommended timer values on UPF:

sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 3

* For this release, following are the recommended timer values on SMF:

sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 5

Control Plane

[PSec Configuration

config

context EPC-CP
ip access-1list fooO0
permit ip host 192.0.2.1 host 192.0.2.7

fexit

ipsec transform-set A-foo

fexit

ikev2-ikesa transform-set ikesa-foo

fexit

crypto map fooO ikev2-ipv4
match address foo0
authentication local pre-shared-key key secret
authentication remote pre-shared-key key secret
ikev2-ikesa max-retransmission 3

ikev2-ikesa
ikev2-ikesa
ikev2-ikesa
ikev2-ikesa
ikev2-ikesa
ikev2-ikesa

keepalive interval 50
payload foo-sal match ipv4

ipsec transform-set list A-foo

lifetime 300

rekey keepalive
#exit
peer 198.51.100.2
ikev2-ikesa policy error-notification
notify-payload error-message-type
notify-payload error-message-type
notify-payload error-message-type
notify-payload error-message-type

fexit

interface CP_IPSEC loopback
ip address 198.51.100.1 255.255.255.0

retransmission-timeout 15000
notify-msg-error no-apn-subscription backoff-timer 0
notify-msg-error network-failure backoff-timer 0
transform-set list ikesa-foo
configuration-attribute p-cscf-v6 private length 0
configuration-attribute p-cscf-v6 iana length 0

ue base 0

network-transient-minor base 0
network-transient-major base 0

network-permanent base 0

N4/Sx over IPSec .
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crypto-map fool
fexit
end

N4/Sx Configuration

sx-service SX-1
instance-type controlplane
bind ipvé4-address 192.0.2.1
sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 5
exit

User Plane

[PSec Configuration

config
context EPC-UP

ip access-list foo0
permit ip host 192.0.2.7 host 192.0.2.1

#exit

ipsec transform-set A-foo

#exit

ikev2-ikesa transform-set ikesa-foo

#exit

crypto map fooO ikev2-ipv4
match address foo0
authentication local pre-shared-key key secret
authentication remote pre-shared-key key secret
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa notify-msg-error no-apn-subscription backoff-timer 0
ikev2-ikesa notify-msg-error network-failure backoff-timer 0
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa configuration-attribute p-cscf-v6 private length 0
ikev2-ikesa configuration-attribute p-cscf-v6 iana length 0
keepalive interval 50
payload foo-sa0 match ipv4

ipsec transform-set list A-foo

#exit
peer 198.51.100.1
ikev2-ikesa policy error-notification
notify-payload error-message-type ue base 0
notify-payload error-message-type network-transient-minor base 0
notify-payload error-message-type network-transient-major base 0
notify-payload error-message-type network-permanent base 0

#exit

interface UP_IPSEC loopback
ip address 198.51.100.2 255.255.255.0

crypto-map fooO0

#exit

end

N4/Sx Configuration

sx-service SX-1
instance-type userplane
bind ipv4-address 192.0.2.7 ipv6-address dddd:51:31:1:209::
sxa max-retransmissions 12
sxb max-retransmissions 12
sxab max-retransmissions 12
sx-protocol heartbeat interval 30
sx-protocol heartbeat retransmission-timeout 20
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sx-protocol heartbeat max-retransmissions 3
exit

SMI strongSwan Configuration

The following is a sample configuration to spawn the SMI strongSwan pod:

SMI:
addons strongswan enabled
strongswan connections N4 IPSec RCM3

auto add

keyexchange ikev2

type tunnel

left 192.12.31.202

right 50.50.29.5

leftsubnet 192.12.31.202/24

rightsubnet 50.50.29.4/32

leftauth psk

rightauth psk

leftsendcert never

psk starent

esp aesl28-shal,aesl28-sha256-prfsha256

ike aesl28-shal-modpl024,aesl28-sha256-modpl536

reauth no

dpdaction clear

dpddelay 300

dpdtimeout 60

closeaction none

server-cert "----- BEGIN CERTIFICATE----- MIIDjTCCAnWgAwIBAgIUF6njegbcarj2oq
/x9c2+utgPThUwDQYJKoZIhveNAQELBQAWRTELMAKGA1UEBhMCQVUXE ZARBGNVBAgGMC1NvbWUtU3R
hdGUxITAfBgNVBAOMGEludGVybmvV0IFdpZzGdpdHMgUHR5 IEX0ZDAeFw0yMjASMDcwOTQOMDdaFw0zM
JASMDOWOTQOMDdaMEUxXCzAJBgNVBAYTAKFVMRMWEQYDVQQIDAPTb211LVNOYXRIMSEWHWYDVQQKDBh
JbnR1lcm51dCBXaWRnaXRzIFB0eSBMAGQwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGOEKAOIBAQDKKA
vGj 940WcFV8 7Enpr 5SHHqQOxakb7hDOfETPByMIb91PA73AM/3g7YjyIuAFhhs/fx4ZbFQJKDUVIiK/
PE7Mq/Opw5vIsUAgyhors2goa3YvBEPCmTk4fPz21hkWLHZgTARKG3XkgdCAO7kB7UsJpxVBSGgOA
52bIy3bB5C8YNadrTrafVgzzFdYrQfAama2lpLrfxI7TzoZ26gK1LUDe8U7K/Ln/LJ0egxXC1lGSEzz
GRBgG41FeUl8u3mpJlpDINUJ]7E7r+UN58aTwMoW3/ThCL/20u+vjTVN7TDzva6XdJPNBCMASJKEh
OEF10rMo8nmtLzo4UWINBKMbiv7KPAGMBAAG)ATBzMB8GA1UdIWQYMBAAFC/Lvz0LAowgIkydSpKNUwy /
wHzIMAKGA1UJEWQCMAAWCWYDVROPBAQDAGTWMDgGA1UdEQQOXMC+CFWNUZHAtbmEybWEkYS1tYXNOZXIt
M4cEwAWEyocQIAFIiAGSEJEAAAAAAAACAIANBgkghkiGIw0OBAQSFAAOCAQEAR6WUQI4ggEHQ8ESSsYwz P
zw5KC/zGP2WZIkBfcs8ReiGmLJI1C8n8uceWH12Z2bFwY75)3EBFfgkmnNXftQGmuU80GyZsuPDpmEySo+
nE28xnQDZDGzABLZWLSZggeR60bnYUKvDhol4kd40o01lhnVlaONwlmrwe/QyFvn3tOwoYnXgaktGMO1Fu
cQY1Kc33DvIx3n7f0sdoOLRmIJEENYT3Dv8b6/Ezr2mMHRhAwuoaFpvOSc/eLJy0Q07RpQLpHCcRmnh9n
X0+gccB+e0YzvuBS5PONt8wjNSCK146ZWAF9jpvehR8P/rvH/3VbwDaa8c6xARHNxzNcfg5S4tK/£58RSA

server-priv-key "$8$gFVXFkF1JIplgshiCqWs222+/vkNL5suwjGggQVwhmlHEIvNp5ViKE8Stz 7NK
JubZL1uXIDuy\nTbZmSPp8glyWFTAJadMN]jSoJswiWhFYHX+aYoliCIdWQEUFSnJTz2Gofjgex3kM7g8iFkw
BNb\nB6gqnSOV2WwMHownlZfIGEZQAZ6B6iNNQbIHVrOgsyAY6akkyoNzIuclgFdijQ2W56wiW6tQR1I\nSEpV
5zweW/NrORoOma+Z2jpKY8L2VDW30SZ+VwbeTWexrVVETbYifYYURekyIr6SbK4wFwt+3\nLhBUIr/62zv0O1lV
QBh4GVEheB5IJid0vHSI3N91sxX+VRaBodSKyw22HpC5BgWanarhkd1lKfCT\nmoLzQ7+NwOX0UfbKTLM5G8
ThXGxgccjl8JIb8nZf490MGx+XrYMKkNcFNJ7ua7bxNhl1goTyUs\ndWbw9hcviv9zD4leTwnSlgnv5YfrO0ED
GIVrkW2zFv808fKdkJ2r09T843u9DOrKrFo6XMPT2\n3JU9RL62z1 I6bUMTHRqy2xLDETtDBrD5jg3joJddD7
nkQfCW6cS79cXTBSLTc79p80tX8Jy56n\nkglubDmQvdY+PgmbByvjQLrPkFr1BQOC/g5F1uTPSiy2bNGr9l
QF8LfV8kakQMsi+FTOBJbil\nXHxwIpMu2p9srsZRmiBUw4PMg5nQ69jgDJweoNwz jgqcJKBvIVImvKIZHL1
Ha0jOgA/FgASn0\nXzmKuZwG49c8qJaE5JBTLTjxeD7tG6A5XuewKynAYWnynT/0xPOmMDMcwEPdOt4e /L4
WJUOJ\nUn4EVo9EMOeG/eRzgILwAbeo2faQtY3HR7c5gqMGgnBk9032zIVsx17SP4ujROHURW3zg7co5y\n60
GSmu5Q79EeHezgxn+uiCsPSBwD3gkjvCerdBi81KPptp//J+XyFA6MdgTbjzb+MxsDXszt\nyXaojBhnotl
RxwVepAyVesm511JdH/IeDGIYY21Q2DT/k3RT490yKQSu2U2J3n49PCsEtHTQ\nbJo0WmoBVzkysES5kkKL2R
MMD6PN+0V8eSqXJHkc11AFhTpB+TqXcUI+QMODsLAC1KOr7I5a6P\nl7jdyFFK1bPW8bOe2BB+bKA+510Q0
ygb9h1lM76WdKmr8hhaimIuH6covaqISrFJJ0IvXcaWS\nhiatKxAq/KhkdczeMOWS6Z8PF1UwRoggL8X8tn
v1C6tvIbUNLOPGTbHYjkf10yEeFHgXV1Xi\nnzE4iAADSRTaMT/3G5YuPjk7+01lmtiZRKHXUPyY7LyRwJIHNZ
vkaEY+LALhAOukMpH4DcdDibh\nl6kPVUPVWZNZ2Mw3kILH5ragqICdGYDDuWl SwCLBeV2pgMuaTzFiSPpLt
SAFXKtF5u9vA+VIC\nJcWP77XVbPTkbsnSBtxFy32R1ZY5rx6hLEf/XsMnPAOJvprZviWuc7F+KzrexMmYAY
bJIbKE3S\n8P0aPet9r8+mPkQf+F5NQD7r31z0127Hj4IVzm5cvlodyfatvm03cDplBhVAvsa5dTRuJICg+\
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nOUMpf6PbcZI3vhViIGm7iR+SVSVrq27+1GW76MpnpGwifm/gnyVvg97wl21LlmPuool6vKljs\nc9DBybr
dOIwf6gkHkfwDPITGZEbcO0SiH3ANIc8Z6HPiCamljLI+2PfC6xnJdLRgkB8sJALIUC\n1VikR2YOVSR26Z6
PI5x7Nhg7331RMr2N7cvrbBgfjmQyluHaOH/fn0Yh4/D6Va8ROWCM4Ca3\nGOPeGn/o0JAY1gogLSad3301
DLsExvyh52x8KvrhdBCRRY5EabXa97XGOTtRTgt 6NDAINwZZ0\n2xxE06VUMS307UBAMyQn7vuezVgcHtv
3HONNDFPRVLsnyreNo04VjZN6PHtqqOei/sLEfL1GK\nVzvleeNGEfSAvhl1kmFh13£f9pljXgnTwt4iFErpaR
11vk5K1ROF/+SJ00HYhETVIFxA/yd/2I10\nZQe30b/W4hBgqI069yQjHbk+9L6kGWzQ13T18Lwl/YU/2AXS
zW8VIWCVOOhNLwQezt7a8EBmM4 \nX3CsPNVhhixhdvC/rSrXFPJInXyOmrcuCXhgLitWRA5V06883Yry71dP
UHzcVTyLCxYmOPWaT\nif4TQ6BxvT/gz7Ic6F3d0/QwMKoyeATRORR3XpnFCcN1IQMNTrF17jgl7hDFjJwBO
dsglgfau5\nUDeG6HihvcggYwnbkTprwaHf1K/tsTCReNi+j/+ei+4DIe0f2vFggaGjHdaa6qGkpSXks4L
R\nhyVdo/y+"
nodes master-3
exit
exit
strongswan connections N4 IPSec V6
auto add
keyexchange ikev2
type tunnel
left 2001:4888:192:1231::202
right 2001:4888:50:50::22
leftsubnet 2001:4888:192:1231::202/64
rightsubnet 2001:4888:50:50::21/128
leftauth psk
rightauth psk
leftsendcert never
psk starent
esp aesl28-shal,aesl28-sha256-prfsha256
ike aesl28-shal-modpl024,aesl28-sha256-modpl536
reauth no
dpdaction clear
dpddelay 300
dpdtimeout 60
closeaction none
server-cert "----- BEGIN CERTIFICATE----- MIIDjTCCAnNWgAwIBAgIUF6njegbcarj2oq
/x9c2+utgPThUwDQYJKoZIhvcNAQELBQAWRTELMAKGA1UEBhMCQVUXE ZzARBgNVBAgGMC1NvbWUtU3R
hdGUxITAfBgNVBAOMGE1udGVybmV0IFdpZGdpdHMgUHRSIEXOZDAeFw0yMjASMDcwOTQOMDdaFw0zM
JASMDOWOTQOMDdaMEUxCzAJBgNVBAY TAKFVMRMWEQYDVQQIDAPTb211LVNOYXRIMSEWHWYDVQQKDBh
JbnR1lcm51dCBXaWRnaXRzIFB0eSBMAGOwggEiMAOGCSgGSIb3DOEBAQUAA4 IBDWAWGOEKAOIBAQDKKA
vG3)940WcFV8] 7Enpr5HHgOxakb7hDOfETPBYMID91PA73AM/3g7YjyIuAFhhs/fx4ZbFQJKDUVIiK/
PE7Mg/Opw5vIsUAgyhors2goa3YvBEPCmTk4£Pz21hkWLHZgTARKg3XkgdCAO7kB7UsJpxVBSGg0A
52bIy3bB5C8YNadrTrafvVgzzFdYrQfAama2lpLrfxI7TzoZ6gK1LUDe8UTK/Ln/LJOegxXC1lGSEzz
GRBQG41FeUl8u3mpJlpDINUJ] 7TE7r+UN58aTwMoW3/ThCL/20u+vjTVN7TDzva6XdJPNBCMASJKEh
OEF10rMo8nmtLzo4UWINBKMbiv7KPAgGMBAAG)dTBzMB8GAIUdIWQYMBaAFC/Lvz0LAowgIkydSpKNUwy /
wHzIMAKGALUJEWQCMAAWCWYDVROPBAQDAGTWMDgGAIUJEQQOxXMC+CFWNUZHAtbmEFybWFkYS1tYXNOZXIt
M4cEwAwWfyocQIAFIiAGSEJEAAAAAAAACAIANBgkghkiGO9WOBAQSFAAOCAQEABOWUQI4qgEHQ8ESsYwz P
zw5KC/zGP2WZIkBfcs8ReiGmLJI1C8n8uceWH12ZbFwY75)3EBFfgkmnNXftQGmuU80GyZsuPDpmEySo+
nE28xnQDZDGzABLZWLSZggeR60obnYUKvDhol4kd40olhnVlaONwlmrwe/QyFvn3tOwoYnXgaktGMO1Fu
cQY1Kc33DvIx3n7f0sdoOLRmIJEENYT3Dv8b6/Ezr2mMHRhAwuoaFpvOSc/eLJy0Q07RpQLpHCcRmMnh9n
XO0+gccB+e0YzvuBS5PONt8wjNSCK146ZW4F9jpvehR8P/rvH/3VbwDaa8c6xARHNxzNcfq5S4tK/£58RSA

server-priv-key "$8$JjWITFBO/rJW4V6NrVjk4+1KE7Dw6ynkP3Bqtiwp2k+GQODrI4bX2n+a6Yvyeq
zzKdQ+EQLuy6\ncjIx0rxtNflmzaptNFIKu786m934ID%hzmC8ISya6/4£2Xu+WdG6ulJl2jDhB/3B2PIc
b6vVQO\nV7c4GmwPRNBLIIZTVMVTS/2x1Ux90dXIQTVz12Sc3bZgwLJ6ho/qrdr++T7b1VZ1635sYxUI6\nat
ZKNMMk8+0aoH4Ua0d5vtoSkhXCLXkfyrGYagx4KceKxPxSciSEptAzM36py7hDgazW5epU\nFaAnw3PMhg
Utlr790CaG3VZR5WpcIVkHbdpf0iMCt6pJjNeN1L7BTvns+voléMcgtOpyi6Rj\nBAo51Szog9max0EiRk
spb4a91DFX8mV4tzTyO0RCzbgkuzdZ3ecbB900OvrkWOv7dLiWsZe66Q\nrQA4SLH7e0kgRQvDzgmx3DpgXP
TrebptkLAGXAxZV5uvUuyivdalOEPiB6fu30wP+gJweZIg\nLjIVbIsREgN7YdukihOmk/xbSMK25Eu3X3
yI1Y55vvQfsYO8WEfKBO+Alzjrvz4ABydVICcEE\nqywkSUK/j0VksGvN41lzgely07tpz22ViMTrxJvoWB+
5393j183T/ClWgf53miFz22z8ak0NYYe\n2AEPINNs4tFkBIbYIIQsFv62zY3J+2hQ81iyCiYIROdA5ItRyLenO
Bt1fKGp5FHg7d1PuOz0VoI\nUm7GlEexMIycNEr9rzOgqzBbMiH5¢53htY41QWFVOARHhw2 £5GWPZ0Ie878
uTg4k51UjWmaLla\nfhNMXIGX20QNgoduZwXiX6yv3gCpK8WDgF4d1lvPjFB+f+1A+QyBlc5AYZUE/2yjYRCr
aaPkzx\ndriWm+Uh18d1YdmQg4ss/rUY4Q0DxDblv9I4Xx64NIg8dbnY7Zeh]js9LXXHk2X6daSTC/FYIY+\n
J/Sks+tmnZz489Tojo/F5dS91VVstP68MAKO140C531DkgecN10xhniu2nneS6HT1zUrKFSi4I\n3eRWOFwWK
ONKrePxKdObZFB+FvV+x0a2UKnXBbpIh/ENFEOXnADP7Ljox3YsZZpvnXTcz70cE\nglb8ggtLt6KyWDb0
tdZ1jLAb4posjIlNiodQzyxHT0gsdfkZxtWiqgt65ggXS/1DoIXXAFEj1\n1Gr07SoE+HwoJIPzAG/8£Nhm
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27CCYaUWluWJAOUt9ISUChER+2kFaVC+odEY2W5/Hfc/gWAy\nSRA6/46kviN/SzabIdblyqr68G4LIrHg
1kEBOAf9hXSkD7TWY2SMSj1950C04Cq6zVbk6PACX\n2ET02FhFewig+TamVNr0/ruyPohyrlCpgjqgzvx6s
+s7EMWOPJh+XEh8PPBKY+DcDEr2RBIcZ\n409uAzwiYTmlx4u8dw5kKRA+H8HFobgaQl8i3IfCdZ4DXyrg
mMrxOw52fGIuAd3Ln27j/AitZ\nQP61d1Q1wWPHX7ykvXgCP60ZnfbMUVW3iIdFauzLiCDZkX98UXY3IZUi
Eql3GL6KZtKwFAbu\ngHYEtb50JR1HRZngmoOf7BQjC3cdDTBpmPd/s9JCSejgSahlSaS14Qghbba35HIG
09PVyks3\nGny6P6twYnDCHLAXbmfE+HE71MNRRPA63CNp+SeX/pP5nBhu6RU/K610vPrSqecsmo8GiytzB
\ndtVH7nYk3Z2UWan04us/bd5zNZfrQIlmCF4rS4KGprQON7xWSCi1MI49aIxSCNMIWkY18HAEWA\nlIceEZ
RxHxelt13JMNTxwF1kP4i4IEalf//Tidrd13jka0NnnjOsboUgn71lay3LvsC6zsIGN\nkPO0sTGI1hHj90L
1iKkw6IhTS1Py5Bjof+XPE844QwOY6Q])6GTA5F/GQJOOD3rL2J/S651TvI\nsnkKM5roovBVb1dUANC/Eay
frpC/2w8wjgPQ/0025zVNSbZOIPn8P8BV3QLl+NC8rEWL1FZMkI\nkM1AsZTx8BQ0Z1Haf4uhtV5+/29%ula
EqQEiTH1x2QDV9idWPekqr7eC3009YoGESWHUIH/JE/\n76Rr2z14wK0JVecxbCGDOynIRFE3I3gRdxgtTi
GrOMe2WdgsUDvDkcijCVpHo0JS3jFVONR8\nxbEo7RpxdrQJ5Zr/u/vx1inQV/bXTzwlkqoylg9C3Vimém
NrgYz62taNTF7+NEVyWC/cp5CU\n5SDuAs3JImFyLaRvyU5SsmDbzlyj+2z3DUaByHW1WtC5+k1wXY0oZOKIy

8zNj+1KzxosklwiVX1\ngT4CoAKX"

To validate the IPSec tunnel CLI on the SMF protocol pod and validate the ipsec.yaml file on SMF, see the
Interfaces Support > N4 Interface chapter for sample SMI strongSwan configuration.

For the latest strongSwan configurations, see the Ultra Cloud Core Subscriber Microservices Infrastructure

Operations Guide.

Monitoring and Troubleshooting

This section contains the sample CLI command output of show commands for the N4/Sx over IPSec feature

in both SMF and UPF.

show crypto ikev2-ikesa security-associations summary

I - Initiator
R - Responder
Mgr Lifetime
ID VPN Local IPSec GW:Port Remote IPSec GW:Port State /Remaining
54 2 192.168.170.55 :500 192.168.196.55 :500 AUTH _COMPLETE (I) 86400/16448

1 IKEv2 Security Association found in this context.

show crypto ipsec security-associations summary

+—————= SA state: (E) - Established
| (P) - Partially Established
| (N) - No SAs
|
| +————- Rekey/Keepalive: (D) - Rekey Disabled
| (E) - Rekey Enabled/No Keepalive
|| (K) - Rekey Enabled/Keepalive
I
| |[+-=—- Crypto Type: (D) - Dynamic Map
|11 (I) - IKEvl Map
|11 (J) - IKEv2 Map
|11 (M) - Manual Map
1 (C) - CSCF Map
11
11

Map Name

Rekeys En Pkts

1 EDJ foo0
3496

0 3496

N4/Sx over IPSec .
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1 Crypto Map Found.
1 Crypto Map Established.

To validate the IPSec tunnel CLI on the SMF protocol pod and validate the ipsec.yaml file on SMF, see the
Interfaces Support > N4 Interface chapter for sample SMI strongSwan configuration.

For the latest strongSwan configurations, see the Ultra Cloud Core Subscriber Microservices Infrastructure
Operations Guide.

SMI strongSwan Validation

The following is a sample SMI strongSwan configuration to validate the IPSec tunnel CLI on SMF protocol
pod:

cloud-user@cndp-narmada-master-1:~$ kubectl exec -ti strongswan-d7zzp -n smi-strongswan --
ipsec statusall

Status of IKE charon daemon (strongSwan 5.9.3, Linux 5.4.0-122-generic, x86 64):

uptime: 14 days, since Sep 19 16:36:02 2022

malloc: sbrk 6221824, mmap 0, used 3867536, free 2354288

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 15
loaded plugins: charon aesni aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation
constraints pubkey pkcsl pkcs7 pkcs8 pkcsl2 pgp dnskey sshkey pem openssl af-alg fips-prf

gmp curve25519 xcbc cmac hmac ccm gem drbg curl files attr kernel-netlink resolve
socket-default stroke vici updown eap-identity eap-dynamic eap-tls xauth-generic counters

Listening IP addresses:

10.105.90.166

2001:420:5504:2004::90:18

71.71.71.15

71.71.71.70

71.71.71.72

71.71.71.73

192.12.31.21

2001:4888:192:1231:42a6:b7ff:fe3b:7161

2001:4888:192:1231::21

192.12.31.203

192.12.31.206

192.12.31.207

192.12.31.208

192.12.31.209

192.12.31.210

192.12.31.211

192.12.31.213

192.12.31.214

192.12.31.215

2001:4888:192:1231::203

2001:4888:192:1231::206

2001:4888:192:1231::207

2001:4888:192:1231::208

2001:4888:192:1231::209

2001:4888:192:1231::210

2001:4888:192:1231::211

2001:4888:192:1231::213

2001:4888:192:1231::214

2001:4888:192:1231::215

2001:4888:192:1231::121

192.12.31.121

192.12.31.205

192.12.31.212

2001:4888:192:1231::205

2001:4888:192:1231::212

192.12.31.202

192.12.31.221

192.12.31.222
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2001:4888:192:1231::202

2001:4888:192:1231::221

2001:4888:192:1231::222

192.50.0.1

£d00::1

192.115.3.37

Connections:

N4 IPSec RCM1: 192.12.31.202...50.50.27.5 IKEv2, dpddelay=300s

N4 IPSec RCM1l: local: [192.12.31.202] uses pre-shared key authentication

N4 IPSec RCMl: remote: [50.50.27.5] uses pre-shared key authentication

N4 IPSec RCM1l: child: 192.12.31.0/24 === 50.50.27.4/32 TUNNEL, dpdaction=clear

N4 IPSec RCM2: 192.12.31.202...50.50.28.5 IKEv2, dpddelay=300s

N4 IPSec RCM2: local: [192.12.31.202] uses pre-shared key authentication

N4 IPSec RCM2: remote: [50.50.28.5] uses pre-shared key authentication

N4 IPSec RCM2: child: 192.12.31.0/24 === 50.50.28.4/32 TUNNEL, dpdaction=clear

N4 IPSec RCM3: 192.12.31.202...50.50.29.5 IKEv2, dpddelay=300s

N4 IPSec RCM3: local: [192.12.31.202] uses pre-shared key authentication

N4 IPSec_RCM3: remote: [50.50.29.5] uses pre-shared key authentication

N4 IPSec RCM3: child: 192.12.31.0/24 === 50.50.29.4/32 TUNNEL, dpdaction=clear

N4 IPSec V6: 2001:4888:192:1231::202...2001:4888:50:50::22 IKEv2, dpddelay=300s

N4 IPSec V6: local: [2001:4888:192:1231::202] uses pre-shared key authentication

N4 IPSec V6: remote: [2001:4888:50:50::22] uses pre-shared key authentication

N4 IPSec V6: child: 2001:4888:192:1231::/64 === 2001:4888:50:50::21/128 TUNNEL,
dpdaction=clear

N4 IPSec: 192.12.31.202...50.50.21.5 IKEv2, dpddelay=300s

N4 IPSec: local: [192.12.31.202] uses pre-shared key authentication

N4 IPSec: remote: [50.50.21.5] uses pre-shared key authentication

N4 IPSec: child: 192.12.31.0/24 === 50.50.21.4/32 TUNNEL, dpdaction=clear

Security Associations (5 up, 0 connecting):

N4 IPSec RCM1[1345]: ESTABLISHED 96 minutes ago,
192.12.31.202[192.12.31.202]...50.50.27.5[50.50.27.5]

N4 IPSec RCM1[1345]: IKEv2 SPIs: bc79al6793c7d7eb 1 087bb5cd20fd2f34 r*, rekeying in 72
minutes

N4 IPSec RCM1[1345]: IKE proposal: AES CBC_128/HMAC SHA2 256 128/PRF HMAC SHA2 256/MODP 1536
N4_IPSeC_RCM1{250l}: INSTALLED, TUNNEL, reqgid 2, ESP SPIs: Cd664851_i 13009213_0

N4 IPSec RCM1{2501}: AES CBC_128/HMAC_SHA2 256 128, 900 bytes i (17 pkts, 16s ago), 829
bytes_o (17 pkts, 16s ago), rekeying in 36 minutes

N4 IPSec RCM1{2501}: 192.12.31.202/32 === 50.50.27.4/32

N4 IPSec RCM3[1343]: ESTABLISHED 97 minutes ago,
192.12.31.202[192.12.31.202]...50.50.29.5[50.50.29.5]

N4 IPSec RCM3[1343]: IKEv2 SPIs: la50eldlldfeacb7 1 7be50275473937a3 r*, rekeying in 65
minutes

N4 IPSec RCM3[1343]: IKE proposal: AES CBC_128/HMAC SHA2 256 128/PRF HMAC SHA2 256/MODP 1536
N4_IPSeC_RCM3{2499}: INSTALLED, TUNNEL, reqgid 5, ESP SPIs: Cd6f47ec_i 13009213_0

N4 IPSec RCM3{2499}: AES CBC 128/HMAC SHA2 256 128, 1328 bytes i (25 pkts, 26s ago), 1217
bytes_o (25 pkts, 26s ago), rekeying in 30 minutes

N4 IPSec RCM3{2499}: 192.12.31.202/32 === 50.50.29.4/32

N4 IPSec RCM2[1341]: ESTABLISHED 103 minutes ago,
192.12.31.202[192.12.31.202]...50.50.28.5[50.50.28.5]

N4 IPSec RCM2[1341]: IKEv2 SPIs: 26fd8455c09927ab 1 78c5379f6559%bedb r*, rekeying in 60
minutes

N4 IPSec RCM2[1341]: IKE proposal: AES CBC_128/HMAC SHA2 256 128/PRF _HMAC SHA2 256/MODP_1536
N4_IPSeC_RCM2{2500}: INSTALLED, TUNNEL, reqgid 1, ESP SPIs: C6f5243c_i 13009213_0

N4 IPSec RCM2{2500}: AES CBC_128/HMAC_SHA2 256 128, 1026 bytes i (19 pkts, 0s ago), 917
bytes_o (19 pkts, Os ago), rekeying in 34 minutes

N4 IPSec RCM2{2500}: 192.12.31.202/32 === 50.50.28.4/32

N4 IPSec V6[1339]: ESTABLISHED 2 hours ago,
2001:4888:192:1231::202[2001:4888:192:1231::202]...2001:4888:50:50::22[2001:4888:50:50::22]
N4 _TIPSec V6[1339]: IKEv2 SPIs: 64e5d5e102e885e7 1 9062914577d9eb95 r*, rekeying in 36 minutes
N4 _IPSec V6[1339]: IKE proposal: AES CBC_128/HMAC_SHA2 256 128/PRF HMAC SHA2 256/MODP_1536
N4_IPSeC_V6{2498}: INSTALLED, TUNNEL, reqgid 3, ESP SPIs: C25a2531_i OfOO9dl3_O

N4 IPSec V6{2498}: AES CBC_128/HMAC_SHA2 256 128, 6817 bytes i (89 pkts, 17s ago), 6326
bytes o (89 pkts, 17s ago), rekeying in 17 minutes

N4 IPSec V6{2498}: 2001:4888:192:1231::202/128 === 2001:4888:50:50::21/128
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N4 _IPSec[1337]: ESTABLISHED 2 hours ago, 192.12.31.202[192.12.31.202]...50.50.21.5[50.50.21.5]

N4 IPSec[1337]: IKEv2 SPIs: 9afdelf24dccledb i 6fceaB88758803d37 _r*, rekeying in 26 minutes

N4 _IPSec([1337]: IKE proposal: AES CBC_128/HMAC_SHA2 256 128/PRF HMAC SHA2 256/MODP_ 1536

N4_IPSeC{2497}: INSTALLED, TUNNEL, reqgid 4, ESP SPIs: CC7C3bfl_i OfOO9C13_O

N4 IPSec{2497}: AES CBC_128/HMAC_SHA2 256 128, 6844 bytes i (121 pkts, 19s ago), 5693 bytes o
(121 pkts, 19s ago), rekeying in 4 minutes

N4 IPSec{2497}: 192.12.31.202/32 === 50.50.21.4/32

cloud-user@cndp-narmada-master-1:~$

The following is a sample SMI strongSwan configuration to validate the ipsec.yaml file on SMF:

cloud-user@cndp-narmada-master-1:~$ kubectl exec -ti strongswan-d7zzp -n smi-strongswan --
cat /etc/ipsec.conf

conn N4 TIPSec RCM1
leftcert=/etc/ipsec.d/certs/N4 IPSec RCMl.cert.pem

auto=add

closeaction=none

compress=no

dpdaction=clear

dpddelay=300

dpdtimeout=60

esp=aesl28-shal,aesl28-sha256-prfsha256

ike=aesl28-shal-modpl024,aesl28-sha256-modpl536

1kedscp=000000

ikelifetime=3h

keyexchange=ikev2

left=192.12.31.202

leftallowany=no

leftauth=psk

leftsendcert=never

leftsubnet=192.12.31.202/24

lifetime=1h

mobike=yes

reauth=no

rekey=yes

right=50.50.27.5

rightallowany=no

rightauth=psk

rightsubnet=50.50.27.4/32

sha256_96=no

type=tunnel

. N4/Sx over IPSec
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