Open Ports

* Information About Open Ports (Wireless), on page 1

Information About Open Ports (Wireless)

This chapter lists the connector ports that need to be open for the proper functioning of various services or

protocols.

These ports need to be opened to allow for the basic functionality of Cisco Spaces.

Figure 1: Basic Functionality
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In addition to basic functionality, additional ports need to be opened for other additional functionality like

guest onboarding and IoT Services.
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Figure 2: Guest Onboarding
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These ports need to be opened for configuring loT Services (wireless). To configure IoT Services (wired),

refer to Open Ports (Wired).

Figure 3: loT Services

7|¢K

»~ Connector Port TCP 8004 (TDL) TCP 443 (HTTPS)
S P addresses for US,
— EU instances and load balancer
Controller Cisco Spaces Connector(s)

Cisco Spaces

AP Port TGP 8443 (I0X AP Install)

Connector Port TCP 8000 (gRPC)

Connector Port TCP 443 (REST API call)

Access point

4685400

. Open Ports


https://www.cisco.com/c/en/us/td/docs/wireless/cisco-dna-spaces/connector/config/b_connector/m_open-ports_wired.html
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