Getting Started

* Activate [oT Service (Wireless), on page 1
* Enable IoT service on Connector2, on page 6

Activate loT Service (Wireless)

This task shows you how to activate IoT service (wireless) on some or all your devices, from the Cisco Spaces
dashboard.

Before you begin
To activate IoT service (wireless), your network must meet the below prerequisites:

* Cisco Spaces: Connector
* Cisco Catalyst 9800 Series Wireless Controllers, installed with version 17.3.1 or higher

* Supported access points, refer to Prerequisites of IoT Service (Wireless).

B

Note * This workflow is applicable only for Connector Release 3. We recommend you upgrade from Connector
2.x for smooth functioning of your services. If it is essential to enable IoT service (wireless) on Connector
2.x, refer to Enable IoT service on Connector2, on page 6.

* The workflow initiated by this procedure automatically checks for prerequisites necessary to complete
this task.

« With split licensing, accounts without a full tenant-level Advantage license see a limited About 10T
Services page. A banner directs users to activate IoT services from the M anage page, where activation
must be done in bulk because one-click activation and the activation wizard are unavailable. The Activate
button and Activation Statussection are hidden, and users can view only the prerequisites. Only accounts
with a full Advantage license can begin the IoT services journey from the About page.
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. Activate loT Service (Wireless)

Procedure

Step 1 Login to Cisco Spaces.
Step 2 From the left navigation pane, click 0T Services> About 10T Services.

You can see the number of connectors activated with the IoT service (wireless) service. You can also see the number of
APs deployed as an IoT service (wireless) gateway.

Figure 1: About loT Services

loT Services: Activation Status Last updated: Jun 10, 2026 9:15 AM C  View Detailed Status

Connectors Controllers Gateways
3/3 7 3/3 138/250 on
Wireless services Wired services activated Activated Access points Switches activated
activated

Click View Detailed Status to see the breakdown of the activation status of various individual devices.

Figure 2: Detailed Status of Devices Activated With loT Service (Wireless)
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Step 3 In the About 10T Services window top-left corner, click Activate and choose Wireless.
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Step 4

Figure 3: What would you like to activate first

Activate loT Services

Activate loT Service (Wireless) .

What would you like to activate first

If you want to enable loT services on both wireless and wired devices, choose one option and complete
the steps and come back later to activate the rest.

Wireless

You must have a connector installed and added
compatible APs on the connectors before you
proceed with this. The gateway can be deployed all
the compatible APs

Compatible devices: Catalyst 9800 series
controllers and 9100 series APs

The Checking the prerequisites tab appears.

Figure 4: Prerequisites check

Activate loT Services

Wired

You must have a connector installed and added
supported switches on the connectors before you
proceed with this. The gateway can be deployed all
the compatible switches. You need to configure
certain parameters manually.

Compatible devices: Catalyst 9300 and 9400 series
switches

Checking the prerequisites...

o Supported License

License enabled

o Setup Spaces Connector

Compatible connectors found

o Supported Controllers

Compatible controllers found

You can see the list of all devices on which IoT service (wireless) can be activated, along with the activation time.
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. Activate loT Service (Wireless)

Figure 5: List of Supported Devices

Activate loT Services

loT services will be activated on

Takes upto

3 of 18 compatible connectors

15 connectors not responding, hence loT services will not be activated on them.

3 of 3 compatible controllers Takes upto 30 mins

All Compatible APs on all locations

Activating IoT services on the supported APs may take upto 2 hrs + 10
minsfAP. You can initiate the activation and check the status in the “About loT
services" page.

Activate 0T services on selected?
Click here for customization

Step 5 To activate [oT service (wireless) on all devices on your network, in the 0T servicesactivation initiated window, click
Activate.

This activation of IoT service (wireless) automates these tasks:
* Enables IoT streams on the connector
* Enables the wireless controller stream
* Configures APs as a Bluetooth Low Energy (BLE) gateway (this includes turning on the BLE radio, BLE scanning,
and deploying the BLE gateway app)

Figure 6:

loT Services activation initiated
Activation may take upto 2 hrs and upto 10mins/AP to

complete. You can close the window and check the status in
About loT Services status section.

Activating connectors
3 of 3 compatible connectors activated

Activating controllers
3 of 3 compatible controllers activated

o Activating on All APs

Once the activation completed, follow the steps below to
onboard loT devices: Click Manage Devices & Policies >
Onboard Devices
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Step 6

a) Choose one or more connectors to activate IoT service (wireless).

b) To activate the wireless gateway, click Activate Wireless.

Activate loT Service (Wireless) .

To activate [oT service (wireless) only on specific devices of your network, do these:

¢) Inthe Deploy Wireless Gateway window, select the APs on which you want to activate [oT service (wireless).

Figure 7: Activate loT Service (Wireless) on Preferred Devices

Activate loT Services

loT services will be activated on

hrs, 50 mins

Ark:h.-a(e loT services on selected?

Figure 8: Activate loT Service (Wireless) on Preferred Devices

Gateway Capability

Advanced Gateway
Advanced Gateway
Advanced Gateway
Advanced Gateway
Gateway Not Supported
Gateway Not Supported
Base Gateway

Gateway Not Supported

Gateway Not Supported

Status

Base Gateway Activated

Not Activated

Not Activated

Base Gateway Activated

NA

NA

Advanced Gateway Activated
NA

NA

2/23
APs

1 Aps with Advanced
BLE Gateway support

Deploy Wireless Gateway
= Select All Supported APs

RTB2_91151_2
RTB3-9130AXE-Marlin4-22
RTB2-9117-2
RTB2-9117
Sid-4800-1
CM64-2C60
RTB1-Cornwall-9130
RTB2-91241
AP5CE1.7628.0D60

What to do next

Once the activation completed, you can onboard the IoT Service (Wireless) devices. Click M anage Devices
& Policies> Onboard Devices.
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Enable loT service on Connector2

Verify Cisco Spaces: Connector is Added and Active

Getting Started |

This procedure helps you verify if a Cisco Spaces: Connector is deployed and active.

Procedure

Step 1
Step 2 From the Connect via Spaces Connector area, click View Connectors.

Figure 9: View Connectors

From the Cisco Spaces dashboard left-navigation pane, choose Setup > Wireless.

Connect via Spaces Connector

Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or reconfigure your wireless network.

® 1)

Install Spaces Connector OVA

Download and install Spaces Connector OVA as a virtual machine.
Download Spaces Connector (7

Configure Spaces Connector

can optionally configure Spaces Connector to connect via HTTPS proxy.

Create Connector

4/18 connector(s) active

View Connectors

Step 3 Ensure that a connector is listed and its status is Up.

Figure 10: Connector Status Up

Setup > Connectors

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You

Connectors 18 Services
4 14 8 14 4
Up @ Down © Hotspot enabled Location enabled 10T Services enabled

A Starting December 2023 Connector 2.x entered software maintenance mode. Security updates will continue through June 2024 and support for

critical bug fixes will continue through October 2024. (EoL Notice)

Need Help?
Access the below links to view detailed help

View Configuration Steps 7
System Requirements 7

Frequently Asked Questions [

2
lot Wired enabled

Connectors + Create New Connector
Name version Release i C APs Status Last Modified Last Heard Actions
BMV_Connector 31 NA @ 0 0 0 0 © Down Apr 16th 2026, Never ™)

5:07:28 pm
TKY CXC Connector 3.2 Connector 3-Jun 2025 1 0 1 18 © Up Apr 7th 2026, Jun 10th 2026, &
9:41:43 pm 2:64:34 pm
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Verify Cisco Catalyst 9800 Series Wireless Controllers is Added and Active .

Verify Cisco Catalyst 9800 Series Wireless Controllers is Added and Active

This procedure helps you verify if the Cisco Catalyst 9800 Series Wireless Controller is deployed and active.

Procedure
Step 1 From the Cisco Spaces dashboard left-navigation pane, choose Setup > Wireless Networks.
Step 2 From the Add Controllersarea, click View Controllers.

Figure 11: View Controllers

Wireless Networks

Connect your wireless network

Connect AireOS Controller/Catalyst 9800 Wireless Controller Directly

Requires AireOS Controller with software version 8.8 MR2 and above or Catalyst 9800 Wireless Controller with software version 16.12.2 and above. The wireless controller needs direct internet connectivity

Connect via Spaces Connector

~
Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or reconfigure your wireless network.
@ 1) Install Spaces Connector OVA Need Help?
Download and install Spaces Connector OVA as a virtual machine. Access the below links to view detailed help.

Download Spaces Connector (7 View Configuration Steps 7

System Requirements (7
@® 2) Configure Spaces Connector 3% qui (%9

You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You Frequently Asked Questions (7
can optionally configure Spaces Connector to connect via HTTPS proxy.

Create Connector

4/18 connector(s) active

View Connectors

® 3) Add Controllers
Add and associate controllers to your Cisco Spaces Connector(s)

Add Controllers

3/4 controller(s) active
View Controllers

Step 3 Ensure that a controller is listed here, and the corresponding status is Active.

Figure 12: Active Controller

< Controllers + Add Controller

Q Contro Nai Control

Name Connector # of APs Type Controller Status Last Modified Last Heard Actions
WLC-BDLK-R6-03 London CXC Spaces Connector 35 Catalyst 9800 Wireless Controller © Active Jul 4th 2023, Jun 10th 2026, L o O
8:18:11 pm 3:08:57 pm

Configure connector for gRPC and certificate services

This procedure enables IoT streams. This procedure ensures that your APs visible on Cisco Spaces: [oT
Service. In this procedure you:
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. Configure connector for gRPC and certificate services

* Enable the Cisco Spaces: Connector to listen for gRPC Remote Procedure Call (gRPC) and certificate
services.

¢ Activate these IoT streams on the wireless controller.

Procedure

Step 1 From the Cisco Spaces dashboard left-navigation pane, click Setup > Wireless Networks.
Step 2 From the Connect via Spaces Connector area, click View Connectors.

Figure 13: View Connectors

Connect via Spaces Connector

Spaces Connector is an easy way to get your wireless network connected to Cisco Spaces. No need to upgrade Cisco Wireless Controllers or reconfigure your wireless network.

@® 1) Install Spaces Connector OVA Need Help?

Download and install Spaces Connector OVA as a virtual machine. Access the below links to view detailed help.

Download Spaces Connector (7 View Configuration Steps (7

System Requirements (7

@® 2) Configure Spaces Connector ¥ " .
You will need a token to configure Spaces Connector. You need to connect to https://<your connector IP>/ from a browser to configure the token. You Frequently Asked Questions (7
can optionally configure Spaces Connector to connect via HTTPS proxy.

Create Connector

4/18 connector(s) active

View Connectors

Step 3 From the list of connectors displayed, choose your connector, and then click Manage | oT Streams.
Step 4 In the Manage | oT Streams page that is displayed,

Figure 14: Manage loT Streams

Dashboard N
SUMMARY
e N 1 0
& ome Contollers Active  Inactive
@ Location Hiearchy Gonfiguration Generat Token Troubleshoot Com
& integrations
2 configure
od o June 2024 and supp bug s wil continue through
|~ Monitor October 2024
Q. Admin Management
5 Add Controle
Controllers Qoo ©
@ sewn Name 1P Address #of APs Last Modified Last Hoard status Actions
- 1 1011):1pages

a) Click Configureto Enable to enable the connector stream.
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Configure connector for gRPC and certificate services .

Figure 15: Configure to Enable

¢ 5 C % qa-dnaspaces.iofsetup/connectors ™ aQ x @ £} @  Relaunchtoupdate }

Manage loT Streams X

Enable loT Streams on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the Controller.

Controller Connector P Controler IP Operation Status. Operation Log Last updated

ewic-176 - 1022208176 NOTINTATED

Manage Controller

Setup IoT Services stream authentication and certificate to allow APs to connect with the Cisco Spaces Connector

The AireOS Controller will be configured to send notifications to Cisco Spaces Connector for AP configuration changes.

Cancel

b) For each wireless controller displayed, click the three-dot icon to display a menu. Choose Enable Stream to enable
the wireless controller stream.

Figure 16: Enabling loT Streams for the Connector and for each associated Wireless Controller

€ 5 C % qa-dnaspaces.io/setup/connectors ™ aQ 4 @ £} @ Relaunchtoupdate :

Manage loT Streams

Manage Comnector QEEED

Enable IoT Streams on Cisco Spaces Connector

Use Manual Configuration to setup loT Services in Cor the i not be applied
Use the three dots action of Stream to apply ion changes to
Controller Connector IP Controller 1P Operation Status Operation Log Last updated

Setup loT Services stream authentication and certificate to allow APs to connect with the Cisco Spaces Corpiect £1201e Stream

Manage Controller

The AireOS Controller will be configured to send notifications to Ci Connector for AP

¢) Verify if the Operation Status of the connector is SUCCESS. Click the wireless controller in the list to check for
any errors.

Getting Started .



Getting Started |

. Configure connector for gRPC and certificate services

Figure 17: Operation Status of Wireless Controller is SUCCESS

T 7 U e Ya-UnaSpaCESIUSEWpCOIIEGONS

Manage loT Streams

Manage Connector

Enable loT Streams on Cisco Spaces Connector

Controller Connector 1P Controlier 1P

w176 1022200200 1022200176

Manage Controller

Operation Status

success

O g remuncn wupoae

Use Manual Configuration to setup loT Services in Controller when the configuration can not be applied automatically.

Use the three dots action of Enable/Disable Stream to apply configuration changes to the Controller.

Last updated

tconty Sep 23, 2024, 103610 AM

‘Sample configuration

Setup loT Services stream authentication and certificate to allow APS to connect with the Cisco Spaces Connector

The AireOS tr to send notificati to Cisco Spaces
Cancel
Figure 18: Check for Errors
Manage loT Streams X
Action Status Message Start Time Finish Time
Sep 23, 2024, Sep 23, 2024,
Enable SCP Server SUCCESS Successfully set config l P
11:06:10 PM 11:06:12 PM
Gt Trustpaint SUCCESS Succes‘squy retrieved Sep 23, 2024, Sep 23, 2024,
trustpoint names 11:06:12 PM 11:06:13 PM
Clean CA Certificate SUCCESS Successful cperation Sep 23, 2024, Sep 23, 2024,
o
File e 11:06:13 PM 11:06:14 PM
Clean CA Certificate SUGCESS Successful operation Sep 23, 2024, Sep 23, 2024,
(
Key Pair P 11:06:14 PM 11:06:16 PM
Sep 23, 2024, Sep 23, 2024,
Clean CA Certificate SUCCESS Successfully set config P P
11:06:16 PM 11:06:17 PM
23,2024 23, 2024
Setup CA Certificate SUCCESS Successfully set config Sep 23, 2024, Sep 23, 2024, u
11:06:17 PM 11:06:19 PM
N . N Sep 23, 2024, Sep 23, 2024,
Finish CA Certificat SUCCESS S ful ti
inis ertificate uccessful operation S 1DE1S PA 11:08:50 BM
Setup Streaming Token SUCCESS Successfully set config se‘ifa..zgu ??p. ?32.2?.2.4 '

Reconfigure this step if you move APs to a new AP profile.
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Enable BLEon AP ]

d) In the displayed popup, choose the AP profiles to push the loT configuration. You can choose to push the IoT
configuration to one or more default AP profiles on the wireless controller. Or you can also choose to push the IoT
configuration to all the AP join profiles on the wireless controller.

Figure 19: Enabling loT Streams for the Connector and for Each Associated Wireless

You are about to enable the stream

Please select the below option to continue

(®) Enable all profile(s) () Enable only default profile(s)

Reconfigure this step if you move APs to a new AP profile.

Controller

Enable BLE on AP

Step 1
Step 2
Step 3

This procedure turns on Bluetooth Low Energy (BLE) on an AP, and puts selected APs in the Admin state
and in the base scan mode.

Procedure

In the Cisco Spaces dashboard left-navigation pane, choose 10T Services> Manage > Wireless APs> All Gateways.
Check the checkboxes of specific APs, then click on the Action drop-down button.
To turn on BLE Admin state and base scan mode, from the drop-down that opens, choose Manage BLE > Enable BLE.
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Figure 20: Enable BLE
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0

Bulk Request History

Gateways Not Deployed

2 Refresh () Export

o L::\:‘(‘:ose Manage BLE > ] Enable BLE
£ Tokyo CXC Vanage 10x App > || Disable BLE Iteway Status % APModel g::.:::la;:;'us ?h’;:::l
= Manage Profiles : Status
&h Us - san Jose Campu I Peiste C414.A2EF.CCBO © Enabled CW91661-ROW o UP o uP
Clear Pending Config
94:0d:4b:8c:04:a0 APC414.A2EF.CODO @ Enabled CW91661-ROW o UP o UP
94:0d:4b:8¢:07:00 APC414.A2EF.C200 @ Enabled CW91661-ROW o UP o UP
This procedure sets an AP on the Bluetooth Low Energy (BLE) advanced mode.
Procedure
Step 1 In the Cisco Spaces dashboard left-navigation pane, choose | 0T Services> Manage > Wireless APs> AP Gateways.

Step 2 Check the boxes of specific APs, and then click on the Action drop-down button.

Step 3 To set the AP on BLE advanced mode, from the drop-down that opens, choose Manage 10x App > Install |Ox App.
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Figure 21: Install 10X App
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10x App
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> || Uninstall IOx App Status
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This procedure helps you verify if [oT service (wireless) has synchronized and listed the APs in your network
on the GUL

Procedure
Step 1 In the Cisco Spaces dashboard left-navigation pane, choose | 0T Services> Manage > Wireless APs> AP Gateways.
Step 2 Verify if ToT service (wireless) has synchronized and listed the APs in your network. Check the Floor Beacon Channel

Status and AP Beacon Channel Last Heard columns.
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. Verify access points

Figure 22: Floor Beacon Channel Status
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Verify access points .

Figure 23: AP Beacon Channel Last Heard

AP Beacon Channel Last Heard

Jun 11th, 2026 04:11:12 PM
43 minutes ago

Jun 11th, 2026 04:11:12 PM
43 minutes ago

Jun 11th, 2026 04:11:12 PM
43 minutes ago

Jun 11th, 2026 04:11:12 PM
43 minutes ago

Jun 11th, 2026 04:11:12 PM
43 minutes ago
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. Verify access points
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