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Configure Logical Networks

SUMMARY STEPS

Before you begin

Each interface on the Cisco Contact Center SIP Proxy (CCCSP) is associated with a logical network. Logical
networks are used to organize server groups, listen points, and other properties. SIP messages are associated
with the network on which they arrive.

cusp
configure

sip network network
end network

b=
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DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 cusp Enters CCCSP EXEC mode.
Example:
Hostname# cusp
Step 2 configure Enters Cisco Unified SIP Proxy configuration mode.
Example:
Hostname (cusp) # configure
Step 3 sip network network Creates a network and puts you into network command
mode. In this case, the network that is being created is called
Example: ot L
service provider”.
Hostname (cusp-config) # sip network service-provider|
Step 4 end network Exits network command mode.
Example:

Hostname (cusp-config-network) # end network

Example

The following example creates a network called service-provider:

Hostname# cusp
Hostname (cusp) # configure

Hostname (cusp-config) # sip network service-provider
Hostname (cusp-config-network) # end network

Configure Trigger Conditions

Before you begin

You create trigger conditions to allow Cisco Contact Center SIP Proxy (CCCSP) to respond with the appropriate
action for various call flows. In general, the more complex the call flow is, the more complex the trigger must

SUMMARY STEPS

be.
1. cusp
2. configure

3. trigger condition trigger-condition-name
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4. sequence sequence-number
5. in-network network-name
6. mid-dialog
7. end sequence
8. end trigger condition
DETAILED STEPS
Procedure

Configure Trigger Conditions .

Command or Action

Purpose

Step 1 cusp Enters Cisco Unified SIP Proxy EXEC mode.
Example:
Hostname# cusp
Step 2 configure Enters Cisco Unified SIP Proxy configuration mode.
Example:
Hostname (cusp) # configure
Step 3 trigger condition trigger-condition-name Creates a trigger condition and puts you into trigger
command mode. In this case, the trigger that is being created
Example: . w . L o=
is called “call-from-service-provider”.
Hostname (cusp-config) # trigger condition
call-from-service-provider
Step 4 sequence sequence-number Creates a sequence with the specified number and puts you
Examole: into trigger sequence command mode. The number indicates
ple: the order in which triggers are evaluated. In this case, the
Hostname (cusp-config-trigger) # sequence 1 sequence that is being created is sequence number 1.
Step 5 in-networ k network-name Specifies the incoming network name for the trigger
condition. In this case, the incoming network is the
Example: . . Cy
service-provider” network.
Hostname (cusp-config-trigger-seq)# in-network
service-provider
Step 6 mid-dialog A special trigger that bypasses routing policies on
mid-dialog messages.
Example: & &
Hostname (cusp-config-trigger-seq) # mid-dialog
Step 7 end sequence Exits the trigger sequence command mode.
Example:
Hostname (cusp-config-trigger-seq) # end sequence
Step 8 end trigger condition Exits the trigger command mode.

Example:

Hostname (cusp-config-trigger)# end trigger
condition
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. Configure Server Groups

Example

In this example, Cisco Contact Center SIP Proxy (CCCSP) only reacts based on the network the call
came in on, so the triggers are simple.

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # trigger condition call-from-service-provider
Hostname (cusp-config-trigger) # sequence 1

Hostname (cusp-config-trigger-seq)# in-network service-provider
Hostname (cusp-config-trigger-seq) # end sequence

Hostname (cusp-config-trigger)# end trigger condition

Hostname (cusp-config) # trigger condition mid-dialog
Hostname (cusp-config-trigger) # sequence 1

Hostname (cusp-config-trigger-seq) # mid-dialog
Hostname (cusp-config-trigger-seq) # end sequence
Hostname (cusp-config-trigger) # end trigger condition

Configure Server Groups

SUMMARY STEPS

Server groups define the elements that Cisco Contact Center SIP Proxy (CCCSP) interacts with for each
network. The server group name that is used is inserted into the SIP URI of the outgoing request. Some devices,
such as Cisco Unified Communications Manager, validate the URI of requests before processing, which means
that the end device might need to be configured with a Fully Qualified Domain Name (FQDN) to allow for
this.

Two of the fields for each individual element, q-value and weight, are important to use to specify the priorities
of elements, and also for load balancing. Calls are routed to specific elements based on g-value. The element
with the highest gq-value receives all traffic routed to that server group. If multiple elements have the same
g-value, traffic is distributed between them based on the load-balancing option used. The default load-balancing
is based on call-id, but weight can also be used. If weight is used, the percentage of traffic that an element
receives is equal to its weight divided by the sum of up elements with the same g-value's weights. The sum
of their weights does not need to equal 100. You can change the weights and g-values to configure a different
priority or load-balancing scheme.

cusp
configure

Server-group Sip group server-group-name network

element ip-address ipaddress port {udp | tcp | tIs} [g-value g-value] [weight weight]
Ibtype {global | highest-q | request-uri | call-id | to-uri | weight}

end server-group

o0k wWwN =2
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Configure Server Groups .

DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 cusp Enters CCCSP Management mode.
Example:
Hostname# cusp
Step 2 configure Enters CCCSP Configuration mode.
Example:
Hostname (cusp) # configure
Step 3 server-group sip group server-group-name network Creates a SIP server group and enters server group
Example: command mode. In this case, the server group being created
ple: is called “sp.example.com” and it uses the network called
, ) “service-provider”.
Hostname (cusp-config) # server-group sip group
sp.example.com service-provider
Step 4 element ip-address ipaddress port {udp | tcp | tIs} Creates an IP element for a SIP server group and determines
[g-value g-value] [weight weight] the characteristics of the SIP server group.
Example: Note
You can enter this command multiple times.
Hostname (cusp-config-sg) # element ip-address
192.168.10.3 5060 tls g-value 1.0 weight 100
Step 5 Ibtype{global | highest-q | request-uri | call-id | to-uri | | Configures the load-balancing algorithm for the SIP server
weight} group. In this example, it specifies that the element will be
selected proportional to its weight relative to the weights
Example:
of other elements of the same g-value.
Hostname (cusp-config-sg) # lbtype weight
Step 6 end server-group Exits the server group command mode.

Example:

Hostname (cusp-config-sg) # end server-group

Example

Hostname# cusp

Hostname (cusp) # configure

(
Hostname (cusp-config) # server-group sip group sp.example.com service-provider

Hostname (cusp-config-sg) # element ip-address 192.168.10.3 5060 tls g-value 1.0 weight 100
Hostname (cusp-config-sg) # element ip-address 192.168.10.4 5060 tls g-value 1.0 weight 50
(
(
(

Hostname (cusp-config-sg
Hostname (cusp-config-sg
Hostname (cusp-config-sg

)
) #
)# lbtype weight
) #

element ip-address 192.168.10.5 5060 tls g-value 1.0 weight 50

end server-group
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Configure Route Tables
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You must configure route tables to direct SIP requests to their appropriate destinations. Each route table
consists of a set of keys that are matched based on the lookup policy. For example, each key might represent

the prefix of a phone number dialed.

SUMMARY STEPS
1. cusp
2. configure
3. routetabletable-name
4. Kkey key response reponse-code
5. key key target-destination target-destination netowrk
6. endroutetable
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 cusp

Example:

Hostname# cusp

Enters CCCSP Management mode.

Step 2 configure

Example:

Hostname (cusp) # configure

Enters CCCSP Configuration mode.

Step 3 route table table-name

Example:

Hostname (cusp-config) # route table
service-provider-table

Creates a route table and enters route table command mode.
In this case, it creates a route table called
“service-provider-table”.

Step 4 key key response reponse-code

Example:

Hostname (cusp-config-rt)# key * response 404

Assigns a response code to a lookup key. In this example,
it returns a response of “404” to everything.

Step 5 key key tar get-destination target-destination netowrk

Example:

Hostname (cusp-config-rt)# key 510
target-destination cube-sp.example.com cube-sp

Replaces the key part of the target destination with a
specified value.

Note
You can enter this command multiple times.

Step 6 end routetable

Example:

. Configure Cisco Contact Center SIP Proxy (CCCSP)
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Configure Normalization Policies .

Command or Action Purpose

Hostname (cusp-config-rt) # end route table

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # route table service-provider-table

Hostname (cusp-config-rt) # key * response 404

Hostname (cusp-config-rt)# key 510 target-destination cube-sp.example.com cube-sp
Hostname (cusp-config-rt)# end route table

Configure Normalization Policies

Normalization policies modify SIP messages to account for incompatibilities between networks. In this case,
the service provider cannot handle phone numbers with the escape sequence “91,” so the sequence must be
removed from the request-uri and TO header.

SUMMARY STEPS
1. cusp
2. configure
3. policy normalization policy-name
4. uri-component update request-uri {user | host | host-port | phone | uri} {all | match-string}
replace-string
5. uri-component update header { first | last | all} {user | host | host-port | phone | uri } {all |
match-string} replace-string
6. end policy
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 cusp Enters CCCSP Management mode.
Example:

Hostname# cusp

Step 2 configure Enters CCCSP Configuration mode.

Example:

Hostname (cusp) # configure
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Command or Action

Purpose

Step 3 policy normalization policy-name Creates a normalization policy and enters policy
normalization command mode. In this example, the
Example: . .. - . -
normalization policy is called “outgoing-norm-policy”.
Hostname (cusp-config) # policy normalization
outgoing-norm-policy

Step 4 uri-component updaterequest-uri {user | host | host-port | Configures a normalization policy step that updates a URI
| phone | uri} {all | match-string} replace-string component field within a request URI.
Example:

Hostname (cusp-config-norm) # uri-component update
request-uri user ~91 ""

Step 5 uri-component update header { first | last | all} {user | | Configures a normalization policy step that updates a URI
host | host-port | phone|uri} {all | match-string} component field within a header of the source message.
replace-string
Example:

Hostname (cusp-config-norm) # uri-component update
TO all user 791 ""

Step 6 end policy Exits policy normalization command mode.

Example:

Hostname (cusp-config-norm) # end policy

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # policy normalization outgoing-norm-policy

Hostname (cusp-config-norm) # uri-component update TO all user 91 ""

(
(
Hostname (cusp-config-norm) # uri-component update request-uri user ~91 ""
(
(

Hostname (cusp-config-norm) # end policy

Configure Lookup Policies

Lookup policies decide how the keys in the route tables are used. Each key represents the beginning of the
phone number dialed because each policy states to match the user component of the request-uri against the
keys in its route table. The user component of the request-uri is the phone number called. The rule used to
match is prefix, which means that the longest prefix match in the route table is used. So if the dialed number
is 510-1XX-XXXX, the call is sent to the cme.example.com server group. If the dialed number is
510-XXX-XXXX, the call is sent to the cucm.example.com server group. The four policies in the following
example are identical, except that they each refer to their specific table.

. Configure Cisco Contact Center SIP Proxy (CCCSP)



| Configure Cisco Contact Center SIP Proxy (CCCSP)

Configure Lookup Policies .

SUMMARY STEPS
1. cusp
2. configure
3. policy lookup policy-name
4. sequence sequence-number table-name field {in-network | local-ip-address | local-ip-port |
remote-ip-address | remote-ip-port} | header {p-asserted identity| from |to | diversion |
remote-party-id} | request uri [uri component {param| user | phone| host| host-port| uri}]
5. rule{exact | prefix | subdomain | subnet | fixed length} [case-insensitive ]
6. end sequence
7. end policy
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 cusp Enters CCCSP Management mode.
Example:
Hostname# cusp
Step 2 configure Enters CCCSP Configuration mode.
Example:
Hostname (cusp) # configure
Step 3 policy lookup policy-name Creates a policy with the specified name and enters policy
lookup command mode. In this case, creates a policy called
Example: “ . . .
service-provider-policy”.
Hostname (cusp-config) # policy lookup
service-provider-policy
Step 4 sequence sequence-number table-name field {in-network | Creates a sequence with the specified number and enters
| local-ip-address | local-ip-port | remote-ip-address| | policy lookup sequence command mode. Sequences are
remote-ip-port} | header {p-asserted identity| from | to | performed according to the order of their number.
| diversion | remote-party-id} | request uri [uri
component {param| user | phone | host| host-port| uri}]
Example:
Hostname (cusp-config-lookup) # sequence 1
Step 5 rule{exact | prefix | subdomain | subnet | fixed length} | Creates a rule that determines the routing algorithm for the

[case-insensitive ]

Example:

Hostname (cusp-config-lookup-seq) # rule prefix

lookup policy. In this case, it creates a rule that specifies
that the lookup policy searches for the longest prefix match.
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Command or Action

Purpose

Step 6 end sequence

Example:

Hostname (cusp-config-lookup-seq) # end sequence

Exits policy lookup sequence command mode.

Step 7 end policy

Example:

Hostname (cusp-config-lookup) # end policy

Exits policy lookup command mode.

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # policy lookup service-provider-policy
Hostname (cusp-config-lookup) # sequence 1 service-provider-table request-uri uri-component

user

Hostname (cusp-config-lookup-seq) # rule prefix
Hostname (cusp-config-lookup-seq) # end sequence

Hostname (cusp-config-lookup) # end policy

Configure Routing Triggers

Routing triggers correlate trigger conditions with lookup policies. A single policy is chosen based on which
corresponding condition is matched. The conditions are evaluated in ascending order based on sequence

number. The mid-dialog condition is the first one so that the policy step is skipped for mid-dialog messages.
Based on the following configuration, after the INVITE message is successfully routed, all subsequent messages

(which are mid-dialog) bypass routing policies.

3. trigger routing sequence sequence-number { by-pass| policy policy} [condition trigger-condition

SUMMARY STEPS
1. cusp
2. configure
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 cusp

Example:

Hostname# cusp

Enters CCCSP Management mode.
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Configure Normalization Triggers .

Command or Action

Purpose

Step 2 configure Enters CCCSP Configuration mode.
Example:
Hostname (cusp) # configure
Step 3 trigger routing sequence sequence-number { by-pass| | Associates a routing policy with a trigger condition. In this

policy policy} [condition trigger-condition
Example:
Hostname (cusp-config)# trigger routing sequence 2

policy service-provider-policy condition
call-from-service-provider

example, the second sequence follows the
previously-created policy called “service-provider-policy”
and the previously-created trigger called
“call-from-service-provider”.

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # trigger routing sequence 1 by-pass condition mid-dialog
Hostname (cusp-config) # trigger routing sequence 2 policy service-provider-policy condition

call-from-service-provider

Hostname (cusp-config) # trigger routing sequence 3 policy cube-sp-policy condition

call-from-cube-sp

Hostname (cusp-config) # trigger routing sequence 4 policy cube-es-policy condition

call-from-cube-es

Hostname (cusp-config) # trigger routing sequence 5 policy enterprise-policy condition

call-from-enterprise

Configure Normalization Triggers

Normalization triggers correlate trigger conditions with normalization policies. There are two types of triggers:
pre-normalization, which occurs before routing, and post-normalization, which occurs after routing. Similar
to routing policies, a special policy bypasses normalization on mid-dialog messages.

SUMMARY STEPS

1. cusp
2. configure

3. trigger pre-normalization sequence sequence-number { by-pass| policy policy} [condition

trigger-condition]
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DETAILED STEPS

Procedure

Configure Cisco Contact Center SIP Proxy (CCCSP) |

Command or Action

Purpose

Step 1

cusp
Example:

Hostname# cusp

Enters CCCSP Management mode.

Step 2

configure

Example:

Hostname (cusp) # configure

Enters CCCSP Configuration mode.

Step 3

trigger pre-nor malization sequence sequence-number {
by-pass | policy policy} [condition trigger-condition]

Example:
Hostname (cusp-config) # trigger pre-normalization

sequence 2 policy outgoing-norm-policy condition
call-from-cube-sp

Configures a pre-normalization algorithm for incoming SIP
messages to a normalization policy.

In this example, the second sequence follows the
previously-created policy called “outgoing-norm-policy”
and the previously-created trigger called
“call-from-cube-sp”.

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # trigger pre-normalization sequence 1 by-pass condition mid-dialog
Hostname (cusp-config) # trigger pre-normalization sequence 2 policy outgoing-norm-policy

condition call-from-cube-sp

Configure Listen and Record-Route Ports

You must configure listen and record-route ports for each network. For the listen and record-route ports, the
actual addresses of the Cisco Contact Center SIP Proxy (CCCSP) application are used. The sip record-route
command inserts the record-route header into outgoing requests. The sip listen command allows for CCCSP

to accept incoming requests on that port.

SUMMARY STEPS

cusp
configure

i
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DETAILED STEPS

Procedure

Configure a Hostname .

Command or Action

Purpose

Step 1 cusp Enters CCCSP Management mode.
Example:
Hostname# cusp

Step 2 configure Enters CCCSP Configuration mode.
Example:
Hostname (cusp) # configure

Step 3 sip record-route network_name { tcp | tis| udp } Enables record-routing for a SIP network.
Ip_addess [port ] In this example, the “service-provider” network is associated
Example: with a record-route configuration and the IP address that

populates the record-route header field is “10.10.10.99” and

Hostname (cusp-config) # sip record-route the port that populates the record-route header is 5060.
service-provider udp 10.10.10.99 5060

Step 4 sip listen network_name { tcp |tls|udp } ip_addess [ port | Creates a listener that listens for SIP traffic on a specific

]

Example:

Hostname (cusp-config) # sip listen service-provider
udp 10.10.10.99 5060

SIP network, host, and port.

Example

Hostname# cusp

Hostname (cusp) # configure

Hostname (cusp-config) # sip record-route service-provider udp 10.10.10.99 5060
Hostname (cusp-config) # sip listen service-provider udp 10.10.10.99 5060

Configure a Hostname

If the upstream element is using DNS SRV for routing to the two CCCSPs in a network, you must configure
the two CCCSPs to have the same FQDN by entering the sip alias command in the configuration mode on

SUMMARY STEPS

both CCCSPs.
1. cusp
2. configure

3. sip aliashostname
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. Configure Transport Layer Security (TLS)

DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 cusp Enters CCCSP Management mode.
Example:

Hostname# cusp

Step 2 configure Enters CCCSP Configuration mode.

Example:

Hostname (cusp) # configure

Step 3 sip alias hostname Configures the hostname of this instance.

Example:

Hostname (cusp-config) # sip alias myhost

Example

Hostname# cusp

Hostname (cusp) # configure
Hostname (cusp-config) # sip alias myhost

Configure Transport Layer Security (TLS)

Create and Import a Signed Certificate

Cisco Contact Center SIP Proxy (CCCSP) supports TLS, Transmission Control Protocol (TCP), and User
Datagram Protocol (UDP). Establishing TLS connections requires some extra steps because the connections
require authentication using signed certificates.

Before you begin
You need an SFTP server or HTTP to import certificate requests.

Use the cryptokey deleteall command and delete all the existing certificates before importing new certificates.

B

Note  Use the show crypto key all command to verify the key generation. Note down the L abel from the output
displayed.
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Create and Import a Signed Certificate .

Note When CCCSP operates as a SIP TLS client, it prioritizes the use of RSA ciphers and signature algorithms. If
CCCSP connects to applications such as CUCM that present both RSA and ECDSA certificates, these
applications favors the RSA certificate.

Note SHAI is deprecated and not secure. When handling externally generated certificates, ensure that SHA1 is not
used for certificate generation or signing. We recommend you to use stronger algorithms such as SHA256 or

higher.
SUMMARY STEPS
1. configureterminal
2. cryptokey generate[ rsa {label label-name | modulus modulus-size } | default ]
3. cryptokey certreqg label label-name url { sftp: | http: }
4. Use your CA infrastructure or use a 3rd party CA to get the CSR signed (external) before importing it in
the next step.
5. cryptokey import trustcacert label label-name { der url{ sftp: | http: } | pem { terminal | url {sftp:
| http: }} [default]
6. cryptokey import cer label label-name { der url{ sftp: | http: } | pem { terminal | url {sftp: | http:
1} [default]
7. offline
8. reload
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 configureterminal Enters configuration mode.
Example:

Hostname# configure terminal

Enter configuration commands, one per line. End
with CNTL/Z.

Hostname (config) #

Step 2

crypto key generate[ rsa { label label-name | modulus| Creates an 2048-bit RSA private key.
modulus-size } | default ]

Example:

Hostname (config) # crypto key generate rsa label
mykey modulus 2048 default

Key generation in progress. Please wait...

The label name for the key is Hostname

Hostname (config) #

Configure Cisco Contact Center SIP Proxy (CCCSP) .
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Command or Action

Purpose

Hostname (config) # exit
Hostname# write

Step 3 crypto key certreq label label-name url { sftp: | http: | Creates a certificate request to be signed.
}
Example:
Hostname (config) # crypto key certreq label mykey
url sftp:
Address or name of remote host? 10.64.x.y
Username (ENTER if none)? user
Password (not shown) ?
Destination path? /tmp/
Uploading CSR file succeed
Step 4 Use your CA infrastructure or use a 3rd party CA to get the
CSR signed (external) before importing it in the next step.
Step 5 crypto key import trustcacert label label-name { der | After the certificate request is signed, imports the trusted

url{ sftp: | http: } | pem { terminal | url {sftp: | http: }}
[default]

Example:

Hostname (config) # crypto key import trustcacert
label rootCA terminal

Enter certificate...

End with a blank line or "quit" on a line by itself]

MITFszCCASUgAWIRAGTUNN 1 JSmSFO6QKWX0AHZQOIBI6eT4wDOY JKOZ ThveNACQET]
BOAWaTET MAKGATUEBRMCSU4XE: J AOBONVBAGMCUthamShdGE r YTESMBAGATUEBwW
QrFuZ2Fsb3J1IMROWEGYDVOOKDAE Do2x s YWIhdG1 v EQVBOGATUEAWWTO2 9sbGE 1|
YXRob24GUmIvVACBDOTASFWOYNTAMTYwOTAAMT JaFwOZNTAMIQWOTAAMT JaMGk
CzAJBGNVRAYTAK] OMRTWFAYDVOQI DA LYXJuYXRha2FxE AQRGNVRACMCUIhbmdH
bGIYZTEUMBIGATUECGWLO2 9sGE YXRob245HDAGBGNVEAMMEONVIGRNYITFOaINoY
TFIVb30g9Q0EwWgg T iMAOGCSAGS TI3DORRAQUAAL TCDWAWGG TKAOICAQDB1d/DJ19q
KEjGOMcBCWSPOI 0 QE67 61R2pagaZdKGEuoi 68B/ ziWct spMckeDvv)/KNCOSLYoq
Cr30L6dIAKRKLCBU2FBVSNat tAybaEoINZR1wnCKf PTksUNNL/ U/ PkooQUABNSAN
v+dh8zTLA£ fNSURUDIPG 7 rptn2 £7 £k+2 I T3x2XNOMYOZuwI cvG/urBesSURJu0x
JU19Kv/ /HX900yOrnRW3g7tq/CT0e0nA0Iddgf 1 2H7woCL3PiR/ Ywsmt fwGXL/s
RTONFbPLvxg/WdjgX/OBcOTvZF IuU s TupzEKLavBK1CSEAbYKkgrrei k320w
YSVSgdF frnhA+G2V7Eg1 HAVIs 11 BrhaconCWDOEMOZEDGKKN+HIACATD3u 90 INACP
NKKxKMEvC7A+IDoI2naMPASPT 99shTEOPr0ZwaYL1 TVN+U1DCRY Yt TDHM PE1 +H
QNgEW99/ L4 InOgHtqmBxdo50t QbGUAEQaOZENKWUR+NQ1 9pCHUNE] BDEUKGSVZ.
1F+VHESHOOL66KUH+OVIMz11gI1 JRAnMaY1Qy0 7 7XWBL /I kC5593t lamai 6DUESH
91 INDbXi TCYNNJGK/ JKSTp0JJINSgyyPROX 7SRG2CUOVNaXt kAk 1 OKHNNTTHIY
FP1oCiTtZ8RAMRENZELUs1 3MBHy 1+ R T DAQABOT MiUTAABGNVHQ4EFGQUKSRA
KNEr9C+AeTd4z5sagT2Y+NAWHWYDVRO I BBgWFOAUKSRAKNEL ICH+ATA4z5sagT2Y]
-NAWDWYDVROTAQH,/ BAUWAWEB,/ zANBgkahk 1 GOwORAQSFAAOCAGFACUS4XDSAO3EN]
tyhVIvSKSyOXJenligwovKlidnMEbre00adhinOPIVoi+09+01vIAKIstoPBkM 7+
Y fWXhRewxX2HyHu/Wad 7aNowVaxXB8S2 1G] 1 sQEf 3vdrA2 TATU65DASZwDANCsg8HA
BLEEXkrAOFOD1AW3ge6z5anT Thwop3mofi 3 cTeRacmi bRAF8CKP1 3xfKAxAgSNY
0ZOmcR8ahh INszo6puLoYdV1 GDBRAUMI L +ohktd4t /mWSnX fcHE TKoCUec i FP4t]
510TpJOKHIOB] ksxUPUL 7TEXKFOPki Dy DRV Jzz+yPoqukimimsx2KQUyEKK,/ z24SR
URVE77TVIKL6Z0B15Lg3+rPstrTdNtet4011nJ1 3y Jglot tDvmaSAsibaN9z85/DA
MjsTHHGAG3aevJo7/3R7v109qYigwMdl Tz20hz 7rXVLEZ1i KHN2ZKEYe I zA3sCxg]l
P08gTvwyERrACAY rSBmtMyDy MtESpP] ty3gJ 73 cnSrm6UAF3IVE] 7vjooKVIT 7N
Kng+TR7GonnJYeezRPAGWyECHE 50ng4BI8T 98cHAHFalfyMtoN9z04kYkd1 G/Nnt

MgoDo6QWICy5GovAaXbzsGEOMBULDeS9Zk0AdMSpZal Rspl ymOmRT fnTcsRkw]

. Configure Cisco Contact Center SIP Proxy (CCCSP)

certificate authority (CA) certificate that you used to sign
the request.

Note
Trusted CA validity must be between 5 to 30 years, else
the import will fail.
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Create and Import a Signed Certificate .

Command or Action

Purpose

KOmRkBWUNMu2DdByY9fcuVZu+RcXgkw=

Certificate info
hAhkhkhkhkkhhkhkhhkhkhkhkhkkhkhhkhkhkhkrkhkhkkhkhhkhkhkhkrkhkhkhkhhkhhkhkhkkxk
Owner: CN=Collabation Root
CA,0=Collabation, L=Bangalore, ST=Karnataka, C=IN
Issuer: CN=Collabation Root
CA,0=Collabation, L=Bangalore, ST=Karnataka, C=IN
Valid from: Wed Jul 16 02:08:12 PDT 2025 until:
Sat Jul 14 02:08:12 PDT 2035

Certificate fingerprint (MD5):
9D:D4:F6:0C:08:12:2A:7E:EE:64:16:93:D9:28:AF:55

Do you want to continue to import this certificate,
additional validation will be perfomed? [y/n]: vy
Hostname (config) #

Step 6

crypto key import cer label label-name { der url{ sftp:
| http: } | pem { terminal | url {sftp: | http: }} [default]

Example:

Hostname (config) # crypto key import cer label mykey|
terminal

Enter certificate...
End with a blank line or "quit" on a line by itself]

MITESCOCA] ICFCIZC6c05 XS DeP7z3uiVgmL PMAOGCSqGS Th3DQEBCWUAMGK
CzAJBGNVRAYTAK 1 OVRTIWEAYDVOQT DAL TYXJuYXRha2FxE  AQBGNVRACMCUJhiomdH
BGIyZTEUMBIGATUECGWLQ2 9sbGE1 YXRob24xHDAABGNVRAMME ONvIGhYmEOali9y
TFIvb30gQOEWHNANM UniNz I SMDeyMDT <WhNVE YwNz T SMDeyMDI < BaMOswCOYT)
VOOGEWINJZEI MAKGATUECAWCTycxCzAJBGNVRAGVAT criMswOQYDVQOKDATNJZET)
MAKGAT UECHWCJycxEZAVBGNVEAMVDNZ ENTYuY21 2Y28uY2 9tMI TR jANBgkahkid
IWORAQEFAACCAQBAMI TBCIKCAQFAOY1 9yh/+/W3EF+SyINebEDeouCI t1ba+mSvIr
Zt ADEMKSXDRPAH+HAgOAXPFeoVGPtul xuVt 1x TGXBI1 zf rie0Byk3v/ knwkCPDLABY]
OWXQAZPGE / AEDBQZRQ+TyGat fFnnbSai LojFefGvkni R2Z7YXzQVHDA) DicOyg
/HgbqupOwRrBOOOr LE0b+gi GOc2vv £SO YgT 6Vy I £t RIESCTODWRXMX 1 pxGSY
XUATJIcXaTkdaDibeHFO1ghNCBY SQE L SsP/gJ0rg061 TARAPNrBHUrXRE+FKNGEm]
en54KoR37T1 ONPBy01 6YNNXbFDXexET J7xx6,/ANCQSZVoDTASQT DAQARMAOGCS(
STh3DOEBCWUARA TCAQB2G21 43xaFgBt YxeATXY+rak YuRUex0x507 zZsEA1 CWVY
wWxyRQ5G7p3a81 /tm8tnzIN2sUo86X7 £37mVP7xYObYML A/ KPNEWPK PV vGHycX(
CX9GI8N13c1vHB5/vI4 th8tevnpVis SuemSWDsRoh 9x 72 9Y AWGO+HZO7DIsEXK L aH]
xUVH5ufx6V7ARUTRVDCOd5 T 5du37gB6731R/E68hN2XHAGMSVCVENTSiNUby g
hwaArRVICMoPGSKvOPkhOHGINZO2p1 hXPE38NBArVnh / 2wEQib0zP/ Y 7Asxul
FBJyDcdci XKoDBXZVHGSH/vEOyv SDAGh33mN/ YT 90 £ 309MzZUyh /NrFUpeVedn,

5570WJ2XEDEL39L30k590yHY ONaewP£XY fndvo2doH1 tm88VAKKvPzGRAV I 6+8MY]
TO/8mlA3E20r 5TFJUKOT Y/ ywX6 Tv1gSzEWArCOH ) xwiVG23mi 4 £Z000n0) 2Mnwr g
YEDQ/ 0P 7uRkH tPwkg35Pyugdi ey TumKoBvMr+1 CASAsFK lnKmY teT6s4SIDE]
ryZvAMgahOhDfEvu/FA1bdmii9S ) FxSWASFDHPgk S8 VirDEAM/ sOyVC6cVALObY
JOCmr/uzFBKS5sVepZgl fALYgsGei FROt Tt Dmouk 9fYYog9j cjHEFQCLINryubQ=

Import succeeded
Hostname (config) #

After the root CA is imported, imports the signed certificate.

Step 7

offline

Example:

Initiates CCCSP offline mode.

Configure Cisco Contact Center SIP Proxy (CCCSP) .
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Command or Action Purpose

Hostname# offline

'ITWARNING!!!: Putting the system offline will
terminate all active calls.

Do you wish to continue[n]?: y

Step 8 reload Restarts the CCCSP system and enables CCCSP to verify

the imported trusted certificate.
Example:

Hostname (offline) # reload

Example

Example for creating a signed certificate:

Hostname# configure terminal

Hostname (config) # crypto key generate rsa label mykey modulus 2048 default
Key generation in progress. Please wait...

The label name for the key is mykey

Hostname (config) # crypto key certreq label mykey url sftp:
Address or name of remote host? test:testl123@192.168.202.216
Username (ENTER if none)? anonymous

Password (not shown)?

Destination path? netmod/mykey.csr

Uploading CSR file succeed

Hostname (config) # crypto key import trustcacert label rootCA url sftp:
Import certificate file...

Address or name of remote host? test:testl123@192.168.202.216

Source filename? netmod/rootCA/cacert.pem

1212 bytes received.

Hostname (config) # crypto key import cer label mykey url sftp:
Import certificate file...

Address or name of remote host? test:testl123@192.168.202.216
Source filename? netmod/mycert.cer

952 bytes received.
Import succeeded

What to do next

* Import the trusted CA certificates for any of the TLS peer elements.

Create and Import a Self-Signed Certificate

Self signed certificates are generated using SSL utilities on a Linux or Windows machine and are imported
to CCCSP.

SUMMARY STEPS

1. vim filename

. Configure Cisco Contact Center SIP Proxy (CCCSP)
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DETAILED STEPS

Create and Import a Self-Signed Certificate .

2. opensd req -new -newkey rsa: 2048 -nodes -keyout key -out csr -config configuration file name
3. openssl x509 -req -days <days> -in <csr>-signkey <keys> -out <certificate>
4. configureterminal
5. cryptokey import trustcacert label <label_name> terminal
6. cryptokey import rsalabel label-name pem terminal
7. offline
8. reload
Procedure

Command or Action

Purpose

Step 1 vim filename On a Linux server, create a configuration file.
Example:
This is an example only. You can use any text editor.
Linux-server-test$ vim abc
distinguished name = req distinguished name
[ req _distinguished name ]
countryName = Country Name (2 letter code)
countryName default = US
countryName min = 2
countryName max = 2
stateOrProvinceName = State or Province Name (full
name)
stateOrProvinceName default = California
localityName = Locality Name (eg, city)
localityName default = San Jose
organizationName = Organization Name (eg, company)
organizationName default = Cisco Systems, Inc.
organizationalUnitName = Organizational Unit Name

(eg, section)

organizationalUnitName default = Cisco Webex
commonName = Common Name (eg, YOUR name)
commonName max = 64
emailAddress = Email Address
emailAddress default = csg-avops@cisco.com
emailAddress max = 40

Step 2 openssl req -new -newkey rsa: 2048 -nodes -keyout key | Generate self signed certificate and csr pair on Linux server.

-out csr -config configuration file name

Example:

openssl req -new -newkey rsa:2048 -nodes -keyout
me90sjvce00l.webex.com.key -out
me90sjvce00l.webex.com.csr -config abc

Note
Use the crypto key delete all command to delete all the
existing certificates before importing new certificates.

Configure Cisco Contact Center SIP Proxy (CCCSP) .
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Command or Action

Purpose

Step 3

openssl X509 -req -days <days> -in <csr>-signkey
<keys> -out <certificate>

Example:

openssl x509 -req -days 720 -in
me90sjvce00l.webex.com.csr -signkey
me90sjvce00l.webex.com.key -out
me90sjvce00l.webex.com.cer

Sign the CSR file with your own key.

Step 4

configureterminal

Example:

Hostname# configure terminal

Log in to CCCSP and enter the configuration mode.

Step 5

crypto key import trustcacert label <label _name>
terminal

Example:

Hostname (config) # crypto key import trustcacert
label sample_cert terminal

o

% Self-signed CA certificate:

MITDLCCAhagAWTRAGTRATANBgkghki GOwORAQUFADAWMSAWT AYDVOODEYVITIMH
U2VsZi1TaWduZWQtQ2VydGLmaNNhdGUtMz 40Dk 3MIY ZMBAXDIEMDERCDAZMZ Yy
N1oXDT TwlVDEWMTAWMDAWME owlVDEUMCWGATUEAXML SUITTVN1OGY tU2 1nomVKLUN]
cnRpzml  YXR1LIM30DgSNZE2MzCCAS TwDQYJKOZ ThveNACERBOADGGEPADCCAQN]
gOERAT /k+J1/RAXkUu3aBpS8gIMVA 71 frRehGIAXIK1qOafcILy 92hwixe LGV/ U8
Xlo/ fuoyaNyLIudGwS1BfM3yHOthhX+T5RHgc 3s1 Yt 1 6HUWI3M/EJY LuoSRDH
NAXJ2UXa/Ut19ZG]Cvat8h3N4QduP2ul IsK1 IqyYLDRwD1 £1SNErdZB2zz IE1M7g
eeitndn] INHi VEHOJOmO4En/FjUa3YPCEEYB1,/ UL 7YGHN/GOHgUCS Z1uL 8y wATH
PqluaipVxiioCzXCh 74BSxTJ1Hs/tmPGKTH1 5 7RV Kxgar SvHXCOsWsQ6/C9zaMy
tVE6AELHUP2RGR6+3xChKAgeHECAWEAASNTME EWDWYDVROTAQH/ RAUWAWER/ zAf]
BoNVHSMEGDANGBST z000rJrnxzRELEQ2VI T FVEpO2DAABGNVHOAEFGOUIMODj qye
58c0fCxEN1SCHIRaTEgWDYJKOZ ThveNAQEFBOADGGERABhY rhiv9DZ0s 27t 7Smd]
05pgI IFFOLGQYC el THEONZWSINS ZbSPRATImVMONHVS 600V /N6 3ay O+ 1 TN3r 7]
WOU9t FExBz jgeOnX+Go+0KANNNOG4X08SU 7BKwMB1IWT'sML J T1 7 6co9Bv1 KMgX(
SK5AZVYThaTP/OMoMCsuOTts+GI /Q82H 7t 1 TodJEHbu31VEN+gf3coUrHadX2j 1y
K3EVLNiCledkeXdySTppTvaM9 1 FzkGMIrWAL Flp/Vh2CT1 gJy8GZ4Apiit 50z 06N
KuP6FZxGPNe8EFSBsFOWNM5aHPa8MUG L FKZMUuUbS0w4 3SZRT 3 £ T2WLv 1 yd4 9£ 65T
mBA=

Certificate info

KA A A A A A A A A A A A A A A A A A A A A A A A A A A Ak A Ak Ak kkk ok, kk

Owner: CN=cusp.test.cisco.com,OU=Cisco,O=Example
Company, L=San Francisco, ST=Cal

ifornia,C=US

Issuer: CN=cusp.test.cisco.com,OU=Cisco,O=Example
Company, L=San Francisco, ST=Ca

lifornia,C=US

Valid from: Wed Jul 16 06:02:54 PDT 2025 until:
Sat Jul 14 06:02:54 PDT 2035

Certificate fingerprint (MD5):
8F:62:94:9C:87:09:5E:B7:91:15:8B:94:63:FD:17:B5

. Configure Cisco Contact Center SIP Proxy (CCCSP)

Import the self-signed CA certificate to CCCSP. Copy the
content of the certificate created and paste it when prompted.

Note
Trusted CA validity must be between 5 to 30 years.
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Create and Import a Self-Signed Certificate .

Command or Action

Purpose

Do you want to continue to import this certificate,
additional validation will be perfomed? [y/n]: vy

Step 6

crypto key import rsa label label-name pem terminal

Example:

Hostname# configure terminal

Hostname (config) # crypto key import rsa label
testtls pem terminal

Enter certificate...

End with a blank line or "quit" on a line by itself]

MIID TOCANUCFFG2NWDvOoKKLWAhZZ, /HOJeAGHIMAOGCSAGS Th3DQRRCWUAMIC]
MOswCOYDVOOGEWIVUZETMBEGATUECAWKOZF'salWZvemSpY TERVBOGATUEBwWNUZE Y
TEZyYW5 XN jozEYMBYGAT UECWPRXhhBXBS ZSBDb2 1wYWS SMOAWDAYDVOQL DAV
XN oZEQVBOGATURAWWTY 3VZCC5 0 ZXNOL NP 2NV mNvISTACF WOy NTAMI Y Mz
NIRaFw0zNTAMIO:MzAYNTRaMICAMOswCOYDVOOGEWIVUZETMBEGATUECAWKOZE'S
aWZvamSpY TERMBOGAT UEBwWNUZFUTEZy YWS § aXN jozEYMBYGAT UECGWPRXhhbXBS
ZSBD02 1wYWS SMOAWDAY DVOOL DAVDaXN bzEAVBOGATUEAWWTY 3VZcC50ZXNOLNg
CONVIIMNWOTCCASTWDQYJKOZ ThvNAQFRBOADGGEPADCCAQCCGGRRAMXTJCY QL ZFd)
ZNWEKr £ xNCUG LIQ9HRaH vEqav2 FOPTANVO+y+HTo+PD r¥oUhC53Ewz00t /A
TSsuVbl/pXZgoes9eHSK 7gA8Zu) D1 107 66EONamDNIJF 1ujUzHmS TUQGSSHNtKLH
WrGORWPRSPEJTscrvt 2H0V/ 3Twio/ TwKGpd/Gdor 9v6c60bALNNBXANs+uSUnClelM
YP4EZKF1ou6zE4pI 79vnVgHt EaleCEMAdTIoccToaOU/ ViVuOC4pfmDawmX 1 Y 2eq)
EWPUEAELYbOwgvaBTTI1xeL0Zd+3808uwPul j jcsSQoPS61g@RNA6CND3I Tk
OB2rFUUs 3XECAWEAATANBgkahki GOwOBAQSEARCCAQEAYDWOt 81 LSNoIDI£IDVEY
Bvclae7g08dT+edWENEm8s1 IZoBs0y3yk6P 75 IKWCLOY+woCC2NIT2Gg040dr b9
3ChsISsDESa/sqOHIAOVAH67sXpVSTimpJqUzcimHhvHST 764SSLUSWE 980K 1 UV 77
OHCFRYnh6brnGyrs1IgR5YiNYuy7elcH60XAG706D14Ck63quzE7rOttfeGVTEc]]
Hv3HzS+8e INtKXOTON 71 Av3J1ntu74T9Zaqzzv1 5ae81 36dIM77 695k Oej 2Ki]
a5xPEqahkYZhpvXzrRD3swhcB7vEsjdvMINESBEjagsO8y Zb2GEdJ44wSECNI £/
Zw==

Enter private key...
Private key passphrase?
End with a blank line or "quit" on a line by itself]

MITEVQIRADANBgkahki GIWORAQEFAASCBKCwggS  AGEARCTRAQDEYCQNK 1 2RHWT
BSpr7cIQl ITyyEPRWivor 360 In0DyBjbIPsvviKP w4 6121 IQudsMEADrSfwE0y
LIWOf6V2YHHr PXh0iudAPGoow4 t To-ruhDiXJgz ESRAboIMKSUSFERUUNS 7StR1GH
KEV 0UxCUBa T Tdh9Faf 9yMG/+8ChaX fxnak /lo+nOtGwCzT FF6DPrulJwt X GDA|
BVBBYqLusxOKSO/b51YB7RGLOChDAHUZ 3HEGG 1P1 Z 1t AUKX5g3cI L IWI OnkI X1
TOVBHRG2GIMIT 2qU0ydCXi 9GXFt /G/ LsD7pY43LEKGZOUpYBIET fugjW9yCIEKA]
ORVELN1 xAGMBAARCGgRACOTNS +r4 7th+Vem/W1 SWoGESSog £T/hut Tl EJc/594
VAZHATDXVBZ60na2Ga0DyCTGPVGL ZpomI AVLVXQEWKTC1 1 PRId 7V/ TebkOOHA]
JXrBfpGLt/rAaAlre+cIsHNESQPFMYkmyv2riMytKrCZjetw25tonhpZ006Uihhdg
CAFTZNDd/ SxONHHOOE,/ANHER U/ 7201 020y mScDVCORLIWV3SVRBRMS | 6y J+]
zu/INTo3duuwGg6nAzgoAfvs34bIYcLk60cgSIrYHIQ0455¢zdogOEWJpfMGSEQ 7
9IKMOTOWOO0dOMAZsu5ai 008L3BEFfI3rToniaRk7Za0KBIQD/ rHYZ ShYTIuVHWKVOE
BTLHSToreKaUtgOS/Glxyw/RULINASZhYbY fravogHs2 /8JeFw+/GB] TEVCA+LZR/
PNEJHE 1MV 3po6T AYHW3NcOXFPaDURYDFHU+ 704 T z004A7 /XZTedxHzqI2on4gh
KSEF6UuvOGDKE0HSZvA 04109 JOKBIQDECMOGPGEPOAY/ HoOnYn8ykZ21.96 Taye+7]
+ApSHh6Fhcol 778wMYZ,/5X ) J+HAK/ SHGT APy TBIR8O- 78R1 8HUDOCGUFCFWPDASE]
HIKThvGay6Br £ 3WHek-ECY 9P imdie 610VdQUIoi Tej 3t 2y VWEXNBEXOaChy 6F,

vvS08PIOXOKBoH1 vhk28XxagHZDzY £ 1BIM3FOFE2 5ShvdxSRWEBK 70ei EvImO2mori
XnDPIPKOhCT sDprRAl z7AzKoMgGor 1 xCkCHaml dzVeYMawCak TyqU6546ZSKOxT]
) 6PdOKTADSAW 7+ LIVMDxenuCs 0kGox01 3TKUBASPPLOEQAT DOLE,/Q5 6FACGRATON
378uf0Gbz0EbXki 00iod)jaM3Mr/ P07 Pz1 fIRKDohZt SAfuXFBI1 +0G461 fH55+]|
thK4d4KSNSAIMH 7p1§1cx 71 D8g TRDYLTSZG0sSZZNSvCadD2GISUAT ggP+SRE T

OBSrjMYnoNael HNGE 5+HcJ1yOKIctB2ZOTvun4KxAcGAfo1 JThJpk1 sIL/ PoFBJE

Import the self-signed certificate. For each prompt provide
the required details.
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Command or Action

Purpose

wvKI 6qJa7TUdErubEuSedrarD72C200m9GRKghxe JR3Jdz1 6n9nSQoKBLI /GVAATY
XOBHZNFWHPE1 sQR1Q2TPWoOx 1 SRseEt zueAZAvUHhgDXN/ cLs 504t T88PGx Ky
wlz9CxJTI60QFn60ireQSp8=

Import succeeded.

Step 7 offline Initiates CCCSP offline mode.
Example:
Hostname# offline
! "IWARNING!!!: Putting the system offline will
terminate all active calls.
Do you wish to continue[n]?: y
Step 8 reload Restarts the CCCSP system and enables CCCSP to verify
the imported trusted certificate.
Example:

Hostname (offline)# reload

Example

On a Linux server, execute the following commands:

Linux-server-test$ vim abc

distinguished name = req distinguished name

[ req distinguished name ]

countryName = Country Name (2 letter code)

countryName default = US

countryName min = 2

countryName max = 2

stateOrProvinceName = State or Province Name (full name)

stateOrProvinceName default = California

localityName = Locality Name (eg, city)

localityName default = San Jose

organizationName = Organization Name (eg, company)
organizationName default = Cisco Systems, Inc.
organizationalUnitName = Organizational Unit Name (eg, section)

organizationalUnitName default = Cisco Webex

commonName = Common Name (eg, YOUR name)
commonName max = 64

emailAddress = Email Address

emailAddress default = csg-avops@cisco.com
emailAddress max = 40

openssl req -new -newkey rsa:2048 -nodes
me90sjvce00l.webex.com.csr -config abc

-keyout me90sjvcel00l.webex.com.key -out

openssl x509 -reqg -days 720 -in me90sjvce00l.webex.com.csr -signkey me90sjvce00l.webex.com. key

-out me90sjvcel00l.webex.com.cer

. Configure Cisco Contact Center SIP Proxy (CCCSP)
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Configure TLS on Cisco Contact Center SIP Proxy (CCCSP) .

Configure TLS on Cisco Contact Center SIP Proxy (CCCSP)

After you import the certificates, you must enable TLS connections. If you want more security, you can create
a list of trusted peers. If you create such a list, only connections from those peers are accepted. The peer's
hostname entry must be the peer's subjectAltName in its certificate. If subjectAltName is not used in the
certificate, the peer's hostname entry must be CN.

SUMMARY STEPS
1. cusp
2. configure
3. diptls
4. siptlstrusted-peer { peer's hostname }
5. sip tlsconnection-setup-timeout { value in seconds }
6. siptls{vl.l|v1.2|vl.3}
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 cusp Enters CCCSP Management mode.
Example:
Hostname# cusp
Step 2 configure Enters CCCSP Configuration mode.
Example:
Hostname (cusp) # configure
Step 3 siptls Enables the use of SIP TLS connections with other SIP
entities, providing secure communication over the Internet.
Example:
Hostname (cusp-config) # sip tls
Step 4 sip tistrusted-peer { peer's hostname } Creates a list of trusted peers.
Example:
Hostname (cusp-config) # sip tls trusted-peer
example.com
Step 5 sip tls connection-setup-timeout { value in seconds } The user specifies the time in SIP Proxy to establish
Example: connection with the trusted peer. The default value is 1
ple: second. The range of values is 1 to 60 seconds.
Hostname (cusp-config) # sip tls
connection-setup-timeout <1-60>
Step 6 siptls{vli.1l|vl.2]|vl.3} Enables SIP TLS versions (supports both TLS v1.2, and

Example:

Hostname (cusp-config) # sip tls v1.2

TLS v1.3). By default, TLS is not enabled for SIP networks.
When TLS is enabled for a given network, the connection
between the endpoints is established using the highest
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Command or Action

Purpose

common protocol version negotiated during handshake. For
instance, configuring sip tlsv1.2 sets "Min TLS 1.2", then
the connection is established using TLS v1.2 or TLS v1.3.

Note

Starting from CCCSP-15.0(1) release, CCCSP supports
minimum TLS 1.1, 1.2, and 1.3 versions. CCCSP no longer
supports TLS v1.0.

Example

Example for TLS configuration:

Hostname# cusp
Hostname (cusp) # configure

Hostname (cusp-config) # sip tls
Hostname (cusp-config

Hostname (

Hostname (cusp-config sip tls v1.3

)# sip tls trusted-peer example.com
cusp-config)# sip tls connection-setup-timeout <1-60>
) #

Update Web Session with an Imported Signed Certificate

HTTPS is enabled by default on CCCSP for web services. You need not manually generate a crypto key and
pass it to the web session security to enable HTTPS. However, you should be able to import a signed certificate
that you generated externally, and update the web session with this new key label.

crypto key import rsalabel label-name { der url {sftp: | http: } | pem { terminal | url {sftp: | http:}}

SUMMARY STEPS
1. configure
[ default ]
3. web session security keylabel labelname
4. end
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 configure Enters configuration mode.
Example:
Hostname# configure terminal

Step 2 crypto key import rsalabel label-name { der url {sftp: | Imports the signed certificate.

| http: } | pem { terminal | url {sftp: | http:}} [ default ]
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Command or Action Purpose

Example:

Hostname (config) # crypto key import cer label mykey|
url sftp:

Step 3

web session security keylabel labelname Associates a security key for HTTPS.

Example:

Hostname (config) # web session security keylabel
mykey

Step 4

end Exits to privileged EXEC mode.

Example:

Hostname (config) # end

Example

Updating web session with an imported signed certificate:

Hostname# configure terminal

Hostname (config) # crypto key import cer label mykey url sftp:
Import certificate file...

Address or name of remote host? 192.0.2.2

Source filename? netmod/mycert.cer

952 bytes received.

Import succeeded

Hostname (config) # web session security keylabel mykey
Hostname (config) # end

=

Note HTTPS is enabled by default on CCCSP for web services. You need not manually generate a crypto

key and pass it to the web session security to enable HTTPS. The application supports only TLS
v1.2 for HTTPS. If you delete the certificate from the web session security and try to log in through
HTTP, you will be redirected to HTTPS. Only the latest connection is retained and the remaining
connections are logged out.

Note CCCSP supports Min TLS v1.2 (supports both TLS v1.2, and TLS v1.3) for HTTP protocol.

Configure Lite Mode

You can to switch to lite mode to improve the performance of the Cisco Contact Center SIP Proxy (CCCSP)
application. In Lite Mode, which requires you to disable record-route, the performance of the application is
boosted. In standard mode, the application processes calls up to the licensed limit.
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By default, the application is in standard mode.

For information on the performance difference when using Lite Mode versus standard mode, see Release
Notes for Cisco Contact Center SIP Proxy (CCCSP).

SUMMARY STEPS
1. cusp
2. configure
3. litemode
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 cusp Enters CCCSP Management mode.
Example:

Hostname# cusp

Step 2 configure Enters CCCSP Configuration mode.

Example:

Hostname (cusp) # configure

Step 3 liteemode The CCCSP application is switched to Lite mode.

Example:

Hostname (cusp-config) # lite-mode

Example

The following example shows how to configure to switch to Lite mode:

Hostname# cusp
Hostname (cusp) # configure
Hostname (cusp-config) # lite-mode

Configure Call Rate Limit

One of the ways you can control the calls on CCCSP is to restrict the number of calls that the CCCSP can

handle.
SUMMARY STEPS

1. cusp

2. configure

3. call-rate-limit limit
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DETAILED STEPS
Procedure
Command or Action Purpose

Step 1 cusp Enters CCCSP Management mode.
Example:

Hostname# cusp

Step 2 configure Enters CCCSP Configuration mode.

Example:

Hostname (cusp) # configure

Step 3 call-rate-limit limit Sets the maximum call rate that the CCCSP can handle.

Example:

Hostname (cusp-config) # call-rate-limit 50

Example

The following example limits the number of calls that the system can process to 50:

Hostname# cusp

Hostname (cusp) # configure
Hostname (cusp-config) # call-rate-limit 50

Commit the Configuration

Now you must commit the configuration. Committing the configuration serves two purposes: the configuration
becomes active, and is persisted.

* To see the current active configuration, enter the show configur ation active command.

* To see what the active configuration will be after you commit your changes, enter the show configuration
candidate command.

* To commit the configuration for this example, enter the following command:

Hostname (cusp-config) # commit
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