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Feature history for boot integrity visibility
This table provides release and platform support information for the features explained in this module.

These features are available in all the releases subsequent to the one they were introduced in, unless noted
otherwise.

Supported platformFeature name and descriptionRelease

Cisco C9550 Series Smart SwitchesBoot integrity visibility: Boot
integrity visibility feature support
has been introduced.

Cisco IOS XE 26.2.1ea

Cisco C9350 Series Smart Switches

Cisco C9610 Series Smart Switches

Boot integrity visibility: This
feature acts as a hardware trust
anchor by validating the
ROMMON software to ensure its
integrity.

Cisco IOS XE 17.18.1

Boot Integrity Visibility
Boot integrity visibility acts as a hardware trust anchor by validating the ROMMON software to ensure its
integrity.

Boot integrity visibility enables Cisco platforms to make both platform identity and software integrity
information visible and actionable. Platform identity refers to the unique identity assigned duringmanufacturing,
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ensuring each device can be reliably identified. Software integrity involves capturing boot integrity
measurements, which help determine whether the platform has started up using trusted code.

Your Cisco device supports the boot integrity visibility feature.

How boot integrity visibility works
Summary

When you copy a Cisco IOS XE software image onto your Cisco device, the ROMMON Boot ROM verifies
the image using Cisco release keys. These release keys are public keys that correspond to the private release
key securely stored on Cisco build servers. The public release key is embedded within the ROMMON, enabling
your device to validate the authenticity and integrity of the Cisco IOS XE software image before booting.

Workflow

The ROMMON follows these steps to verify a signed Cisco IOSXE software image when you boot the device:

1. Loads the Cisco IOS XE software image into the CPU memory.

2. Examines the Cisco IOS XE software package header.

3. Runs a nonsecure integrity check on the image to ensure there is no file corruption from disk or TFTP.
The check uses a nonsecure SHA-1 hash.

This step checks for inadvertent corruption caused by disk, file transfer, or copying errors. It is not part of
image code signing and does not detect deliberate image tampering.

Note

4. Copies the Cisco's RSA 2048-bit public release key from the ROMMON storage and validates that the
Cisco's RSA 2048-bit public release key is not tampered.

5. Extracts the Code Signing signature (SHA-512 hash) from the package header and verifies it using Cisco's
RSA public release key.

6. Performs the Code Signing validation by calculating the SHA-512 hash of the Cisco IOS XE software
package and compares it with the Code Signing signature. The signed package is now validated.

7. Examines the Cisco IOS XE software package header to validate the platform type and CPU architecture
for compatibility.

8. Extracts the Cisco IOS XE software from the software package and boots the software.

Result

Image Code Signing validation occurs in steps 4, 5, and 6. This is a secure code signing check of the image
using an SHA-512 hash, which is encrypted with a 2048-bit RSA key. This check is intended to detect deliberate
image tampering.

Note
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If the software is not generated by a Cisco build server, signature verification fails. Your device's ROMMON
rejects the image and stops booting.

If the signature verification is successful, the device boots the image to the Cisco IOS XE software runtime
environment.

Image signing
Cisco build servers generate and digitally sign Cisco IOS XE software images at build time. An SHA-512
digest is calculated over the entire binary image, then signed using a Cisco-controlled RSA-2048 or ML-DSA
private key. The device verifies the signature with the corresponding trusted public key, confirming the
authenticity and integrity of the software image.

Verify software image and hardware
This section describes how to retrieve the checksum record that was created during a switch bootup. Enter
the following commands in privileged EXEC mode.

Table 1: Command to retrieve the checksum records

DescriptionCommand

Displays checksum record for the specific SUDI.

• (Optional) sign: Show signature

• (Optional) nonce: Enter a nonce value

show platform sudi certificate [sign [nonce nonce]]

Displays checksum record for boot stages.

• (Optional) sign: Show signature

• (Optional) nonce: Enter a nonce value

show platform integrity [sign [nonce nonce]]

Verify platform identity
The following example displays the Secure Unique Device Identity (SUDI) chain in PEM format.

Encoded into the SUDI is the Product ID and Serial Number of each individual device such that the device
can be uniquely identified on a network of thousands of devices.

• The first certificate is the Cisco Root CA 2048

• The second is the Cisco subordinate CA (ACT2 SUDI CA)

Both certificates can be verified to match those published on https://www.cisco.com/security/pki/.

• The third is the SUDI certificate.
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On executing the following command, youmight see the message% Please Try After Few Seconds displayed
on the CLI. This does not indicate a CLI failure, but indicates setting up of underlying infrastructure required
to get the required output. We recommend waiting for a few minutes and then try the command again

Note

Device# show platform sudi certificate sign

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN CERTIFICATE-----Boot Integrity Visibility
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-----END CERTIFICATE-----
Signature version: 1
Signature:


The optional RSA 2048 signature is across the three certificates, the signature version and the user-provided
nonce.
RSA PKCS#1v1.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> ||
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

Cisco management solutions are equipped with the ability to interpret the above output. However, a simple
script using OpenSSL commands can also be used to display the identity of the platform and to verify the
signature, thereby ensuring its Cisco unique device identity.
linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:C9300-24P SN:FDO1946BG05/O=Cisco/OU=ACT-2 Lite SUDI/CN=C9300-24P

Verify software integrity
The following example displays the checksum record for the boot stages. The hashmeasurements are displayed
for each of the three stages of software successively booted. These hashes can be compared against
Cisco-provided reference values. An option to sign the output gives a verifier the ability to ensure the output
is genuine and is not altered. A nonce can be provided to protect against replay attacks.

Boot integrity hashes are notMD5 hashes. If you run verify /md5 cisco9k_iosxe.17.18.01.SPA.bin command
for the bundle file, the hash will not match.

Note

The following is a sample output of the show platform integrity sign command in install mode.

This output includes measurements of each installed package file.
Device# show platform integrity sign

Platform: C9550-96L4D
Boot 0 Version: MP2002R07.1120260302.3ea7c865
Boot 0 Hash: 8ADA8820CF37AAF1ECFEAB5BD75415D87589D72AE4A544880E0531A000EA980E
Boot Loader Version: 26.1.1.A%26.1.1.A
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Boot Loader Hash:
608EEFD92E95C13C48C9A4742F4E31D636D08E3E4F1D8A3B45A8FD57EBA28FD8B33508522D88370761A9A5063C6A3962E3239323EAC18C8AF162B55165FFA057
OS Version: BLD_V262_THROTTLE_LATEST_20260709_003125
OS Hashes:
cisco9k_iosxe.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.bin:
9EC3AEB72E8A8DC5609368E4CFFACD35F55F02A42045AAC36C3E2A590CBC0F6E9B6904355C5A90E398E72DC2E3F9E8F665515C0BEBC04E8D54FA459993F64949
cisco9k-rpbase.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
0B0072BA547C21C15C33E3D469EB32CDA9F9A86667E0F62E9BE0341DEBB1B432F48A4F62C30C82DDA9658C966E0A8D61AD155D67E69A60B4A6142D35C08DE741
cisco9k-wlc.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
AA01F3AC8A6C7E4DEFC1A29C733D609BC9AC51F8E1B8B60880CB717A9EB712243E83B56C9E821F403AB4C9F731FB332DFF8129C587E16876FE5134F2081780D8
cisco9k-srdriver.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
893283C5B038B79E17C42D99092C6A73F4C231B1463FF8843EA935A5ED2EA9056F9A101A8B0C68D640122833D4D011AB22B566158780111755446048569D9D62
cisco9k-webui.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
46EE0653035B37F98FD1FFE639D56C165C70AC376802FA1AA72D6645362F0E7167A54A59AAA560294D5E52EDAF81BB7CFCCA40348E6910A0EBD23E71FDB8E023
cisco9k-guestshell.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
E592AE468794F0C22FE28337462FE22C423733A13F672216C8C682B542706B5F9318FAF20066771E7BFEA89C9683A84D4BCB622454C7E51CCABB430BC63F716A
cisco9k-lni.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
D3247E6820E5DF343FDCD673850706FA27CBE825393C31CFDFACEB0F3CD523764BF09F306B99180208DAFFC4E2F596E23EF894D63F4D18B0646B0275E1209620
cisco9k-cc_srdriver.BLD_V262_THROTTLE_LATEST_20260709_003125.SSA.pkg:
9851AE6F435841B7DF5586FE8DA34929FF4C3122150FE7992EA1030AC3D2765ED5F51F87419BCD86090907557C3030D89C4FA271EC0237501CA9A8940C1D134B
PCR0: 7244B76E2DF81C6585BC9FE5303A3B0734C0CB9752D097FC27546C935FBEFA5D
PCR8: 36E69ED3949CA95A9B77D41A02B97ECAB9AEFCD87963160EFDEAD4C8B738FA67
Signature version: 1
Signature:


Verify image signing
The following example displays the secure code signing check of the image during bootup using an SHA-512
hash
switch:boot
system has been configured to boot from device configuration.
Preparing to autoboot. [Press Ctrl-C to interrupt] 0
boot: attempting to boot from
[tftp://10.106.16.20/auto/tftp-blr-users1/kbalucha/cisco9k_iosxe.26.02.01.SPA.bin]
tftp:
blocksize : 8192
server : 10.106.16.20
path : auto/tftp-blr-users1/kbalucha/cisco9k_iosxe.26.02.01.SPA.bin
(ascii) : auto/tftp-blr-users1/kbalucha/cisco9k_iosxe.26.02.01.SPA.bin
url : tftp://10.106.16.20/auto/tftp-blr-users1/kbalucha/cisco9k_iosxe.26.02.01.SPA.bin
tftp: preparing TFTPv4 GUID vector
network: enabling IPv4 static configuration
network: enabling IPv4 static configuration

h/w (environment):
interface : eth0
mac : 14:BC:68:D3:7C:00
n/w (environment):
ip : 10.106.21.16
mask : 255.255.255.0
gateway : 10.106.21.1

h/w:
interface : eth0 (Ethernet)
mac : 14:BC:68:D3:7C:00
n/w (ip v4):
ip : 10.106.21.16
mask : 255.255.255.0
route(s) : 0.0.0.0 -> 10.106.21.0/255.255.255.0

: 10.106.21.1 -> 0.0.0.0/0.0.0.0
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n/w (ip v6):
ip(s) : FE80::16BC:68FF:FED3:7C00/64
route(s) : :: -> FE80::/64

tftp v4:
server : 10.106.16.20
file : auto/tftp-blr-users1/kbalucha/cisco9k_iosxe.26.02.01.SPA.bin
blocksize : 8192
tftp: preparing TFTPv4 function vector
tftp v4:
station : 10.106.21.16
netmask : 255.255.255.0
gateway : 10.106.21.1
server : 10.106.16.20
tftp: configured TFTPv4 protocol
tftp: value(s): 0
tftp: value(s): 0 8192
Option#1 : tsize
Value : 0
Option#2 : blksize
Value : 8192
tftp: requesting 2 option(s)
tftp: received 2 option(s)
Option#1 : tsize
Value : 1258756397
Option#2 : blksize
Value : 8192
tftp: TFTPv4 option 'blksize' value '8192'
!
!
!
<<output truncated>>
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