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CHAPTER 1

Overview of Universal Zero Trust Network
Access

This section provides an overview of Universal Zero Trust Network Access (universal ZTNA) including its
components, benefits, and prerequisites.

* Universal Zero Trust Network Access, on page |

Universal Zero Trust Network Access

Universal Zero Trust Network Access (universal ZTNA) is a comprehensive solution that provides secure
access to internal network resources based on user identity, trust, and posture. Unlike traditional remote access
VPN, universal ZTNA ensures that access to one application does not implicitly grant access to others,
thereby reducing the network attack surface.

Components of Universal ZTNA Solution

A new configuration of universal ZTNA consists of Security Cloud Control Firewall Management (formerly
Cisco Defense Orchestrator), and Secure Access, both provisioned on the Security Cloud Control platform.
Security Cloud Control Firewall Management uses a Firewall Management Center to manage the Firewall
Threat Defense devices.

Universal ZTNA supports both on-premises Firewall Management Center, and Cloud-Delivered Firewall
Management Center.
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Figure 1: Components of Universal ZTNA Solution
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User requests access to a private resource.

Secure Client connects to Secure Access for
authorization and policy verification.

Secure Access redirects Secure Client to
Threat Defense device along with an
authentication token.

Secure Client opens an encrypted tunnel to
Threat Defense device and uses token to
authenticate.

Threat Defense device inspects the traffic,
opens a connection to the private resource,
and allows user traffic to the resource.

Authentication and authorization flow

Data flow

Unified policy

» Security Cloud Control Firewall Management: Manages the configuration and deployment of universal
ZTNA policies to the Firewall Threat Defense devices. The Threat Defense devices protect on-premises
resources by enforcing universal ZTNA policies. A Threat Defense device inspects traffic and enforces
intrusion prevention system (IPS), file, and malware policies.

» Secure Access: Defines the access policies, posture, and security profiles for the user. It enforces the

policies for user traffic through the cloud.

* Security Cloud Control platform: Provides a unified secure management plane for both Secure Access
and Secure Firewall, simplifying the administration of universal ZTNA policies across them.

» Secure Client: The Secure Client is installed on the end user's device. It acts as the enforcement point
that intercepts connection requests to protected internal resources, enabling secure, identity-based access.

Benefits of Universal ZTNA

Universal ZTNA addresses the evolving network security challenges and operational complexities. Here is
how deploying a universal ZTNA solution helps the administrators:

* Granular Access Control: Access is granted based on user identity and posture, ensuring secure access

for both remote and on-premises users.

* Reduced Attack Surface: Access to one application does not imply access to others, minimizing potential

vulnerabilities.

* Consistent Policy Enforcement: Policies are evaluated and managed in the Secure Access Cloud, while
traffic proxying and enforcement (such IPS, malware) occur on Firewall Threat Defense devices.

* Dynamic Traffic Steering: Traffic is routed to the nearest
and reducing latency for on-premises users.

. Universal Zero Trust Network Access Solution Guide
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« Simplified Policy Management: Policy enforcement is centralized across cloud and on-premises
environments, allowing unified and granular control over application access based on identity and device
compliance.

* Reduced Network Complexity: By intercepting and managing application access at the endpoint with
the Secure Client, universal ZTNA eliminates the need for traditional VPNs and complex network
segmentation, simplifying network design and management.

Prerequisites for Universal ZTNA
Secure Firewall Management Center and Threat Defense Devices

Ensure that Secure Firewall Management Center and Threat Defense devices meet the following configuration
requirements:

* The devices must run version 7.7.10 or later.
« If the devices operate 7.7.10 or 10.0.x, they must have a minimum of 16 cores.
* The devices must be configured for routed mode.

* Configure Secure Firewall with a DNS server to resolve private resource FQDNS.

Security Cloud Control

Verify that your Security Cloud Control environment meets these account and subscription criteria:
* Requires an enterprise account.

* Requires a Subscription (claim code) for Secure Access and Secure Firewall.

Secure Client

Configure the Secure Client to support the ZTNA module with the following specifications:

* The client must run version 5.1.10 or later.
* The ZTNA module must be enabled on the Secure Client.

* The client must run on a platform that supports Trusted Platform Module (TPM), such as Windows 11.

Licenses

Maintain valid licensing for all components involved in the universal ZTNA solution.

* Secure Firewall Management Center requires a smart license account with export-controlled features. It
does not function in evaluation mode for universal ZTNA .

* Secure Firewall Threat Defense devices require an IPS license if Intrusion policy is configured. If Malware
policies are configured, the devices require IPS and Malware Defense licenses. For more information,
refer to the "Licenses" section in the Cisco Secure Firewall Management Center Administration Guide

* Secure Access requires a subscription of Cisco Secure Private Access Essentials or Advantage.

Certificates

Universal Zero Trust Network Access Solution Guide .
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Provision the required certificates to enable secure mTLS connections for the universal ZTNA solution.

« User Identity Certificate: Secure Client presents the user identity certificate during the Mutual Transport
Layer Security (mTLS) session with Secure Access and Firewall Threat Defense to request access to
private resources. The client certificate is enrolled and managed as part of the Zero Trust Network Access
module (ZTNA) on the Secure Client.

* Firewall Threat Defense Device Certificate: Threat Defense devices that are enabled for universal ZTNA
use the device certificates to establish secure mTLS connections with the Secure Client and Secure
Access. Ensure that the device identity certificate is of type PKCS12.

* (Optional) Decryption Certificate: To decrypt traffic sent to private resources, enable decryption for
those resources in Secure Access and provide the server certificate and key. We recommend using a
certificate signed by a publicly recognized certificate authority (CA).
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CHAPTER 2

Overview of Universal ZTNA Configuration

This section describes the universal ZTNA configuration workflow.

* Configuring Universal ZTNA Solutions, on page 5

Configuring Universal ZTNA Solutions

As an administrator, set up the infrastructure, configure policies, deploy those policies at the enforcement
point, and monitor the solution to ensure it works as expected. This section provides a high-level overview
of the universal ZTNA configuration process.

Summary
The configuration process involves the following key components and platforms:

* Security Cloud Control: Used for platform management, subscription claiming, and Firewall Management
Center integration.

* Secure Access: Used for user management, trusted network configuration, and private resource definition.

* Firewall Management Center and Firewall Threat Defense, version 7.7.10 or later: Used for configuration
deployment and policy enforcement.

« Secure Client: Used on remote user devices to enable zero trust access.

Universal Zero Trust Network Access Solution Guide .
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Workflow
Figure 2: Workflow to Set Up Universal ZTNA
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These stages describe the configuration workflow for the universal ZTNA solution.

1. Onboard Security Cloud Control Firewall Management and Secure Access to the Security Cloud Control
platform.

* Claim a subscription and provision Secure Access and Security Cloud Control Firewall Management.
* Configure user management in Secure Access manually or via an identity provider.
* Configure trusted networks through Secure Access.

» Update Secure Access with the CA certificate for the ZTNA user.

2. Prepare and set up Firewall Management Center and Firewall Threat Defense devices.

* Enable cloud-delivered Firewall Management Center or onboard an on-premises Firewall Management
Center to Security Cloud Control.

* Register smart licenses and specify routed interfaces, platform settings, and DNS for Firewall Threat
Defense devices.

3. Configure the Threat Defense devices for universal ZTNA in Security Cloud Control.
* Specify device FQDN, interfaces, and PKCS12 certificate.

* Deploy changes.

If your Firewall Management Center and Firewall Threat Defense devices run versions 7.7 and 10.0:
After the changes are deployed, the devices reboot to reallocate system resources. Rebooting takes
several minutes. If you deploy a High Availability (HA) pair of devices, both devices reboot
simultaneously, interrupting traffic flow.

If your Firewall Management Center and Firewall Threat Defense devices run versions10.1 and later:
After the changes are deployed, the devices do not reboot.

4. Configure private resources in Secure Access.

Private resources include applications, networks, or subnets your organization controls. They are not
publicly accessible from outside your network.

. Universal Zero Trust Network Access Solution Guide
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Define private resources and specify connection information for the resources.

5. Create access policy rules and associate them with the private resources.

Configure access rules to determine which users and devices can access the resource using the enabled
connection methods.

6. Associate the private resources with the Threat Defense device.
Verify that all configurations from Secure Access are synchronized with the Threat Defense devices.
7. Configure Secure Client for universal ZTNA.
« Install Secure Client version 5.1.10 or later on remote user devices.

« Enroll the user with Secure Access and enable zero trust access.

Result

After deployment, monitor logs and events on both the Secure Access and Firewall Management Center
dashboards to analyze and troubleshoot issues.

For configuration details, refer to the Universal Zero Trust Access Configuration Guide and the Secure Client
Administration Guide.
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CHAPTER 3

Deployment of Universal ZTNA solution

Universal ZTNA provides a secure and controlled way to access applications based on zero trust principles.
An administrator workflow includes setting up the infrastructure (onboarding Secure Access and Firewall to
Security Cloud Control), configuring policies on Secure Access, deploying those policies to the enforcement
point (Threat Defense devices), and monitoring the solution to ensure it is working as expected.

An administrator can deploy the universal ZTNA solution to achieve the following outcomes:
* Optimal path for traffic based on the user location

* Private inspection for sensitive applications

* Outcome 1: Optimal path for user traffic , on page 9

* Outcome 2: Private inspection for sensitive applications, on page 13
* Configuration workflow, on page 15

* Monitoring events, on page 27

Outcome 1: Optimal path for user traffic

Universal ZTNA uses the trusted network detection (TND) mechanism to detect whether a user is inside a
trusted network (on-premises) or in an untrusted network (remote). Based on this location, universal ZTNA
dynamically steers user traffic through the nearest enforcement point, ensuring security and optimal
performance.

On-premises users: When a user logs in through the office network, user traffic is routed through the local
Firewall (Threat Defense device), which acts as the enforcement point. This routing prevents unnecessary
traffic through the cloud, avoiding latency and optimizing network performance.

Remote users: When a user is located outside a trusted network, user traffic is proxied through the cloud-based
Secure Access service, which evaluates policies and proxies traffic securely in the cloud.

Trusted Network Detection

Trusted network detection (TND) identifies if a user or device is connected to a trusted internal network, such
as a corporate LAN, or to an untrusted external network, such as public Wi-Fi. TND determines the network
context of a user or device before granting access to applications or resources.

Secure Access enables you to define a trusted network based on specific criteria, such as DNS server addresses,
DNS domains, and trusted servers. These trusted networks are included in TND profiles, which are then
updated on the Secure Client.

Universal Zero Trust Network Access Solution Guide .
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. Data flow for an on-premises user

When a user requests access to network resources, the Secure Client installed on the user's device detects the
network context of the user. It includes this network information in the access request to Secure Access. Secure
Access evaluates the TND data and determines how to route the user's access request:

* If the user is on a trusted network and the TND criteria match, the access request is routed through the
on-premises firewall.

* If the TND criteria do not match, Secure Access identifies the user as being on an untrusted network and
fulfills the access request through the cloud.

This hybrid approach ensures secure and optimized access to private network resources.

Sample Scenario

For example, Lee works from the office campus, and John works from home. When accessing HR resources
such as https://workday.example.com, traffic is routed based on the user's location. For users who connect
from office campus (example Lee), traffic is routed through the local Firewall (Threat Defense
device)—avoiding unnecessary cloud traffic. For users who connect from outside the corporate network
(example John), traffic is proxied through cloud-based Secure Access, which evaluates policies and ensures
secure connectivity.

Data flow for an on-premises user

For a user operating within the private network, traffic to an internal resource is directed to the on-premises
Threat Defense device, rather than being routed through the cloud.

In the sample scenario, Lee is working from the office campus and tries to access the internal resource
workday.example.com through a browser.

Figure 3: Universal ZTNA Data Flow for On-Premises User

r—|—\
Secure Access Firewall in
Security Cloud
Control Secure Firewall

@ @ Management Center

On-premises User @ .
¢ 6 SEEA

@ ]
Secure Firewall
Threat Defense

Secure Client
with ZTNA Module

workday.example.com payroll.example.com

(Sensitive app)

——— Authentication and Authorization
—— Unified Policy Synchronization
Data Flow

525665

This sequence of events occurs when a user tries to access the internal resource, https://workday.example.com,
from the office campus (trusted network):

. Universal Zero Trust Network Access Solution Guide
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* Secure Client Request: The secure client installed on Lee’s laptop intercepts the connection and sends a
connect request to Secure Access.

* Secure Access Policy Evaluation and Response: Secure Access evaluates the request based on the
configured policies. These policies consider factors such as Lee’s identity, device posture, and the
application being requested. Since Lee is entitled to access this application, Secure Access authenticates
Lee’s credentials and authorizes the access request. It then sends a redirect message with a token as the
response. Since Lee is within a trusted network, Secure Access redirects the Secure Client to the Threat
Defense device.

* Secure Client Sends Access Request to Threat Defense: Secure Client sends a connect request to the
Firewall Threat Defense device, providing the token and requesting access to workday.example.com.

* Firewall Threat Defense Validates and Enforces Security Profiles: Threat Defense device uses its
configured DNS server to resolve the internal resource’s FQDN to an IP address on the internal network.
Threat Defense validates the token sent by Secure Client and responds with OK as the response. This
establishes a connection between the Secure Client and the Threat Defense device. Threat Defense allows
user access to https://workday.example.com and enforces security policies, such as IPS, file, and malware
protection on the user traffic.

Data flow for a remote user

For auser operating from outside the private network, traffic to an internal private resource is directed through
the cloud.

Summary

In the sample scenario, John is working from home and tries to access the internal resource
workday.example.com through the browser.

Universal Zero Trust Network Access Solution Guide .
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Workflow

Figure 4: Universal ZTNA Data Flow for Remote User
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Data Flow

This sequence of events occurs when John tries to access the internal resource (workday.example.com) from
outside the office campus (untrusted network):

1. Secure Client intercepts the request: The Secure Client on John’s system checks and finds that
https://workday.example.com is a ZTNA-enabled application. It sends a connect request to Secure Access.

2. Secure Access Policy Evaluation and Response: Secure Access evaluates the policies and the user identity.
Trusted Network Detection mechanism recognizes that the request has originated from an untrusted
network. Secure Access Gateway establishes a connection to the Resource Connector, which then connects
to workday.example.com residing on the private network.

Traffic from John's system to the private resource is routed through the Secure Access cloud.

Data flow for a branch user

In a typical enterprise network, multiple firewalls are deployed to enhance security and network segmentation.
For example, a firewall at the Data Center protects private resources in a large enterprise. Branch offices are
protected by branch firewalls and connect to the main campus through a site-to-site virtual private network

(VPN).

. Universal Zero Trust Network Access Solution Guide
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Figure 5: Universal ZTNA Data Flow for a Branch User
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Authentication and authorization for any universal ZTNA user occur in Secure Access. The Secure Client on
the branch user's device obtains the authentication token from Secure Access and redirects the user to the
Data Center firewall for access to private resources.

Data traffic from a branch user terminates at the edge firewall, which then establishes a connection with the
Data Center firewall to forward the traffic.

Outcome 2: Private inspection for sensitive applications

Universal ZTNA enables private inspection of sensitive applications such as source code, and internal
applications. It allows traffic destined for these applications to be inspected locally by the firewall instead of
routing it through the cloud. This ensures that sensitive data remains within the trusted network perimeter and
is subject to inspection policies, including Intrusion Prevention System (IPS) policies, file policies, and
malware policies.

On-premises users and remote users: Traffic is routed through the local firewall (Threat Defense device),
which acts as the enforcement point.

Data flow to a sensitive application from a remote user

This topic outlines the sequence of events that occur when a remote user attempts to access an internal resource
from an untrusted network.

When a user operates from outside the private network, the local firewall directs user traffic to a sensitive
resource. In this scenario, John works from home and tries to access the internal resource, payroll.example.com,
through a browser.
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. Data flow to a sensitive application from a remote user

Figure 6: Universal ZTNA Traffic Flow for Remote User
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Data Flow

This is the sequence of events that happen when John tries to access the internal resource (payroll.example.com)
from an untrusted network.

1.

Secure Client request:

The secure client installed on John's system intercepts the connection and sends a connect request to
Secure Access.

Secure Access policy evaluation and response:

Secure Access evaluates the request based on the configured policies. These policies consider factors like
John's identity, device posture, and application being requested. Because John is an employee who is
entitled to access payroll information, Secure Access authenticates John's credentials and authorizes the
access request. It then sends a response with a token, redirecting Secure Client to the Threat Defense
device.

Secure Client sends access request to Threat Defense device:

Secure Client sends a connect request to the Firewall Threat Defense device, providing the token and
requesting access to payroll.example.com.

Threat Defense device validates the request:

The Threat Defense device uses its configured DNS server to resolve the internal resource’s FQDN to an
IP address on the internal network. It validates the token sent by Secure Client and responds with "OK".

Threat Defense device enforces security policies:

Threat Defense enforces the security policies, including IPS, file, and malware policies on the user traffic
to payroll.example.com.

. Universal Zero Trust Network Access Solution Guide
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Configuration workflow

This reference provides the key steps to enable optimal path and private inspection for applications using
Universal Zero Trust Access.

For detailed instructions, refer to the Universal Zero Trust Network Access Configuration Guide.

B

Note  Unless specified otherwise, the term Firewall Management Center refers to both cloud-delivered and
on-premises Firewall Management Center.

Table 1: Configuration Workflow Steps

Configuration Task | Description

1. Onboard Secure |1. Ina Security Cloud Control organization, claim a subscription to activate Secure
Access and Firewall Access and Security Cloud Control Firewall Management.
in Security Cloud

Control 2. Configure user management in Secure Access by setting up users and groups,

either manually or by integrating with an identity provider.
Enable the cloud-delivered Firewall Management Center if you have one.
3. (This step applies only to Outcome 1: Optimal path for user traffic.)

Configure one or more trusted networks through Secure Access. We recommend
configuring a default trusted network. Secure Access automatically assigns a
default trusted network to a universal ZTNA-enabled Firewall Threat Defense
device.

4. Update Secure Access with the CA certificate for the ZTNA user.

2. Prepare and set up 1. Install the universal ZTNA build on the devices. Ensure that the Firewall

Firewall Management Management Center has a smart license registered.
Center and Firewall 2 ) . .
Threat Defense . Specify these configurations on the Management Center for the Firewall Threat

devices Defense device:

a. Routed interfaces to route the traffic
b. Platform settings

€. Domain Name Server (DNS) to resolve the IP address of the internal resources

3. Onboard the on-premises Firewall Management Center to Security Cloud Control.
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Configuration Task | Description

3. Configure the
Threat Defense
devices

. Universal Zero Trust Network Access Solution Guide
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Configuration workflow .

Configuration Task

Description

1. Enable universal zero trust network access settings for the Firewall Threat
Defense device (Security Cloud Control > Security Devices> Firewall Threat
Defense device):

a. Configure the device FQDN, inside interface, outside interface, and PKCS
#12 certificate to enable universal ZTNA .
Configure device for Universal Zero Trust Access

Once settings are deployed, the device will reboot. The process of core
allocation and deployment of settings may take time until then the traffic will
be stopped on this device.

Firewall management center

| firepower 1010.5.49 ® v |
Device

|firepower_‘]D.‘ID.5_49_10_‘ID.5_51 G w |
Device FQDN

| myftd.example.com ® |

Device identity certificate

| UZTATest ®v | e
b certificate

Device interface(s)

| Inside %  Select and search device interface(s) ® v |

m Auto deploy policy and rule enforcements to firewall device
Policy and rule enforcements will be deployed automatically to the selected device.

Deploy and reboot

b. Deploy the changes.

Note

If your device operates version 7.7.10 or 10.0, it reboots so the system can
reallocate resources for universal ZTNA components. During the reboot,
traffic through this device is disrupted. If you deploy a High Availability
pair of devices, both devices reboot simultaneously and traffic is disrupted.

c. To see the events during the deployment process, click Device Actions >
Workflows on the Security Devices page.

After the changes are deployed, the device is connected to Secure Access.

2. Check the availability of the Threat Defense device under Secure Access.

a. Choose Secure Access> Connect > Network Connections .

b. Click the FTD tab.
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Configuration Task | Description

Universal ZTNA -enabled devices are displayed.

For more information, see "Configure Security Devices" in the Universal Zero Trust
Network Access Configuration Guide .
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Configuration Task | Description

4. Configure a private
resource
(payroll.example.com)
on Secure Access
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Configuration Task | Description

In Security Cloud Control:

1. Choose Secure Access > Resources > Destinations > Private Resources and
click +Add .

Specify the method Secure Access uses to communicate with the resource.

Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) Protocol Port/ Ranges.
TCP - (HTTP/H, + Protocol & Port

+1P Address or FQDN

2. Specify how users can access this private resource: Under Endpoint Connection
Methods, choose Zero-trust connections > Client-based connection .

3. Specify the enforcement points.

For Outcome 1: Optimal path for user traffic, select Cloud or

Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help

@D client-based connection

Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over endpoint security requirements (posture),

Enforcement points

Cloud-only
Enforcement point for Remote User

{ Cloud or Local (Universal Zero Trust Remote user Secure Access Cloud Private Resource

Access)

via Internet
Local enforcement points o) =
Search by FTD name v
©  ALocal enforcement point

Enforcement point for Local user
must be selected

User in a trusted Local Firewall Private Resource
Traffic from users within a trusted network network

will get enforced at the selected Firewalls )

Local-onl via local network
ocal-only _
o2

For Outcome 2: Private inspection for sensitive applications, select Local only.
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Configuration workflow .

Configuration Task

Description

Zero-trust connections

Allow endpoints to connect to this re
@D Client-based connection
Allow connections from endg

Your currently configured internal addresses will also be shared w

Change or add additional externally reachable addresses

Enforcement paints

Cloud-only

Cloud or Local (Universal Zero Trust
Access)

[ Locnony

Lacal enforcament points

4. Save your configuration.

Help

ith the Client

Enforcement point for Remote User

Local Firewall

Local Firewall

Enforcement point for Local user

From the L ocal enforcement points drop-down list, select a device to enforce
the policies.

Private Resource
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. Configuration workflow

Configuration Task | Description

5. Create an Access | In Security Cloud Control:

Policy to allow USCTS 19 Choose Secure Access> Secure> Policy > AccessPolicy > Add Rule> Private
access to the private

Access.
resource
R T . i K . & — g
— — - - — iy
- — -
= S - , — . -
[ E
T il A ) e Aoae 3 et A ki L]
2. Specify the resources that an endpoint can access.
Add New Private Access Rule iy
% Step 2, Task 3: Rules added to the access policy. rotum [:

@ rule s enaviea

Logging is enabled E

Summary
Any Allow workday.acme.com

Rule order

7

o Specify Access
Speciy which users and ndpoint ca sccess which resaurces, Help ¢
Action

© Allo @ Block
Alow .

Specified vaffc f securty requirements are met, fock specified affc

Next, follow the on-screen prompts to configure security such as Intrusion Prevention
(IPS).
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Configuration workflow .

Configuration Task | Description

(Only for Outcome 1: | Assigning a trusted network to the device allows universal ZTNA to route user traffic
Optimal path for user | to the correct Threat Defense device. Also, the device inspects and enforces security
traffic) Verify that the | policies on traffic originating from or destined to that trusted network. This ensures
Threat defense device | that even trusted networks are continuously monitored for threats and policy

is associated with a | compliance.

trusted network. Assign a trusted network to the Threat Defense device by completing these steps:

1. Click Assign a Trusted Network.

Network Connections firepower_10.10.0.5_2_10.10.0.6

Firewall Details

1 synced °

© Syncod Loy

FTDs configured for Universal Zero Trust Access

AnFTD acts as an on-p u  Assigned Trusted Network

1610 n

FTD Name Version M UZTA Configuration status: Associated

No assigned trusted network

£ 10100.5.2101006 V70 firapower 1010052 © synosa 1

etwork: —

Associated Resources

RESOURCES ASSOCIATED BY STATUS.

Status.

© Synced 1

s

Rule enforced
RULES ENFORCED BY STATUS

Status.

© Synced 2

View rules enforced by this Firewall

2. From the Trusted Networ ks drop-down list, select a trusted network to map to
the device.

3. Click Save.

Universal Zero Trust Network Access Solution Guide .
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Configuration Task | Description

6. Associate the
private resource to the
Firewall Threat
Defense Device
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Configuration workflow .

Configuration Task

Description

In Security Cloud Control:

1. Choose Secure Access> Connect > Network Connections > FTDs.

2. Click a device in the FTD Name column.

firepower_10.10.0.5_2_10.10.0.6 X

Network Connections
Manage the connections that allow user traffic to reach private resources on your i
network. For a comparison of network connectivity options, see Help cf Assigned Trusted Network ~
Connector Groups ~ Network Tunnel Groups ~ FTDs

1 synced o No trusted network available

To assign a trusted network to this FTD you must configure at least
one.
FTDs configured for Universal Zero Trust Access FE—

An FTD acts as an on-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal 2
Access to improve end-user experience and ensure consistent security controls for users independent of where they are connecting from Help c
Associated Resources 1

RESOURCES ASSOCIATED BY STATUS

FTD Name Version  FMC UZTA Configuration status
status
firepower_10.10.0.5_2.10.10.0.6 v7.210 firepower.1010.0.5.2 © synced
©  synced 1
Device FQDN: uztna. ftd. cnsdoc . con
Trusted network: —
View resources associated to this FTD
Rule enforced 2 o~
RULES ENFORCED BY STATUS
status
© synced 2

A slide-in pane displays details of the selected Firewall Threat Defense device.
3. Under Associated Resources, click Associate Resource.

4. Inthe Associate Private Resourceswith FTD window:

(For Outcome 1: Optimal path for user traffic) Select the private resource from
the Use this FTD to enforce policy for private resourcesonly when a user is
in atrusted network drop-down list.

Associate Private Resources with FTD: FTD-HA

This FTD will enforce policy for traffic to the private resources you specify on this page. The FTD must be ab
selected resources.

o Only private resources that are enabled for client-based zero trust access appear in these
lists. You can assign a resource to only one of these options.

Use this FTD to enforce policy for these private resources only when a user is on a trusted network ®

workday.example.com v
S

Always use this FTD to enforce policy for these private resources ®

[ Select an option v ]

(For Outcome 2: Private insprection of sensitive applications) Select the private
resource from the Always use this FTD to enforce policy for these private
resour ces drop-down list.
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. Configuration workflow

Configuration Task | Description

This FTD will enforce policy for traffic to the private resources you specify on this page. The FTD must be
able to reach all selected resources.

o Only private resources that are enabled for client-based zero trust access appear in these
lists.

A To enable this option, associate at least one trusted network with this FTD
Assign a trusted network

Use this FTD to enforce policy for these private resources only when a user is on a trusted network ®

Select an option

Always use this FTD to enforce policy for these private resources ®

payroll.example.com| N

5. Click Save

7. Wait for the Secure Access policy and access configurations are automatically deployed to the
UZTNA Firewall Threat Defense device. Successful configuration synchronization displays
Configuration Status |a "Synced" status.

to display “Synced”

Network Connections
Manage the connections that allow user traffic to reach private resources on your
network. For a comparison of network connectivity options, see Help i

Connector Groups  Network Tunnel Groups ~ FTDs

1 Synced o

FTDs configured for Universal Zero Trust Access

An FTD acts as an on-premise proxy to Secure Access cloud for private access traffic. Configure FTDs as Secure Access proxies to enable Universal Zero Trust Access to
improve end-user experience and ensure consistent security controls for users independent of where they are connecting from Help 7

FTD Name Version  FMC UZTA Configuration status Associated Resources Rules Enforced
firepower_1010.0.5_2.1010.0.6 v7.710 firepower_1010.05_2 1 2

Device FQDN: uztna. ftd.cnsdoc . com
Trusted network: —
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Monitoring events .

Configuration Task | Description

8. End User Device |1. Install Secure Client version 5.1.10 or later on the user devices.

Configuration . . . .
2. Enroll the user with Secure Access using the device enrollment certificate

3. Enable Zero Trust Access in Secure Client.

8 Cisco Secura Client = hod

AnyConnect VPN:
Ready to connect.

5

RAVPN-ISE - TLS - Auto Select Ne Connect

] Zero Trust Access:
QQ Zero Trust Access is active.

For information on setting up Secure Client, refer to Secure Client Administration
Guide .

Monitoring events

After you deploy universal ZTNA, you can monitor the access events in real time. Traffic to and from the
private resources that traverses the Firewall Threat Defense is sent to Secure Access. Secure Access aggregates
event logs from all access points and provides a centralized monitoring dashboard.

To see a log of the universal ZTNA activities, do these steps:

1. In Security Cloud Control, choose Secure Access > Monitor > Activity Search.
2. Click All under the Filtersmenu and select ZTNA Client-based.

Universal Zero Trust Network Access Solution Guide .
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.html

Deployment of Universal ZTNA solution |

. Monitoring events

. =
Actlvity Search — B LAST 24 HOURS ¥
Schedule  Export CSV
Q search by domain, identity, or URL Advanced ¥ CLEAR Saved Searches ¥ & Customize Columns ZTNA Client-based ¥

ENFORCED BY FID X SAVE SEARCH

Q_ Search filters 89 Total @ Viewing activity from Jun 5, 2025 11:20 AM to Jun 6, 2025 11:20 AM

Page: 1 + Results per page: 50 ¥ 1-50 >
Response Select All
< >
O © Allowed & Advanced Destination DestinationIP  DestinationPort  Action Resource/Application  Rule Name o
O @ Blocked
O © Blocked PDNS Jacme.com) unifiedfin.acme.com 1723176197 443 ® Allowed unifinapp- '\ | L wil
)acme.com) unifiedfin.acme.com 172.31.76197 443 @ Allowed unifinapp-local clot L wil
Enforced By Select All S i
)acme.com) unifiedfin.acme.com 172.31.76197 443 ® Allowed unifinapp-local clov L Wil eee
O Secure Access Cloud
ETD )acme.com) unifiedfin.acme.com 172.31.76197 443 @ Allowed unifinapp-local cloudiocalrules L Wil eee
O Umbrella Cloud )acme.com) unifiedfin.acme.com 1723176197 443 © Alowed  unifinapp-local cloudiocalrules L wil
)acme.com) unifiedfin.acme.com 172.31.76.197 443 @ Allowed unifinapp-local cloudlocalrules L wil
Identity Type Select All
)acme.com) unifiedfin.acme.com 172.31.76.197 443 @ Allowed unifinapp-local cloudlocalrules L wil
O A ADUsers
(O a4 AD Groups )acme.com) unifiedfin.acme.com 172.31.76197 443 @ Allowed unifinapp-local lot L wil
O O AD Devices
)acme.com) unifiedfin.acme.com 172.31.76.197 443 © Allowed unifinapp-local cloudlocalrules L wil
O © SAML Users
)acme.com) unifiedfin.acme.com 172.31.76.197 443 @ Allowed unifinapp-local lot L wil
)acme.com) unifiedfin.acme.com 172.31.76.197 443 @ Allowed unifinapp-local loL L wil
)acme.com) unifiedfin.acme.com 172.31.76197 443 @ Allowed unifinapp-local | L wil

3. Choose FTD to monitor the events and policies enforced by the Threat Defense device.
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CHAPTER 4

Troubleshooting Universal ZTNA

This section provides a troubleshooting guide for universal ZTNA configuration. It outlines common issues,
their symptoms, and the Workaround or Solution required to diagnose and resolve them across various
components including Firepower Threat Defense (FTD), Secure Access, Firewall Management Center (FMC),
and Security Cloud Control (SCC Firewall).

* Issue: Private resource not reachable, on page 29
* [ssue: universal ZTNA-enabled Threat Defense device not visible in Secure Access, on page 30
* Issue: Configuration deployment to device fails, on page 31

Issue: Private resource not reachable

A user is unable to connect to the private resource by using either its IP address or its fully qualified domain
name (FQDN).

To troubleshoot this issue, perform these steps:
In Secure Access:

» Confirm that the private resource is correctly defined under Resour ces > Destinations > Private
Resour ces.

* Confirm that an access policy rule allows the user access to the private resource.

* Confirm that the private resource is associated with the correct Firewall Threat Defense device under
Connect > Network Connections> FTDs.

* Use the Activity Search report to view all zero trust events on Secure Access. Apply the ZTNA
Client-based filter, and filter by FTD as the enforcement point.

In Firewall:

* Confirm that the DNS servers on Firewall Management Center are correctly configured so that the Threat
Defense device can resolve private resource names.

* Confirm that the internal DNS server has entries for the private resources.

* Confirm that the DNS policy is correctly deployed to the Firewall Threat Defense device.
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. Issue: universal ZTNA-enabled Threat Defense device not visible in Secure Access

Issue: universal ZTNA-enabled Threat Defense device notvisible
in Secure Access

Configuration changes made in Secure Access are not reflected on the Firewall Threat Defense device after
a commit.

After you have completed the universal ZTNA settings on a Threat Defense device and rebooted it, Secure
Access must display this device on the FTDs configured for Universal Zero Trust Access page. In rare
instances, however, the Threat Defense device may not be available on Secure Access.

To troubleshoot this issue, check if the configurations from Secure Access are deployed on the Threat Defense
device.

1. Choose Firewall > Administration > I ntegrations > Firewall Management Center.

2. Under the FMC tab, click the Management Center that manages the device.

A slide-in pane on the right displays the details and status of the selected Management Center.

3. Depending on the required corrective action, such as Read Configuration or Check for Status, click the
appropriate action button.

This example describes an error that occurs when deploying the configurations to the device.

firepower_10.10.3.201 =
On-Prem FMC 1010.3.201 (¢
Smart license

Device Details >

Location 10.10.3.201

Version 7.710-build 3035
Geo Version N/A

VDB Version 408

SRU Version 2025-07-14-001-vrt

Onboarding secureX
Method

© Deploy Error
An error occurred while deploying changes to the device

Read Configuration

Actions v

»

Reconnect

it

Deployment ('
Updates (7'
Workflows
API Explorer (7'
Settings

Assign Objects

2 L0 N

Management -

4. Click Read Configuration.

The Firewall reads the device configuration and communicates to Secure Access that a universal
ZTNA-enabled Threat Defense device is present.
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Issue: Configuration deployment to device fails .

| Reading Configuration firepower_10.10.3.201 ¢

The latest configuration is being read from the On-Prem FMC dashboard
Check back later

Issue: Configuration deployment to device fails

The Firewall Threat Defense device displays a "Failed to Sync" or "Syncing" status. Configuration changes
are not deployed to the Threat Defense device.

Network Connections @ s firepower_172.16.0.1_2_sensor1

prey Firewall Details

Device FOON

FTDs configured for Universal Zero Trust Access

©  Symchronization falure. Assigned Trusted Netwark
- o Trusted network Networks

RXs THD 10 VTrted servers

Version e UZTA Eonfiguration status ™

v firoporwer 172 36.01.2 O Faitet 1 1yme 4

Associated Resources. 4

RESOURCES ASSOCIATED BY STATUS

Status
© Faio

To troubleshoot this issue:
* Identify the reason for failure to deploy the configurations on the device:

1. In Secure Access, choose Connect > Networ k Connections> FT Dsto see the list of Firewall Threat
Defense devices.

2. Click the name of the device you want to troubleshoot.

3. The slide-in pane displays the reason for the failure to synchronize the configurations with the Threat
Defense device.

* Check the Workflows on Firewall Management Center to see the cause of the error:

1. Choose Firewall > Administration > Integrations> Firewall Management Center.

2. From the list of Firewall Management Centers, click the Management Center that manages the Threat
Defense device with an issue.
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g Universal ZTNA |

. Issue: Configuration deployment to device fails

Integrations firepower10.1017.202 =
On-PremFMC  101017.202 [#
>  Smartlicense  Registered (last renewed on Jul 05 2025)
(@ s ormomes )
Device Details
FMC Secure Connectors Multicloud Defense
Location 101017.202
Version 7.710-build 3045
B  Name Version Devices  Type Status 0o Version N/A
VDB Version 408
Cloud-Delivered FMC 20250617 20 Cloud-Delivered = @ Active SRU Version 2025-07-02-007-vrt
Onboarding secureX
Method
(J  firepower10.10.0.81 7.710-build : &0 On-Prem FMC © Synced
Loading...
) 1010081 N/A 20 On-Prem FMC © Onboarding Loading information about the device
()  firepower.101017.201 7710-build ;.  ©2 On-Prem FMC & Unreachablc Actions \
& Reconnect
firepower_10.10.17.202 7.710-build . &2 On-Prem FMC A Unreachabl¢ £ Deployment (2
® ates (7'
D firepower_10.10.3.201 7.710-build . &2 On-Prem FMC © Deploy Error

3. In the slide-in pane, click Workflows.

Settings

Remove

devices

Management

& Devices

@) Daliciac

API Explorer (7

©
o
% Assign Objects
o}

On-Prem FMC and its managed

2
2

4. In the Workflows page, expand the state machine entry that shows an Error state.

Workflows

€ Firewall Management Center

Name Priority Condition Current State Last Active Start Time End Time Service
g 7/16/2025, 2:54:  7/16/2025, 2:49:  7/16/2025, 2:54:
fmcRefreshHaStateMachine ® Scheduled @ Error @ Error AEGIS
13 PM 07 PM 13 PM
ACTION TIME STARTSTATE ENDSTATE RESULT
07/16/2025 02:49:07 PM / 07/16/2025 1S_SSE_CHECKREAD_SSE_DEVICE_IN
FmcNoOpStateMachineAction 2 196{)70”\4 g ° (971820250 REFRESH_FMC_HA_STATE 5 SSEHEC LA e ® SUCCESS
FmclsSseAction 27;;63“;0:’:' 02:49:07 BM /,07/1C12025.0) I1S_SSE_CHECKREAD_SSE_DEVICE_INFO READ_SSE_DEVICE_INFO IS_SSE
FmcReadDevicelnfoFromSseActi  07/16/2025 02:49:07 PM/ 07/16/20250 ooy soe nevice. INFO WAIT_FOR_READ_SSE_DEVICEINFO @ SUCCESS
on 2:49:08 PM
FmcGetDeviceFromSseRespons 0‘7/1(?/2025 02:49:08 PM / 07/16/20250  AWAIT_RESPONSE_FROM_scimComman INTIATELGET_SYSTEMINFO & SUccEss
eHandler 2:49:08 PM d
7/ PM / 07/
FmcRequestSysteminfoAction g 196&0:;02 A9:08PM/ 07116120250\ i7iaTE_GET_SYSTEMINFO WAIT_FOR_SYSTEMINFO @ SUCCESS
FmcGetSysteminfoWithRetryFor  07/16/2025 02:54:13 PM / 07/16/2025 O AWAIT_RESPONSE_FROM_executeFmcR @ FAILUR} Erfor Messag / Stack Trac
s @ ERROR _‘V
SecureXHaResponseHandler 2:54:13 PM equests E e e
HOOK TYPE TIME RESULT
SavelnitialConnectivityStateBeforeHook Before 07/16/2025 02:49:07 PM / 07/16/2025 02:49:07 PM Saved Connectivity State to context
D ErrorBeforel Before 07/16/2025 02:49:07 PM / 07/16/2025 02:49:07 PM clearedErrors

1inAataQMPnantavANithNavica\arcinnbank Rafara N7MRISADR N2:AQN7 DM | NTARIINIK ND*AQ'NT DM <catNavirallarcinnin@MPantavt

5. Click Error Message to view the error.

6. Click Stack Trace to obtain the call stack for further investigation.

Universal Zero Trust Network Access Solution Guide




CHAPTER 5

Related Documentation

Additional documents you can refer to.

* Related Documentation, on page 33

Related Documentation

For a visual walkthrough of the configuration process, watch the videos at this link.

Read the following documents for additional information on the components of universal ZTNA.

To know more about... Read this document...

Universal Zero Trust Network Access | Universal Zero Trust Network Access Configuration Guide
Configuration

Secure Access Secure Access Help Center

Firewall in Security Cloud Control What's New for Firewall Management Center in Security Cloud

Control
Security Cloud Control Getting Started Guide for Security Cloud Control
Firewall Threat Defense Secure Firewall Management Center Device Configuration Guide

Secure Firewall Threat Defense Release Notes

Firewall Threat Defense Health Metrics | Secure Firewall Threat Defense Health Metrics Collected by Firewall
Management Center Health Monitor

Firewall Management Center Secure Firewall Management Center Administration Guide

Cloud-Delivered Firewall Management | Managing Threat Defense with Cloud-Delivered Firewall
Center Management Center in Security Cloud Control

Release Notes for Cloud-Delivered Management Center

Secure Client Secure Client Administrator Guide
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http://youtube.com/playlist?list=PL_VvDNvGnyZ1WvhA-e2gasJOxxPMcPYCe&si=cSp0j4bFto9qZyVl
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/universal-ztna-configuration-guide.html
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/cdo/whats-new-for-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/whats-new-for-cisco-defense-orchestrator.html
https://securitydocs.cisco.com/docs/scc/gsg/new/106117.dita
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/770/threat-defense-release-notes-77.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/health-metrics/threat-defense-health-metrics.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/landing-page/health-metrics/threat-defense-health-metrics.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/ftd-services-cdfmc-release-notes/cloud-delivered-firewall-management-center-release-notes.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1.html

Related Documentation |
. Related Documentation
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