CHAPTER

Local Database for AAA

This chapter describes how to configure local servers for AAAand includes the following sections:

Information About the Local Database, page 34-1

Fallback Support, page 34-2

How Fallback Works with Multiple Servers in a Group, page 34-2
Licensing Requirements for the Local Database, page 34-3
Guidelines and Limitations, page 34-3

Adding a User Account to the Local Database, page 34-3

Testing Local Database Authentication and Authorization, page 34-7
Monitoring the Local Database, page 34-7

Feature History for the Local Database, page 34-8

Information About the Local Database

You can use the local database for the following functions:

ASDM per-user access

Console authentication

Telnet and SSH authentication

enable command authentication

This setting is for CLI-access only and does not affect the ASDM login.
Command authorization

If you turn on command authorization using the local database, then the ASA refers to the user
privilege level to determine which commands are available. Otherwise, the privilege level is not
generally used. By default, all commands are either privilege level O or level 15. ASDM allows you
to enable three predefined privilege levels, with commands assigned to level 15 (Admin), level 5
(Read Only), and level 3 (Monitor Only). If you use the predefined levels, then assign users to one
of these three privilege levels.

Network access authentication

VPN client authentication
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M Fallback Support

For multiple context mode, you can configure usernames in the system execution space to provide
individual logins at the CLI using the login command; however, you cannot configure any AAA rules
that use the local database in the system execution space.

S

Note You cannot use the local database for network access authorization.

Fallback Support

The local database can act as a fallback method for several functions. This behavior is designed to help
you prevent accidental lockout from the ASA.

When a user logs in, the servers in the group are accessed one at a time, starting with the first server that
you specify in the configuration, until a server responds. If all servers in the group are unavailable, the
ASA tries the local database if you have configured it as a fallback method (for management
authentication and authorization only). If you do not have a fallback method, the ASA continues to try
the AAA servers.

For users who need fallback support, we recommend that their usernames and passwords in the local
database match their usernames and passwords on the AAA servers. This practice provides transparent
fallback support. Because the user cannot determine whether a AAA server or the local database is
providing the service, using usernames and passwords on AAA servers that are different than the
usernames and passwords in the local database means that the user cannot be certain which username
and password should be given.

The local database supports the following fallback functions:

¢ Console and enable password authentication—If the servers in the group are all unavailable, the
ASA uses the local database to authenticate administrative access, which can also include enable
password authentication.

¢ Command authorization—If the TACACS+ servers in the group are all unavailable, the local
database is used to authorize commands based on privilege levels.

e VPN authentication and authorization—VPN authentication and authorization are supported to
enable remote access to the ASA if AAA servers that normally support these VPN services are
unavailable. When a VPN client of an administrator specifies a tunnel group configured to fallback
to the local database, the VPN tunnel can be established even if the AAA server group is unavailable,
provided that the local database is configured with the necessary attributes.

How Fallback Works with Multiple Servers in a Group

If you configure multiple servers in a server group and you enable fallback to the local database for the
server group, fallback occurs when no server in the group responds to the authentication request from
the ASA. To illustrate, consider this scenario:

You configure an LDAP server group with two Active Directory servers, server 1 and server 2, in that
order. When the remote user logs in, the ASA attempts to authenticate to server 1.

If server 1 responds with an authentication failure (such as user not found), the ASA does not attempt to
authenticate to server 2.

If server 1 does not respond within the timeout period (or the number of authentication attempts exceeds
the configured maximum), the ASA tries server 2.
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Licensing Requirements for the Local Database

If both servers in the group do not respond, and the ASA is configured to fall back to the local database,
the ASA tries to authenticate to the local database.

Licensing Requirements for the Local Database

Model

License Requirement

ASAv

Standard or Premium License.

All other models

Base License.

Guidelines and Limitations

This section includes the guidelines and limitations for this feature.

Context Mode Guidelines

Supported in single and multiple context mode.

Firewall Mode Guidelines

Supported in routed and transparent firewall mode.

IPv6 Guidelines
Supports IPv6.

Additional Guidelines

To prevent lockout from the ASA when using the local database for authentication or authorization, see
Recovering from a Lockout, page 42-31.

Adding a User Account to the Local Database

Detailed Steps

Step 1

Step 2
Step 3

To add a user to the local database, perform the following steps:

Choose Configuration > Device Management > Users/AAA > User Accounts, and then click Add.
The Add User Account-Identity dialog box appears.
In the Username field, enter a username from 4 to 64 characters long.

In the Password field, enter a password between 3 and 32 characters. Passwords are case-sensitive. The
field displays only asterisks. To protect security, we recommend a password length of at least 8
characters.
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I Adding a User Account to the Local Database

~

Note  To configure the enable password from the User Accounts pane (see Configuring the Hostname,
Domain Name, and Passwords, page 17-1), change the password for the enable_15 user. The
enable_15 user is always present in the User Accounts pane, and represents the default
username. This method of configuring the enable password is the only method available in
ASDM for the system configuration. If you configured other enable level passwords at the CLI
(enable password 10, for example), then those users are listed as enable_10, and so on.

Step4  In the Confirm Password field, reenter the password.
For security purposes, only asterisks appear in the password fields.

Step5  To specify the VPN groups that the user belongs to, enter a group name in the Member of field, and click
Add.

To delete a VPN group, choose the group in the window, and click Delete.

Step 6 In the Access Restriction area, set the management access level for a user. You must first enable
management authorization by clicking the Perform authorization for exec shell access option on the
Configuration > Device Management > Users/AAA > AAA Access > Authorization tab.

Choose one of the following options:

e Full Access (ASDM, Telnet, SSH and console)—If you configure authentication for management
access using the local database (see Configuring Authentication for CLI, ASDM, and enable
command Access, page 42-18), then this option lets the user use ASDM, SSH, Telnet, and the
console port. If you also enable authentication, then the user can access global configuration mode.

— Privilege Level—Selects the privilege level for this user to use with local command
authorization. The range is 0 (lowest) to 15 (highest). see Configuring Command Authorization,
page 42-24 for more information.

¢ CLI login prompt for SSH, Telnet and console (no ASDM access)—If you configure
authentication for management access using the local database (see Configuring Authentication for
CLI, ASDM, and enable command Access, page 42-18), then this option lets the user use SSH,
Telnet, and the console port. The user cannot use ASDM for configuration (if you configure HTTP
authentication). ASDM monitoring is allowed. If you also configure enable authentication, then the
user cannot access global configuration mode.

e No ASDM, SSH, Telnet, or console access—If you configure authentication for management
access using the local database (see Configuring Authentication for CLI, ASDM, and enable
command Access, page 42-18), then this option disallows the user from accessing any management
access method for which you configured authentication (excluding the Serial option; serial access
is allowed).

Step7  (Optional) To enable public key authentication for SSH connections to the ASA on a per-user basis, click
one of the following options in the navigation pane:

¢ Public Key Authentication—Paste in a Base64-encoded public key. You can generate the key using
any SSH key generation software (such as ssh keygen) that can generate SSH-RSA raw keys (with
no certificates). When you view an existing key, the key is encrypted using a SHA-256 hash. If you
need to copy and paste a hashed key, check the Key is hashed check box.

To remove an authentication key, click Delete Key to display a confirmation dialog box. Click Yes
to remove the authentication key, or click No to retain it.

¢ Public Key Using PKF—Check the Specify a new PKF key check box, and paste or import a
public key file (PKF) formatted key, up to 4096 bits. Use this format for keys that are too large to
paste in Base64 format. For example, you can generate a 4096-bit key using ssh keygen, then convert
it to PKF, and import on this pane. When you view an existing key, the key is encrypted using a
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Step 8
Step 9

Step 1

Step 2

Adding a User Account to the Local Database 1l

SHA-256 hash. If you need to copy and paste a hashed key, copy it from the Public Key
Athentication pane, and paste it in that pane on the new ASA with the Key is hashed check box
checked.

To remove an authentication key, click Delete Key to display a confirmation dialog box. Click Yes
to remove the authentication key, or click No to retain it.

Click VPN Policy to configure VPN policy attributes for this user. See the VPN configuration guide.
Click Apply.

The user is added to the local database, and the changes are saved to the running configuration.

Je

Tip You can search for specific text in each column of the Configuration > Device Management >
Users/AAA > User Accounts pane. Enter the specific text that you want to locate in the Find box,
then click the Up or Down arrow. You can also use the asterisk (“*””) and question mark (“?”) as
wild card characters in the text search.

The following example generates a shared key for SSH on a Linux or Macintosh system, and imports it
to the ASA:

Generate the ssh-rsa public and private keys for 4096 bits on your computer:

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id_rsa):
/Users/john/.ssh/id_rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id_rsa.
Your public key has been saved in /Users/john/.ssh/id_rsa.pub.
The key fingerprint is:
c0:0a:a2:3¢:99:fc:00:62:fl:ee:fa:f8:ef:70:cl1:f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+
B |
| o . |
|+. o |
[B.+..... |
|.B ..+ S |
= o |
|+ . B |
| oo |
| ooooo |
o m e +

Convert the key to PKF format:

jcrichton-mac:~ john$ cd .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id_rsa.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJCIXh/U4LO
hleR/ggIROjpnDaS7Az8/+sjHmg0gXC5TXkzWihvRZbhefyPhPHCi0hIt40oUF2ZbXESA/8
jUT4ehXIUE7FrChf fBBtbD4d9FkV8A2gwZCDIBXEM2 60cbZCSTx9QC/ /wt6E/zRcdoqidG
P4ECEdDaM+561+yf£73NUig07wYkgcrzjmI1lrZRDLVcegtj8Q9gD3MagsV+PkIGSGigZwny Il
QObfYXXHU9WLAWXhUbA/x0jJuZl15TQOMa7KLs2u+RtrpQgeTGTffIh60+xKh93gwTgzaZTK4
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B Adding a User Account to the Local Database

CQ1lkuMrRANRzzalObyLeYPtS1veLv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR13891iNuUNJHQS7IUA2mOcciIuCM2we/ tVgMPYJ1l+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQNW1 SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmMCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/Irisl1EBRIWGLOR/N+xsvwVVM1QgwluL4r99CbZFINghY
NRxCQOY/7K77IQ==

-—-—— END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

Step3  Copy the key to your clipboard.

Step 4 In ASDM, choose Configuration > Device Management > Users/AAA > User Accounts, select the
username and then click Edit. Click Public Key Using PKF and paste the key into the window:

. - HaNs] Edit User Account
Identity | [ Enter the PKF-formatted authentication key for a user.
Public Key Authentic B L . . .
Public Key Using PKI This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.
VPN Poli
» wlicy Current hashed key: 04:b9:47:F3:69:67:7a:93:87:60:c2:00:0Fbc:ak:25:63:4e:ad 04:6a:5d:98:70:2F:3d:5F:32:24:1c:e7:6c

™ Specify a new PKF Key
File to import from:

(®) Paste key data in PKF format:

p4ECEdDaM+561+yf7 3INUigD7wYkgorziml 1rZRDLVeqtjBQ9qD3MgsV+Pk)G5Gig
QbfYxXHUSwWLdWxhUbA/xOjuZ 15TOMa7KLs 2u+RtrpQgeTCTHIhG0+xKhd3gw’
CO1kuMrRdNRzza0byLeYPtSIvELvEFECtwlgriSa+w/ V] awdWlg  rapekKloz3ts
pBEGAFzU+Z7pVR13BGINuN]HOSTIUAZ mOcciluCM2we [ tVgMPY )l + xgRAkuHDkE
Wayd +4EUMDCCZVe D+ corKTLWFO lwilieRkrUaCzjComGYZdzrQT2mXBeSKONW
fr5uTCnKpCNWIL7vd/sRCHyHKs xjsXR15C/ 5zgHmMCTAaGOulq0Rjo34+61+70P
Wwm19e3eH2PudZd +rjldedfr2 /IrislEBRIWCLoR/ N +xsww VWM 1Qgqwlul4r39ChZ
NRxCQOY/ 7K77I0==

-=--= END 55H2 PUBLIC KEY ----

Delete Key

204009

Step 5 Verify the user (test) can SSH to the ASA:

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:e2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

The following dialog box appears for you to enter your passphrase:

i Enter your password for the S5H key "id_rsa®.

..

Password: |
Show password

Remember password in my keychain

Cancel E]

04010

Meanwhile, in the terminal session:

Warning: Permanently added '10.86.118.5' (RSA) to the list of known hosts.
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Testing Local Database Authentication and Authorization 1l

Identity added: /Users/john/.ssh/id_rsa (/Users/john/.ssh/id_rsa)
Type help or '?' for a list of available commands.
asa>

Testing Local Database Authentication and Authorization

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6
Step 7

To determine whether the ASA can contact a local database and authenticate or authorize a user, perform
the following steps:

From the Configuration > Device Management > Users/AAA > AAA Server Groups > AAA Server
Groups table, click the server group in which the server resides.

The row is highlighted in the table.

From the Servers in the Selected Group table, click the server that you want to test.

The row is highlighted in the table.

Click Test.

The Test AAA Server dialog box appears for the selected server.

Click the type of test that you want to perform—Authentication or Authorization.

In the Username field, enter a username.

If you are testing authentication, in the Password field, enter the password for the username.
Click OK.

The ASA sends an authentication or authorization test message to the server. If the test fails, ASDM
displays an error message.

Monitoring the Local Database

To monitor the local database, see the following panes:

Path Purpose
Monitoring > Properties > AAA Servers Shows the configured database statistics.
Monitoring > Properties > AAA Servers Shows the AAA server running configuration.
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I Feature History for the Local Database

Feature History for the Local Database

Table 34-1 lists each feature change and the platform release in which it was implemented. ASDM is
backwards-compatible with multiple platform releases, so the specific ASDM release in which support
was added is not listed.

Table 34-1 Feature History for the Local Database
Platform

Feature Name Releases Feature Information

Local database configuration for AAA 7.0(1) Describes how to configure the local database for AAA use.
We introduced the following screens:
Configuration > Device Management > Users/AAA > AAA
Server Groups
Configuration > Device Management > Users/AAA > User
Accounts.

Support for SSH public key authentication 9.1(2) You can now enable public key authentication for SSH

connections to the ASA on a per-user basis. You can specify
a public key file (PKF) formatted key or a Base64 key. The
PKF key can be up to 4096 bits. Use PKF format for keys
that are too large to for the ASA support of the Base64
format (up to 2048 bits).

We introduced the following screens:

Configuration > Device Management > Users/AAA > User
Accounts > Edit User Account > Public Key Authentication
Configuration > Device Management > Users/AAA > User
Accounts > Edit User Account > Public Key Using PKF

Also available in 8.4(4.1); PKF key format support is only
in9.1(2).
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