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System Message Guide for Cisco 10S XE 17.17.x

Cisco System Messages Overview

This document describes system messages for Cisco software releases. During operation, the system software sends these messages
to the console (and, optionally, to a logging server on another system) during operation. Not all system messages indicate problems
with your system. Some are purely informational, and others may help diagnose problems with communications lines, internal
hardware, or the system software.

How To Read System Error Messages

System error messages begin with a percent sign (%) and are structured as
follows:$FACILITY-SUBFACILITY-SEVERITY-MNEMONIC: Message-text

* FACILITY is a code consisting of two or more uppercase letters that indicate the facility to which the message refers. A facility
can be a hardware device, a protocol, or a module of the system software.

* SEVERITY is a single-digit code from 0 to 7 that reflects the severity of the condition. The lower the number, the more serious
the situation. Error Message Severity Levels lists the severity levels.

* MNEMONIC is a code that uniquely identifies the error message.

* Message-text is a text string describing the condition. This portion of the message sometimes contains detailed information
about the event, including terminal port numbers, network addresses, or addresses that correspond to locations in the system
memory address space. Because the information in these variable fields changes from message to message, it is represented here
by short strings enclosed in square brackets ([ 1). A decimal number, for example, is represented as [dec]. Representation of
Variable Fields in Error Messages lists the representations of variable fields and the type of information in them.

The following is a sample system error message:

$LINK-2-BADVCALL: Interface [chars], undefined entry point

Some error messages also indicate the card and slot reporting the error. These error messages begin with a percent sign (%) and are
structured as follows:

$CARD-SEVERITY-MSG:SLOT SFACILITY-SEVERITY-MNEMONIC: Message-text
* CARD is a code that describes the type of card reporting the error. VIP and FEIP are possible card types.
* MSG is a mnemonic that indicates that this is a message. It is always shown as MSG.

* SLOT indicates the slot number of the card reporting the error. It is shown as SLOT followed by a number (for example, SLOT5).

The prepended portion of the error message (¥CARD-SEVERITY-MSG: SLOT) is not shown in the error message listings in this
document.



Error Message Severity Levels

Error message severity levels correspond to the keywords assigned by the logging global configuration commands that define where
and at what level these messages appear. The default is to log messages to the console at the debugging level (7). For more information,
see the system configuration chapter and descriptions of the logging command in the configuration guide and command reference.

Leve

Description

0 - emergency

System unusable

1 - alert Immediate action needed
2 - critical Critical condition

3 - error Error condition

4 - warning Warning condition

5 - notification

Normal, but significant, condition

6 - informational

Informational message only

7 - debugging

Appears during debugging only

Representation of Variable Fields in Error Messages

Representation

Type of Information

[atalk address]

AppleTalk address

[atalk net]

AppleTalk network, either 600 or 600-601

[char] Single character

[chars] Character string

[dec] Decimal number

[enet] Ethernet address (for example, 0000.FEED.00C0)
[hex] Hexadecimal number

[inet] Internet address (for example, 10.0.2.16)

[int] Integer number

[node] Address or node name

[sci_notation]

Scientific notation

[t-line]

Terminal line number in octal (or decimal if the decimal-TTY
service is enabled)

[v-name]

VINES name; or number (hex or decimal)




Error Message Traceback Reports

Some messages describe internal errors and contain traceback information. This information is very important and should be included
when you report a problem to your technical support representative.

The following sample message includes traceback information:

-Process= "Exec", level= 0, pid= 17 -Traceback= 1A82 1AB4 6378 A072 1054 1860

System and Error Messages in Cisco 10S XE 17.17.x

The following tables list system and error messages and recommended actions. Scroll right to see the Recommendation Action.
Alternatively, you can download the system and error messages in the excel format here: System Message Guide for Cisco 10S XE
17.17.x.

AtoE

Facility-Severity-Mnemonic Etherr#mes;ﬁBmww Component | Recommended-Action

AAAMGR-5-ACCT_ACTIVATED 5-Notice MMhis info | cedge-aaamer | No action is required
ARAyslog is

nerated
gimvhen the
sgIsD-WAN

miAAA
dyamanager is
actively
accounting

confisiansaction
CLIs

AAAMGR-5-ACCT_DEACTIVATED 5-Notice M his info cedge-aaamgr | No action is required
AfAyslog is

nerated
gmvhen the
splsD-WAN

A AA
dymnanager is
not actively
accounting

config-transacion
CLIs



https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/sys_messages/17-16/smg_1716x.xlsx
https://www.cisco.com/c/dam/en/us/td/docs/switches/lan/sys_messages/17-16/smg_1716x.xlsx

Facility-Severity-M nemonic

I

Component

Recommended-Action

AAAMGR-5-AUTHZ ACTIVATED

5-Notice Dﬂlbl"his info

ApNAyslog is

nerated
idmvhen the
spISD-WAN

A AA

dymanager is
actively
authorizing

config-ransaction
CLIs

cedge-aaamgr

No action is required

AAAMGR-5-AUTHZ DEACTIVATED

5-Notice

MH his info
ARAyslog is

nerated
igmvhen the
salsD-WAN

miAAA
djnanager is
not actively
authorizing

config-iansaction
CLIs

cedge-aaamgr

No action is required

AAA_AUDIT MESSAGE-6-METHOD_LIST STATE

Gmfomaﬁonﬁﬂethod list
state change

fllo

w2
—

—E—

polaris-aaa

LOG_STD NO_ACTION




Facility-Severity-M nemonic

Component

Recommended-Action

AAA AUDIT MESSAGE6NOTIFY MLIST STATE TO AAA CLIENT

polaris-aaa

LOG_STD NO_ACTION

s||a
]
ACCESS_SESSION _TRACE-3-TRACE_INIT FAIL 3-Error syiailed to polaris-smd | Review smd logs taking note
igsinitialize of the timestamp information
ess-session to select specific information
it race. to review. Copy the message
and other related information
ht|iv exactly as it appears on the
i console or in the system log.
]
ACCESS_SESSION TRACE-3-TRACE _REG FAIL  |3-Error omponent |polaris-smd | Review smd logs taking note
[fﬁiled to of the timestamp information
mregister with to select specific information
diccess-session to review. Copy the message
aiirace and other related information
; exactly as it appears on the
]E console or in the system log.
ACLMGR MESSAGE-3-ACL_LEN _ERR 3-Error  wgiewlc ACL | iosxebnosutls | LOG STD ACTION
ACL_ERRMSG-3-CHANGE ERROR 3-Error INVALID |Find out more about the error

by using the show platform
software trace messages fed
command.




Facility-Severity-M nemonic

Component

Recommended-Action

ACL_ERRMSG-3-ERROR

INVALID

Find out more about the error
by using the show platform
software trace messages fed
command.

ACL_ERRMSG-3-SGACL_ERROR 3-Error  IA®\n error INVALID | User needs to manually
g ccurred remove the cell configuration
%uring and attempt to re-apply when
tm8GACL resources have been freed.
e||lwonfiguration
hange, all
n||®GACLs
ave been
removed
from cell.
ACL_ERRMSG-4-ACLTCAM FULL 4-Warning he INVALID | You have exceeded the system

configuration
is too large.

=R
° »

e

-2

&

oy
'-.’45

limit of ACL TCAM, use a
simpler configuration which
uses less ACL entries.\n




Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
ACL_ERRMSG-4-DGT _FULL 4-Warning he INVALID | You have exceeded the system
onfiguration limit of DGT, use a simpler
is too large. configuration which uses less
L{A DGT entries.\n
n||o
%
e||b
g
n||i
s
T¢D
D||I
s||i
n
ACL_ERRMSG-4-HASH _ERROR 4-Warning H INVALID | There is no SGACL Cell with

this configuration found.\n

ACL_ERRMSG-4-HASH_FULL

4-Warning R

INVALID

You have exceeded the system
limit of SGACL cells, use a
simpler configuration which
uses less SGACL cells.\n




Facility-Severity-M nemonic Component | Recommended-Action
ACL_ERRMSG-4-HASH ZERO INVALID | Allocate hash entries to sgt or
mpls-vpn using custom
template.\n
tgs
1||o
ip
hsth
als
s||i
e
ACL_ERRMSG-4-POLICYLABEL FULL 4-Warning he INVALID | You have exceeded the system
onfiguration limit of the number of
is too large. Policies, use a simpler
LTA configuration which uses less
n||o Policy entries.\n
%
e||b
Ly
n|i
1
s||i
ACL_ERRMSG-4-PROGRAM_FAILED 4-Warning he INVALID | You have exceeded the system
configuration limit of entries, use a simpler
is too large. configuration which uses less
L{A entries.\n
njjo

=)

i

SR

—-




Facility-Severity-M nemonic S:mtyMent_#lesgﬂmﬁn Component | Recommended-Action
ACL_ERRMSG-4-SIS_STATS FULL 4-Warning yi Brhe INVALID | You have exceeded the system
d||iconfiguration limit of hardware resources,
is too large. use a simpler configuration
c% which uses less resources.\n
t
e||b
wgp
n||i
s
SIS
ACL _ERRMSG-4-UNLOADED 4-Warning he INVALID | Allocate more space to the
onfiguration relevant section of the TCAM
is too large; and reboot, or else use a
L{dropped will simpler configuration. If
n||de dropped possible, use the same ACLs
dftion this on multiple interfaces.\n
interface.
t
e||b
mhup
n||i
dna
affit
1w
e||b
s
ACL_ERRMSG-6-GACL_INFO 6-Informatiorgi@he ACL | INVALID | No action is needed.
s|[logging is
tpmot
dﬁupported
rgffor
ny|@lient/group
ACL.
ACL_ERRMSG-6-PACL_INFO 6-Informatiogigl’he ACL | INVALID | No action is needed.
s|[logging is
tmot
upported
rgfon port
n\®nterface.

10




Facility-Severity-M nemonic

Ssmwem##leﬂ;ﬁm@

Component

Recommended-Action

ACL_ERRMSG-6-RELOADED

6-Information|

onﬁguratlon
that
[Areviously
n|jovas unable

o fit into

the

ardware
Iw111 now fit
iand has

ogrammed
tfor this
anterface.

oy

INVALID

No action required,
informational only.\n

ACL _ERRMSG-6-REMOVED

6-Informatiore "Jl"he

Anloaded,

INVALID

No action required,
informational only.

11




Facility-Severity-M nemonic

I

Component

Recommended-Action

ACL_ERRMSG-6-THRESHOLD_ EVENT

6-Informatiore iTThe

1TH

S

T

Q

= ..

[

T B

o

FEELia=E

onfiguration
xceeds the
ghreshold,

eftbecause of

ilack of

Bhspace.

f

INVALID

No action required,
informational only.

ADMINTECH-3-INCOMPLETE BUNDLE

3-Error

(RS

w2

NS

ahis syslog
)s generated

i10S
ech-support

times out

esulting
tinto

tpencomplete

dmin-tech.
efault

imeout for
admin-tech
is 30 mins,
however on
loaded
systems, this
timeout
might not be
sufficient
and
admin-tech
could
potentially
time out

cadge-admintech

Increase the timeout value for
admin-tech with 'request
platform software sdwan
admin-tech timeout &lt;&gt;

12




Facility-Severity-M nemonic

Component

Recommended-Action

ADMINTECH-3-PUBLISH_FAILURE

degration in
the network
or control
connectivity
loss

cadee-adiminiech

Retry generating admin-tech

ADMINTECH-5-PUBLISH_SUCCESS

5-Notice

letabihis notice
cliisyslog is
enerated
hen
dmin-tech
ol|tis
@fSuccessfully
ploaded to
-WAN
Manager
after the
generation is
complete

codepadminech

No action is required

AFC_SCHED-1-AFC_HTTPCON HEAITHCHECK_FAILURE

1-Alert

CHEAFC
HWiecalthcheck
ailed due to
IMTTPCON

B9 =

afc

LOG_STD NO_ACTION

13



Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

AFC_SCHED-1-AFC_HTTP_HEALTHCHECK_FAILURE

1-Alert

CHAFC

Wlealthcheck
ailed due to

WMTTP error

s
DC

g

afc

LOG_STD NO_ACTION

AFC SCHED-1-AFC PROVIDER HEAI'THCHECK FAILURE

1-Alert

@

TAFC

Wlealthcheck
ailed due to

;provider

Merror

afc

LOG_STD NO_ACTION

AFC_SCHED-3-AFC_CLOUDM HEALTHCHECK. FAILURE

3-Error

CHEAFC
W ealthcheck
difailed due

afc

LOG_STD NO_ACTION

AFC_WNCD-1-AFC _CONDITIONS NOT MET

1-Alert

C

ome
ofigonditions
iffiare
ipreventing
gisihe AP from
fusing AFC
A

w2

=

I
P
hi
otk

M
]

(o}
€

o =

%

afc

LOG_STD NO_ACTION

14




Facility-Severity-M nemonic

Component

Recommended-Action

AFC_ WNCD4-AFC GEOLOCATION. HIGH UNCERTAINTY

4-Warning

pllA

(ii§

‘I‘
yiefor the AP is

Hiibove 400m

kth
SH

afc

LOG_STD NO_ACTION

AFC_WNCD-6-AFC_WNCD INFO

6-Informatio

eneral
IGAFC
-WNCD Lib
info
message

ewlc-spwifi

LOG_STD_ACTION

keys to AP

tk
t
A

T o w

ewlc-client

LOG_STD_ACTION

APMGR AUDIT MESSAGEGHPS AUDIT RCS (0P | Detabnaayption

6-Informatior? || AVRCATIAID

ewlc-ap

LOG_STD_ACTION

APMGR AWIPS SYSLOG-6-APMGR AWIPS MESSAGE

6-Informatio

%parameters
rgtJ
I

WIPS
larm

detected

ewlc-awips

LOG_STD NO_ACTION

15



Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR TRACE MESSAGE2-BSSID CLEANUP TIMEOUT | 2-Critical DIfBSSID ewlc-ap Copy the error message
leanup exactly as it appears on the
ould not be console or in the system log.
ompleted. Open a case with the

This may Technical Assistance Center
result in via the Internet
failure to Hofbwwiammighioridee tobtOpay]
push or contact your Cisco
configuration technical support
updates to representative and provide the
Access representative with the
Points. gathered information. It is
Make a note suggested to collect archive
of any traces and live process core to
recent analyse the error.
changes
made to the
network or
the device
configuration
which may
have
triggered
this and
proceed to
the
suggested
action.
APMGR TRACE MESSAGE-2-WLAN CRIT ERR |2-Critical NAWritical ewlc-ap Copy the error message
ariissue seen exactly as it appears on the
with WLAN console or in the system log.
Hhconfig. Open a case with the
Make a note Technical Assistance Center
of any via the Internet
recent Hofbwwaknmmighnioivee O ]
changes or contact your Cisco
made to the technical support
network or representative and provide the
the device representative with the
configuration gathered information. It is
which may suggested to collect archive
have traces and live process core to
triggered analyse the error.
this and
proceed to
the
suggested
action.

16




Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR_TRACE_MESSAGE-2-WLAN_CRIT_INFO

2-Critical ﬁleneral
ireless

LAN

Controller

critical
message

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE-2-WLC APMGR CRIT MSG

2-Critical eneral
ﬁﬁreless

LAN

Controller

warning
message

ewlc-ap

LOG_STD_ACTION

APMGR_TRACE_MESSAGE-3-AP_NTP_SYNC

3-Error

P||Ahe Ap
Hiffailed to
Cadne with
Jthe NTP
PlINerver

B

dif

¥

ewlc-ap

Verify the IP address of the
NTP server and the
authentication credentials.

APMGR TRACE MESSAGE-3-AP RADIO STUCK ALARM

adio stats

onitoring
vhd radio
stuck alarm

3-Error 0

ewlc-ap

No action required

APMGR TRACE MESSAGE3EWLC APMGR ANTENNA SET FRROR

aﬂmmenna id
enable/disable

peration

as resulted
in error.
please
follow error
message for
details

3-Error

; =

ewlc-rrm

Please follow error message
string and take corrective
action

17




Facility-Severity-M nemonic

I

Component

Recommended-Action

ARMR TRACE MESSAGEBEWLC ABM(R AP REG DOMAN MMAICH | 3-Error ﬁegulatory ewlc-rrm In most cases, the problem can
omain of be corrected by checking
tgsall radio regulatory domain supported
yslots of the by Access Point (AP). Radios
albAP does not within APs are assigned to a
Bifmatch with specific regulatory domain as

rgfthe country a part of factory setting.
P|[Aode Configuring a country code
ensures that each radio's
broadcast frequency bands,
channels and transmit power
levels are compliant with
country-specific regulations.
Please ensure that user
configured country code is
compliant with country code
setting in AP.
APMR TRACE MESSAGE3EWLC APMR UNSUPRORTED COUNIRY | 3-Error pecified |ewlc-rrm Validate the country code
ountry configuration on the
ode is not Controller and add the country
el{ipresent in code to the configured country
giithe code list if it is not already
onfigured present. Please refer to the
ajcountry configuration guide to
rgfcode list configure country code. If you
P|A still require contact your Cisco
, technical support
f representative and provide the
ajic information you have
s gathered.
s||i
t
n||o
Ciw
APMGR TRACE MESSAGE-3-EWLC GEN CHAN ERR | 3-Error wireneral ewlc-ap LOG _STD ACTION
n||iWireless
HLAN
Controller
Error
Message.
APMGR_TRACE MESSAGE-3-EWLC _RRM_ERROR | 3-Error eneral ewlc-rrm LOG _STD_ACTION
%ireless
AN
Controller
RRM error
message

18




Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

APMGR TRACE MESSAGE-3-EWLC RRM_QUERY_ERR

3-Error

wHTrying to
n|liquery
HBifinformation
related to
AP with
invalid slot
ID.

ewlc-rrm

Please report the error to
technical support
representative.

APMGR TRACE MESSAGE-3-EWLC WLAN ETA MSG

3-Error

ewlc-ap

No action required

APMGR_TRACE MESSAGE-3-EWLC WLAN MPSK_MSG

3-Error

ewlc-ap

No action required

APMGR TRACE MESSAGE3-EWLC WLAN MPSK PSK MSG

3-Error

ewlc-ap

No action required

APMGR_TRACE MESSAGE-3-EXEC_CLI INVALID SLOT

3-Error

&
ilexecuted

IEXEC CLI

tas not
dﬂ;gpplicable
roffor this AP,
:[Phecause the
;ﬂmitation
umber of
fl|@lots
1k

(22

(@)

]
i
c

..»—g?
7=

ewlc-ap

LOG_STD_ACTION

19



Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR TRACE MESSAGE3EXEC (11 NOT 5G DUAL RADIO AP

3-Error

pi
ibexecuted

IEEXEC CLI

tas not
J;ipplicable
ffor this AP,
:[Phecause AP

xoes not
upport dual

w2

-

P||Aghz radio

-

=N

—E

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE3EXEC (11 NOT MASTER RADIO

3-Error

-
ilexecuted

s|IEXEC CLI
dapis applicable
rgfonly for
ylimaster radio
Grsn

ol
rgf
P||A

¥

ewlc-ap

LOG_STD_ACTION

20




Facility-Severity-M nemonic

Component

Recommended-Action

APMGR_TRACE_MESSAGE-3-EXEC_CLI TX_POWER

3-Error

ewlc-rrm

LOG_STD NO_ACTION

APMGR TRACE MESSAGE3-WLC AP AUDIT REPORT ERR

3-Error

AP Audit
n||iReport Error

Wl\/lessage.

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE3WLC AP CONFIG CHECKER FRR

3-Error

ﬁrror on AP
hile

of| fpplying

P||Aonfiguration

Hifupdates
from

controller.

ewlc-ap

LOG_STD_ACTION

APMOR TRACE MESSAGESWLC AP ON 241G DCA CHANNEL LRT BVPTY

3-Error

e DCA

A(I0hannel list

ja—

Iﬂbr 24ghz
Iradio is

iempty, it
mffects
fChannel

DA ssignment
to AP

[ I P~ G2

=5

ewlc-rrm

Please add channels to DCA

List

21



Facility-Severity-M nemonic

I

Component

Recommended-Action

ARMOR TRACE MESAGEBWLC AP ON 5G DCA CHANNEL I ST BVPTY

3-Error

efiDCA
A(I0hannel list

}Iﬂbr Sghz
Iradio is
iempty, it
yimffects
{Channel

ApA ssignment
flto AP

¥

w2

-

ewlc-rrm

Please add channels to DCA
List

APMR TRACE MESSAGEBWLC AP ON 6G DCA (HANNEL ST BVPTY

3-Error

eliDCA
A(I0hannel list

[Iﬂor 6ghz
Iradio is
iempty, it
yimffects
{Channel

A ssignment
flto AP

't

Ja—

w2

—

ewlc-rrm

Please add channels to DCA
List

APMGR_TRACE MESSAGE-3-WLC_AP _JOIN CRIT ERR

3-Error

P||AP
oin/Disjoin
ireless
AN
Controller
Error
Message.

ewlc-ap

LOG_STD_ACTION

APMGR_TRACE_MESSAGE-3-WLC_AP_LOG_MSG

3-Error

—~

iﬁiP Remote
gging

§: (%

i

[¢]

ewlc-ap

No action required

APMGR TRACE MESSAGE3WLC AP PACKET CAPTURE FRR

3-Error

AP packet
n||icapture

BiError
Message.

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE-3-WLC _EXEC MSG

3-Error

%

o

Ymproper

‘parguments
r config

ewlc-ap

Arguments to be changed

22




Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

APMGR_TRACE_MESSAGE-3-WLC_GEN_ERR

3-Error ¢
n

reneral
iWireless

HILAN

Controller
Error
Message.

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE3-WLC MDNS AP ERROR MSG

3-Error «

P

iz rror
Mikvlessage
Aelated to

"

mDNS AP

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE3WLC UNSUPPORTED AP MODE FRR

3-Error
P

AEWLC

Atra-low
.#WLCs do

Hifnot support

Local Mode
APs. This
error will be
logged
whenever an
AP tries to
join in Local
Mode on a
vWLC
ultra-low
WLC.

ewlc-ap

Fix the configuration to allow

AP to join in Flexconnect
Mode.

APMGR_TRACE MESSAGE-4-AP_CPU_ALARM

4-Warning P

C

.

1TH

was
Wiggered for

An alarm

P CPU
easurements
a

ewlc-ap

LOG_STD_ACTION

23



Facility-Severity-M nemonic

SaityM enﬂlesgﬂhm Component

Recommended-Action

APMGR TRACE MESSAGE4-AP GNSS USB DISCONNECTED | 4-Warning P||&NSS USB | ewlc-afc-rrm

,ﬁwdule
S§disconnected

Bftrom AP
e
S

b

b

LOG_STD_ACTION

4-Warning P||£onversion
J|to Meraki
CAMP

APMGR TRACE MESSAGE-4-AP MEM ALARM |4-Warning P||An alarm ewlc-ap LOG_STD _ACTION
JHwas
Cpiggered for
JHAP Memory
easurements
nmla
APMGR TRACE MESSAGE4-AP MERAKI CONVERSION FAILIURE ewlc-ap LOG_STD ACTION

24




Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR TRACE MESSAGE4EASYPSK. UNSUPPORTED AP MODE

(0):\Y1
ylo
N
n||i
Il
.fn

4-Warning ddkiasy-PSK
P|AVLAN

egaonfigured
rg¢fon AP not in

Rydifocal mode.
NAWLAN will

Jgnot be
n||pushed to
P||Ahe AP.

¥ ]

ewlc-spwifi

AP in local mode.

Fix the configuration to move

APMGR TRACE MESSAGE4WLC APMGR WARNING MSG

4-Warning ﬁ;ﬂ;’eneral
ireless

LAN
Controller
warning
message

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE4WLC CONHG (HECKER WARNING

4-Warning gf@Warning
essage
elated to

config
checker

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE4WLC MDNS AP WARNING MSG

4-Warning ﬂ:}/aming
essage

P||Aclated to
:mDNS AP

- ]

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE-5-AP AFC_ BELOW TX MIN

5-Notice

P||AGHZ radio
JHoperating
AMibelow rf
whiprofile
gieonfigured
wlix min due

ewlc-afc-rrm

LOG_STD_ACTION

25



Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

APMGR TRACE MESSAGES-AP AFC IMMINENT FLAG SET

5-Notice P||AGHZ AFC

JHexpiry
mminent
ihiflag set

FA
anr
i

@)

g2t

ewlc-afc-rrm

LOG_STD_ACTION

APMGR TRACE MESSAGE-5-AP COUNTRY CODE

5-Notice P||Resolved

£ountry
ode

e

<}

Hﬁ

ewlc-ap

LOG_STD NO_ACTION

APMGR_TRACE_MESSAGE-5-AP_EXEC_CLI

chﬂExec cli
|thformation
‘or output

"

5-Notice

—

ewlc-ap

LOG_STD NO_ACTION

APMGR TRACE MESSAGE-5-EWLC APMGR NOTICE

eneral
ireless
AN
Controller
Notice
message

5-Notice

ewlc-ap

LOG_STD_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR TRACE MESSAGESWLC AP PUBLIC CLOUD ERR

5-Notice dt“ﬁublic cloud

P

AVLCs do

.fmot support
BiLocal Mode

in AP. This
error will be
logged
whenever an
AP tries to
join in Local
Mode in a
Public
Cloud
WLC.

ewlc-ap

Fix the configuration to allow
AP to join in Flexconnect
Mode.

APMCR TRACE MESSAGE6AP MERAKI CONVERSION SUCCESS

6-Informatio®

ALonversion

JHto Meraki

ewlc-ap

LOG_STD_ACTION
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

APMGR TRACE _MESSAGE-6-CHAN ZERO DETECTED

6-Information:

PAP has

eported
hannel 0
n one of

@he radio
slots. This
generally

configurations
on the AP
are set to
factory
default.
WLC
recovers this
by rebooting
the AP.
Unless the
message
repeatedly
appears, it
does not
require any
action.

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE-6-CLIENT DEBUG BUNDLE INFO

6-Informatio

General
ireless
AN
Controller
Client debug
bundle info
message

ewlc-ap

LOG_STD_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

APMGR TRACE MESSAGE6EWC APMGR OLD VERSION

6-Informatior? || Rlease
pgrade
11AX AP to
.10 or
6.12 so it
Aan join
tEWC
Setwork

- s 0 T

© P o

—F=254

ewcap-image

LOG_STD NO_ACTION

APMGR TRACE MESSAGE6EWC APMGR POLL CCO SUCCESS

6—Inf0rmatioﬁliﬂhe action
glipf polling
{CCO for
ATEST
nd
IGGESTED
oftware
version has
completed
successfully

T

ewcap-image

LOG STD NO ACTION

APMGR_TRACE_MESSAGE-6-WLC_APMGR_INFO

6-InformatiomfifiGeneral
‘Wireless
1 AN
BiController
info
message

ewlc-ap

LOG_STD_ACTION

APMGR TRACE MESSAGE-6-WLC AP _JOIN

6-Informatio? || AP

nml;in/ Disjoin
offiiWireless
‘LAN
HBifController

Error
Message.

ewlc-ap

LOG_STD_ACTION

APP_AGENT-1-APP_AGENT FAILURE

1-Alert M pp Agent

g rror
ricondition
i)

p
t
q

i

ewlc-iot-gw

LOG_STD NO_ACTION
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

APP_AGENT-6-APP_AGENT CHANGE,_STATE SUCCESS

6-Informatiop

App Agent
trgduccess case
‘when
Jchanging the
state during
workflow

ewlc-iot-gw

LOG_STD NO_ACTION

AP POWER PROFILE TRACE MESSAGE3-WLC GEN ERR

3-Error

aieneral
n|[iWireless
BHLAN
Controller
Error
Message.

ewlc-ap

LOG_STD_ACTION

AUTHZ 01 MESAGEROGUE AUTHZ ALLOW 15T HLE FROCESS FRR

aiError in

Allow list
file
processing

ewlc-wips

LOG_STD_ACTION

AUTHZ AT MESSACGRAROGLE AUTHZ ALLOW LT HLE FROCESS WARN

4-Warning ogue
uthz

allow-list
file
processing
warning
message

ewlc-wips

LOG_STD_ACTION

AUTHZ A TVESAGAROGE AUTHZ ALTOW 1T MAX ENTRES WARN

4-Warning ogue
uthz

allow-list
maximum
entries
warning
message

ewlc-wips

LOG_STD_ACTION

AUTHZ AIMESSAGESROGE AUTHZ ALLOW [ ST H E FROCES NOICE

5-Notice

a{fRogue
:Authz
HBifAllow list
file
processing
notice
message

ewlc-wips

LOG_STD NO_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTHZ _SYSLOG-6ROGUE_AUTHZ AP IMPERSONATION

6-Informatiomigk P
empersonation
Attack has
ibeen
etected

Qo = —
<

GeE

o
<

Lo =2
:Igcg&ﬁ

. O

ewlc-wips

LOG_STD NO_ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTHZ SYSLOG6ROGUE AUTHZ DETECTED AUTHORIZED AP

P fAuch AP

ewlc-wips

LOG_STD NO_ACTION

AUTHZ SYSLOG6ROGUE AUTHZ DETECTED AUTHORZED (LIENT

ewlc-wips

LOG STD NO ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTHZ SYSLOG6ROGUE AUTHZ DETRCTHD UNAUTHORIZED AP

P fAuch AP

ewlc-wips

LOG_STD NO_ACTION

AUTHZ SYS OG6ROGLE AUTHZ DETECTED UNAUTHORZED (LIENT

ewlc-wips

LOG STD NO ACTION




Facility-Severity-M nemonic W@W{H@ Component | Recommended-Action
AUTO_FPD-3-FRU HWPRG UPG_ERR 3-Error  wiiSome error | iosxe-binosutils | Retry upgrade
Heoccurred
during auto
upgrade
AUTO FPD-3-FRU HWPRG UPG FAILED 3-Error ~ HThe iosxe-binos-utils | Retry upgrade
n||ihwgroganmebe
Wswvas
ﬁpgraded
ailed
ofjt
AUTO_FPD-5-FRU HWPRG UPG_START 5-Notice ﬁl"he iosxe-binos-utils | No action is required. This is
n||ihwpogamebe informational message
wlfirmware is
AUTO FPD-5-FRU HWPRG UPG SUCCESS 5-Notice iosxe-binos-utils | No action is required. This is

upgraded
effauccesfully

informational message
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTO_UPGRADES3-AUTO ADVISE SW COM BUNDLED

3-Error

0
explanation
equired.

&

—EEE

&
&

iosxe-binos-utils

Boot the member with
compatible software.

AUTO UPGRADE3-AUTO ADVISE SW FAILED PLATFORM

3-Error

d IﬂSomehow
ol|tthe platform
agdype could

"ot
etermined.

qut
fllo

¥

iosxe-binos-utils

Add an action
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Facility-Severity-M nemonic W@W{H@ Component | Recommended-Action

AUTO UPGRADE-3-AUTO ADVISE SW MODE UNKNOWN | 3-Error  lef#No iosxe-binos-utils | Boot the member with
]{E[;xplanation compatible software.
sdlrequired.

AUTO_UPGRADE-3-AUTO_CONF_EXEC 3-Error iosxebinos-utils | TODO: add an action
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Facility-Severity-M nemonic S:mtyMent_#lesgﬂmmn Component | Recommended-Action
AUTO_UPGRADE-3-AUTO_UPGRADE FAILED COPY | 3-Error HErODO: add | iosxebinosutils | TODO: add an action
o|{tan

ymexplanation.

*

rof

%
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTO_UPGRADE-3-AUTO_UPGRADE_FAILED DISK

3-Error

here might
e older
tiefiles because
f which
here is not
arfenough
lgjidnemory.
i1
o|[t

‘%
A
Al
fllo

il
K

(o)

w e Fg T
2] -

—-

= o
oﬁ-o%:

SEe

w2
—

2

=

&

iosxe-binos-utils

Clean up disk space in the
remote switch.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTO UPGRADE-3-AUTO_UPGRADE FAILED EXPAND

3-Error ODO: add
oltan
iexplanation.
t
n||o

iosxe-binos-utils

No action required.

AUTO _UPGRADE-3-AUTO UPGRADE FAILED MEM

3-Error here might
e older
tiefiles because
f which
here is not
fenough

(MNemory.

@
M

o|[t
%
A

AL

fllo

©w < A s}
_'a--‘-g r—n:WE

iosxe-binos-utils

Clean up disk space in the
remote switch.

AUTO UPGRADE-3-AUTO UPGRADE FAILED PLATFORM

d momehow
o||tthe platform
idype could

e
etermined.

qyt
o

#

3-Error

josxe-binos-utils

Add an action
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

AUTO_UPGRADE-3-AUTO UPGRADE FAILED STATE

3-Error

Ahe user has

n an
%I;eration
ithat requires

ia reboot to
ake action.

w2

iosxe-binos-utils

Reload the switch

AUTO UPGRADE-3-AUTO UPGRADE INTERNAL ERROR

3-Error

ladSomehow
he
hassis/FRU

dfidiumber is

]JEnissing.

thy

(=

iosxe-binos-utils

Try to do it again.

AUTO UPGRADES3-AUTO UPGRADE MODE UNKNOWN

3-Error

lefifNo

]:Efxplanation
sglrequired.

josxe-binos-utils

Boot the member with
compatible software.
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Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

AUTO UPGRADE-3-AUTO UPGRADE NOTHING TO CLEAN

3-Error

tddf there is no

fold images
re found on

dllgoining

oot
n||airectory

L

= =~
ﬁﬁt"—h

S g8
o

TPERE

o

il =3

iosxe-binos-utils

User will have to manually
delete old files using IOS
delete command

AUTO UPGRADE3-AUTO UPGRADE NOTHING TO UPGRADE

3-Error

o||lExec

mutoupgrade
cenario

s|{iwhen there

s no
fnncompatible

o|[tmember in

?stack.

iosxe-binos-utils

No action is required from the

user
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTO _UPGRADE-3-AUTO_UPGRADE NOT SUPPORTED

3-Error

mabecause the
e|stack/HA
digisystem is
not running
installed
software.
The user
must
manually
upgrade the
incompatible
switch/FRU.

iosxe-binos-utils

Perform the one shot cli to
convert system is install
mode. Boot the system from
the boot directory
(bootflash/harddisk) using
'boot bootflash:packages.conf'

AUTO UPGRADE-3-AUTO UPGRADE NO DOWNGRADE

3-Error

pikSkip

n||scenario
igevhen the

Jdactive
ehBwitch does

software
version.

iosxe-binos-utils

Upgrade the stack to a higher
release version or remove the
switch from the stack.
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Facility-Severity-M nemonic W@W{H@ Component | Recommended-Action
AUTO UPGRADE-3-AUTO UPGRADE PLATMISMATCH | 3-Error  o||Mappens iosxe-binos-utils | Plugin compatible switches
ecause of for autoupgrade to run.
%compaﬁble
witches.
o||tFor
xample,
%gwc and
on-ngwc
ones are
incompatible
AUTO UPGRADE3-AUTO UPGRADE ROMMON NOT UPDATED iosxe-binos-utils | NO action is required.
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTO_UPGRADE-3-SMU_SYNC_FAILED

|72}

=
o

QO — |22}

gﬂ

&

- B

g

[ o =

T+ o

i0sxe-p-smu

No action required, SMU sync
will be tried in next reload.




Facility-Severity-M nemonic S:mtyMezn_#lesgﬂhmn Component | Recommended-Action

AUTO_UPGRADE-3-SMU_UPGRADE FAILED DISK | 3-Error here might | iosxe-p-smu | Clean up disk space in the
e older remote switch.
tiefiles because
f which
here is not

arfenough

lgjidnemory.
i
o||t




Facility-Severity-M nemonic

4?

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_ADVISE_SW_BUNDLED

5-Notice

0
explanation
equired.

SRSV

e

FE

(¢}
(o

FEE2IEIEBESN

iosxe-binos-utils

Boot the member with
compatible software.
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Facility-Severity-M nemonic

Ssmwem##leﬂ;ﬁm@

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_ADVISE_SW_CONV

5-Notice

xplanatlon
equired.

o)
-4

Og—(‘bﬂ
- [>2lke)

EEg

iosxe-binos-utils

No specific action required.

AUTO_UPGRADE-5-AUTO _ADVISE SW_FOUND

5-Notice

iosxe-binos-utils

No action is required.

47



Facility-Severity-M nemonic

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_ADVISE_SW_INITIATED

5-Notice

Software has

een
%etected in
the stack.
The stack
will now
determine
whether or
not software
is available
to be copied
to the
incompatible
system, and
if so, advise
the user how
to copy it.
Otherwise,
the system
will merely
let the user
know that
the software
on the stack
needs to be
updated.

-

iosxe-binos-utils

No action is required.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_ADVISE _SW_MSG

5-Notice

two: add
n

htjisxplanation.

FEEELEF

[o—
o

v = & o @»
— & g

B
B 5=

—

Og—(‘bﬂ
- [>2lke)

=
o

iosxe-binos-utils

TODO: add an action

AUTO_UPGRADE-5-AUTO _ADVISE SW_SEARCH

5-Notice

g .iea- ust an init

aianessage.

iosxe-binos-utils

No action is required.
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_ADVISE SW_START 5-Notice iosxe-binos-utils | No action is required.
AUTO UPGRADE-5-AUTO _UPGRADE CONV 5-Notice iosxe-binos-utils | No action is required.
AUTO_UPGRADE-5-AUTO _UPGRADE_FINISH 5-Notice ODO: add | iosxe-binosutils | TODO: add an action
ko
xplanation.
njjo
AUTO UPGRADE-5-AUTO_UPGRADE FOUND 5-Notice diffust an init | iosxe-binosutils | No action is required.

:m essage.
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Facility-Severity-M nemonic

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO_UPGRADE_INITIATED

5-Notice

Software has

een
etected in
the stack.

The stack
will first

-

attempt to
download
software
from a
poviyaniad
location,
and install it
to make the
system
compatible.
If this is not
successful,
the stack
will then
determine
whether
running
software on
another
stack
member is
available to
be copied to
the
incompatible
system, and
whether or
not it is
appropriate
to copy the
software
automatically

iosxe-binos-utils

No action is required.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
AUTO_UPGRADE-5-AUTO_UPGRADE INSTALLED |5-Notice ¢ : iosxe-binos-utils | TODO: add an action
AUTO_UPGRADE-5-AUTO_UPGRADE RELOAD 5-Notice iosxe-binos-utils | Just wait until the reload
completes.
AUTO UPGRADE-S-AUTO UPGRADE RELOAD INSTALLED | 5-Notice ODO: add | iosxe-binosutils | TODO: add an action
an
explanation.
o||t
tab
n||i
din
n
AUTO UPGRADE-5-AUTO _UPGRADE SEARCH 5-Notice fust an init | josxe-binosutils | No action is required.
Imessage.
rgf
alfs
o||t
AUTO_UPGRADE-5-AUTO_UPGRADE_START 5-Notice iosxe-binos-utils | No action is required.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

AUTO_UPGRADE-5-AUTO UPGRADE_START CHECK

5-Notice

ofiRart of
utoupgrade

iosxe-binos-utils

NO action is required.

AUTO_UPGRADE-5-SMU RB SYNC FAILED

5-Notice UMSMU

media or the
media is
full.

i0sxe-p-smu

Bring back the SMUs deleted
and check whether there is
enough space in remote
member/SMUSs

AUTO UPGRADE MODULAR3-AUTO FRR SMU SYNC FAILED

3-Error

WMSctive
G|
e

@MU sync
o||tfailed. Most
(;@)robable
sWBause are
o||tthe smu files
Hsmay have
ekken

efgremoved
tatfrom the

iSwitch using
dOS/linux
rommands.
n||AAnother
sifreason is
dpghere is no
aitspace
ienough to
apeopy the
lzmefiles to the
tstandby

o
MY
St

w2

=

n

i

o

iosxe-p-smu

If the files are removed from
the active bring it back to
same location. Make sure
there is enough space to copy
the files on the standby
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Facility-Severity-M nemonic

S:mtyMezn_#lesgﬂmﬁn Component

Recommended-Action

AUTO URGRADE MODULARSAUTO NOTICE RUN CORRECTON BALED

ttried to
ecover
tfrom the
WNSnissmatch,
ot failed.

o

3-Error  d|@he system |iosxe-p-smu

Get the 'show install log' and
the btrace logs from active
and standby

AUTO UPGRADE MODULARSAUTO ADVISE SW MISSMATCH

5-Notice ajdNo

iosxe-binos-utils

Boot the member with same
software.
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Facility-Severity-M nemonic

Component

Recommended-Action

AUOUGRATEMIDU ARSAUONOICE R NVESVIAICHSIBY REOAD

5-Notice

twhen the

Jastandby
&Eeloads after

o chvetolnc

djaand before

commit. The
machine
will try to
correct it.
One reload
is required
for
correcting
the
chanages.

iosxe-binos-utils

No action required.

AUTO UPGRADE MODULAR-5-AUTO NOTICE STBY RELOAD

5-Notice %ﬁl 0
xplanation

j22)

n

1

o
i

wequired.

w

iosxe-binos-utils

No action required.

AUTO UPGRADE MODULARSSMU AUTO UPGRADE, INITIATING

5-Notice gﬂi\l 0
U\

I

"

[explanation

dgaequired.

f

josxe-binos-utils

Boot the member with same

software.

AVC_MESSAGE-3-EWLC_AVC_FNF_CLI_ERR

3-Error I

o

|General

VC FNF
LI

fvalidation

€rror

iosxe-binos-utils

LOG_STD_ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

BBU-0-CHASFS _OBJECT NOT PRESENT 0-Emergencydigi\ chassis | cabo-platform | In most cases, the problem can
ifilesystem be corrected by reloading the
fobject impacted hardware using the

xpected to hw-module [slot | subslot]
fibe present is slot-number reload command.
imot. This If the reload fails to correct
xeould be due the problem, collect the output
toa of the error message, the logs,
software and the output of show
defect or tech-support and provide the
filesystem gathered information to a
failure. Cisco technical support
representative.
BBU-0-CHASFS PROPERTY CREATE 0-Emergencyd|fA chassis | cabo-platform | In most cases, the problem can
ol|tfilesystem be corrected by reloading the
cgiproperty impacted hardware using the
dnvas not hw-module [slot | subslot]
properly slot-number reload command.
reated If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
BBU-0-CHASFS_PROPERTY_ GET 0-Emergency| @A chassis cabo-platform | In most cases, the problem can
o||tfilesystem be corrected by reloading the
property impacted hardware using the
ifiBvas not hw-module [slot | subslot]
properly slot-number reload command.
ead by the If the reload fails to correct
system. the problem, collect the output

%

of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
BBU-0-CHASFS PROPERTY NOT PRESENT 0-Emergencydigi\ chassis | cabo-platform | In most cases, the problem can
Hifilesystem be corrected by reloading the
dylifobject impacted hardware using the
(property hw-module [slot | subslot]
Hifexpected to slot-number reload command.
ypbe present is If the reload fails to correct
ot. This the problem, collect the output
%ould be due of the error message, the logs,
}fo a and the output of show
software tech-support and provide the
defect or gathered information to a
filesystem Cisco technical support
failure. representative.
BBU-0-CHASFS_PROPERTY_ SET 0-Emergency| @A chassis | cabo-platform | In most cases, the problem can
o||tfilesystem be corrected by reloading the
efiproperty impacted hardware using the
ailed to hw-module [slot | subslot]
rite. slot-number reload command.
If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
BBU-0-EVENT LIBRARY 0-Emergency || An event cabo-platform | In most cases, the problem can

nfacility
1 finitialization
NI T

defect or
system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Facility-Severity-M nemonic

Component

Recommended-Action

BBU-0-SERVICES_INITIALIZATION

cabo-platform

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support

representative.
BBU-0-UIPEER CREATE 0-Emergencyd| i he system | cabo-platform | In most cases, the problem can
o||tfailed to be corrected by reloading the
reate a user impacted hardware using the
interface hw-module [slot | subslot]
ipeer. slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
BBU-3-BAD_CELL 3-Error  dpBattery cabo-platform | Replace the bad battery unit.
ﬁrmware
lldetected a
dexbad cell,
n||iwhich can't
timbe
lFecharged.
BBU-3-CHASFS PROPERTY DESTROY 3-Error HifA chassis | cabo-platform | In most cases, the problem can
ol|tfilesystem be corrected by reloading the
mproperty that impacted hardware using the
hw-module [slot | subslot]

gshould have

slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
BBU-3-CLI_ERROR 3-Error CLI cabo-platform | No user action is required.
xecution
njfailed
htjiw
He
BBU-3-COMM _ERR 3-Error  wtiBattery cabo-platform | Collect the output of the error
i ication message, the logs, and the
IEITOT. output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
BBU-3-FW_UPGRADE_FAILED 3-Error attery cabo-platform | Check battery status.
irmware
pgrade
ht/ifailed.

BBU-3-HW_INIT PH ERR 3-Error cabo-platform | Collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.

BBU-3-HW_RUNTIME ERR 3-Error cabo-platform | Collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.

BBU-4-AC_TO DC_TRANSITION 4-Warning C||A.ost power | cabo-platform | Check AC power line.

rom AC
s|[ipower line,
Lisystem is

owered by
n||dackup

atteries.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

BBU-4-FW_UPGRADE STARTED

4-Warning attery
irmware
tupgrade
tarted.

(o)

—SFEg i

cabo-platform

No user action is required.

BBU-4-LOW_LEVEL

Battery
harge is
elow low
llevel
(threshold.

4-Warning

SLiiv]

cabo-platform

Check AC power line.

BBU-4-STATUS CHANGE

4-Warning eliBtatus
change of
BU
r¢fparameters

%) —
los}

cabo-platform

No user action is required.

BBU-5-BBU EVT LOG

5-Notice wBBU Event
gf. og Data.
gL

=

h

n|\

cabo-platform

No user action is required.

BBU-5-CELL_RECOVERED

5-Notice wtB\ battery
llecell, which
n||iwas

timpreviously
ﬁetected to
e bad, has

now
recovered.

cabo-platform

No user action is required.

BBU-5-CLI_OK

5-Notice LI
xecution

successful.

cabo-platform

No user action is required.
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BBU-5-DC_TO_AC_TRANSITION

5-Notice C||AC poweris
rpestored,
s|[isystem is

owered by
,IAC power
ine

njf|o

§p
aill

cabo-platform

No user action is required.

BBU-5-FW_UPGRADE FINISHED

5-Notice attery
irmware
pgrade
inished.

cabo-platform

No user action is required.

BBU-5-HW_HOTPLUG

5-Notice wtiBattery
thotplugged
ﬁn the
ifisystem,
Started

probing and
initialization.

h )

cabo-platform

No user action is required.

BBU-5-NORMAL LEVEL

5-Notice wtiBattery

anievel

: hreshold.

cabo-platform

No user action is required.

BBU-7-FSM_TRANSITION

7-Debug FSM
ransition
Sfl(old_state,
)devent) -&gt;
;lnew state

cabo-platform

No user action is required.
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Component

Recommended-Action

BCRDU-3-PATCH_ACTIVATE FAIL MESSAGE 3-Error During iosxe-binos-utils | Check [berdu] ERR entries in
o||tsystem the log files for message
dreload, all reporting problems.

ommitted
(Patches will
(y 14 1)1+
grautomatically
iactivated.For
fsome
driaeason, a
iq;atch
ctivation
:§ifails.
BCRPGC-3-REFERENCE_STUBBED 3-Error tubbed iosxe-binos-utils | File a DDTS and attach the
finction/variable backtrace
s||iis
eferenced.
BCRPGC-3-USWAP_ERROR 3-Error gﬁ‘ath for iosxe-binos-utils | If this error is seen, it is
SWAP recommended to clean up the
files. flash usage. If more assistance
o|n is required, file a DDTS,
fiiiv attach the backtrace and btrace
njjo
]
BFDMGR-5-BFD_STATE _CHANGE 5-Notice DHB'his syslog | cedgefowarding | No action is required
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S:mtyMezn_#lesgﬂmﬁn Component

Recommended-Action

BFDMGR-6-BFD_SLA_CHANGE

6-Informatiob) Hhis syslog
mtis generated

cadepforwarding

No action is required

BINOS LOGIN-3-AUTHERR

ehThis error
ccurs when
here is an
dierror in the
Hifsystem that
prevents the
user from
being
successfully
authenticated

3-Error

iosxe-binos-utils

LOG STD NO ACTION

BINOS LOGIN-3-NOTROOT

3-Error igllogin can
ot be run
o||twithout

proper
sredentials.

josxe-binos-utils

LOG_STD NO_ACTION

BINOS_LOGIN-3-NOTTY

3-Error

iosxe-binos-utils

LOG_STD NO_ACTION
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Component | Recommended-Action

BINOS_LOGIN-3-PAMERR

3-Error MjH'he system

ncountered
E PAM
ITOr.

josxebinosutils | LOG_STD_NO_ACTION

BINOS LOGIN-3-PWNOENT

3-Error  o|[Nhe
yftesaraofesvad
futhenticated
rgacorrectly,
Hibut the
n|luser's
dgenvironment
eliffould not be
established
because the
user's
environment
data is
missing.

—

iosxebinosutils | LOG_STD NO_ACTION

BINOS LOGIN-6-PAMAUTHDENY

6-Informationrg¥ ser was
sjamot
tauthenticated

iosxebinosutils | LOG_STD NO_ACTION

BINOS LOGIN-6-PAMMAXTRIES

6-Informati e user
ied and
dailed too
iifmany times
o login.

iosxebinos-utils | LOG_STD NO_ACTION
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BIPC-3-BIPC_PERFORMANCE

3-Error

%\n internal

e|buffer

llocation
Eas failed.

iosxe-binos-utils

No action is required. If the
problem persists, or router
performance is noticeably
degraded, contact Cisco
technical support. Copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HtwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwiammighioidee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.

BIPCMGR-3-INVALID TDL ERROR ON MARSHAL

3-Error

LT he bipe
}ﬁianager has
ttempt to
n|lenarshal a
essage to

e sent. The
dl library

as
generated an
error on
marshal that
is
unexpected.
The
message
was not
sent.

iosxe-binos-utils

This is unexpected. Report
this to Cisco TAC
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BOOT-0-APP_STARTFAILCRIT 0-Emergency] h\ process | iosxebinostils | Note the time of the message
o||timportant to and investigate the error
laglthe chassis message logs to learn more

about the problem. If the

das failed.

;

problem persists or cannot be
resolved, copy the error
message and the output of
show platform software
tech-support into a plaintext
file and contact Cisco
technical support.

BOOT-0-BOOT BADDIMM

O-Emergencytghis
s
yionfiguration

ion this
latform.

iosxe-binos-utils

Change memory configuration
to a supported one.

BOOT-0-BOOT_COMPLETE FAIL

0-EmergencyHlfiThe system
tathas
ncountered
critical
failure
preventing
successful
boot.

josxe-binos-utils

Note the time of the error
message and system logs for
additional information on the
problem. If you are unable to
resolve this problem, copy the
error message and the output
of show platform software
tech-support into a plaintext
file and contact Cisco
technical support.
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BOOT-0-BOOT _NOSPACE O-EmergencyﬂWailed to iosxe-binos-utils | Delete files from bootflash to
o||Moot system free memory and reload the
apfrom system.
n||dootflash.
mage is
ooting

T

1et

ffrom system

emory!
elete files

ifrom

et
o
10

(o)

&
M
di

Kmbootflash to

Eree memory
ifand reload
fhe system;

dftotherwise,

tsystem
behavior
mvill be
ampredictable
ue to high
tmemory
tilization.

BOOT-0-BOOT VERITY CORRUPT

Check image integrity.
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BOOT-0-DRV_INITFAIL 0-EmergencyRifA kernel iosxe-binos-utils | Note the time of the error
river that is message and check the kernel
ritical to error logs for additional
o||tthe information on the problem.
afunctioning If you are unable to resolve
f the this problem, copy the error
system message and the output of
failed to show platform software
initialialize tech-support into a plaintext
properly. file and contact Cisco
technical support.
BOOT-0-DRV_LOADFAIL 0-Emergencyd| A kernel iosxe-binos-utils | Note the time of the error
ol[tdriver that message and check the kernel
dplwas critical error logs for additional
o the information on the problem.
functioning If you are unable to resolve
(of the this problem, copy the error
Hhisystem message and the output of
Jailed to show platform software
load. tech-support into a plaintext
file and contact Cisco
technical support.
BOOT-3-APP_STARTFAIL 3-Error  @|@A process | iosxe-binosutils | If the failed process is not
o||tthat does not something that needs to be
ffect the corrected, do not address this
.%orwarding message. If the failed process
of network needs to be addressed, install
traffic failed new software and reload the
to start. router.
BOOIBBOOITIME GET ISSU INFO OF REMOTE (HASSSS FALED | 3-Error  d|@failed to get | iosxe-binos-utils | If standby is stuck retry with
ol/tremote reloading standby. If standby
tegwitch does not comes up even after
lilifnformation reloading attempts, try
iifor reloading the whole stack to
1of ompatibility recover.
heck. This
ould be for
ultiple
underlying

failures such
as
reachability
of peer
member lost
or remote
member not
responding
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
BOOT-3-BOOTTIME INCOMPATIBLE SW_DETECTED | 3-Error ncompatible | iosxe-binosutils | Upgrade manually or check
oftware is auto-upgrade configuration.
etected on
rget
fru/chassis.
BOOBBOOITIME MRMAITH RESIRCTED SIACK SEIUP DEIRCTED | 3-Error Iwhlﬁcompatible iosxe-binos-utils | Switch with mismatch require
atdtacked to be reloaded
tup
etected on
target
fru/chassis.
BOOT-3-BOOTTIME_SMU_ MISSING DETECTED |3-Error UMSMU file iosxe-p-smu | System will be running
eijifnot found without the fix from the SMU

(¢}
o

BOOT-3-BOOTTIME SMU RUN CORRECTION FAILED

3-Error

MSnissmatch,

|iﬂ"he system
ttried to

yecover
tfrom the

° & |

ot failed.

iosxe-p-smu

Get the 'show install log' and
the btrace logs from active
and standby
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BOOT-3-BOOTTIME_SMU_SYNC_FAILED

3-Error d mMU sync
tfailed on
ymaewly
eﬂgoined
s¥Ewitch.

oft

o

i0sxe-p-smu

Switch with mismatch will be
declared incompatible. Check
the space on the remote
switch. Check whether the file
is present on active.

BOOT-3-COMP_SW_TREE DIR CREATION

3-Error

idirectory is
gihnissing on
dienctive, this
message is
displayed
and the
directory
and its
contents are
being
regenerated

iosxe-binos-utils

No user action is necessary.
This is an informative
message.

BOOT-3-DUAL_BOOT_MEMORY

3-Error lgiBunning
SDlwo 10S
tghnstances on

the same RP

josxe-binos-utils

Unset the specified
ROMMON variable or
increase the memory on the
route-processor.
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Component
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BOOT-3-EXT _ISSU CHK_FAILED 3-Error  digf standby | iosxebinosutils | Remove the standby RP FRU
P is booted from the chassis or boot it up
wp with an with an image whose version
amage which is compatible with current
ghis's beyond running active RP.
Rhe ISSU
isoftware
ggidomain of
ythe active
ciltRP's image,
Withe
gfunctionality
of active RP
silanay be
Rinpredictable.
tHence the
chtstandbby is
fbeing reset.
S
P|R
s|li
axf
o||t
T
BOOT-3-FLASH READ FAIL 3-Error dl|ﬁProperty not | iosxe-binosutils | No user action is necessary.
o||tpopulated. This is informative message.
teg
B
of f
hﬂf
BOOT-3-FSCK_FAILED 3-Error ﬂﬂi{ﬁﬁ device's | iosxebinosutils | If this occurs frequently,
n||dile system contact Cisco technical
consistency support representative.
heck failed
fsck
futility was
tghunable to
epair it.
BOOT-3-OPMODE_ERR 3-Error he system | iosxe-binosutils | The device-mode booting err
as information captured with
:encountered console logging For

device-mode
failure
during boot.

information, try show
platform softwate
device-mode CLI.
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BOOT-3-PARTIAL CORE_CLEANUP_FAILURE 3-Error uring RP | iosxe-binosutils | Please check the router file
oot, a systems.
failure
p|fwccurred
leaning up
rgdfincomplete
@core files.

BOOT-3-SYSD_STARTFAIL 3-Error d h\ boot task | iosxebinosutils | If the failed boot task is not
o||tfailed to something that needs to be
luﬁtart. corrected, do not address this
t message. If the failed boot
Isit task needs to be addressed,
5] install new software and

( reload the router.
o
)
BOOT-4-BOOT_CORRUPT iosxe-binos-utils | Contact Cisco technical

4-Warning tgdBoot
itifarition on
he router is

corrupted.
Router
booting
from
bootflash.

support.

BOOT-5-BOOTTIME_RB_SYNC_FAILED

5-Notice

dl@Rollback
o||tpoint sync

ailed on
tmewly
sWoined

tswitch.

o

- <

i0sxe-p-smu

Switch will not have the
rollback points. Check the
space on the remote switch.
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BOOT-5-BOOTTIME_SMU_MISMATCH_DETECTED

5-Notice UWMSMU
Iefmmismatch
rofiffound on

ewly
oined
siBwitch.

W
b

D —

SEFLE

(&

i

i0sxe-p-smu

Switch with mismatch will be
reloaded

BOOT-5-BOOTTIME SMU RUN MISMATCH DETECTED

5-Notice gl“}Running
W\Sersion of

lefaiM U

mffmismatch

ound on
ewly
ined

[a—

wwitch.

. gog

ES

iy

i0sxe-p-smu

Stack will try to correct itself.

BOOT-5-BOOTTIME_SMU_TEMP_ACTIVE_DETECTED

5-Notice UMSMU file is

diifactive
temporary
nd 'install
ommit'

MSieeds to be

tmrun to make
s||iit
giifpermanent.
Else reload
without
commit will
deactive this
SMU.

iosxe-p-smu

Execute 'install commit'
before reload to make activate
permanent.
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BOOT-5-BOOTTIME_SMU_TEMP_DEACTIVE DETECTED

5-Notice MU file is
fdeactive
temporary
nd 'install
ommit'
UM$ieeds to be
tmrun to make
s||iit
giifpermanent.
Else reload
without
commit will
active this
SMU again.

i0sxe-p-smu

Execute 'install commit'
before reload to make
deactivate permanent.

BOOT-5-OPMODE_LOG

he
widevice-mode
‘booting
information.:

5-Notice

——z—82

iosxe-binos-utils

The device-mode booting
information captured with
console logging For
information, try show
platform softwate
device-mode CLI.

BOOT-6-APP_START

6-Informatiore fTThe process
as
successful
aunched
nd begun
executing.

S

— teEEE

josxe-binos-utils

No user action is necessary.
This message indicates the
system is functioning
normally and is provided for
informational purposes only.

BOOT-6-DRV_LOAD

kernel
river that
was critical
to the
functioning
of the
system was
successfully
loaded.

6-Informatior

F 31

iosxe-binos-utils

No user action is necessary.
This message indicates the
system is functioning
normally and is provided for
informational purposes only.
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BOOT-6-PARTIAL_CORE_REMOVED

6-Informatiol n boot of
ikhe RP, an
incomplete
ore file was
found and
removed.
Incomplete
core files
can happen
for a variety
Or reasons,
including
the
coincident
failure of
the active
RP while a
core file is
being
generated.

iosxe-binos-utils

No action required. This is not
an error, it is an indication that
the system is cleaning up a
previous error.

BRELAY-3-LOCATE FRU

3-Error il he brelay
rocess is
presponsible

Hor

e target of
¥ command,
!». Or a remote
e|/tbrelay
diwinstance.
Control is
returned to
10Sd by
exiting the
brelay
instance.

iosxe-binos-utils

Check the status of the
command target. Check the
brelay log files for further
indications as to why the
initialization failed and if
necessary restart the machine.

BSHELL-3-EXEC DIRECTIVE FAIL

diagnostic
ihell was
minable to
diexecute the
Rifrequested
directive.

josxe-binos-utils

Check the diagnostic shell
trace file for more information
on the underlying failure.
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BSHELL-3-EXEC FAIL 3- Error iosxe-binos-utils | Check the diagnostic shell
agnostlc trace file for more information
njshell was on the underlying failure.
nable to
execute the
requested
interactive
command.
BSHELL-3-EXEC PREPARE FAIL 3-Error he iosxe-binos-utils | Check the diagnostic shell
iagnostic trace file for more information
hell was on the underlying failure.
nable to
repare the
requested
interactive
command
for
execution.
The
command
failed.
BSHELL-3-GET HOSTNAME FAIL 3-Error Tl The iosxe-binos-utils | No action is required. The
t|gdiagnostic diagnostic shell periodically
hell was checks for hostname changes
nable to to set the user prompt.
ead the
hostname
from the
kernel.
BSHELL-3-RECEIVE_MESSAGE FAILED 3-Error iosxe-binos-utils | Retry the operation or start a
new diagnostic shell session.
from the
Shell
Manager
BSHELL-3-SEND_MESSAGE_FAILED 3-Error T The iosxe-binos-utils | Retry the operation or start a
dxfsliagnostic new diagnostic shell session.
ell was
unable to
end a
essage to
the Shell
Manager.
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BSHELL-3-TERMINAL OPERATION_FAIL

3-Error

he

iagnostic
shell was
unable to

et or set
terminal
properties.
An attempt
to change or
act on
terminal
properties
failed.

iosxe-binos-utils

Restart the diagnostic shell
and reattempt the failed
operation

BSHELL-6-BSHELL UPGRADE DETECTED

6-Informationfiif The
Niagnostic

W

diagnostic

shell
software.
The
diagnostic
shell
instance
exits and
restarts with
the new
software
version.

iosxe-binos-utils

This is an informational
message only. No action is
required.

BSHELL-6-SESSION_ENDED

josxe-binos-utils

This is an informational
message only. No action is
required.

BSHELL-6-SESSION_STARTED

iosxe-binos-utils

This is an informational
message only. No action is
required.
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BSHELL-6-SMAN_CONNECTION_FAILED

dliagnostic
wishell is
@minable to
-!:r onnect to
fithe Shell
Manager,
possibly
because the
Shell
Manager
process is
no longer
available.
This type of
error is
experienced
if a software
upgrade is
in progress.

s
N

iosxe-binos-utils

No action is required. Once
the Shell Manager process has
restarted, the diagnostic shell
will reconnect.

BSHELL-6-SMAN_CONNECTION_LOST

tolfrom the

Shell
Manager
and the
Shell
Manager
process is
no longer
available.
This type of
error is
experienced
if a software
upgrade is
in progress.

iosxe-binos-utils

This is an informational
message only. No action is
required. Once the Shell
Manager process has restarted,
the diagnostic shell will
reconnect.
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BSMRP-0-CHASFS_LOCATION_TRANSLATE

0-Emergency] hl"he

(o)

tbackplane

datswitch

ananager

amifailed to
ttranslate a
docation to a

esg-bsm

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-0-CHASFS OBJECT CREATE

esg-bsm

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-0-CHASFS _OBJECT NOT PRESENT

0-Emergency
S

(i

gifobject

i\ chassis

ifilesystem

@xpected to

Riibe present is
mmot. This

Jmeould be due

toa
software
defect or
filesystem
failure.

esg-bsm

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-CHASFS OBJECT WATCH 0-Emergency|gA chassis | esg-bsm In most cases, the problem can
o||tfilesystem be corrected by reloading the
gtwbject was impacted hardware using the
sinot watched hw-module [slot | subslot]
because of slot-number reload command.
he reason If the reload fails to correct
fstated in the the problem, collect the output
ferror of the error message, the logs,
essage and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-CHASFS PROPERTY CREATE 0-Emergencyd|fA chassis | esg-bsm In most cases, the problem can
ol|tfilesystem be corrected by reloading the
cgiproperty impacted hardware using the
dnvas not hw-module [slot | subslot]
properly slot-number reload command.
reated If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-CHASFS PROPERTY_ GET 0-Emergency| @A chassis esg-bsm In most cases, the problem can
o||tfilesystem be corrected by reloading the
property impacted hardware using the
ifiBvas not hw-module [slot | subslot]
properly slot-number reload command.
ead by the If the reload fails to correct
system. the problem, collect the output

%

of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-CHASFS PROPERTY NOT PRESENT 0-Emergencydigi\ chassis | esg-bsm In most cases, the problem can
Hifilesystem be corrected by reloading the
dylifobject impacted hardware using the
(property hw-module [slot | subslot]
Hifexpected to slot-number reload command.
ypbe present is If the reload fails to correct
ot. This the problem, collect the output
%ould be due of the error message, the logs,
}fo a and the output of show
software tech-support and provide the
defect or gathered information to a
filesystem Cisco technical support
failure. representative.
BSMRP-0-CHASFS _PROPERTY_ SET 0-Emergency| gA chassis | esg-bsm In most cases, the problem can
o||tfilesystem be corrected by reloading the
efiproperty impacted hardware using the
ailed to hw-module [slot | subslot]
rite. slot-number reload command.
If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-CHASSIS _STATUS 0-Emergency| i he system |esg-bsm Note the time of the error
o||tfailed to get message and examine the logs
teghe chassis for CPLD driver or hardware
ardware errors. If the logs provide
tatus. information about a

correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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n

njdgiven an
sianvalid
igrgument.

alhis is due

dhito a
msoftware

defect.

BSMRP-0-CHASSIS TYPE O-EmergeanET he chassis |esg-bsm Note the time of the error
iftype is message and examine the logs
gytinvalid. This for IDPROM and hardware
Hifcould be due errors. If the logs provide
s||ito a information about a
dehardware correctable problem, correct
defect, the problem. If the problem is
software not correctable or the logs are
defect or not helpful, collect the output
incorrect of the error message, the logs,
IDPROM and the output of show
content. tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-EVENT LIBRARY 0-Emergency || An event esg-bsm In most cases, the problem can
nfacility be corrected by reloading the
'nitialization impacted hardware using the
I8 hw-module [slot | subslot]
anaintenance slot-number reload command.
function If the reload fails to correct
ffailed. This the problem, collect the output
could be due of the error message, the logs,
atto a and the output of show
isoftware tech-support and provide the
defect or gathered information to a
system Cisco technical support
resource representative.
exhaustion.
BSMRP-0-INVALID ARGUMENT 0-Emergency || A system esg-bsm In most cases, the problem can
etifunction was be corrected by reloading the

impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-IPC_CONNECTION_INVALID esg-bsm In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
software the problem, collect the output
defect or of the error message, the logs,
system and the output of show
resource tech-support and provide the
exhaustion. gathered information to a
Cisco technical support
representative.
BSMRP-0-IPC_CONNECT MASTER 0-Emergenc¢H{IIPC esg-bsm In most cases, the problem can
njonnection be corrected by reloading the
ol|tto the active impacted hardware using the
tRP failed. hw-module [slot | subslot]
his could slot-number reload command.
P|[Re dueto a If the reload fails to correct
oftware the problem, collect the output
%efect or of the error message, the logs,
system and the output of show
resource tech-support and provide the
exhaustion. gathered information to a
Cisco technical support
representative.
BSMRP-0-IPC_INITIALIZATION 0-Emergenc¢RIPC esg-bsm In most cases, the problem can
wiinitialization be corrected by reloading the
ailed. This impacted hardware using the
ould be due hw-module [slot | subslot]
to a slot-number reload command.
software If the reload fails to correct
defect or the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the

gathered information to a
Cisco technical support
representative.
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I

Component

Recommended-Action

BSMRP-0-MESSAGE REGISTER 0-Emergenc hl"he active |esg-bsm In most cases, the problem can
o||tRP failed to be corrected by reloading the
egister. impacted hardware using the
ht|iv hw-module [slot | subslot]
L] slot-number reload command.
P|R If the reload fails to correct
the problem, collect the output
ﬁ of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-MESSAGE RELAY 0-Emergencyd| @ ailed to esg-bsm In most cases, the problem can
o||trelay a be corrected by reloading the
ylimessage. impacted hardware using the
alhis could hw-module [slot | subslot]
e due to a slot-number reload command.
%oftware If the reload fails to correct
efect or the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-MESSAGE RESPONSE esg-bsm In most cases, the problem can

0-Emergency || An invalid

defect or
system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-MQIPC_ADVANCE 0-Emergency| i’ he MQIPC | esg-bsm In most cases, the problem can
tinitialization be corrected by reloading the
apdfailed. impacted hardware using the
(G, hw-module [slot | subslot]
afi slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-MQIPC_INITIALIZATION 0-Emergenc¢PIQIPC esg-bsm In most cases, the problem can
Wifinitialization be corrected by reloading the
ailed. This impacted hardware using the
ould be due hw-module [slot | subslot]
oa slot-number reload command.
software If the reload fails to correct
defect or the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-0-PEER_TABLE 0-Emergency || A peer table | esg-bsm In most cases, the problem can

gpnitialization

CKd

asoftware
Hifdefect or

system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

85



Facility-Severity-M nemonic

I

Component
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BSMRP-0-PLATFORM_FAMILY TYPE 0-EmergencyehThe esg-bsm Note the time of the error
latform message and examine the logs
amily type for IDPROM and hardware

qytis invalid. errors. If the logs provide
BifThis could information about a
s|libe due to a correctable problem, correct
dehardware the problem. If the problem is
defect, not correctable or the logs are
software not helpful, collect the output
defect or of the error message, the logs,
incorrect and the output of show
IDPROM tech-support and provide the
content. gathered information to a
Cisco technical support
representative.

BSMRP-0-RESOLVE _FRU 0-Emergency| i he router | esg-bsm In most cases, the problem can

o||tfailed to be corrected by reloading the

agdictermine a impacted hardware using the

RU state. hw-module [slot | subslot]

slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-0-SERVICES INITTIALIZATION 0-Emergency| i he system |esg-bsm In most cases, the problem can

o||tfailed to be corrected by reloading the

diminitialize impacted hardware using the
l;ﬁ pplication hw-module [slot | subslot]

! services. slot-number reload command.

If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-SIGNAL INITIALIZATION

diminitialize

esg-bsm

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-0-SLOTS_INITIALIZATION

0-Emergency| @l 'he system
o||tfailed to
minitialize the
idrhassis slot
wlinformation.

esg-bsm

Note the time of the error
message and examine the logs
for IDPROM or software
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-0-SLOT_INVALID

0-Emergency ||An absolute

Elot number
is invalid.
sThis could
me dueto a
oftware
hlefect or

e
drdncorrect
rgfiDPROM

zﬁontent.

qyt

e

esg-bsm

Note the time of the error
message and examine the logs
for IDPROM or software
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-0-UIPEER_CREATE esg-bsm In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

BSMRP-3-BSM_SERVICE _SETUP 3-Error  d|@Backplane |esg-bsm Collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.

BSMRP-3-CHASFS_OBJECT DESTROY 3-Error esg-bsm In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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BSMRP-3-CHASFS PROPERTY_ DESTROY 3-Error A chassis | esg-bsm In most cases, the problem can
o||tfilesystem be corrected by reloading the
alproperty that impacted hardware using the
#@ehould have hw-module [slot | subslot]
dylibeen slot-number reload command.
I, estroyed If the reload fails to correct
j'q fvas not the problem, collect the output
-»!m estroyed. of the error message, the logs,
' and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSMRP-3-PEER INVALID 3-Error A\ peer table | esg-bsm In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the
gathered information to a
Cisco technical support
representative.
BSSID MGR_TRACE MSG-3-WLC_GEN ERR TB |3-Error waireneral ewlc-ap LOG_STD ACTION
n||iWireless
HLAN
Controller
Error
Message.
BTRACE _MANAGER-3-BTRT _ERR_MSG 3-Error trace iosxebinos-utils | LOG_STD_ACTION
otate error
essage.

BTRACE _MANAGER-4-FILTER CONFIG

4-Warning trace Filter
anager

B enp™
Y-l

polaris-trace

No action required
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Component

Recommended-Action

BTRACE_MANAGER-7-BTRT _LOG_MSG

7- Debug trace

xport info

iosxe-binos-utils

No action required

CAC_TRACE MESSAGE-5-EWLC GEN ERR

5-Notice 1lGeneral
wlc Error

essage.

iosxe-binos-utils

LOG_STD_ACTION

CAPWAPAC SMGR TRACE MESSAGE3-DUPLICATE IP PORT

3-Error tﬁithe APs
e behind
INAT/PAT,
ane of the
tport is
\possibly
.|Papped to
HBlifmultiple
APs. Client
may not be
able to join
this AP

o g9 0 O A

ewlc-ap

If the APs are behind
NAT/PAT, kindly check if
same port is mapped to
multiple APs

CAPWAPAC_SMGR TRACE MESSAGE-3-WLC_GEN ERR

3-Error ukseneral
n|/iewlc Error
essage.

ewlc-ap

LOG_STD_ACTION

CAPWAPAC SMGR TRACE MESSAGE4-AP MSG THRESHOLD

4-Warning gluﬁ(umber of
‘messages in
Hifcapwap
queue
crossed the
thesholdexceackd
or
recovered)

ewlc-ap

LOG_STD NO_ACTION

CAPWAPAC SMGR TRACE MESSAGE-5-AP JOIN DISIOIN

5-Notice P||AP
ln/DIS_] oin

Vent

ewlc-ap

LOG_STD NO_ACTION

CAPWAPAC SMGR TRACE MESSAGE6WLC APMGR INFO

eneral
W1reless
AN
Controller
info
message

6-Informatio

ewlc-ap

LOG_STD ACTION
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CAPWARAC TRACE MSG2MAX SUPRORTED AP IIMIT SRCT EXCHEDID | 2-Crritical ewlc-ap  |LOG_STD_ACTION
CAPWAPAC TRACE MSG2MAX SUPFORTED AP TIMIT EXCHEDED | 2-Critical ewle-ap  |LOG_STD_ACTION
CAPWAPAC TRACE MSG-3-MAX_AP LIMIT REACHED | 3-Error ewlc-ap  |LOG_STD_ACTION

P

eached

o

A
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SawiyMerigMsgDHEn

Component

Recommended-Action

CAPWAPAC TRACE MSG3MAX LICENSE AP LIMIT REACHED

3-Error

p||Device is
Hinot
iregistered,
aximum
AP join
o||tlimit
moreached

—-

Lo}
o

ewlc-ap

LOG_STD_ACTION

CAPWAPAC TRACE MSG4EWC AP JOIN DISABLED DURNG PNP

4-Warning

nternal AP

tgoing on as
igjpart of PnP

xternal AP
y||bs not
P||Allowed to
oin when

ewcap-image

LOG_STD_ACTION
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I

Component
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CAPWARC TRACE VEGABWC AP ON DSAH HD DURNG FREDOWNLOAD

4-Warning qﬂN ew AP is

y||mot allowed

htlinetwork

CAMpgrade
I ]

oft
)

ewcap-image

LOG_STD_ACTION

CPWVRCTRAEMEGBACAPONTAH HDWNISAONGNESITLNHRORESS

4-Warning &Extemal AP

y||bs not
P||Allowed to
ht|join as
C

ewlc-app-infra

LOG_STD_ACTION
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I

Component

Recommended-Action

CPWVRACTRAEMGEACNIRVW_APTNIFH DD RRGINYNOFROEN

4-Warning ﬂﬁntemal AP

y/||bs not
Hhllowed to
P|/4oin in PnP
Bifimage
ht{impgrade
C¥low till the
BiPnP
o||tProvision is
nijdone

S

U o o
T - R

5

=)
——

g5

ewcap-image

LOG_STD_ACTION
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S:mtyMezn_#lesgﬂhmn Component

Recommended-Action

CPWPMIDMDTRAEMSAE AWM DAMNDBACAOMHKIAHD

3-Error

atRctive

l ontroller
=!n AP name
Mefore
alreloading.
yHowever it
avas unable
tto determine
nigghe active
controller
AP name,
probably
because the
internal AP
has not
joined.
Please
ensure that
the internal
AP has
joined and
then try
again

o «»n T

3

ewcap-image

LOG_STD NO_ACTION
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Component
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3-Error

efiTnstaller
equires that
he

rmonfigured

P||preferred

tthe preferred
aster is
tconfigured
orrectly
w©tand then try
P||Again

@&gn

htjiw

ewcap-image

LOG_STD NO_ACTION
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Component
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ewcap-image

LOG_STD NO_ACTION

3-Error

timage
dslownload
giiprofile may
Aot be able
apito download
ijhe correct
WP images

<

ewcap-image

LOG STD NO ACTION

3-Error

WC image

pgrade
fworkflow
Btirequires
P||#nandatory
tﬁownload
Jfor new

dmage

aster AP
rﬁequired by
splthe internal

AP, If a
revious

ﬁnstall add'
has been
performed
without
ativation, an
'install
remove'
action is
needed to
clear fully
the previous
downloads.

—

ewcap-image

Upgrade

Execute 'install remove profile
default', 'clear ap predownload
statistics', and retry Network
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Component

Recommended-Action

rgfcase, such a
cimransfer has
4o be

feompeedébored

W
P||Aefore a
s}

yNetwork
eiftUpgrade is
Mrstarted.

ewcap-image

Check 'show ap summary'. If
the number of APs is the
expected one, update the
image download profile to
point to the new software
version, and retry Network
Upgrade

GPWAPM DWW D TRAEMSATBAPWIMDAMN DBEACAPAINER

3-Error

% ||Metwork not

ady for
his install
command

iosxe-binos-utils

Try again later

CPWAPMDAN D TRAEMSATECAPWIMIDWNDBACAPNOSAE

3-Error

o||Wo
tisufficient
a@pspace on
n||dlash to hold
lsiitshe image,
please do
ome
leanup on
o||dootflash:

—

josxe-binos-utils

Try 'install remove profile
default'
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Component

Recommended-Action

ajjwersion
oQC

ewcap-image

LOG_STD NO_ACTION

3-Error

f internal
AP is not
resent
etwork
jUpgrade can

tnot start.
€
P(A

si|i

L
t

& —+~ »n T

ewcap-image

Check 'show ap summary'.
Wait for internal AP is present
before Network Upgrade start

CAPWAP MGDWNL D TRACE MESSAGEBCAPWAIMADWNL D GN FRR

3-Error  %||%mproper
:plarguments
or config

josxe-binos-utils

Arguments to be changed
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Component

Recommended-Action

=}
—

=3

ewcap-image

LOG_STD NO_ACTION

ewcap-image

LOG STD NO ACTION

CPWPM DM D TRAEVEAE AWM DM DBACAPAPTETBVENIS

5-Notice

tIEWC-AP
/Invalid
aster AP
list
15 9743300 said 01
Events

ewcap-image

LOG_STD NO_ACTION
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Component
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i

ewcap-image

LOG_STD NO_ACTION

(i) {

Mownloaded

J#AP image

eleted from

RAM disk

ewcap-image

LOG STD NO ACTION

ewcap-image

LOG_STD NO_ACTION
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ewcap-image | LOG_STD NO ACTION

6-Informationdificorefiles and | iosxe-binosutils | LOG STD NO ACTION
racelogs
ave been
eleted

o
|« RS 3

©“ 8 F R
o

CPVMPMDWDRAENSAHOPWIMIDANDEACAPMAGEMVAID ewcap-image | LOG_STD_NO_ACTION
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Recommended-Action

ewcap-image

LOG_STD NO_ACTION

ewcap-image

LOG STD NO ACTION

6-Informatio®

P

Rredownload

;i otal and
ompleted
P count

Mismatched

ewcap-image

LOG_STD NO_ACTION
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I

Component

Recommended-Action

6-Informatior o prevent
i APk
P's from
ol||tbecoming
HEWC-AP
sP&ontroller
o||swhen

urrent
tcontrollr
oes

rgfthrough
Feload, send
. o
r¢finessage to

gighem so they
ﬁait 5
inutes for
o||tthe current
wontroller to

eboot and
ecome
ontroller

again

[¢)

ewcap-image

LOG_STD NO_ACTION

GPWVPM DM D TRAEMSHAPWIM DA DBACAPWRONGSAE

Gmfonmﬁoﬁetwork
pgrade is

s{/inot in
rworrect state.
n|{iPlease
mancel and

ity again

W43

(=

ewcap-image

Try 'install remove profile
default'

CAPWAP IMGDWNLD TRACE MESSAGE6TRACE EXPORT TEST

6—Inf0rmati0mJB}UI
an[Triggered
tidlow to test
il og Export

fe =

ewcap-image

LOG_STD NO_ACTION
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I

Component

Recommended-Action

CERT-1-CERT_EXPIRED

1-Alert his alert
yslog is

generated
when the
certificate
used for
DTLS/TLS
connection
towards
SD-WAN
controller
has expired.
Control
connection
to
controllers
will not
come up as
a result of
this
catastrophic
failure

vip-certificate

Please contact Cisco TAC

CERT-1-CERT EXPIRING

1-Alert

vip-certificate

New certificate should be
installed prior to expiring.
Please contact Cisco TAC
assistance

for

CERT-3-CERT_STORE_INIT FAILED

3-Error

Qfﬂ his error

S

(=

Isyslog is
ngenerated

digfiwhen

certificate
store
initialization
fails.
Control
connection
to
controllers
will not
come up as
a result of
this failure

vip-certificate

Please contact Cisco TAC and
open a support ticket for this

issue
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Component

Recommended-Action

CERT-5-CERT_INSTALLED

5-Notice

Ahis notice

weisyslog is

enerated
sahwhen a new
migeertificate is
diinstalled

vip-certificate

No action is required

CERT-5-CERT STAGED

5-Notice

A'his notice

wasyslog is

enerated
sglwhen a new
mleertificate is

%ﬁaged

vip-certificate

No action is required

CERT-5-CERT_UNINSTALLED

5-Notice

ﬁ' his notice
sdlsyslog is
mogenerated
dimwhen an
installed
certificate is
uinstalled by
administrative
action

vip-certificate

No action is required

CERT-5-CERT UNSTAGED

5-Notice

Ahis notice
fisyslog is

menera’ted

mggtwhen a

dertificate is
unstaged

w2

vip-certificate

No action is required

CERT-5-NEW_CSR_GENERATED

5-Notice

wgNhis notice

yslog is

enerated

henever

ew
certificate
signing
request is
generated

vip-certificate

No action is required

CERT-5-ROOT_CA_CRL_INSTALLED

5-Notice

tad® his notice

A||Gyslog is

LR@enerated
sdlwhen a root
A
diCertificate
Revocation
List is
installed

vip-certificate

No action is required
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S:mtyMezn_#lesgﬂmﬁn Component

Recommended-Action

CERT-5-ROOT_CA_CRL_UNINSTALLED

yslog is
mlgenerated
dimwhen a root
CA
Certificate
Revocation
List is
uninstalled
by
administrative
action

5-Notice dﬁ' his notice | vip-certificate
S

No action is required

CERT-5-ROOT_CERT CHAIN INSTALLED

5-Notice

t

certificate
chain is
installed

vip-certificate

No action is required

CERT-5-ROOT_CERT_CHAIN UNINSTALLED

5-Notice

t

installed
root
certificate
chain is
uninstalled
by
administrative
action

vip-certificate

No action is required

CERT MGR ERRMSG-3-CERT MGR GENERAL ERR

eneral cert
gr lib error
essage

3-Error

Bl

ewlc-ap

LOG_STD_ACTION

CERT MGR_ERRMSG-3-CERT VALIDATION_ ERR

eneral
ireless
AN
Controller
Error
Message.

3-Error

ewlc-ap

3

LOG_STD_ACTION
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Component

Recommended-Action

(CERT MGR FRRVIG3HPS AUDIT HA X3 EXT 1 ITT LSC CA CERT

3-Error

ILSC CA
Certificate

fi;ot
enerated
ith CA

iflag true
C

f
t

- @ >0

e =

ewlc-ap

LOG_STD_ACTION

CERT MGR_ERRMSG-3-FIPS SUITABILITY ERR

3-Error

[IGeneral cert

ﬁgr lib error
essage

ewlc-ap

LOG_STD_ACTION

CERT_MGR_ERRMSG-3-PKI_SSL IPC_RESP_ERR

3-Error

IGeneral

ireless
,JEAN
Controller

Error
Message.

ewlc-ap

LOG_STD_ACTION

CERT MGR_ERRMSG-3-WLANCC UPDATE ERR

3-Error

o
0
drd AN
M
C

@General
tWireless

IWontroller
Error

E/Iessage.

t
P
)|
Id
t

¥

© @ g — O

ewlc-ap

LOG_STD_ACTION

CERT MGR_ERRMSG-4-CERT MGR_WARNING

4-Warning eneral
ireless

LAN
Controller
warning
message

ewlc-ap

LOG_STD_ACTION

CERT MGR_ERRMSG-6-FIPS SUITABILITY INFO

6-Informatioi

[General cert

ewlc-ap

gr lib error
essage

LOG_STD _ACTION

108




Facility-Severity-M nemonic

I

Component

Recommended-Action

CFGMGR-3-ADMIN_PASSWD UNCHANGED

3-Error @
0

t
W

hfhis syslog
tis generated
svhen the
wlefault
assword of
dmin
account is
not updated
due to an
error. This
could occur
during
bootup
when the
system is
initializing

axfpanidsatp

Please retry updating default
password for admin account.
If admin password cannot be
updated after couple of
attempts, please contact Cisco
TAC for assistance

CFGMGR-4-ADMIN PASSWD CHANGE DEFERRED

4-Warning w

— =

>

T

0
v

Nhis syslog

is generated
hen the
ystem is

dnitializing
and user

gifiries to

fipdate

sndlefault

tpassword of
radmin

hﬁ)ccount.
gince bootup

completes,
config
database is
unlocked
and admin
password
can be
changed

axpanidsatp

This should be a temporary
log, if the log continues to be
seen on console, please
contact Cisco TAC for
assistance

CFGMGR-6-ADMIN_PASSWD CHANGED

6-Informationtfl his info

-

syslog is
igenerated
hen the
efault
password of
admin
account is
updated

axdbpanidsatp

No action is required
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Component

Recommended-Action

CFMGR_LOG-4-COUNTRY CFG_DEPRECATED CLI

Hap country
' &lt;code&gt;'
mli has been

ideprecated,
diPlease start
¥iusing
fuwireless

dofinstead

ewlc-rrm

Please start using new form of
cli mentioned in the
explanation message

CFMGR _LOG-4-UNSUPPORTED AP DTLS CIPHER

4-Warning

N

nsupported
Aiphersuite

r AP
iDTLS in a

iven
security
mode

ewlc-ap

No action required

CFMGR_LOG-7-CFG_DOWNLOAD_LOG_MSG

7-Debug

onfig
ik ownload
fo

josxe-binos-utils

No action required

CGM_NGWC-3-NOMEM

3-Error

o||Nhe
onfiguration
too large.
n
n

INVALID

Check the existing ACL
configuration.\n

CHASFS-3-NOCHASFSDIR

3-Error

i
efiNo
ixplanation.

oo chosssmer

LOG_STD NO_ACTION

CHASFS-3-NOINOTIFY

3-Error

e”ﬂl"his error
filoccurs when
ere is an
rror in the
ystem that
prevents the
otification
Hacility from

-

LOG_STD NO_ACTION

Jdbeing
accessed.
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Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

CHASFS-3-NOOPEN_PROPERTY

3-Error

aifAn

pplication
as not able

difio open a an

@tfobject in its

ocal chassis
‘Mfile system.

codus

LOG _STD RECUR_ACTION

CHASFS-3-NORESOLVE LOCAL OBJECT

3-Error

A n
Jwapplication
as not able
0 create a
eference to
n object in
its local
chassis file
system.

oscedhusimer

LOG_STD RECUR ACTION

CIA-0-CPA_INITIALIZATION

0-Emergencyticpa_init has

difailed. This
ight be
ecause
CPA south
bound
libraries are
missing or a
mapping of
CPA
libraries to
PD TYPE
missing in
opa fiu dboonf

odr

Review cpa logs

IBNTEUIUSNA THTIVESAGEISA THFA TS 1 ABENCASUATNRECTED

ewlc-client

LOG_STD_ACTION
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Recommended-Action

QLIENT EXCLUSON SERVERSADD TO EXCLUSONLIST REASON

5-Notice

S:mtyMezn_#lesgﬂmﬁn Component

ewlc-client

Message notification
informing about the client was
added to exclusion list

(UBNT EX(LLRON SRVERSADD TO EXCLLRONL BT REASON DYNAMVC

5-Notice

ewlc-client

Message notification
informing about the client was
added to exclusion list

CLIENT HA_SVC MESSAGE-3-EWLC_RECREATE ERR

3-Error

ailure seen | iosxe-binos-utils
uring heap
ecreate

n|li

e

LOG_STD_ACTION

CLIENT IPV6 TRACE MESSAGE3-CLIENT IPV6 CRIT ERR

3-Error

IClient IPv6 | iosxe-binosutils
‘B rror
essage.

LOG_STD_ACTION

CLIENT IPV6 TRACE MESSAGE4-CLIENT IPV6 WARN

4-Warning lient IPv6 | iosxe-binos-utils

arning
essage.

LOG_STD_ACTION
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Facility-Severity-M nemonic

Ssmweirm#l@;ﬁm@

Component

Recommended-Action

3-Error

i[ﬂnable to
Dlupdate
Bifbroadcast
keys to
eldTlient
t

i

i
t

o

© @

5

ewlc-client

LOG_STD_ACTION

ABNT(RHA TIIVESACEHS A TITFCSARV2 VK TH FCIENAIIACK

3-Error

%

I 4§Deﬂection
Iattack
Hidetected
-from this
agdthobile
ktta
el
f

[N

ewlc-client

LOG_STD RECUR ACTION

INTCRHAUTVESSA RS A TITHCS (RM2BVKINAIDREY DAATEN

3-Error

riihvalid key
Iidata length

ewlc-client

LOG_STD RECUR_ACTION

ABENTCRHADTMESSAGRTS AL LTS (V2 BVK N DKEY TYEE

3-Error

r iﬁhvalid key
IMtype

;

yek
qyt

ewlc-client

LOG STD RECUR ACTION
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Ssmweirm#l@;ﬁm@

Component

Recommended-Action

(BNT CRCH ALDIT MESSAGESHFS ALDITRCS (KM2 VK NALDMC

3-Error

iRecelved

Wifin EAPOL
Key

@ﬁessage
dphandshake

@)

IMnvalid MIC

ewlc-client

LOG _STD RECUR_ACTION

ABENTCRHA DTVESAGRTS A TS M2 BVKNALDMCNMY

3-Error

I kReceived
IMnvalid MIC
Hifin EAPOL
Key

@kﬁ/’essage M2
d

@)

ewlc-client

LOG_STD RECUR ACTION

ABNTCRHA DINVESSAES A TITICSAM2BVK N DREE AY WN3IOW

3-Error

redlnvalid
DReplay
indow

W

ewlc-client

LOG_STD RECUR_ACTION

AENTCROHA ITVESAGATS A DTS (KVI2VK NAIDSCUREAT

3-Error

I iﬁhvalid
IMsecure bit

d

tib

ewlc-client

LOG STD RECUR ACTION

(ENT CRCH ALDIT MESSAGRBHPS ALDIT FCS (KM 2 VK ZROMC

3-Error

rg¥ero MIC
IMreceived

&
M

ewlc-client

LOG_STD RECUR_ACTION
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Ssmweirm#l@;ﬁm@

Component

Recommended-Action

3-Error

i[ﬂnable to
IMsend Session

Hikey to AP

> 6 —

ewlc-client

LOG_STD_ACTION

QBN CROHALDIT VESACESHS ALDIT FIA TS DENY (LENTACCESS

3-Error

rgfeceived
Massociation
Hhrequest in
non-active
Hours

et

LI lEEE

=

= 2 9
cEBET

ewlc-client

LOG_STD RECUR ACTION

ewlc-client

LOG_STD_ACTION
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

CLIENT ORCH GUEST LAN LOG-3-CLIENT JOIN FAILED

3-Error

&rWired Guest
folient failed
Loining

e

SEE

~=]
< O

ewlc-client

If this message occurs, client
failed joining and was deleted.

CLIENT ORCH GUEST LAN LOG3CLIENT JON FAILED NO MAC

3-Error

ired Guest
lient failed
goining

HyErn e

85 Q0 =5 o =+ &
<ozZzBP EUTBE

FE

8
e

ewlc-client

If this message occurs, client
failed joining and was deleted.

CLIENT ORCH GUEST LAN LOG-5-CLIENT JOIN IGNORED

5-Notice

A request to
goin the
Iclient was

ignored
ipbecause the
lient is

already
rdhconnected

p 0D

=

22

=
)

ewlc-client

No action is required
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Facility-Severity-M nemonic

SaityM emﬂlesgﬁgh@ Component

Recommended-Action

CLIENT ORCH GUEST LAN LOG-7-CLIENT RECEIVED

7-Debug &

=3

r'Wew Wired |ewlc-client
uest client

Goin

eceived
D)

—EB—mZ-RE
s < O

No action is required

€

t
giuncorrect
s

t

:g4up, wlan
mlkprofile name

digsand policy

mglkenatch)

onfig is

i(e.g.: wlan
ishould be

profile name
nshould

CLIENT ORCH_LOG-3-CLIENT TRACEBACK 3-Error eneral ewle-client |LOG STD ACTION
n||iClient Error
essage.
CLIENT _ORCH _LOG-4-ANCHOR INVALID MBSSID |4-Warning tg#Export ewlc-guest | If this message occurs, it
nchor implies that Wlan needs to be
equired but up or wlan profile name and

policy profile name need to
match
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CLIENT ORCH _LOG-4-ANCHOR INVALID WLAN ID |4-Warning tgiExport ewlc-guest | If this message occurs, it
nchor implies that Wlan name is not
direquired but configured
!I inable to
et wlan id
ik
CLIENT ORCH _LOG4-ANCHOR NOT EXPORT WLAN |4-Warning tgfExport ewlc-guest | If this message occurs, it
nchor implies that Wlan is not
equired but configured as mobility export
tpbwlan not anchor
mllwonfigured
tas mobility
xXport
s||anchor
¥
t
of
Iy
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CLIENT ORCH LLOG4-ANCHOR VAP SECURITY MISMAICH | 4-Warning tigExport ewlc-guest | If this message occurs, it
nchor implies that local and remote
equired but wlan and policy profiles need
tythocal and to have the same security or
emote configuration settings
dnaecurity/profile

—-

onfiguration
Ewlan and/or
igpolicy

iprofile) is

ot
g@xatching

ef

(LENT ORCH LOGAANCHOR WHRAUTH ON MAB NOT CONHGLRED

4-Warning tj

ewlc-guest

If this message occurs, it

implies that Wlan on anchor
or foreign is not configured
for webauth on mac failure
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Facility-Severity-M nemonic

S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

(CLENT ORCH LOGSADD TO EXCLUSONLST MAC THEFT REASON

5-Notice i?lacklisting ewlc-client

hiMAC
Pladdress

lient on

If this message occurs, it
implies that there was MAC
address theft.

CLIENT ORCH LOG-5-ADD TO EXCLUSIONLIST REASON | 5-Notice

=

Flor MAC

Nalia

i(ljlacklisting ewlc-client | If this message occurs, it

lient on IP
wwddress theft

ddress theft

implies that there was IP theft
or MAC address theft or IP
and MAC address theft.

CLIENT ORCH_LOG-5-EASYPSK_CLIENT DELETED

5-Notice IRJLﬂEasy—PSK ewlc-client

filclient was
HBdeleted
‘because of
HAAA
digExchange
elidailure.
)

ANA

If this message occurs, it
implies that client was deleted
due to AAA exchange failure.
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Facility-Severity-M nemonic

Component

Recommended-Action

CLBNT ORCH LOGSWHBAUTH ON MAB FALLRE ROAMING DENFD

5-Notice

ewlc-client

If this message occurs, it
means that roaming occurred
with controllers with different
MAC authentication lists.

CLIENT ORCH LOG-6-CLIENT ADDED TO RUN_STATE

6-Informatio: etails for

lient when
it goes to
dwjrun state
ht|iv

ewlc-client

If this message occurs, it
implies that client successfully
went to RUN state

CLIENT _ORCH_LOG-7-CLIENT_IP_UPDATED

7-Debug  ariDetails for
.

Hit goes to
Irun state

ewlc-client

If this message occurs, it
implies that client successfully
went to RUN state

CLIENT ORCH LOG--CLIENT MOVED TO DELETE STATE

7-Debug ardiDetails for

!u goes to

P Idelete state

ewlc-client

If this message occurs, it
implies that client successfully
went to DELETE state
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CLIENT ORCH_LOG-7-CLIENT MOVED TO RUN_STATE

7-Debug

etails for
JEclient when
JHit goes to
P||Irun state

W

g = v o

=
o

N

ewlc-client

If this message occurs, it
implies that client successfully
went to RUN state

(LIENT ORCH VAN OVERRDE LOG7CLIENT VL AN OVERRIDE

7-Debug

if[ he client
eceived a
wlan
wverride

g B

SRESS

=
=

ozgg_og-wﬁg- .
aﬁzsﬁﬁg—h—hm%‘

o £
— 5

ewlc-client

No action is required
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Facility-Severity-M nemonic

Component

Recommended-Action

LBNT CROH VLAN OVERRDE LOGZAUENT VLAN OVERRDE TMECUT

ewlc-client

No action is required

(IBNT CRCH VLAN OVERRDE LOGZFCRAGN (LENT VLAN OVERRCE

7-Debug

E he export
yrfforeign
tiflclient
Bhreceived a
n|lovlan
mlloverride
Hiffrom anchor
dna

Ip

¥
d

ewlc-client

No action is required

AOIMOBARMNGIRAANTYZTATMONBARINGHIRONBRR

cloudm

LOG_STD NO_ACTION
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Facility-Severity-M nemonic S:mtyMein_#lﬁgﬂmﬁn Component | Recommended-Action
AADMONBARMNGIRAGNY3A O ITMONBARMNGHITPERRR | 3-Error eceived an | cloudm LOG_STD NO ACTION
ht|ikttp error
hile
nboarding
ontroller
AOIIM NBOARDING TRAGINH Y61 OUDM (ONBOARDING S UUCESS Gmfonmﬁogtuccessﬁﬂly cloudm LOG_STD NO_ACTION
nboarded,
otp
updgraded,
or received
access token
for device
AOIMOBRTMNGRERTAOIMOBRMNGIAISATHIKENER | 3-Error  affSpaces cloudm If this message occurs, it
ersistent means persistent credentials
redential for Spaces could not be
nstallatlon installed for errors
rough
la:rrors
din
rgf
i
AOIMOBRIMNGIAEIAIMOBRINGIISOPNSANLHER | 3-Error  afiSpaces OTP | cloudm If this message occurs, it
sifinstallation means OTP for Spaces could
Plovent not be installed for errors
d]mhrough
tperrors
e|lb
din
rof
]
AOIMOBARMNGRAFEH IO TMONBARMNGIAISATESTKEN | 6-Informatiomi{Updated cloudm If this message occurs, it
ccess token means access-token for
or Spaces Spaces have been installed
Dt
S
b

T
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Facility-Severity-M nemonic MWQW@ Component | Recommended-Action
JAOIVOBRTNGRAETOTMONBR NGIASAES TKENER | 6-Informatiomi{Spaces cloudm If this message occurs, it
ccess token means access token for Spaces
installation could not be installed for
ptwent errors
hrough
tperrors
e||b
din
rgf
I ]
AOIMOBARNGIA I ITMOBARINGR( A THTKIN | 6-InformatiomiTnstalled cloudm If this message occurs, it
ersistent means client-credentials for
lient-credentials Spaces have been installed
or Spaces
meh
din
AOIMONBARINGRAESTOIMONBARINGIN S OPNSALL | 6-InformatiomyThstalled cloudm If this message occurs, it
stfOTP for means OTP for Spaces has
Pl[@paces been installed
sgh
b
CLOUDM _TEST-6-HTTP RESPONSE Gmfonnaﬁonfesult ofthe |iosxe-ui | LOG_STD NO_ACTION
test request
CLUSTERMGR-1-PLATFORM_MISMATCH I-Alert  n||\The peer polarisclustering | Replace peer switch with
witch is platform compatible switch
imcompatible
athnd cannot
Join the
lrtack.
e|lb
dipf
ht|iv
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

CLUSTERMGR-1-QUICK_RLD

1-Alert %

€
o

@he

pespecified

Idwitch has
treceived a

eload
]ﬁequest and

is being
quick
reloaded.

s

No action is required

CLUSTERMGR-1-RELOAD

1-Alert n

€
0

\The

giRpecified

Idwitch has
treceived a

eload
lgequest and

is being
reloaded.

T

No action is required

CLUSTERMGR-4-SWITCH_REMOVED

4-Warning he
specified
splswitch has

Hls

=

101

xtack.

cen

dmremoved

firom the

st

No action is required

CLUSTERMGR-6-DUAL_ACTIVE CFG MSG

6-Informatiom
1

1

\Switch

etected
tAvailability

r
unavailability
of Dual
Active
Detection
ports.

o

No action is required
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMAN IDPROM _ENVMONS3-CMAN IDPROM FIELD INVALID | 3-Error iosxechasssmgr | LOG_STD_RECUR_ACTION
monitoring
will be
either
incomplete
or absent
entirely.
CMAN_INIT-1-CMAN_BOOT FAIL 1-Alert MCMAN iosxechassismgr | Find out more about the error
nfdlnitialization by using the show
has failed. tech-support privileged EXEC
command and by copying the
error message exactly as it
appears on the console or
system log and entering it in
the Output Interpreter tool.
Use the Bug Toolkit to look
for similar reported problems.
CMAN_INIT-1-CMAN_INIT_FAIL 1-Alert MCMAN iosxechassismgr | Find out more about the error
nfInitialization by using the show
has failed. tech-support privileged EXEC
command and by copying the
error message exactly as it
appears on the console or
system log and entering it in
the Output Interpreter tool.
Use the Bug Toolkit to look
for similar reported problems.
CMAN _LED-6-BEACON LED TURNED 6-Informatio eacon iosxechasssmgr | This is a notification message
‘EED turned only. No action is required.
N/OFF.
DHIThis is a
dnmotification
essage
only.No
action is
required.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMAN_LED-6-CHASSIS BEACON LED TURNED G-mfomaﬁor:ﬁeacon iosxechasssmgr | This is a notification message
ED turned only. No action is required.
DHION/OFF.
@This is a
Hnotification
message
only.No
action is
required.
CMAN _NYQ-1-CMAN _INIT FAIL 1-Alert MCMAN iosxe-chasssmgr | Find out more about the error
nfdlnitialization by using the show
has failed. tech-support privileged EXEC
command and by copying the
error message exactly as it
appears on the console or
system log and entering it in
the Output Interpreter tool.
Use the Bug Toolkit to look
for similar reported problems.
CMAN_SEM-2-SEM_ERR 2-Critical MBJA Single iosxechassismgr | If the error is seen only once,
vent Upset there is no need for anything
VESEU) event to be done. If these errors are
as occurred appearing
n||iin one of the continuously/persistently,
PGA. please copy over the logs as
MThese they appear in the console,
tievents may collect the output of show
:@iccur at any tech-support and any other
oint of relevant logs, and contact your
time, but are Cisco technical support
considered representative.
to be rare.
CMAN _THERMAL-1-THERMAL GREEN THRESHOLD | 1-Alert he switch | iosxe-chassismgr | Check the switch's
is too cold. environment is a safe

operating temperature. If
problem persists, replace the
switch.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMAN_THERMAL-1-THERMAL RED THRESHOLD | 1-Alert g he hotspot | iosxechasssmgr | Check the switch's
I femperature environment is a safe
! hs critically operating temperature. If
w:m'-l verheated. problem persists, replace the
HR he switch switch.
ill soon
thutdown to
llhprevent
mpermanent
iamage
CMAN _THERMAL-2-THERMAL YELLOW THRESHOLD |2-Critical he hotspot | iosxechasismgr | Check the switch's
femperature environment is a safe
sghs too high. operating temperature. If
(I mprove problem persists, replace the
'Ml Fooling switch.
| immediately.
CMCC-0-C2W_INITIALIZATION 0-EmergencyellThe C2W | iosxechasssmgr | Examine the logs for C2W
PI$%us on the driver errors. If the problem
GIP is used persists, copy the message
sglto read the exactly as it appears on the
hared port console or in the system log.
indapter Research and attempt to
SPA) resolve the issue using the
DPROM. tools and utilities provided at
This error http://www.cisco.com/tac.
indicates With some messages, these
that the SIP tools and utilities will supply
C2W bus clarifying information. Search
failed to for resolved software issues
initialize. using the Bug Toolkit at
HobwwamnighiSipuB gohuth g

If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofwwakommighiioixee O ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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I

Component

Recommended-Action

CMCC-0-CHASFS_LOCATION_TRANSLATE

0-Emergency] hl"he system

o||tfailed to
dhttranslate a
alata sensor
apdlocation to
o||tthe chassis
dilesystem

software
defect.

codus

Restart the SIP. If the problem
persists, copy the message
exactly as it appears on the
console or in the system log.
Research and attempt to
resolve the issue using the
tools and utilities provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.

CMCC-0-CHASFS_OBJECT CREATE

0-Emergency| @l 'he system

o||tfailed to
cereate a

Hiferror could
cibe caused
Mitby a
software
defect or a
filesystem
failure.

oscedhusimer

Restart the SIP. If the problem
persists, copy the message
exactly as it appears on the
console or in the system log.
Research and attempt to
resolve the issue using the
tools and utilities provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwammnigiSpB gehuth g
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwaknmmighnioivee O ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMCC-0-CHASFS OBJECT NOT PRESENT 0-Emergencydigh he system | iosxechassismgr | Restart the SIP. If the problem
igvas unable persists, copy the message
ifo find an exactly as it appears on the
expected console or in the system log.
hassis Research and attempt to
filesystem resolve the issue using the
Mobject. This tools and utilities provided at
error could http://www.cisco.com/tac.
be caused With some messages, these
by a tools and utilities will supply
software clarifying information. Search
defect or a for resolved software issues
filesystem using the Bug Toolkit at
failure. Htwwamemighi S B pdinh hdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioidee tbtOpa ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
CMCC-0-CHASFS_OBJECT_WATCH 0-Emergencyd| @il he system | iosxechasssmgr | Restart the SIP. If the problem
o||tfailed to persists, copy the message
watch a exactly as it appears on the

Iy

Hiferror could

i)

CRK

e caused

SEI0Y a

software
defect or a
filesystem
failure.

console or in the system log.
Research and attempt to
resolve the issue using the
tools and utilities provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwammnigiSpuB gehuth g
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwarnmmighnioivee O ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Component

Recommended-Action

CMCC-0-CHASFS_PROPERTY_CREATE

codus

Restart the SIP. If the problem
persists, copy the message
exactly as it appears on the
console or in the system log.
Research and attempt to
resolve the issue using the
tools and utilities provided at

P his error http://www.cisco.com/tac.
ould be With some messages, these
%aused by a tools and utilities will supply
software clarifying information. Search
defect or a for resolved software issues
filesystem using the Bug Toolkit at
failure. HtwwamemighiS B dinh bhidd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
CMCC-0-CHASFS _PROPERTY_GET 0-Emergencyd| @l he system | iosxechasssmgr | Restart the SIP. If the problem
o||tfailed to persists, copy the message
dymread a exactly as it appears on the
idrhassis console or in the system log.
iffilesystem Research and attempt to
bject resolve the issue using the
roperty. tools and utilities provided at
vy his error http://www.cisco.com/tac.

ould be
aused by a
software

defect or a
filesystem
failure.

With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwammnigiSpB gehuth g
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwaknmmighnioivee O ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMCC-0-CHASFS PROPERTY _NOT PRESENT 0-Emergencydigh he system | iosxechassismgr | Restart the SIP. If the problem
igrannot persists, copy the message
flocate a exactly as it appears on the
i« hassis console or in the system log.
Hiffilesystem Research and attempt to
ypmbject resolve the issue using the
roperty. tools and utilities provided at
Ehis error http://www.cisco.com/tac.
tgeould be With some messages, these
caused by a tools and utilities will supply
software clarifying information. Search
defect or a for resolved software issues
filesystem using the Bug Toolkit at
failure. Htwwamemighi S B pdinh hdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioidee tbtOpa ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
CMCC-0-CHASFS PROPERTY_SET 0-Emergencyd| @il he system | iosxechasssmgr | Restart the SIP. If the problem
o||tfailed to persists, copy the message
elwrite a exactly as it appears on the
hassis console or in the system log.
iffilesystem Research and attempt to
bject resolve the issue using the
roperty. tools and utilities provided at
vy his error http://www.cisco.com/tac.

ould be
aused by a
software

defect or a
filesystem
failure.

With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwammnigiSpuB gehuth g
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwarnmmighnioivee O ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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I

Component

Recommended-Action

CMCC-0-CHASSIS TYPE

O-EmergeanE‘T he system
ihas detected
gytan invalid
Hlichassis type.
iThis error
icould be
caused by a
hardware
defect,
software
defect, or
incorrect
IDPROM
content.

N, @«

codus

Examine the logs for
IDPROM or hardware errors.
If the problem persists, copy
the message exactly as it
appears on the console or in
the system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.

CMCC-0-CPLD_INITIALIZATION

0-EmergencyefiA SIP
Pl[Somplex
DRprogrammable
ogic device
CPLD)
mfailed to
initialize.
This error
could be
caused by a
hardware or
software
driver
defect.

oscedhusimer

Examine the logs for CPLD
driver or hardware errors.
Verify that the software and
CPLD versions are
compatible.
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CMCC-0-CPLD_INTR_ENABLE 0-EmergencyehTThe CPLD | iosxechassismgr | Examine the logs for CPLD
terrupt driver or hardware errors. If
enable failed the problem persists, copy the
sdlio initialize. message exactly as it appears
his error on the console or in the
ould be system log. Research and
aused by a attempt to resolve the issue
hardware using the tools and utilities
defect or provided at
CPLD http://www.cisco.com/tac.
driver With some messages, these
defect. tools and utilities will supply

clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HtwwaermighSprB grhunh bgdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Component

Recommended-Action

CMCC-0-CPLD_IOCTL

by a
hardware or
software
driver
defect.

codus

Examine the logs for CPLD
driver and hardware errors. If
the problem persists, copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information

CMCC-0-EVENT LIBRARY

0-Emergency|| An event

acility
idinitialization
o

r||enaintenance

defect or
system
resource
exhaustion.

oscedhusimer

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMCC-0-FLOW_CONTROL_ MBE 0-Emergenc on iosxe-chasssmgr | MIP100 is reloaded to correct
orrectable the error. If the problem
ulti bit persists, the MIP100 hardware
ITorS Were may need to be replaced.
etected in
.Hthe FPGA.
@
s||i
o
o||t
e||b
dir
o||t
T
CMCC-0-FPGA_INITIALIZATION O-Emergencyauﬂfhe FPGA |iosxechasssmgr | Examine the driver logs or
C||©On the hardware errors. Decode the

alvarrier card

core accompanied with this
error.
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Component

Recommended-Action

CMCC-0-HTDP_ENABLE

CRED)

his error

hicould be

caused by a
hardware
defect or
HTDP
driver
defect.

codus

Examine the logs for HTDP
driver or hardware errors. If
the problem persists, copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HtwwdermighiS B g bygdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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CMCC-0-HT_INITIALIZATION 0-Emergencye il SIP iosxechassismgr | Examine the logs for HT
P $yperTransport driver or hardware errors. If
yigHT) CPU the problem persists, copy the

albus failed to
diHfinitialize.

b ould be
Hifcaused by a
hardware
defector HT
driver

defect.

message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
Htwwdermighi SR g bygdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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SawiyMerigMsgDHEn

Component

Recommended-Action

CMCC-0-HT_IOCTL

0-Emergency
P

A physical
Sayer

ﬁterface
odule

codus

Examine the logs for HT
driver or hardware errors. If
the problem persists, copy the
message exactly as it appears

invalid state.
This error
could be
caused by a
software
defect or
system
resource
limitation.

O|[(PLIM) on the console or in the
fyper Transport system log. Research and
sa{HT) driver attempt to resolve the issue
/O has using the tools and utilities
ailed. This provided at
rror could http://www.cisco.com/tac.
be caused With some messages, these
by a tools and utilities will supply
hardware clarifying information. Search
defector HT for resolved software issues
driver using the Bug Toolkit at
defect. Htwwamemighi S B gdinh bhipdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
CMCC-0-IPC_CONNECTION_INVALID 0-Emergency||An iosxechassismgr | Restart the SIP.
(@ linter-process
o ication
s
dBiconnection
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SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMCC-0-IPC_CONNECT MASTER

0-Emergenc¢H
npmnter-process

(o)

P

IThe

tcommunication

t(IPC)
onnection

Ro the active

oute
rocessor
RP) failed.

This error
could be
caused by a
software
defect or
system
resources
limitation.

codus

Restart the SIP.

CMCC-0-IPC_INITIALIZATION

0-Emergenc¢H

initialization
failed. This
error could
be caused
by a
software
defect or
system
resource
limitation.

oscedhosimer

Restart the SIP.
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I

Component

Recommended-Action

CMCC-0-PCI_RESCAN

O-EmergenC}elL"JThe PCIE

ElBus failed to
slivescan. This
rror could
e caused
e||tby a

ardware
efect,
software

driver
defect, or
improper
internal
configuration.

-

codus

Examine the logs for PCIE
bus driver and hardware
errors. If the problem persists,
copy the message exactly as
it appears on the console or in
the system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HtwwdermighiS B g bygdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information

CMCC-0-PEER _INVALID

0-Emergency ||An invalid

e caused
by a
software
defect or
system
resource
limitation.

S48

oscedhusimer

Restart the SIP.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMCC-0-PLIM_HALT 0-Emergency || A physical | iosxechasssmgr | Restart the SIP. If the problem
M[Rayer persists, you may need to
terface replace the PLIM.
odule
PLIM)
yper Transport
H(HT) driver
fl/O has
argfailed. This
x||%tror could
maggbe caused
x|/ By a
hardware
defect or an
HT driver
defect.
CMCC-0-PLIM_INITIALIZATION 0-EmergencyeilThe physical | iosxe-chassismgr | Examine the logs for PLIM
M| Rayer driver or hardware errors. If
sghnterface the problem persists, copy the
odule message exactly as it appears
i PLIM) on the console or in the
ailed to system log. Research and
initialize. attempt to resolve the issue
This error using the tools and utilities
could be provided at
caused by a http://www.cisco.com/tac.
hardware With some messages, these
defect or a tools and utilities will supply
PLIM driver clarifying information. Search
defect. for resolved software issues

using the Bug Toolkit at
HbwwammnigiSpB gehuth g
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwaknmmighnioivee tokeOp ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Component

Recommended-Action

CMCC-0-PLIM_IOCTL

d |I=i as failed.

i his error
Kiicould be
caused by a
hardware
defect or a
PLIM driver

defect.

codus

Examine the logs for PLIM
driver or hardware errors. If
the problem persists, copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HtwwdermighiS B g bygdd
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Component

Recommended-Action

CMCC-0-SERDES_INITIALIZATION

0-Emergencye "JThe SIP

PlSerial bridge

driver
defect, or
improper
internal
configuration.

codus

Examine the logs for serial
bridge ASIC driver and
hardware errors. If the
problem persists, copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwammigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwiammighioidee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information

CMCC-0-SERVICES INITIALIZATION

0-Emergency

i he system
tfailed to

minitialize

caused by a
software
defect or
system
resource
limitation.

oscedhusimer

Restart the SIP.
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Component | Recommended-Action

CMCC-0-UIPEER_CREATE

be caused
by a
software
defect or
system
resource
limitation.

iosxechassismgr | Restart the SIP.
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CMCC-2-BAD ID HW 2-Critical Hardware in | dpltformntia | Replace the hardware with a
the specified genuine Cisco product. If this
location message recurs, contact your

could not be
identified as
a genuine
Cisco
product

Cisco technical support

representative and provide the

representative with the
gathered information
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SawiyMerigMsgDHEn

Component

Recommended-Action

CMCC-2-BAD_ID_HW_SLOT_STR

2-Critical

Hardware in
the specified
location
could not be
identified as
a genuine
Cisco
product

codus

Replace the hardware with a
genuine Cisco product. If this
message recurs, contact your
Cisco technical support
representative and provide the
representative with the
gathered information
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Component

Recommended-Action

|

2]
[

T

- R
® O

R AR R ]

-
o

&

2]
O e

¥

CMCC-2-CC_SPA_MOVE_SM

2-Critical

w 220

#HCMCC SPA

\EM was

Strucked for

S minute in
ate:

- kill wait
ffor the line
axard.
efimn
n|li

—

=g = |

[

—»E.ﬂim '—hlﬁ

oodu

move the cmcc spa state
machine.
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I

Component

Recommended-Action

CMCC-2-CC_SPA_PSM_READY NOT RCVD

2-Critical

#HCMCC SPA
((MBM was not
djldeceived
tpPSM
EADY for
ROO sec.

-

s
f
s

i

=

codus

do remove hard.

CMCC-2-CC_SPA_STRUCK

2-Critical

w 220

#HCMCC SPA
\BM was
Strucked for
S minute in
ate:
- kill wait
roffor the line

ﬂcard.

rof
s

¥

oscedhosimer

move the cmcc spa state
machine.

CMCC-2-FRU_HWPRG_UPG_FAILED

2-Critical

dl@Jpgrade

o||thwipoganrebe

failed to

upgrade the
PLD/FPGA
irmware on

n||¢he given

RU
n||i

odr

Reload the card and retry to

program the

hw-programmable. If the card
fails to come up please contact

TAC
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Component

Recommended-Action

CMCC-2-FRU_HWPRG_UPG_SUCCESS

2-Critical

codus

No action is required. This is
informational message

CMCC-2-FRU IOFPGA UPG FAILED

2-Critical

osedhusimer

Reload the card and retry to
program the field
programmable device. If the
card fails to come up please
contact TAC

CMCC-2-FRU_IOFPGA_UPG_LC_PWR_CYCLE _DONE

2-Critical

odr

Line card has been power
cycled after FPGA upgrade.
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I

Component

Recommended-Action

CMCC-2-FRU_IOFPGA_UPG_SUCCESS

2-Critical

pgrade
ield

tprogrammable
difdevice was
uccessful
n the given
n||{&@RU. Line
ard needs
n|jito be
power-cycled
Jdor removed
E-FM

tre-inserted
alllfor upgrade

dto take
effect.

=

codus

Line card needs to be power

cycled or removed and

re-inserted for the upgrade to

take effect.

CMCC-2-FRU_LC_PWR_RESET

2-Critical

s

etected
uto power
eset(may be

aHW issue)
roffor the

ﬁinecard.

n
L

a

—-

kel

E.

“ o
H‘zg

oscedhosimer

Pseudo OIR of the Line card
has been to recover/bring up

the card.

CMCC-3-C2W_READ

3-Error

An attempt

n
W2\ @ read the

dgiIC2W bus
sathas failed.
his error
ould be
caused by a
hardware or
software
defect.

odr

Examine the logs for C2W

driver errors.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMCC-3-C2W_WRITE 3-Error  n||An attempt | iosxechasssmgr | Examine the logs for 12C
Ito write to driver errors.
e
s ghnter-integrated
ircuit (12C)
as failed.
his error
could be
caused by a
hardware or
software
defect.
CMCC-3-CARD MISMATCH 3-Error  efilThe CMD | iosxechasssmgr | Shut down the LC and change
d PIC in the card mode or remove the
n||ithe slot pic card.
wlsmismatch.
X ]
Cljp
o
CMCC-3-CC_HOTSWAP_CKT FAIL 3-Error titHhe Hot iosxechassismgr | Examine the CMCC and PSM
paSwap OIR logs. Verify whether the
tuCircuit for recovery reload could bring
sdlthe SPA bay up the SPA
as been

—

fripped. This
yilerror could
Jalbe caused
by bad SPA
or CC
hardware.
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Component

Recommended-Action

CMCC-3-DDR_SINGLE BIT_ERROR 3-Error i he SIP iosxechasssmgr | No action is required. This
A;II'ill) RAM error is usually self-correcting.
01 Experienced If the problem persists, you

: I|Jv single-bit may need to replace the SIP.
e hecking

'l». ode (ECC)

'Iv)‘.

|

i

«
|v‘1

Bl

. I'

CMCC-3-FLOW_CONTROL _SBE 3-Error This error is usually
self-correcting. If the problem
persists, the MIP100 hardware
may need to be replaced.

CMCC-3-FPGA_FAIL 3-Error ﬁA SIP field |iosxechasssmgr | Examine the logs for FPGA

Aprogrammable

ogic device
ailure
detected.

This error
could be
caused by a
hardware or
software
driver
defect.

driver or hardware errors.
Verify that the software and
firmware versions are
compatible.

CMCC-3-HB TIMEOUT

3-Error (R P sends
eriodic
eartbeat

10]
P

finessage to
Rhe SIP. The

dﬂatSIP did not
.weceive this

heartbeat
message for
last timeout
period.

Examine the system logs for
errors.
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Component

Recommended-Action

CMCC-3-HT_DETACH

3-Error

i T) CPU
albus failed to
difdetach from

error could
be caused
by a
hardware
defector HT
driver
defect.

codus

Examine the system logs for
errors.

CMCC-3-IDPROM_ACCESS

3-Error

d|@he system
ailed to
@ccess an
DPROM or
n|jan IDPROM
rocess
ailed. This
rror could
be caused
by a
hardware
defect,
software
defect, or
incorrect
IDPROM
content.

-

oscedhusimer

Examine the logs for
IDPROM or hardware errors.

CMCC-3-IDPROM_SENSOR

3-Error

e@ne or more
r{{dDPROM
e[ENSOrs

failed to
ifparse. This

mof| ferror most

ctlikely
tioccurred
digbecause of a
tchecksum

odr

Examine the logs for
IDPROM or hardware errors.
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I

Component

Recommended-Action

CMCC-3-INCOMPATIBLE _STANDBY_SUPERVISOR | 3-Error ﬁupervisor iosxechassismgr | Use supervisors with the same
ound in specifications to enable High
n||iStandby slot Availablitly features.
lsmay not be
Jeftully
s|[icompatible
tinwith the
dmtive
htjisupervisor
tand may
t&ause issues.
1w
e|lb
CMCC-3-LC_FPGA UPGRADE FAIL 3-Error eunTJpgrade of | iosxechassismgr | Reload the card and retry to
AWFPGA on program the field
e linecard programmable device. If the
m‘{;iled card fails to come up please
rof contact TAC
dnl
n|ji
otk
ls
el
dif
CMCC-3-LC_FPGA _UPGRADE PWR CYCLE FAIL |3-Error ower cycle | iosxechassisngr | OIR the card and retry to
?Eailed for program the field

programmable device. If the
card fails to come up please
contact TAC
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMCC-3-MASTERSHIP_ WATCH 3-Error  d|@he cc iosxechassismgr | Examine the logs to determine
o||tprocess has the exact reason for the
afailed to failure.
asetup a
Igtawatch on the
n||l@p chasfs
tactive-rp
ijroperty.
p||This error is
ikely
ﬁaused by a
problem
with chasfs
as a whole.

CMCC-3-MESSAGE RESPONSE 3-Error In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output

; of the error message, the logs,
defect or and the output of show
system tech-support and provide the
resource gathered information to a
exhaustion. Cisco technical support

representative.

CMCC-3-NETWORK CLOCK CAL FAIL 3-Error  elTThe SIP iosxe-chassismgr | Restart the SIP

Pl $ietwork
lock jitter

@ttenuator

jicalibration
an not
omplete
ithin
certain time.
This would
incur some
SPA LOS
alarms or
other error
events for
some SPA
port types.
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Component | Recommended-Action

CMCC-3-NETWORK_CLOCK_CAL_START

3-Error

e "JThe SIP

P

Sietwork

Restart the SIP if SPA LOS
alarms are seen after this.

codus

CMCC-3-NETWORK CLOCK DH

3-Error

report LOS
alarms.

iosxechassismgr | Restart the SIP.

CMCC-3-NETWORK_CLOCK_LOS

3-Error

ehA SIP
Pl$ietwork

lock jitter
@ttenuator
jhas lost
ignal from
slthe WAN
PLL and
certain
SPAs may
report LOS
alarms.

—

odr

Restart the SIP.

CMCC-3-PLIM_DETACH

3-Error

Ml Rayer

efilThe physical

could be
caused by a
hardware
defect or a
PLIM driver

defect.

Examine the system logs for
errors.
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I

Component

Recommended-Action

CMCC-3-PLIM_RESTART

3-Error e”ﬂl"he physical
M[Rayer
;ﬂ:terface
odule

o|[((PLIM)

ailed to
ﬁes‘[an

uring SIP
MDR. This
error could
be caused
by a
hardware
defect or a
PLIM driver
defect.

codus

Examine the system logs for
errors.

CMCC-3-PLIM_STATUS

3-Error A\ physical
M| Rayer
terface
odule
PLIM)
, JiHyperTransport
HT) driver
x||%0 has
tmfailed. This
x||%rror could
be caused
by a
hardware
defect or an
HT driver
defect.

oscedhusimer

Examine the logs for PLIM or
hardware errors.

CMCC-3-SCOOBY _ILAK_FAIL

3-Error dl@nterlaken

software
driver
defect.

odr

Reload the Linecard. If the
problem still persists, replace
the Linecard.
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S:mtyMezn_#lesgﬂmﬁn Component

Recommended-Action

CMCC-3-SIP. MDR_FAIL

3-Error

process is
aborted and

an attempt
will be
made to
recover the
SIP by

SIP
hardware.

resetting the

codus

Examine the system logs for
errors.

CMCC-3-SPA_ HOTSWAP CKT FAIL

3-Error

Y

S'he Hot
dSwap
Iircuit for

glte SPA bay
athas been

tripped. This

terror could
dHe caused
1by bad SPA

ardware.

oscedhosimer

Examine the CMCC and PSM
OIR logs. Verify whether the
recovery reload could bring
up the SPA
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Component

Recommended-Action

CMCC-3-SPA_MDR_FAIL

3-Error

e "JThe SPA in
AR$ay %u
ifailed
gtVinimal

an attempt
will be
made to
recover the
SPA by
resetting the
SPA
hardware.

codus

Examine the system logs for
errors.

CMCC-3-SPA_ ONLINE REQ TERMINATE

3-Error

ehThe online
lrequest for
PA in

Subslot

—

ARS%6d/%u was

n|/iterminated.

oscedhusimer

Examine the system logs for
errors.

CMCC3-SPA PSEUDO HARD OIR VFT NOT IMPLEMENTED

3-Error

e&"ﬂ“he pseudo
IR vft not

R[l@nplemented
TkYor this
s||iplatform

t

=f-
o

#

odr

Do nothing

164




Facility-Severity-M nemonic

I

Component | Recommended-Action

CMCC-3-SPA_SOFT_STOP_FAIL

3-Error

e”ﬂl"he SPA in
AR®ay %u

n attempt
ill be
ade to

ecover the
SPA by

-« O

n|licould not be
yilsoft stopped.

esetting the
PA
ardware.

iosxechassismgr | Examine the system logs for

C1ITors.

CMCC-3-SSD_PIDA_OIR

3-Error

t|dHot

mi¥sswapping of

&SD is not
Supported

oscedhosimer

Reload the router with SSD
module installed in bay 3.

CMCC-3-STANDBY_EOBC_LINK_ERROR

3-Error

WS tandby

HIEOBC link

Tijlerror: either
aidink state is
atlown, or
duplexity is
not full, or
speed is not
1Gbps.

odr

Examine the system hardware.
Re-seat and securely screw in
all FRUs. If the problem
persists, please contact TAC
support.
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CMCC-3-UNKNOWN_3RDPARTY MODULE 3-Error i iosxechassismgr | Examine the system logs for
errors.

CMCC-3-UNKNOWN _SPA LC 3-Error iosxechasssmgr | Remove the unsupported SPA

line card and upgrade the
software as needed.
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SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMCC-3-UNSUPPORTED LC _TYPE

3-Error

Lo}

an the given
tslot.

=& Es

=
w

=5

prget

B

&=

=g ks

n||Alnsupported

m’i\,ne card
as inserted

codus

line card and upgrade the
software as needed.

Remove the unsupported SPA

CMCC-5-C9400X_LC

5-Notice

ormational
essage that
280G
i inecard is
gnstalled in
htlithe chassis

o
iSupervisor

n||icard that
fupports
only 240G

per slot.

= =

oscedhusimer

action is required.

Informational notification.

No
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CMCC-5-CMCC_EZMAN HB MISS EXCEED 5-Notice QCMCC asrlk-ether-Ic | Reload the card, a software
MIonitors the initated to restart the EZMAN

n 1by keeping a
MiErack of the
éI!. B eartbeat
ehitmessages. In
Q !L ase the
{£ZMAN
gets stuck in
aevent
under
watchdog
disable
context

(o wehgr it
then the
CMCC will
stop getting
these
updates. The
CMCC after
a certain
period of
time would
reset the
card, since
EZMAN is

unresponsive

CMCC-5-SERDES BLOCK EVENT 5-Notice A\ serial iosxe-chasssmgr | No user action is required.
dxbridge 1/0
Ini|levent has
ccurred.
his event is
JHnot serious
ut is
x||%ogged for
iagnostic
x||Yurposes.
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I

Component

Recommended-Action

CMCC-5-SERDES_RX_RESET EVENT

5-Notice

x Sync
Kailed for
terlaken,
tatus Timer
xpired. So,
esetting
e Rx
nterlaken
Core

>

< .

aslkchassismgr

No user action is required.

CMCC-5-SPA_MDR_DONE

nessage that
ifie Minimal
upisriptive
#R estart of a
particular
SPA has

completed.

oscedhusimer

Informational notification. No
action is required.

CMCC-5-SPA_MDR_INIT

5-Notice

pmessage that
aific Minimal
upiisriptive
|!s’i{ estart of a
particular
SPA has

begun.

odr

Informational notification. No
action is required.

CMCC-6-FLOW_CONTROL OTHER

6-Informatiowo|| Flow control

ITOr 1S
etected in
he FPGA

Appropriate action is taken in
software to correct this error.
If the problem persists, the
MIP100 hardware may need
to be replaced.

CMCC-6-FRU HWPRG UPG _ADMI1266 CFG SUCCESS

No action is required. This is
informational message
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CMCC-6-FRU HWPRG UPG LMKO03328 CFG RESET | 6-Informatioresiil he iosxechasssmgr | No action is required. This is

informational message

A | ifonfiguration
(was partially

CMCC-6-FRU_HWPRG _UPG LMKO03328 CFG_SUCCESS No action is required. This is

informational message
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Component

Recommended-Action

CMCC-6-FRU_HWPRG_UPG_PSOC_PREPARE

aet in the
Riicolden
n|{imode for
lFPD

codus

No action is required. This is

informational message

CMCC-6-FRU HWPRG_UPG_PSOC_START

No action is required. This is

informational message
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CMCC-6-FRU_ HWPRG _UPG_PSOC_SUCCESS iosxechasssmgr | No action is required. This is

informational message

CMCC-6-FRU HWPRG UPG TPS40422 CFG_RESET iosxechassismgr | No action is required. This is

informational message

agffionfiguration
(was partially
Rjupgraded
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CMCC-6-FRU HWPRG UPG TPS40422 CFG_SUCCESS | 6-Informatioresiil he iosxechasssmgr | No action is required. This is
cphogammebe informational message

U PS40422

aafflonfiguration

ovas

ffupgraded

CMCC-6-FRU _IOFPGA _UPG_START 6-Informatio he field iosxechassismgr | No action is required. This is
grammable informational message
evice on
n||¢he FRU is

HMupgrading

= B

S

&

SE7: 5EZ_gE
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Component

Recommended-Action

CMCC-6-FRU_LC_UPGRADE_REQD

6-Information

New FPGA
is bundled
in SW.
FPGA
upgrade is
needed.

codus

To upgrade to latest FPGA,
do physical OIR Line card or
do Pseudo OIR of the line
card using CLI: hw-module
subslot &lt;slot&gt;/&It;SPA
no.&gt; oir power-cycle; To
view the present FPGA
versions in chassis, use the

CLI: show firmware version
all
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Recommended-Action

=

=

== 82

e Fee-Zgh
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Component

Recommended-Action

CMCC-6-FRU_UPGRADE_REQD

6-Information

New version
bundled in
Software &
Current
Hardware
running
version is
not latest.
upgrade is
needed.
please
follow the
options
provided

codus

To perform firmware upgrade
use any of the 3 options:
Option 1: Perform physical
removal and insertion of the
line card Option 2: Run the
&lt;CLI&gt; 'hw-module
subslot &lt;slot&gt;/0 oir
power-cycle' &lt;/CLI&gt;
Option 3: Perform manual
upgrade using &lt;CLI&gt;
'upgrade hw-programmable
all filename bootflash: all'
&lt;/CLI&gt; Use
&lt;CLI&gt;'show firmware
version all'&lIt;/CLI&gt; to
know the mismatch
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Component

Recommended-Action

g8

O m'g O

o ..
S FgE—fa omso

2L g
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CMCC-6-FRU VER MISMATCH iosxechassismgr | To perform firmware upgrade
use any of the 3 options:
Option 1: Perform physical
removal and insertion of the
line card Option 2: Run the
&lt;CLI&gt; 'hw-module
subslot &lt;slot&gt;/0 oir
power-cycle' &lt;/CLI&gt;
Option 3: Perform manual
upgrade using &lt;CLI&gt;
'upgrade hw-programmable
all filename bootflash: all'
&lt;/CLI&gt; Use
&lt;CLI&gt;'show firmware
version all'&lt;/CLI&gt; to
know the mismatch
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SawiyMerigMsgDHEn

Component

Recommended-Action

CMCC-6-LC_FPGA_UPGRADE_NOT REQUIRED

6-Informatiod{flUpgrade of

nfeFPGA on
the linecard
lis not
irequired.

W

«
Il

S

5 g B

g

s
1
0

codus

No action required.

CMCC-6-LC FPGA UPGRADE PWR CYCLE DONE

6-Informatio: ower
ycled the
tlinecard
lafter FPGA

n||iupgrade.

wEEE

O~

oscedhusimer

No action required.
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Component

Recommended-Action

CMCC-6-LC_FPGA_UPGRADE_START

6-Informatio he fpga
fdevice on
e linecard

w2

[

o

EEES -

e

n||iis upgrading

w

HE.H

codus

No action required.
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Component

Recommended-Action

CMCC-6-LC_FPGA_UPGRADE_SUCCESS

6-Informatio

&
n
an
n

¢

€
[

(&

1w
b

pgrade
ield

tprogrammable

fdevice was

muccessful
n the given

&RU.
ILinecard
ineeds to be

or removed
sand

e-inserted
[for upgrade
lto take

IWOwer-cycled

diaeffect.

+

codus

Line card needs to be power
cycled or removed and
re-inserted for the upgrade to
take effect.

CMCC-6-MGMT_SFP_INSERT

6-InformatiomtThe online

€.

n

sertion
iand removal
i(OIR)

Hhifacility

detected a
newly
inserted
transceiver
module for
the interface
specified in
the error
message.

oscedhusimer

No action required.

CMCC-6-MGMT_SFP_REMOVED

6-Informatio he online
elamsertion
nd removal

101

{OIR)

Hiffacility

detected the
removal of a
transceiver
module
from the
interface
specified in
the error
message.

odr

No action required.
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I

Component

Recommended-Action

CMCC_LED-6-BEACON_LED TURNED

6-Informatio

DHIThis is a
dunmotification
Blfmessage
only.No
action is
required.

eacon iosxechassismgr

ED turned
N/OFF.

This is a notification message
only. No action is required.

CMDMA-2-FPGA DOWNLOAD_ FAILED

2-Critical hiDue to

millling issue

IC

s{|iin DMA
digdometime
e

oscedhusimer

Contact your Cisco technical
support representative and

crash file.

provide the system report and

CMDMA-6-FPGA DOWNLOAD_INFO

A

6-InformationflifThis is
finformative

fIhessage

bout the
start/complete
of the fpga
DMA
download

odr

No action required
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Component

Recommended-Action

CMEM-3-SENSOR_INIT_FAILED

3-Error

his error

indicates

miithat

vironmental

efldnonitor

o|[tsoftware

JHcannot
initialize the

sensor. The
software

will not
register and
monitor this

sensor. This
could occur

when the

IDPROM
has a bad
12C address
for this
Sensor.

iosxe-binos-utils

LOG _STD RECUR_ACTION

CMEM-4-OBFL _INIT FAILED

4-Warning

his error

mndicates the
dHOBFL

dedicated
filesystem is
not
mounted.
OBFL
diagnostic
information
will not be
retained for
customer

troubleshooting

iosxe-binos-utils

LOG_STD RECUR ACTION

CMFC-0-CHASFS_PROPERTY_ CREATE

0-Emergency| @A chassis

(o)

i

G

tfilesystem
property

odr

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMFC-0-CHASFS PROPERTY_SET iosxe-chasssmgr | In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMFC-3-IDPROM_ACCESS 3-Error @@ ailed iosxechasssmgr | Note the time of the error
ol|taccess or message and examine the logs
sprocess an for IDPROM and hardware
r||dDPROM. errors. If the logs provide
his could information about a
e duetoa correctable problem, correct
‘Bhardware the problem. If the problem is
efect, not correctable or the logs are
software not helpful, collect the output
defect or of the error message, the logs,
incorrect and the output of show
IDPROM tech-support and provide the
content. gathered information to a
Cisco technical support
representative.
CMFP-0-CPLD_INITTIALIZATION 0-EmergencidRThe CPLD | iosxechassismgr | Examine the hardware and
wiihas failed to CPLD driver logs and see if
sghnitialize. the logs provide information
his could about a correctable problem.
e due to a If the problem is not
ardware or correctable or the logs are not
software helpful, collect the output of
driver the error message, the logs,
defect. and the output of show

tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMFP-0-CPLD_IOCTL

by a
hardware or
software
driver
defect.

codus

Examine the logs for CPLD
driver and hardware errors. If
the problem persists, copy the
message exactly as it appears
on the console or in the
system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information

CMFP-0-EVENT LIBRARY

0-Emergency|| An event

acility
idinitialization
o

r||enaintenance

defect or
system
resource
exhaustion.

oscedhusimer

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMFP-0-SPI4 MUX HALT 0-Emergencyt JFS\ SPI4 iosxechassismgr | The only corrective action is
XUIMIUX driver to restart the FP
as failed or
etected a
ritical
dardware
ifault. This
ould be due
to a
hardware
defect or
driver
defect.

w2
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Component

Recommended-Action

CMFP-2-BAD_ID_HW

2-Critical

Hardware in
the specified
location
could not be
identified as
a genuine
Cisco
product

chrpltomyinfia

Replace the hardware with a
genuine Cisco product. If this
message recurs, contact your
Cisco technical support
representative and provide the
representative with the
gathered information.
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52

w2
==

- R
® O

R AR R ]

-
o

&

2]
O e

SIC Event
)

CMFP-2-FPGA_DOWNLOAD FAILED 2-Critical Due to iosxechassismgr | Contact your Cisco technical
giifiming issue support representative and
iin DMA provide the system report and
pdometime crash file.
ﬂFPGA
galownload
ailure is
Ween
1w
CMFP-2-UADP_EVENT 2-Critical mniﬁed iosxechassismgr | Copy the message exactly as
ccess it appears on the console or in
¥Datapath the system log.
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CMFP-3-CPLD_ECSR_ERROR 3-Error  n||An error has | isxechassismgr | Some of these errors are
rﬂ:;een catastrophic and others are
spldetected on not. If the FRU did not restart
mogthe ECSR assume corrective action was
degbus. This taken. Please check the
n|lenay cause chassis-manager logs for
ehtproblems erTors.
RYEvhen
slilaccessing
the
fowarding
processor
CMFP-3-CPLD_ERP ERROR 3-Error  n||An error has | iosxechasssmgr | Some of these errors are
(ﬁeen catastrophic and others are
saldetected on not. If the FRU did not restart
mythe ERP assume corrective action was
digbus. This taken. Please check the
n|lenay cause chassis-manager logs for
eitproblems errors.
PREvhen
slilaccessing
apthe
Jdfowarding
esfprocessor
i
CMFP-3-DDR_SINGLE BIT ERROR 3-Error 1\% single-bit | iosxechassismgr | These errors are
ata self-correcting. If the problem
QEorruption persists, the FP hardware may
rror has need to be replaced.
ccurred in
Jthe
:‘forwarding
,J@processor
EFP).
N |

:
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Component

Recommended-Action

CMFP-3-DPP_MAC_LINK_ERROR

3-Error

PPIOne or more

o

PP blocks
ailed. It
ould be

because of a
configuration
error or
hardware
failure.

fMlac links of

codus

Note the time of the error
message and examine show
hardware platform cman fp for
detailed Report.

CMFP-3-DPP_SERDES SYNC ERROR

3-Error

failed to
sync, This
could be due

toa
hardware
defect.

No action is required.

CMFP-3-FPGA_IMG_ABSENT

3-Error

APDue to

ghicorruption is
ifile system
PGA
mages are
eleted.

w2

i

C

2]

odr

Contact your Cisco technical
support representative and
provide the tracelogs.

CMFP-3-HB TIMEOUT

3-Error

P sends
eriodic
eartbeat

fEgree

ofj fimessage to

—~

Rhe ESP.
du‘t: he ESP did
.flmot receive

this
heartbeat
message for

last timeout
period.

Examine the system logs for
errors.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMFP-3-HT FATAL ERROR 3-Error he iosxechasssmgr | No action is required.
o||tHyperTransport
mnterface to
tthe QFP
iled to
iinitialize
ol||tcompletely.
ehitSoftware
PIQrill restart
the ESP to
recover
CMFP-3-IDPROM_ACCESS 3-Error  d|@#Access to an | iosxechasssmgr | Examine the system logs for
DPROM IDPROM and hardware
r||dailed due to errors. Copy the error message
hardware and related information
n||@r software exactly as it appears on the
efect, or console or in the system log.
incorrect Research and attempt to
DPROM resolve the issue using the
content. tools and utilities provided at

http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
Htwwamntgh B gohuth biged
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwarnmmighnioivee toeOpa ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered nformation.
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Component

Recommended-Action

CMFP-3-IDPROM_SENSOR

3-Error

emOutput from
the
eldDPROM
ensors
iffailed to

[

mlicaused by a
ditichecksum
tfailure in the
g DPROM.

codus

Examine the system logs for
IDPROM and hardware
errors. If the problem persists,
copy the message exactly as
it appears on the console or in
the system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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Component

Recommended-Action

CMFP-3-MASTERSHIP_UPDATE

3-Error

Standby,
elor Standby)
f||@f the
stitforwarding
P||Iprocessor
o||[(FP). The

terror can
.I€ause an
efilhconsistency

P||Bf expected
s||istates

etween FPs
)ﬁnd could
affect the
replication
of state

between the
FPs.

(13K

codus

Examine the system logs for
errors. This error is usually

temporary.

CMFP-3-MASTERSHIP WATCH

3-Error

o

dl@The fp
tprocess has
afailed to

setup a
Igawatch on the
n||@p chasfs
tactive-rp
&roperty.
p||fThis error is
ikely
ﬁaused by a
problem

with chasfs
as a whole.

oscedhusimer

Examine the logs to determine

the exact reason for the
failure.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMFP-3-N2 DDR_MBE 3-Error  elilThe iosxe-chesssmgr | Examine the logs for
afencryption encryption processor hardware
rocessor errors.
sdhhas detected
n
n||aincorrectable
ulti-bit in
Eemory.
This could
n||ibe due to a
ymhardware
t||adefect.
CMFP-3-N2 FATAL ERROR 3-Error  n||An error has | iosxechassismgr | Please check the
(ﬁeen chassis-manager logs for
sfldetected on errors.
medencryption
rOCESSOr.
n||o
t
qut
o
CMFP-3-N2_INPUT _EXCEPT 3-Error  opfAn iosxechassismgr | Please lower crypto traffic
eﬁxception rate. If the error still happens,
as been encryption processor may stop
:detected on processing. Need to reload
qytencryption ESP.
)%rocessor.
CMFP-3-OCT _DRV_ERROR 3-Error  n||An error has | iosxechassismgr | Please check the

xml;een
etected on

mgglencryption
rOCessor.

w2

njf|o

chassis-manager logs for
errors.
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CMFP-3-SBUS_FATAL ERROR

i
Rithardware
defect.

Reset the

CHIP

codus

No action is required.

CMFP-3-SIF_ SERDES SYNC ERROR

3-Error

fi©ne of more

upervisor
SIC Sif
dliferdes

roffailed to

mync, This
aligould be due

ﬂﬁ) a
(hardeware

defect.

oscedhosimer

Note the time of the error
message and examine the
show hardware platform cman
fp for detailed Sif Serdes
Report.

CMFP-3-SPI4 MUX_STATUS

3-Error

413\ SPI4
XIMIUX driver
ﬁas failed or
etected a
nformation
éardware
ault. This
ould be due
to a
ardware
defect or
driver
defect.

w2

odr

Examine the logs for SP14
MUX and hardware errors.

CMFP-3-STANDBY EOBC_LINK_ERROR

3-Error

ﬂlﬁ;tandby

MHIEOBC link
lnj|lerror: either
adink state is
atlown, or
duplexity is
not full, or
speed is not
1Gbps.

Examine the system hardware.
Re-seat and securely screw in
all FRUs. If the problem
persists, please contact TAC
support.
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CMFP-6-CRYPTO _MODULE

6-Informatiomf)T he log is to

dicate
ellfthether
iCrypto
BifHardware
Module
IPSECHW
is physically
inserted in
the chassis.

w2

codus

No action is required.

CMFP-6-DPP_SERDES SYNC

6-InformatioAThe log is to

ndicate

iUADP
itlfabric
interface
Serdes Sync
succeeded
during
intialization
of setup.

oscedhusimer

No action is required.

CMFP-6-N2_DRV_UPDATE

6-Informatiorem

A crypto
evice
airiver has
ifailed or
R etected a
Mfhardware
fault. This
could be due
toa
hardware
defect or
driver
defect.

e

Cxd

odr

The only corrective action is
to restart the ESP

CMLIB-2-IDPROM_INVALID

gl DPROM
Apiassembly
Enumber is

IDPROM update is required
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CMLIB-3-THROUGHPUT VALUE APPLY FAILED

3-Error

tatus
indicating
that a failure
was
difobserved
o||tduring the
riting of
he
dhroughput
to persistent
tore. The
ITOr reason
ay shed
light on the
cause. The
throughput
value may
have be
used to
configure
the CPP
hardware.

Lo}

iosxe-csl

Examine the ios,
chassis-manager and
license-manager logs for
possible clues.

CMLIB-3-THROUGHPUT VALUE SETUP FAILED

3-Error

Kifreason may
shed light
on the
cause. The
set value is
used to
configure
the CPP
hardware.

iosxe-csl

Examine the ios,
chassis-manager and
license-manager logs for
possible clues.
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Component
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CMLIB-4-FW_CHECK

R ER

dfthe specified
docation is
ower than

codus

Upgrade firmware version to
latest.

CMLIB-6-THROUGHPUT VALUE

6-Informatio

tatus
indicating
Jwhether
ppropriate
throughput
ol/tis found or
nabled and
xznsuring the
value is
used to
configure
the CPP
hardware.

—

iosxe-csl

No user action is necessary.
This is an informational
message indicating that the
throughput is configured.
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CMRP-0-CHASFS LOCATION_TRANSLATE 0-Emergency] hl"he chassis | isxechassismgr | In most cases, the problem can
o||tmanager be corrected by reloading the
dptfailed to impacted hardware using the

dranslate a

apdlocation to a

tchasfs
object name.

hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-CHASFS OBJECT CREATE

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-CHASFS_OBJECT NOT PRESENT

0-Emergencyif
S

g\ chassis
ifilesystem

dglifobject

@xpected to

Riibe present is

imot. This

Jmeould be due

toa
software
defect or
filesystem
failure.

odr

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-CHASFS OBJECT WATCH 0-Emergency| @A chassis | iosxechassismgr | In most cases, the problem can
o||tfilesystem be corrected by reloading the
gtwbject was impacted hardware using the
sinot watched hw-module [slot | subslot]
because of slot-number reload command.
he reason If the reload fails to correct
fstated in the the problem, collect the output
ferror of the error message, the logs,
essage and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CHASFS PROPERTY CREATE 0-Emergencyd|fA chassis | iosxechassismgr | In most cases, the problem can
ol|tfilesystem be corrected by reloading the
cgiproperty impacted hardware using the
dnvas not hw-module [slot | subslot]
properly slot-number reload command.
reated If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CHASFS PROPERTY_ GET 0-Emergency| @A chassis iosxechassismgr | In most cases, the problem can
o||tfilesystem be corrected by reloading the
property impacted hardware using the
ifiBvas not hw-module [slot | subslot]
properly slot-number reload command.
ead by the If the reload fails to correct
system. the problem, collect the output

%

of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-CHASFS PROPERTY NOT_PRESENT 0-Emergencydigif\ chassis | iosxe-chassismgr | In most cases, the problem can
Hifilesystem be corrected by reloading the
dylifobject impacted hardware using the
(property hw-module [slot | subslot]
Hifexpected to slot-number reload command.
ypbe present is If the reload fails to correct
ot. This the problem, collect the output
%ould be due of the error message, the logs,
}fo a and the output of show
software tech-support and provide the
defect or gathered information to a
filesystem Cisco technical support
failure. representative.
CMRP-0-CHASFS PROPERTY SET 0-Emergencyd|fA chassis | iosxechassismgr | In most cases, the problem can
ol|tfilesystem be corrected by reloading the
efiproperty impacted hardware using the
ailed to hw-module [slot | subslot]
rite. slot-number reload command.
If the reload fails to correct
the problem, collect the output
P of the error message, the logs,
and the output of show
% tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CHASSIS ID 0-Emergencyaril he chassis | iosxechassismgr | Note the time of the error
eliid is invalid. message and examine the logs
ﬁ' his could for IDPROM and hardware
iibe due to a errors. If the logs provide
J(ihardware information about a
‘nldefect, correctable problem, correct
ﬁoftware the problem. If the problem is
defect or not correctable or the logs are
incorrect not helpful, collect the output
IDPROM of the error message, the logs,
content. and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-CHASSIS _STATUS

i
Kl

kh
Kk

codus

Note the time of the error
message and examine the logs
for CPLD driver or hardware
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are

not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CHASSIS TYPE O-Emergency;mf he chassis | iosxechassismgr | Note the time of the error
iftype is message and examine the logs
qytinvalid. This for IDPROM and hardware
Hifcould be due errors. If the logs provide
s||ito a information about a
dihardware correctable problem, correct
defect, the problem. If the problem is
software not correctable or the logs are
defect or not helpful, collect the output
incorrect of the error message, the logs,
IDPROM and the output of show
content. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CLOCK_MASTERSHIP_SET 0-Emergencyd| @il he router | iosxechassismgr | In most cases, the problem can
o||tfailed to be corrected by reloading the
tgestablish impacted hardware using the
LOCK hw-module [slot | subslot]
astership. slot-number reload command.

If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-CPLD_INITIALIZATION iosxe-chasssmgr | Examine the hardware and
CPLD driver logs and see if
the logs provide information
about a correctable problem.
If the problem is not
correctable or the logs are not
helpful, collect the output of
the error message, the logs,
driver and the output of show
defect. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-CPLD IOCTL 0-Emergency | A CPLD iosxe-chasssmgr | Examine the hardware and
DAdriver I/O CPLD driver logs and see if
sitontrol has the logs provide information
Ol|lfailed. This about a correctable problem.
ould be due If the problem is not
sglto a correctable or the logs are not
ardware or helpful, collect the output of
oftware the error message, the logs,
river and the output of show
defect. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-DDR_INITIALIZATION 0-Emergenc3el|1"ll"he RP iosxechassismgr | Note the time of the error
P||BODR has message and examine the logs
RIEhiled to for DDR or hardware errors.
initialize. If the logs provide information
his could about a correctable problem,
e due to a correct the problem. If the
ardware or problem is not correctable or
software the logs are not helpful,
driver collect the output of the error
defect. message, the logs, and the

output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
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CMRP-0-EHSA_INITIALIZATION

aatbe due to a
ithardware or

codus

Note the time of the error
message and examine the logs
for EHSA and hardware
errors. If the logs provide
information about a
correctable problem, correct

software the problem. If the problem is
defect. not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-EHSA STATE GET 0-Emergencyd| @i ailed to get | iosxechassismgr | Note the time of the error
o|[tEHSA state. message and examine the logs
teglhis could for EHSA and hardware
A3tbe due to a errors. If the logs provide

ardware or
oftware
efect.

information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-EHSA_STATE_SET

0-Emergency]
0

-

@Failed to set
tEHSA state.
SThis could

A

e due to a

ardware or
oftware
defect.

odr

Note the time of the error
message and examine the logs
for EHSA and hardware
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-EVENT LIBRARY 0-Emergency || An event iosxechassismgr | In most cases, the problem can
acility be corrected by reloading the
%ﬂitialimﬁon impacted hardware using the
ko hw-module [slot | subslot]
r||onaintenance slot-number reload command.
apfinction If the reload fails to correct
apffailed. This the problem, collect the output
ould be due of the error message, the logs,
¥0 a and the output of show
software tech-support and provide the
defect or gathered information to a
system Cisco technical support
resource representative.
exhaustion.
CMRP-0-FP_ MASTERSHIP_SET 0-Emergencyd| i he router | iosxe-chassismgr | In most cases, the problem can
o||tfailed to be corrected by reloading the
tgestablish impacted hardware using the
P||IESP hw-module [slot | subslot]
astership. slot-number reload command.
? If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-HT INITTIALIZATION 0-Emergencye hlThe RP iosxechassismgr | Note the time of the error
P||ByperTiansport message and examine the logs

mbe due to a
athardware
Hifdefect or HT

driver
defect.

for HT driver and hardware
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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SawiyMerigMsgDHEn
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CMRP-0-HT IOCTL

0-Emergency
P

A RP
ByperTransport

ﬁiver 1/0
as failed.

codus

Note the time of the error
message and examine the logs
for HT driver and hardware
errors. If the logs provide

R COMIMUINICAONS

hese

g
=]
o
=]
[¢]
=
=
©n

between the
RP and the
other cards
in the
system.

O/|IThis could information about a
e due to a correctable problem, correct
salhardware the problem. If the problem is
efector HT not correctable or the logs are
river not helpful, collect the output
efect. of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-12C_INITIALIZATION 0-EmergencyehThe RP 12C | iosxechasssmgr | Note the time of the error
P|/Ras failed to message and examine the logs
Qlinitialize. for 12C errors. If the logs

provide information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-INTERNALS INITIALIZATION

0-Emergency]

i

i g
cxxh

|

#l he system

minitilize the

in the error
message.

odr

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-INTERNAL HW_SHUTDOWN iosxechasssmgr | LOG_STD_RECUR_ACTION
daftletected,
mtigand so the
s|[isystem was
gjﬂeset. If this
merror
condition
reoccurs, the
hardware
may need to
be replaced.
CMRP-0-INVALID ARGUMENT 0-Emergency || A system iosxechassismgr | In most cases, the problem can
etyfunction was be corrected by reloading the
nif2iven an impacted hardware using the
iE—walid hw-module [slot | subslot]
igrgument. slot-number reload command.
n|{aChis is due If the reload fails to correct
dpito a the problem, collect the output
.ﬁoftware of the error message, the logs,
defect. and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-IPC_CONNECTION INVALID 0-Emergency||An IPC iosxechassismgr | In most cases, the problem can

(lconnection

dkThis could
e dueto a
software
defect or
system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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SawiyMerigMsgDHEn
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CMRP-0-IPC_CONNECT _MASTER

0-Emergenc¢R IPC

nonnection
o||tto the active
tRP failed.
his could
P||Re duetoa

oftware
efect or
system

resource
exhaustion.

codus

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-IPC_CONNECT REMOTE IOS

0-Emergenc¢RIPC

nonnection
o|[tto a remote
d0Sd failed.
efThis could
d@be due to a

oftware
efect or
System

resource
exhaustion.

oscedhusimer

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-IPC_INITIALIZATION

0-Emergenc¢RIPC

mnitialization
ailed. This
ould be due
to a
software
defect or
system
resource
exhaustion.

odr

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-MESSAGE REGISTER 0-Emergenc hl"he active | iosxechassismgr | In most cases, the problem can
o||tRP failed to be corrected by reloading the
egister. impacted hardware using the
ht|iv hw-module [slot | subslot]
L] slot-number reload command.
P|R If the reload fails to correct
the problem, collect the output
ﬁ of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-MESSAGE _RELAY 0-Emergencyd| @ ailed to iosxechassismgr | In most cases, the problem can
o||trelay a be corrected by reloading the
ylimessage. impacted hardware using the
alhis could hw-module [slot | subslot]
e due to a slot-number reload command.
%oftware If the reload fails to correct
efect or the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-MESSAGE RESPONSE iosxechassismgr | In most cases, the problem can

0-Emergency || An invalid

defect or
system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-MQIPC_ADVANCE 0-Emergencyd| i he MQIPC | iosxechassismgr | In most cases, the problem can
tinitialization be corrected by reloading the
amdfailed. impacted hardware using the
(G, hw-module [slot | subslot]
afi slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-MQIPC_INITIALIZATION 0-Emergenc¢PMIQIPC iosxechassismgr | In most cases, the problem can
Wifinitialization be corrected by reloading the
ailed. This impacted hardware using the
ould be due hw-module [slot | subslot]
oa slot-number reload command.
software If the reload fails to correct
defect or the problem, collect the output
system of the error message, the logs,
resource and the output of show
exhaustion. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-PEER_TABLE 0-Emergency || A peer table | iosxechassisngr | In most cases, the problem can

gpnitialization

CKd

asoftware
Hifdefect or

system
resource
exhaustion.

be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-PLATFORM_FAMILY TYPE 0-EmergencyehThe iosxechassismgr | Note the time of the error
latform message and examine the logs
amily type for IDPROM and hardware
qytis invalid. errors. If the logs provide
BifThis could information about a
s|libe due to a correctable problem, correct
dehardware the problem. If the problem is
defect, not correctable or the logs are
software not helpful, collect the output
defect or of the error message, the logs,
incorrect and the output of show
IDPROM tech-support and provide the
content. gathered information to a
Cisco technical support
representative.
CMRP-0-PWR_FAULT INITIALIZATION O-Emergencyrﬂ he power | iosxechassismgr | Note the time of the error
tiaffault message and examine the
ofmonitor has Chassis Manager logs. If the
iifailed to logs provide information
initialize about a correctable problem,
correct the problem. If the
problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
CMRP-0-RESOLVE_FRU 0-Emergencyd| @il he router | iosxechassisngr | In most cases, the problem can
o||tfailed to be corrected by reloading the
agdletermine a impacted hardware using the
RU state. hw-module [slot | subslot]

slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-RESOURSE 0-Emergenc he system | iosxechassismgr | In most cases, this message is
afilis unable to seen as a result of a temporary
llocate the resource issue. Retry the
n||irequested request for the resource when
esource. the system is experiencing
% lower traffic volumes. If the
message persists, reload the
router using the reload
command.
CMRP-0-ROLE _ADDRESS UPDATE 0-Emergencyd| i he system | iosxe-chassismgr | In most cases, the problem can
o||tfailed to be corrected by reloading the
pdate a impacted hardware using the
ole-based hw-module [slot | subslot]
MEOBC IP slot-number reload command.

P|(laddress for

he reason
tated in the
JHimessage

If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show

line. tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-SERDES INITTIALIZATION 0-Emergencye hlThe RP iosxechassismgr | Note the time of the error
P||Rerial message and examine the logs

software
driver defect
or improper
internal
configuration.

for Serial Bridge ASIC and
hardware errors. If the logs
provide information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-SERDES INTERRUPT DISPATCH iosxe-chasssmgr | Note the time of the error
message and examine the logs
for Serial Bridge errors. If the
logs provide information
about a correctable problem,
correct the problem. If the
Bridge. This problem is not correctable or
could be due the logs are not helpful,
toa collect the output of the error
software message, the logs, and the
defect or output of show tech-support
inconsistent and provide the gathered
internal information to a Cisco
state. technical support
representative.
CMRP-0-SERDES IOCTL 0-Emergency || A Serial iosxechassismgr | Note the time of the error
B ridge message and examine the logs
g@idriver I/O for Serial Bridge driver or
gitontrol has hardware errors. If the logs
Ol|lfailed. This provide information about a
ould be due correctable problem, correct
0a the problem. If the problem is
fhardware or not correctable or the logs are
oftware not helpful, collect the output
fdriver of the error message, the logs,
defect. and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-SERVICES INITIALIZATION 0-Emergencyd| il he system | iosxechassisngr | In most cases, the problem can
o||tfailed to be corrected by reloading the
diminitialize impacted hardware using the

:_ pplication

pervices.

hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-SIGNAL _INITIALIZATION

diminitialize

codus

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-SLOTS INITIALIZATION

0-Emergency| @l 'he system
o||tfailed to
minitialize the
idrhassis slot
wlinformation.

oscedhusimer

Note the time of the error
message and examine the logs
for IDPROM or software
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-0-SLOT_INVALID

0-Emergency ||An absolute

Elot number
is invalid.
sThis could
me dueto a
oftware
hlefect or

e
drdncorrect
rgfiDPROM

zﬁontent.

qyt

e

odr

Note the time of the error
message and examine the logs
for IDPROM or software
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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CMRP-0-SYSPAGE WRITE ERROR 0-Emergencye "JThe syapge | iosxechasssmgr | Note the time of the error
gaxchassis-type message and examine the
ghvrite failed. Chassis Manager logs. If the
his could logs provide information
albe due to a about a correctable problem,
Software correct the problem. If the
lefect problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
CMRP-0-UIPEER CREATE 0-Emergencyd| @il he system | iosxe-chasssmgr | In most cases, the problem can
o||tfailed to be corrected by reloading the
reate a user impacted hardware using the
interface hw-module [slot | subslot]
ipeer. slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-0-WANPLL INITIALIZATION 0-Emergencye hlThe RP iosxechassismgr | Note the time of the error
P|[RVAN PLL message and examine the logs
NAWas failed to for WAN PLL or hardware
LliRnitialize. errors. If the logs provide
sdhlhis could information about a
e due to a correctable problem, correct
ardware or the problem. If the problem is
oftware not correctable or the logs are
driver not helpful, collect the output
defect. of the error message, the logs,

and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMRP-2-ACT2_UDI_DATA_INVALID

2-Critical ehTrhis Router

2

[

&

h

&

Anay not
ave been
anufactured
by Cisco or

Iﬁrjth Cisco's
muthorization.

Whis product

a@mmay contain

rsoftware
that was
copied in
violation of
Cisco's
license
terms. If
your use of
this product
is the cause
of a support
issue, Cisco
may deny
operation of
the product,
support
under your
warranty or
under a
Cisco
technical
support
program
such as
Smartnet.
Please
contact
Cisco's
Technical
Assistance
Center for
more
information.

chrpltomyinfia

Replace the current product
with a Cisco authorised
product. If this message
recurs, contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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CMRP-2-BAD_ID HW 2-Critical Hardware in | dpltformntia | Replace the hardware with a
the specified genuine Cisco product. If this
location message recurs, contact your

could not be
identified as
a genuine
Cisco
product

Cisco technical support

representative and provide the

representative with the
gathered information.
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Recommended-Action

55

w2
==

<< g @
:ﬁﬁgnﬁm:

-
o

CMRP-2-CRYPTOGRAPHIC HW_MISMATCH

2-Critical

gerEmbedded
Service
Processor.
The router
node will
reload if this
combination
is
encountered.

1hwoorpytagly

Install a
non-strong-cryptography

or replace the indicated

with one that supports
strong-cryptography

image of the RP 10S package

Embedded Service Processor
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CMRP-2-FRU CPLD INCOMPATIBLE 2-Critical ]#ﬂ"his FRU | iosxechasssmgr | Upgrade the CPLD firmware
n||irequires a on this FRU using the
lsewer &lt;b&gt; upgrade
CPLD hw-programmable CPLD file
sgifirmware to &lt;pkg file&gt; slot
mgdfunction &lt;fru_slot&gt; &lt;/b&gt;
dlgproperly in command. Please see
n||ithis chassis http/Avwwiciscocomen/US/docsouters
& /asr1000/cpldhw_fp upgrade.html
s|la for more details.
il
DIRC
si|i
dwn
ht|iv
CMRP-2-FRU_FPGA INCOMPATIBLE 2-Critical &This FRU | iosxechasssmgr | Upgrade the FPGA firmware
n||irequires a on this FRU using the
lnewer &lt;b&gt; upgrade
PGA hw-programmable FPGA file
salfirmware to &lt;pkg file&gt; slot
mggfunction &lt;fru_slot&gt; &lt;/b&gt;
dlgproperly in command.
n|[ithis chassis
.5
s|la
sli
ARF
ol
s|li
dwm
ht|w
CMRP-2-FRU HWPRG UPG FAILED 2-Critical ¢ hjpgrade iosxechassismgr | Reload the card and retry to
o||thwipoganrebe program the
failed to hw-programmable. If the card
upgrade the fails to come up please contact
PLD/FPGA TAC
irmware on
n||¢he given
RU
n|li
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Component

Recommended-Action

CMRP-2-FRU_HWPRG_UPG_PSOC_PREPARE

2-Critical

codus

No action is required. This is

informational message
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Component

Recommended-Action

CMRP-2-FRU_HWPRG_UPG_PSOC_START

2-Critical

codus

No action is required. This is
informational message

CMRP-2-FRU_HWPRG_UPG_PSOC_SUCCESS

2-Critical

o, O

%—r

No action is required. This is
informational message
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂhmn Component | Recommended-Action
CMRP-2-QUAD_SUP DISABLE SUPERVISOR 2-Critical

Sis iosxechassismgr | Boot the supervisor in quad

tbooted with sup compatible image
a@uad sup

Hincompatible

225



Facility-Severity-M nemonic S:mtyMexnﬂleﬂgﬁmm Component | Recommended-Action
CMRP2-QUAD SUP INCOMPATIBLE SUPERVISOR PWR OFF | 2-Critical ICS is iosxe-chasssmgr | Boot the supervisor in quad
booted with sup compatible image
quad sup
incompatible
image
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Facility-Severity-M nemonic
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SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMRP-2-QUAD _SUP_SW_MISMATCH

2-Critical

ICS is
booted with
quad sup
incompatible
image

codus

Boot the supervisor in quad

sup compatible image or
contact TAC
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Component

Recommended-Action
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SawiyMerigMsgDiaHEn

Component

Recommended-Action
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SawiyMerigMsgDHEn

Component

Recommended-Action

CMRP2-QUAD SUP UPLINK_SVL SUPERVISOR PWR OFF

2-Critical

ICS is
booted with
quad sup
with
stackwise-virtuel
over
supervisor
ports

codus

Boot the supervisor with
stackwise-virtual configured
over linecard ports
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Recommended-Action
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SawiyMerigMsgDHEn

Component

Recommended-Action

=
o -

=

CMRP-2-RP_CPLD_INCOMPATIBLE

2-Critical

1{lActive RP
j:;equires a
ewer
n|[iCPLD
eiftfirmware to
mtigfunction
eydproperly in
tdohis chassis
th

v o= B o8
B =

~eg
=B~ e

=
S %

=&

)
A

#o55E

=
=

—E

oodu

Upgrade the CPLD firmware
on this FRU using the
&lt;b&egt; upgrade
hw-programmable CPLD file
&lt;pkg file&gt; slot
&lt;fru_slot&gt; &lt;/b&gt;
command. Please see
hitpzAvwwiciscocomven/US/docs/touters
/asr1000/cpldhw _fp upgradehtml
for more details.
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I

Component

Recommended-Action

CMRP-2-RP_CPLD INCOMPATIBLE OTHER

2-Critical HfActive RP

n||irequires a
olmewer
CPLD
spifirmware to
mggfunction
dlgproperly in
n||ithis chassis.
L. g

codus

Upgrade the CPLD firmware
on this FRU using the
&lt;b&gt; upgrade
hw-programmable CPLD file
&lt;pkg file&gt; slot
&lt;fru_slot&gt; &lt;/b&gt;
command. Please see
http:/Awww.ciscocomen’US docstouters
/asr1000/cpldhw_fp upgrade.html
for more details.

CMRP-3-BITS INITIALIZATION 3-Error  elilThe RP iosxechasssmgr | Note the time of the error
P ]BITS El/T1 message and examine the logs
Siinterface has for BITS driver or hardware
Ij| Eailed to errors. If the logs provide
dtiinitialize. information about a
his could correctable problem, correct
be due to a the problem. If the problem is
ardware not correctable or the logs are
niefect, a not helpful, collect the output
isoftware of the error message, the logs,
driver defect and the output of show
or improper tech-support and provide the
configuration. gathered information to a
Cisco technical support
representative
CMRP-3-CHASFS_OBJECT _DESTROY 3-Error  @|@A chassis iosxechassismgr | In most cases, the problem can
o||tfilesystem be corrected by reloading the
mbbject that impacted hardware using the
hw-module [slot | subslot]

gshould have

W il)

) estroyed.

slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMRP-3-CHASFS PROPERTY_ DESTROY 3-Error WA chassis | iosxechesssmgr | In most cases, the problem can
o||tfilesystem be corrected by reloading the
alproperty that impacted hardware using the

gshould have hw-module [slot | subslot]
aylibeen slot-number reload command.
I, estroyed If the reload fails to correct
j'q fvas not the problem, collect the output
-»!m estroyed. of the error message, the logs,
' and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-3-CHASSIS FRU FAULT IGNORED 3-Error  Sicbug iosxechassismgr | No action is necessary.
s||ivariable will
.[eprevent a
‘HFRU from
ﬁeing

restarted due
to some
faults.

CMRP-3-CHASSIS FRU FAULT IGNORED ISSET |3-Error  Jebug iosxe-chassismgr | No action is necessary.
s||ivariable will

.[eprevent a
RU from
%eing
estarted due
1o some
e||Haults.
a
y
t
epd
o||t
a
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I

Component

Recommended-Action

CMRP3CHASSIS MONITOR FRU BOOT RETRIES EXCEEDED

3-Error ﬁhe FRU
spthas failed to

misuccessfully
didboot in the
n|{imaximum
txallowable
estattempts and
iis held in
eset.

-

w2

oft

iosxechassismgr | Remove the FRU from the
chassis if the FRU continously
fails to boot.

CMRP-3-CHASSIS MONITOR FRU BOOT STATUS

3-Error

st his time is
s|[iused to
wicheck the
boot status
of the FRU.

oscedhosimer

Remove the FRU from the
chassis if the FRU is
continously reloaded.

CMRP-3-CHASSIS MONITOR_ONLINE TIME EXCEEDED

3-Error B\ FRU has
failed to
ome online

within the

d@aximum
oot time.

oft

2 =

odr

¥

Remove the FRU from the
chassis if the FRU is
continously reloaded.
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I

Component

Recommended-Action

CMRP-3-CHASSIS MONITOR_ONLINE TIME_IGNORED

3-Error

he FRU

ailed to

ome online
twithin the
tubmaximum
lllwnline time.
tphis
e|ltmessage
t&applies to all
RUs. A
eload will
not be
iperformed
difbecause
fault ignore
is
configured.

5t

w2

codus

No action is necessary.

CMRP-3-CHASSIS MONITOR READY TIME EXCEEDED

3-Error

mR he FRU
failed to
ecome

iready within

d@&e
aximum

ol|tready time.

his

essage

fapplies to

P FRUs. A

witchover
will be
performed if
another FP
is available.

[

—

oscedhusimer

Remove the FRU from the
chassis if the FRU is
continously reloaded.
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I

Component

Recommended-Action

CMRP-3-CHASSIS MONITOR_READY_TIME_IGNORED

3-Error

he FRU

ailed to

ecome
tready within
lithe
wWaximum
pready time.
B his
gmessage

pplies to
P FRUs. A
iswitchover

s|[iand/or
difreload will
not be
performed
because
fault ignore
is
configured.

- B

g 0O =+ —

(=

codus

No action is necessary.

CMRP-3-DDR_SINGLE BIT ERROR

3-Error l\ﬁhe RP
RAM has

[Eingle-bit

:ﬁCC erTors.
N .|

N §))
71
M

&5

oscedhosimer

In most cases, the system
self-corrects these single-bit
ECC errors and no user action
is necessary. If the problem
persists, gather the console
output with the error message
along with the show
tech-support command output
and provide the gathered
information to a Cisco
technical support
representative.
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I

Component

Recommended-Action

CMRP-3-DUAL_I0S_STANDBY_ BAY

3-Error

j:ﬂﬂ)uring
yiilstandby bay
wshutdown,
e||lsome related
dmlprocesses
elidtill remain
o||trunning for
alan
n||unexpectedly

waiting for
all related
processes to
shutdown.
As aresult,
it is unable
to notify
Process1manager
to restart the
bay

codus

Examine the logs for standby
bay's Forwarding-manager
(fman), Interface-manager
(iman),
Pluggable-Service-Daemon
(psd) and 10S. Ascertain
which of these processes is
taking too long to shutdown
and note the reason. Take
corrective action based on the
error noted in the log

CMRP-3-EXT ALARM INTERRUPT

3-Error

Hhere is an
nmxtemal

alarm on the

xine.

oscedhusimer

If alarm is asserted, then clear
at the source.

CMRP-3-FAN_FAILURE SYS SHUTDOWN

3-Error

IMore than
ertehe fan
ritfailures are
enadentified
ngkhis causing
al

I

di

fverheating
idhe system
and will be
whishut down
SY$n order to

rotect the
omponents.

Wi n

in

odr

LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-FAN_INCOMPATIBLE 3-Error eE"he iosxechasssmgr | This error indicates that the
nhombination combination of one of the
f||@f Fan tray power supplies in PO or P1 is
nd one of not supported with the Fan
)rfﬁhe power Tray. In order to fix this issue,
dnaupply slots please review the installation
nglts not guide, replace the fan tray or
ydfBupported. the power supply based on the
s||[iThis could requirement. If the problem is
dwrause not correctable or the logs are
unpredictable not helpful, collect the output
system of the error message, the logs,
behavior. and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-3-FAN INITIALIZATION 3-Error  elilThe RP iosxechasssmgr | Note the time of the error
P||Railed to message and examine the
sghnitialize the logs. If the logs provide
fFan. This information about a
tcould be due correctable problem, correct
o a the problem. If the problem is
Boftware not correctable or the logs are
defect not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-3-FAN REMOVE IM SHUT 3-Error "Fan tray has | iosxechassismgr | Reinsert a fan tray into the fan
eitbeen tray slot as soon as possible.
¢moved
bind the
mouter will
hutdown to
iprotect itself

seamount of
time stated
in the error
message.
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Component

Recommended-Action

CMRP-3-FAN_REMOVE_RSP2_SHUT

e "Fan tray has
jbeen

if

lmemoved

temperature
i.e. 105C to
protect itself
from
overheating
in the
amount of
time stated
in the error
message.

codus

Reinsert a fan tray into the fan
tray slot as soon as possible.
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CMRP-3-FAN_REMOVE_RSP3 SHUT 3-Error

pid an tray has | asr903-system | Reinsert a fan tray into the fan
dimbeen tray slot as soon as possible.

femperature
Afi.e 105C to
witprotect itself
o||tfrom
dizoverheating.
et

R

g.

=
- %

-~ O
[~

=
o

CEC-Z2§E
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Component

Recommended-Action

CMRP-3-FAN_REMOVE _SHUT

3-Error

e "Fan tray has

i’" een
linemoved

amount of
time stated
in the error
message.

codus

Reinsert a fan tray into the fan
tray slot as soon as possible.

CMRP-3-FAN REMOVE SYS SHUTDOWN_ PENDING

3-Error

rﬂﬁ‘ he FRU is
verheating
wnd will be

nreshut down
n|/iin order to

[a—

rotect the
Sromponents.

oscedhusimer

LOG_STD RECUR ACTION

CMRP-3-FP DOWNREV

ﬁl;he FP
sphnserted is a

dhower

athe router.

t

s|[iFP is not
ambupported.
o||t

2=}
rr1

ithe previous

I
dldversion than
n
waActive FP in

iDownrev of

odr

Reboot the router.
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I

Component

Recommended-Action

CMRP-3-FP_LESSTHAN

3-Error

ﬁhe part
salmumber read

dfrom the FP

DPROM is

t
S
a
(o}

mot

gcompatible
esibwith part

inumber of
ithe active

kP,

ttherefore, it
tmay not act
s a standby.

codus

Remove the FP from the
chassis.

CMRP-3-FP_UNSUPP_UPREV

3-Error

ﬂhe FP
sphnserted is a

1q
dl
n

[

—

n

thigher
dversion than

ithe previous

gActive FP in
aithe router

but this
aipgrade of

P is not
upported.

oscedhosimer

Reboot the router.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-FRU HWPRG BAD DEVICE 3-Error  dMiThe device iosxechasssmgr | No action is required. This is
W]/l not an informational message
mupported in
ardware
r¢fprogramming.
I ]
n||i
s
CMRP-3-FRU HWPRG LOAD KMODULE FAIL 3-Error tckiannot load | iosxechassismgr | Reload the card and retry to
dpla Kernel program the
anodule hw-programmable. If you get
ldvhen the same error, please contact
chapgrade TAC
n||CPLD or
PGA.
n|i
s
CMRP-3-FRU HWPRG NO FILE ENTRY 3-Error annot find | iosxechassismgr | No action is required. This is
fafileora an informational message
fdirectory
r||ovhen
iipgrade
n||€PLD or
PGA.
n||i
s
¥ ]
CMRP-3-FRU HWPRG RESTART ERROR 3-Error  wiRestart iosxe-chasssmgr | Try hw-module command to
HWhprocedure reload the FRU.
nghlvas an error
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Component

Recommended-Action

CMRP-3-FRU_HWPRG_UPG_PS_FAILED

codus

Please check Power-Supply
model and PKG file.

CMRP-3-FRU_HWPRG_UPG_SUCCESS

3-Error

‘ ganebe
MfCPLD/FPGA
(was

Rjupgraded

oscedhusimer

No action is required. This is
informational message

CMRP-3-FRU_HWPRG_UPG_UNSUPP

3-Error pgrade of

dwpoganebe
PLD/FPGA
ot

supported.

0

M

=

=

= =
wn -

S Erm A aa

odr

No action is required. This is
informational message
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-FRU INCOMPATIBLE 3-Error ﬁhe part iosxechassismgr | Remove the FRU from the
sgmumber read chassis.
mggfrom the
dIdFRU
n|{iIDPROM is
‘winvalid for
&:his chassis
s|[itype.
CMRP-3-FRU_INVPARTNUM 3-Error The FRU IDPROM should be
repaired or the board replaced.
CMRP-3-FRU NOPARTNUM 3-Error takl" he FRU iosxechasssmgr | The FRU IDPROM should be
tedDPROM repaired.
tigeannot be
ead or does
fhot contain
Ma valid part
rofhumber

Fﬁeld.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-HWLIB_INITIALIZATION 3-Error  elilThis could | iosxechassismgr | Note the time of the error
atibe due to a message and examine the logs
lhardware for CPLD hardware errors. If
sgldefect, the logs provide information
diSoftware about a correctable problem,
o||tdriver defect correct the problem. If the
gdimor improper problem is not correctable or
eskbnternal the logs are not helpful,
Rifconfiguration. collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
CMRP-3-HWMOD_FAIL 3-Error  clgfhe last iosxechasssmgr | Retry the command. If the
Ew—module retry of the command fails,
ommand reload the router. If reloading
rgfthat was the router fails to resolve the
wlentered problem, note the time of the

failed to
omplete

error message and examine
the Chassis Manager logs. If
the logs provide information
about a correctable problem,
correct the problem. If the
problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-HWPRG_UPG_UNSUPP_SLOT 3-Error pgrade of | iosxechassismgr | Move the card to a different
dvpogammde slot and perform the upgrade
PLD/FPGA
ot
n||supported in
Hifthe given
s||islot. Move
tithe card to a
dpifferent slot
elifand perform
n||ithe upgrade
s
ik
1w
win
e||b
CMRP-3-12C_ READ 3-Error  n||An I2C read | iosxechassismgr | Note the time of the error
hhas failed. message and examine the logs
dgrThis could for 12C errors. If the logs
sflbe due to a provide information about a
ardware or correctable problem, correct
oftware the problem. If the problem is
efect. not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-3-12C_WRITE 3-Error  n||An 12C iosxechassismgr | Note the time of the error
|write has message and examine the logs
efifailed. This for 12C errors. If the logs
sgleould be due provide information about a
oa correctable problem, correct
ardware or the problem. If the problem is
software not correctable or the logs are
defect. not helpful, collect the output

of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMRP-3-IDPROM_ACCESS

software

defect or

incorrect

IDPROM
content.

codus

Note the time of the error
message and examine the logs
for IDPROM and hardware
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support

representative.
CMRP-3-IDPROM_SENSOR 3-Error  e@ne or more | iosxechassismgr | Note the time of the error
r||sensor fields message and examine the logs
efidrom the for IDPROM and hardware
DPROM errors. If the logs provide
iffailed to information about a
ofjfparse correctable problem, correct
tproperly the problem. If the problem is
liThis not correctable or the logs are
Hproblem is not helpful, collect the output
toften the of the error message, the logs,
sipesult of a and the output of show
pehecksum tech-support and provide the
ailure in the gathered information to a
HIDPROM. Cisco technical support
representative.
CMRP-3-INCOMPATIBLE FRU 3-Error HWifThe Product | iosxechassismgr | Remove the FRU from the
n||iD read chassis. Review the Hardware
wlfrom the and Software Compatibility
BHFRU Matrix in IOS XE release
s|[iIDPROM is notes to determine currently
tpanvalid for supported configurations.
dmis
ht{ikardware
Hifconfiguration.
dna
olls
t||i
s||i

—&
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Component

Recommended-Action

CMRP-3-INCOMPATIBLE FRU_SDWAN

codus

Remove the FRU from the
chassis

CMRP-3-INCOMPATIBLE STANDBY SUPERVISOR

3-Error

Use supervisors with the same
specifications to enable High
Availablitly features.

CMRP-3-INTERNAL HW_ERROR

3-Error

gehnd affected

part of

gghardware

was reset. If
this error
condition
reoccurs, the
hardware
may need to
be replaced.

LOG_STD RECUR_ACTION
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I

Component

Recommended-Action

CMRP-3-INVENTORY_INITIALIZATION

3-Error he FRU
iinventory
ffile could
ot be read.
he file can
possibly be

orrupt. The
RU will
ylapossibly not

dnnitialize
gproperly.
The FRU
o||tshould reset
mautomatically.

fit does

ot, it
should be
reloaded
manually. If
the error
persists, the
FRU will
need to be
replaced.

D —~+

codus

Wait a few minutes. If FRU
does not reset automatically,
it should be manually
reloaded. If error persists, the
FRU needs to be replaced.

CMRP-3-LICENSE TIMEOUT

3-Error hroughput

llicense was
ever

treceived
rom Iman

t

S
ofjt
thd

oscedhosimer

Examine logs for error
messages

CMRP-3-00D_OPR

3-Error  n||An OOD
D()Opearion has
npdailed. This
salcould be due
oa
ardware or
software
defect.

odr

Note the time of the error
message and examine the logs
for OOD errors. If the logs
provide information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMRP-3-OPR_PENDING

3-Error e "JThe

ithis board
salhas not
/(i) ompleted

codus

Try with the same command
later

CMRP-3-PEER INVALID

system
resource
exhaustion.

In most cases, the problem can
be corrected by reloading the
impacted hardware using the
hw-module [slot | subslot]
slot-number reload command.
If the reload fails to correct
the problem, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-3-PEM_REMOVE SHUT

3-Error el power
mtisupply has
llveen
mremoved
mpdind the
n||irouter will
shutdown to
protect itself
from
overheating
in the
amount of
time stated
in the error
message.

odr

Reinsert a power supply into
the power supply slot as soon
as possible. The second power
supply is required because the
fans in the power supply are
essential in monitoring router
temperature.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-PFU_FAILURE 3-Error ﬁ\ power iosxechassismgr | Force an RP switchover if the
o||tsupply has system is configured with two
elfifailed and RPs. If a switchover does not
he system correct the problem or cannot
is unable to be performed, reloading the
adproperly router should resolve the
rgpfhandle the issue.
Hiffailure.
n||i
s
CMRP-3-PFU_FAN 3-Error o ﬁ)ne or more | iosxechasssmgr | Force an RP switchover if the
o||tfans have system is configured with two
:ﬂﬂfailed and RPs. If a switchover does not
fihe system correct the problem or cannot
ajffis unable to be performed, reloading the
rgfproperly router should resolve the
Hithandle the issue.
n||ifan failure.
s
N |
CMRP-3-PFU_INCOMPATIBLE 3-Error  U{Error iosxe-chassismgr | Remove incompatible PSUs.
essage for
any PFU
compatibility
errors.
CMRP-3-PFU_INITIALIZATION 3-Error  elilThe RP iosxe-chasssmgr | Note the time of the error
P|[Railed to message and examine the logs
ghinitialize a for C2W and hardware errors.
dHPower If the logs provide information
tSupply or about a correctable problem,
gimFan module correct the problem. If the

problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
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I

Component

Recommended-Action

CMRP-3-PFU_MISSING 3-Error  ehTrhere is no | iosxechassismgr | Insert a power supply into the
ower empty slot. The router
upply in requires two power supplies
tpone of the because the fans in the power
khower supply are needed to cool the
aupply slots. router.
n||i
s
CMRP-3-PFU_OIR 3-Error d h\ power iosxechassismgr | Force an RP switchover if the
o||tsupply was system is configured with two
elinserted or RPs. If a switchover does not
aemoved correct the problem or cannot
Hifinto or from be performed, reloading the
rfl@ router and router should resolve the
tithe software issue.
rgfdid not
M| Broperly
n||thandle the
Wsevent.
N |
CMRP-3-POWERBUDGET 3-Error mlhe system | depltfomintia | the message will be displayed
ilo not have when not enough power

.' udget for
fthe new
«card.

budget left for the new card
inserted.
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Component

Recommended-Action

CMRP-3-PSU_INCOMPATIBLE

3-Error

:Rdentified in
BP0 and P1
dnipower
:[IBupply slots.

codus

This error indicates that the
combination of the two power
supplies in PO and P1 is an
unsupported combination. In
order to fix this issue, please
review the installation guide,
plug out one of the power
supplies based on the
requirement. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-3-PWR_FAULT

3-Error

=

=

Check to ensure the router is
receiving power. Otherwise,
note the time of the error
message and examine the logs
for power-related errors. If the
logs provide information
about a correctable problem,
correct the problem. If the
problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.

CMRP-3-RP_MASTERSHIP SET

3-Error

& he router
o||tfailed to
tgsestablish RP
P|[Rnastership.

odr

Reload the router.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-RP_ MISMATCH 3-Error i The part iosxechassismgr | Remove the FRU from the
mumber read chassis.
Hrom the
dFRU
iIDPROM is
xmot
ompatible
twith part
mumber of
imthe active
P;
roftherefore, it
tdtmay not act
f||@s a standby.
jt}
P|R
CMRP-3-RP_RESET 3-Error  P||Rhis RP is | iosxechasssmgr | No action is necessary.
s||iresetting due
ffeto the reason
sspecified.
CMRP-3-RP_SB RELOAD 3-Error d“& request to | iosxechasismgr | Manually reload the standby
f||@eload the RP. If that fails, configure
WiStandby RP SSO or RPR and then attempt
P|[Railed. the reload. If the problem
def persists, note the time of the
Wit error message and examine

the Chassis Manager logs. If
the logs provide information
about a correctable problem,
correct the problem. If the
problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, show
redundancy state, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative
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Facility-Severity-M nemonic W@W{H@ Component | Recommended-Action
CMRP-3-RP_SWITCH_SB NOT READY 3-Error  P||Rn RP iosxe-chasssmgr | No user action is necessary.
KEwitchover Allow the standby RP to reset.
mcurred
when the
standby RP
was not
ready. The
standby RP
reset.

CMRP-3-SENSOR_INITIALIZATION 3-Error Note the time of the error
message and examine the logs
for IDPROM and hardware
errors. If the logs provide
information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

CMRP-3-SENSOR_TYPE 3-Error  elfA sensor iosxechassismgr | Note the time of the error

ype is message and examine the logs
gytinvalid. This for IDPROM and hardware
s||licould be due errors. If the logs provide
Jalto a information about a
s|[ihardware correctable problem, correct
dldefect, the problem. If the problem is
software not correctable or the logs are
defect or not helpful, collect the output
incorrect of the error message, the logs,
IDPROM and the output of show
content. tech-support and provide the

gathered information to a
Cisco technical support
representative.
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Component
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CMRP-3-SERDES ESI INIT FAIL 3-Error iﬁ\ Serial iosxe-chasssmgr | Note the time of the error
Bridge ESI message and examine the logs
If¥ink did not for Serial Bridge and
lnj|lconfigure. hardware errors. If the logs
his could provide information about a
%e ductoa correctable problem, correct
software the problem. If the problem is
dnerror. not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
olt and the output of show
gie tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-3-SERDES_ESI LOCK _FAIL 3-Error Serial iosxechassiamgr | Note the time of the error
Bridge ESI message and examine the logs
[¥ink did not for Serial Bridge and
Tni|llock. This hardware errors. If the logs
ould be due provide information about a
0 a correctable problem, correct
ardware the problem. If the problem is
dnalefect or a not correctable or the logs are
ﬁoftware not helpful, collect the output
onfiguration of the error message, the logs,
ol|terror. and the output of show
Ll tech-support and provide the
gathered information to a
Cisco technical support
representative.
CMRP-3-SERDES NSTEP_SYNC_ERROR 3-Error ne or more | iosxe-chassismgr | Note the time of the error

iLink didn't

Bome up.

#il his could

gdhardware

defect.

message and examine the logs
for repeated SYNC errors
after repeated retries. If the
logs, provide information
about a correctable problem,
correct the problem. If the
problem is not correctable or
the logs are not helpful,
collect the output of the error
message, the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
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Component
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CMRP-3-SIP_ MDR_FAIL

3-Error

process is
aborted and

an attempt
will be
made to
recover the
SIP by
resetting the
SIP
hardware.

codus

C1ITors.

Examine the system logs for

CMRP-3-SOFT_ERROR RELOAD

3-Error  damflncorrected
iBoft error on
oieritical
n|janodule,

JHreloading
ﬁhe RP to
P||Recover
o||t

(=

asr903-system

contact asr903-system

If this reoccures frequently,

CMRP-3-SOFT_ERROR RELOAD RECOMMENDED

3-Error  dallincorrected
(Boft error on
aieritical
n|{enodule,
JHreload is
mmended
s||/ito recover
e
o||t

T

-

asr903-system

contact asr903-system

If this reoccures frequently,

CMRP-3-SOFT_ERROR UPDATE

3-Error ﬂhﬁjpdate for
ieach soft
QIEITor on
n||aifferent

Weomponents

[=

asr903-system

contact asr903-system

If this reoccures frequently,
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Component
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CMRP-3-SOFT_ERROR_WAIT

3-Error

dﬁncorrected
tkSoft error on
oieritical
n|janodule,
Jwaiting for
gwandby to
rofreach SSO
Wito

o|[tswitchover

|

asr903-system

If this reoccures frequently,
contact asr903-system

CMRP-3-SYS REBOOT

3-Error

ystem
eboot is
Jatalled from
oftware.
lease check
the reason
and earlier
syslog,
traces

oscedhusimer

Check the reason string and
take appropriate action

CMRP-3-THROUGHPUT _LICENSE APPLY_ FAILED

3-Error

his
Imessage is
to notify the

ser that a
elidicense
o||tlook-up did
#inot succeed
because
license
manager
process
could not be
contacted.
This is a
rare case but
is due to
either a
crashed
license
daermon(ficensad)
or it
encountered
an internal
error.

odr

No user action is necessary.
However, it is possible that a
re-boot of the box may correct
this behavior.
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Component

Recommended-Action

CMRP-3-UDI_AUTH

diburned on to

the Quack
chip and the
one read
from chassis
EEPROM
do not
match. It
canalsobea
case of
either
EEPROM or
Quack
device
failure.
More details
about which
specific
field failed
to match are
logged in
license
daemon log
file

(ficensad ROkog).

codus

User immediately needs to
contact Cisco support. This
device appears to be tampered
with or is a counterfeit device
or had a system failure.

CMRP-3-UNSUPPORTED FRU

3-Error

n

P

w2

t

di
0
t
s

HBifThe Product

iD read
drom the

WFRU

iIDPROM is

ot

upported in
ithis router.

his is due
4o either
Hardware or
iSoftware
icompatibility

disdimitation

indicated in
the console
log

oscedhusimer

Remove the FRU from the
chassis. Review the Hardware
and Software Compatibility
Matrix in IOS XE release
notes to determine currently
supported configurations.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-3-UNSUPPORTED PEM 3-Error ]#ﬂ"he Product | iosxechassismgr | Remove the PEM from the
n|[iID read chassis and replace it with a
wlfrom the supported PEM. Review the
Hardware and Software
Compatibility Matrix in IOS
XE release notes to determine
currently supported
configurations.
dnaonfiguration.
t|[ilt will be
llowed to
o||tcontinue but
e||bmmediate
eplacement
il required
CMRP-3-WANPLL SETUP 3-Error  d|@ifFailed to iosxechasssmgr | Note the time of the error
o|[tsetup the RP message and examine the logs
‘AN PLL for WAN PLL related
tappropriately. hardware errors. Check if the
his could issue is transient or repeatable.
f||de due to a If the problem is not
ehithardware recoverable collect the output
P||Refect of the of the error message and the
NAMevice. chassis- manager and [0S
LILP logs. Provide the gathered
information to a Cisco
technical support
representative.
CMRP-4-ACTIVE_SLOTBAY_ BIAS 4-Warning efiThe iosxechassismgr | In most cases, the problem can
onfigured be corrected by reloading the
ctive impacted hardware using the
lot/bay bias hw-module [slot | subslot]
s not 0 or 1. slot-number reload command.
he default If the reload fails to correct
s|[ivalue of 0 is the problem, collect the output
chused. of the error message, the logs,

and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.
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Component

Recommended-Action

CMRP-4-CPP_WARN

4-Warning

®lug out one
eldC with
lheavy
n||itraffic, it
snay cause

cpp queue
]ﬁpending
mgghlrain and

yhmodem
ffline.

=

w2

chrpltfomyinfia

No action is required.

CMRP-4-FAN TRAY OVER CURRENT

4-Warning

Mnternal
nglérror (Fan
ydfllray

mver—current)
sglcondition

mggdwas
dafletected,

wystem was
weset. If this
gerror
condition
reoccurs, the
hardware
may need to
be replaced.

mtgand so the
1
e

oscedhosimer

LOG_STD RECUR ACTION

CMRP-4-INTRUSION_ALERT

4-Warning

ehTThese

mtigamper alert

essages
indicate the
medevents of

Bifintrusion.
1

w2

odr

LOG_STD NO_ACTION
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CMRP-4-MOTHERBOARD_ OVER_CURRENT

4-Warning

s
ot
d
Tet]
1
e

ternal
rror

otherboard
fdover-current)
tondition
SV as
wetected,
tand so the

Jmsystem was

reset. If this
error
condition
reoccurs, the
hardware
may need to
be replaced.

codus

LOG _STD RECUR_ACTION

CMRP-4-NGWICS OVER CURRENT

4-Warning
M

]
s
10
d
mg8ystem was
1
e

Anternal
Nrror (NIM

ver-current)
gcondition
as

thletected,
thnd so the

weset. If this
error

Zecondition

reoccurs, the
hardware

may need to
be replaced.

oscedhusimer

LOG_STD RECUR ACTION

CMRP-4-SERDES_ESI_CARD RESEAT

4-Warning

I
In

Serial
Bridge ESI
Nfink did not
llock during

di

first 10
eties due to
improper

ik
elb

seating.

odr

Note the time of the error
message and examine the logs
for Serial Bridge and
hardware errors. If the logs
provide information about a
correctable problem, correct
the problem. If the problem is
not correctable or the logs are
not helpful, collect the output
of the error message, the logs,
and the output of show
tech-support and provide the
gathered information to a
Cisco technical support
representative.

266




Facility-Severity-M nemonic

I

Component
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CMRP-4-SSD_BTN_PRESS_WARN

4-Warning eHﬂThese
DfSamper alert

essage
dicate the
ent of ssd

n||dutton press.

Ere

- B
v =

=E

&

codus

LOG_STD NO_ACTION

CMRP-4-SYSTEM OVER CURRENT

4-Warning IUﬂMtemal
EIREITOr
msystem
salover-current)
mylrondition
atdvas
mtigsletected,
llhand so the
e|Bystem was
Amreset. If this
error
condition
reoccurs, the
hardware
may need to
be replaced.

oscedhosimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

CMRP4-TAMPER DETECTION AT LEAST EVENT MSG |4-Warning i hese iosxechasssmgr | LOG_STD_NO_ACTION
aetamper
wWarnings
hgwndicate the
&vents of
intrusion.

CMRP-4-TAMPER DETECTION_EVENT MSG LOG_STD NO ACTION
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Facility-Severity-M nemonic

S:mtyMezn_#lesgﬂmﬁn Component

CMRP4TAMPER DETECTION NO LAST KNOWN EVENT

4-Warning
amper
sjimwarnings
indicate the
events of
tintrusion.
dnalhere is no

hese iosxechassismgr

LOG_STD NO_ACTION

Action is not necessary.

CMRP-5-CHASSIS MONITOR BOOT TIME PRINT

his is an
informational
tmessage
about boot
r¢ime of all
ol|tcards.
tab

5-Notice

oscedhosimer

CMRP-5-FRU _CPLD MISMATCH

5-Notice DJRThis FRU
rrequires a

HBifmatching
n|[iCPLD

oifirmware to

function
%:operly in
is chassis

t
hgtm

altA
nJrc

rgv

—

odr

Upgrade the CPLD firmware
to have matching versions.

T
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Facility-Severity-M nemonic W@W{H@ Component | Recommended-Action
CMRP-5-HA NOTICE 5-Notice A|HA Error |iosxechasismgr | Note the time of the error
ccured. message and examine the logs
his could for HA and hardware errors.
be dueto a Try re-inserting Standby SUP
software properly and see if problem
defect, gets corrected, If the problem
please is not correctable or the logs
follow are not helpful, collect the the
action output of the error
message,the logs, and the
output of show tech-support
and provide the gathered
information to a Cisco
technical support
representative.
CMRP-5-NEBS_ACCESS_PID FAIL 5-Notice d|@fiJnable to |iosxechassismgr | LOG_STD RECUR_ACTION
o||tacess NGIO
sPID list for
Ol(®lot %d bay
DI|P%d in
&§{INEBS mode
rgf
]
n||o
n|fi
SHN
.
CMRP-5-PEM_OUTPUT DETECT 5-Notice tpWalue of deplatformntia | [f PEM Output is 0, check
f]|®©utput of Power Cable.
MHIPEM.
Jel
s||i
Jel
A%
CMRP-5-PRERELEASE HARDWARE 5-Notice  RiThe board | iosxechasssmgr | Immediately contact Cisco for
s|[idoes have a replacement board.
n official
mroduction
part number.
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CMRP-5-SUDI_KEY_READ_INIT FAILED

5-Notice ﬂBHA key
ytikeead failed
iduring

%nitializtion.

codus

Check SUDI Trustpoint

creation. Please collect output

of show tech-support and
provide the gathered
information to a Cisco
technical support
representative.
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CMRP-5-UNSUPPORTED _MODULE 5-Notice Hardware in | iosxechesssmgr | LOG_STD_RECUR_ACTION
the specified
location

could not be
identified as
a genuine
Cisco
product
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..mxIC
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]

2]
[

T

- R
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-
o

&

2]
O e

54

CMRP-5-UNSUPPORTED MODULE IN NEBS

5-Notice

elfHardware in
eflabhe specified
ocation
n|jehould be
emoved in
EBS mode

i
N

#p
.

=

oodu

LOG _STD RECUR_ACTION
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CMRP-6-DUAL _IOS REBOOT REQUIRED

6-Informatiomtgfhassis

t

anager

e|[received

otification

drahat I0S

tsoftware
idredundancy
s been

e|wonfigured.
daFor these
fChanges to
SDlkake effect,
he system
iﬂust be
o||trestarted.
dat

T

-

-

codus

Reload the chassis.

CMRP-6-DUAL I0S STARTING

Gmfonmﬁort‘hassis
anager

SDIreceived

otification
ifthat IOS
oftware

n||iredundancy
]cﬂas been
sconfigured.
The standby
I0S will be
started in

the time
specified.

oscedhosimer

No action is necessary.
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CMRP-6-DUAL_IOS_STOPPING

6-Informatiorpy

N

hassis
anager
eceived

Ihotification
to stop the
standby IOS
instance.
This may be
for a
redundancy
mode
change.
Depending
on the
reason, the
standby may
be
subsequently
restarted.

codus

No action is necessary.

CMRP-6-FORCE_RESET _OTHER_RP

6-Informatiore

P
P

w2

[The Other
kSupvervisor
ISs force reset
Rlue to hold

Jelthe

imidplane

oscedhusimer

No action is required. This is
informational message

CMRP-6-FP_HA_SB_NOTREADY

6-Informatio? || H'he standby

SP is not
eady for a
switchover.

odr

No user action is necessary.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP-6-FP_HA STATUS 6-Informationjgf{ he ESP has | iosxe-chassismgr | No user action is necessary.
ransitioned This is an informational
into a new message.
s|[iHigh
HiAvailability
state.
CMRP-6-FP SB RELOAD REQ 6-Informatiorpld reload of | iosxechassismgr | No action is necessary.
tandby FP
:Mhas been
wrequested.
CMRP-6-FRU FPGA UPG _REQUIRED 6-InformationgfThis FRU | iosxechassisngr | Upgrade the FPGA firmware

n||irequires a
Waewer

PGA
spfirmware to
unction

Affproperly in

Ehis chassis

ht/w
%
AYF

T

on this FRU using the
&lt;b&gt; upgrade
hw-programmable FPGA file
&lt;pkg file&gt; slot
&lt;fru_slot&gt; &lt;/b&gt;
command.

CMRP-6-FRU HWPRG CPLD POSTUPG SUCCESS

6—Informati01$ he

DIRGwoganmdbe
& PLD
n||postupgrade
as
simpgraded
uccesfully

@)

L
si|i

pie

@
- =

:%

No action is required. This is
informational message

277




Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP-6-FRU_HWPRG_UPG_ADMI1266 FM_START

Gmfomaﬁorﬁ he

N

DM 1266
n||&Firmware is

Bifupgrading

1

=

s

codus

No action is required. This is
informational message

CMRP-6-FRU HWPRG UPG_ADMI266 FM SUCCESS

No action is required. This is
informational message
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iosxechassismgr | No action is required. This is
b informational message

CMRP-6-FRU_HWPRG_UPG_PSOC_DONE

CMRP-6-FRU HWPRG UPG PS SUCCESS No action is required. This is

informational message

CMRP-6-FRU HWPRG UPG START 6-Informatio he iosxe-chassismgr | No action is required. This is

informational message
was
n||@pgrading

[

S
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CMRP-6-HT CLOSURE_MODE

6-Inf01matiomlL"JThis is not a

IPdritical
rror, but it

o||tpossible
draffic
tiinterruption

uring
rtain
oftware

failure cases

2, =

ill result in

codus

Note the error message and
contact a Cisco technical
support representative.

or ISSU
operations.
CMRP-6-HT _STATUS 6-Informationjgfhe RP iosxechassismgr | No user action is necessary.
Eypeﬂtanspoﬁ This is as informational
river was message indicating normal
rgfproperly system operation.
ﬁonﬁgured
or a newly
active FP.
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CMRP-6-IGNORE PFU OIR 6—Informati01g’uiFAN tray asr903-system | ignore FAN tray or PEM/FM
MOIR is removal/insertion messages
R®mulated and system shutdown message
efidhrought
o||tsoftware to
NAEelect new

AN
difsPEED
rofile. this

message is
to let know
the user that
this is a
simulated
FAN oir and
not physical
FAN oir.
User needs
to ignore
next
occurrence
messages/alanms
associated
with FAN
tray
removalinsetion
actions.
such as
FAN tray
missing,
PEM/FAN
removedinserted
and system
shutdown
will happen
messages
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP-6-MGMT _SFP_INSERT

6-Informationst
e

n

The online
sertion

iand removal

i(OIR)

Hiffacility

detected a
newly
inserted
transceiver
module for
the interface
specified in
the error
message.

codus

No action required.

CMRP-6-MGMT SFP REMOVED

6-Informatio he online
elamsertion
nd removal

101

fOIR)

Hhifacility

detected the
removal of a
transceiver
module
from the
interface
specified in
the error
message.

oscedhusimer

No action required.
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Facility-Severity-M nemonic

Component

Recommended-Action

CMRP-6-MODULE_INSERTED_ CFG_MISMATCH

8

codus

card.

Change the config and reload
the system or remove the Line
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP6REDT FP UNSUPPORTED IN INTER CHASSIS MODE

P
n

=

—-

n

G-mfomaﬁonit%
ystem is

Eonfigured
iin
box-to-box
Bfor
iinter-chassis
edundancy
£node, the

iintra chassis

iredundancy
ode is not
egasupported

ecause the

and
redundant
FP, if any,
will be
disabled.

codus

No user action is necessary.

CMRP-6REDT RP UNSUPPORTED IN INTER CHASSIS MODE

Gmfonmﬁonf
ystem is

P
n

P

— W

n

(=

T

o

Bifor

edundancy
dtﬁnode, the

.fsupported

i
edundant
risabled.

ecause the
Ronfigured
iin
box-to-box
iinter-chassis
iintra chassis

iredundancy
ode is not

RP, if any,
fwill be

t

8 o
%

5—_@5_

o

oscedhusimer

No user action is necessary.
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Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMRP-6-RFROLE

6-Informatio? || ®©On RP
J@witchover
ﬂasfs rfrole
property has

been
changed.

codus

No user action is necessary.

CMRP-6-RP_SB_RELOAD REQ

6-Informatiorgl\ reload of
tandby RP
:[MRas been

Hifrequested.

oscedhusimer

No action is necessary.

CMRP-6-RP_SWITCH_SB_SYNC

6-Informatio? || ’he RP

rvitch
synchronization

timer
expired.

odr

No user action is necessary.

CMRP-6-SINGLE I0S REBOOT RECOMMENDED

6-Informatiomtf’hassis
tfmmanager
e|[received
dyotification
dnahat I0S

sallocation,
njgthe system
must be
restarted.

Reload the chassis.

CMRP-6-STBY HARDDISK UNAVAIL

6—Inf01mati01hgThe
s||istby-harddisk
alffis not
available.

oo chosssmer

No user action is necessary.
This is an informational
message.

CMRP-6-TEST _SPA_OIR_ONLINE_INSERT DENIED

6-InformatioAl} $est

@xecuted
idisallowing
ithe spa to be
serted.

Execute the test command
allowing the insertion of the
spa for normal operation
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Facility-Severity-M nemonic MWQW@ Component | Recommended-Action
CMRP-6-TEST_SPA OIR _ONLINE OPS 6-InformatioA R $est iosxe-chasssmgr | If the card does not come
ommand online, execute the test
ril@xecuted to command to allow the spa to
ither come online.
llow/deny
s||ithe spa
tgcoming
oltonline.
CMRP-6-THROUGHPUT LICENSE 6-Informatio tatus iosxechassismgr | No user action is necessary.
lindicating This is an informational
JHwhether message indicating throughput
hroughput configured.
tgdicense is
o||tfound and
Kifthe
corresponding
througput
the CPP
hardware is
configured
to provide.
CMRP_ENVMON-3-PWR FRU HW_AUTO_SHUTDOWN | 3-Error iosxechasssmgr | LOG_STD_RECUR_ACTION

H®he FRU hit
eliibnormal
oltage or

n||@urrent and

lshas been
Jelauto-shutdown
t{jhn order to
rotect the

xomponents.
r|lo

Ko}

t[|i

sgh

b
s

y||b

e

rgf
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

CMRP_ENVMON-3-TEMP FRU HW AUTO SHUTDOWN | 3-Error e FRU is |iosxechasssmgr | LOG_STD RECUR_ACTION
efibverheating
nd has

n||deen
lsuto-shutdown
Jalin order to
iprotect the
glcomponents.
t||i
sgh

w2

=
S3

Whe FRU is | iosxechasssmgr | LOG_STD RECUR ACTION
Rioverheating
nd will be

CMRP _ENVMON-3-TEMP FRU SHUTDOWN NOW | 3-Error

287



Facility-Severity-M nemonic

Component

Recommended-Action

CMRP_ENVMON-3-TEMP_FRU_SHUTDOWN_PENDING

3-Error

‘ii‘l.'" e FRU is

codus

LOG _STD RECUR_ACTION

CMRP _ENVMON-3-TEMP PSU SHUTDOWN NOW

3-Error

e PSU is
verheating
nd will be
hut down

n||on order to
Hhprotect the
icomponents.
i

=]

5B

o
=

oscedhusimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

CMRP_ENVMON-3-TEMP_SYS SHUTDOWN_NOW | 3-Error e FRU is |iosxechasssmgr | LOG_STD RECUR_ACTION
verheating
nd will be
hut down

n||an order to

Blfprotect the

icomponents.

n|fi

w2

a
w5
'S

1

%)

erheating
nd will be
hut down
n||on order to
Hhprotect the
icomponents.

CMRP_ENVMON-3-TEMP_SYS SHUTDOWN_PENDING | 3-Error %ne FRU is | iosechasismgr | LOG STD RECUR_ACTION
Vi

w2

G

E.

CMRP_ENVMON-3-TEMP_WARN_CRITICAL 3-Error LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

QVIRP ENVMONSTRANSCHIVER TEMP SYS SHUTDOWN NOW

3-Error

T

Wi n

.|®o

SY¥8omponents.

codus

LOG _STD RECUR_ACTION

CMRP ENVMON-6-TEMP_SYS SHUTDOWN DISABLED

Tet]

utdown

Ghlfonmﬁontghermal
h

s||idisable is
n||iconfigured
&0 bypass

oscedhusimer

LOG_STD RECUR ACTION

CMRP_PFU-1-FAN_POLICY_ ALERT

1-Alert MﬂSystem

FFAN policy

WIRheck

tieletected
iissues, no
Bfredundant
fan tray or
fan detected.
System will
shutdown if
a fan or fan
tray is not
inserted
back

odr

Reinsert the fan or the fan tray
back in order to prevent the
system from shutdown.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-1-PFU_FAN_FAILED

8 00w

1-Alert Iﬂ]&: an tray has
&

kbeen
njfremoved or
wttone of the
lmfan failed
r||@nd the

frouter will
r%’gutdown
hen the

r||¢demp

eaches
tCritical
ytiffemperature
fo protect
titself from
toverheating.
M

»

=B

= C
ﬁ»&.—»

codus

Reinsert a fan tray into the fan
tray slot as soon as possible.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-1-PFU_NO_FAN

1-Alert

Z&ﬁg-ﬁksg-g @
8 &+ =~ o ™h

Iﬁ“ﬁN o working

dgsefan or fan

o||tray detected
fin the

:rIcsystem,
ftould be

W

tremoved or
in failure

n|litemp
alfreaches
ritical
mperature
r||do protect
itself from
toverheating.

codus

Reinsert working fan or fan
tray as soon as possible.

CMRP_PFU-2-FAN POLICY CRITICAL

2-Critical MﬁSystem

NAFAN policy
WRheck
Bidetected
issues,
Hifeither Fan
tray has
been
removed or
fan failure
has been
detected.
The system
may
overheat.

osedhusimer

Re-insert the missing fan tray
or technician should inspect
the failed fans as soon as
possible to prevent
overheating.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-2-PSU_MIX_PWR_CAPACITY

2-Critical ower
upplies

@onnected in
sy stem have
ifferent

};ﬁower
icapacity.
o his is not
aupported
rom
ghardware as
sifit can lead to
nfiainstable
dilbehavior or
o||tsystem may
ﬂo for
eload.

r||®Power

Lo}

—-

®igcapacity can

gitbe checked

codus

Connect all the power supplie
having same power capacity
as soon as possible.

S
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

CMRP_PFU-2-PSU_VOLATGE_MIX

2-Critical x|jlome PSUs

w 8 a8

-

8 g5 o v =3 C g5 w

8 oo
8

are
konnected to
a 10V and
Zome are
iconnected to

20V. This
f:s not
Msupported
U$From
n|{thardware as

wldt may cause
Bsystem

ifailure and
isystem may
ko for
aeload. Input
Roltage can
ibe checked
aising CLI

Bishow

iplatform

n||thardware
YRhassis

ower-supply
detail
i

»

—

codus

Connect all the power supplies
to same voltage input source
as soon as possible.

CMRP_PFU-3-DCPOWERREDUNDANCY

3-Error

Ses

—

c|[d@he DC

nput failed
for pem
odule.

f

&5

oscedhusimer

the message will be displayed
when DC input failed.
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Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMRP_PFU-3-FANASSY REMOVED

3-Error

naglFan

yim\ ssembly

ihas been

emoved
om the
isystem. It

o||tneeds to be
idinserted

w2

wtidback to
rof|fprevent

gisystem from
heating. If
the system
over heats,
parts of the
system will
not function
normally
and system
may shut
itself down.

codus

Insert the fan assembly in the
system to prevent system from

over heating.

CMRP_PFU-3-PEM_STATUS

3-Error

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

CMRP_PFU-3-PEM_VOLTAGENOTSUPPORTED

3-Error

codus

LOG _STD RECUR_ACTION

CMRP_PFU-3-PFU FANS DEAD

3-Error

=

[¢)
==

The system
ifis in danger
iof

toverheating
ecause

mone of the
dans in one

[a—

ﬂgf the PEMs
re working

gproperly.
i

osedhusimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-3-PFU_FANS DEAD SHUTDOWN

3-Error fm\' hen the
ans fail

@tighen system
wiyoes not

fnave
tsufficient

giftooling
n|licapacity. To
prevent
damage, the
ystem will

=

—_—

#Shut down.

[ o)

automatically

codus

LOG _STD RECUR_ACTION

CMRP_PFU-3-PFU FAN DEAD

3-Error

W fan is not
ngHunctioning

Jalproperly.
n|i

W

oscedhosimer

LOG_STD RECUR ACTION

CMRP_PFU-3-PFU_FAN_ERR

3-Error

W fan is not
ngHunctioning

odr

LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-3-PFU_IDPROM_CORRUPT

3-Error

efilThe idprom
ontains
iinformation
equired in
e||rder to
mroperly
perate the
ienvironmental
flononitoring
n||isubsystems.
sThe idprom

]rﬁlkould not be
ehTead,

2=

=

etigherefore no

—_—

wonitoring

codus

LOG _STD RECUR_ACTION

CMRP_PFU-3-PFU IDPROM READ ERR

3-Error

dﬁf he idprom
tirwontains

dgnnformation

trequired in
rder to
iproperly

n||ioperate the
plenvironmental
J@nonitoring
eliBubsystems.

wmt§sThe idprom

[a—

would not be

oscedhusimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

CMRP_PFU-3-PFU_SHUTDOWN 3-Error fm\'hen cither | iostodhasismer | LOG_STD RECUR_ACTION

PEMora
retydEM are
womemoved,
fhe system
tlacks
MH|Bufficient
n|licooling
wlccapacity. To

revent
amage, the
ystem will

S
r||@utomatically

tishut down
nless it is
yreplaced.

3-Error  elilThere is no | iosxechassismgr | Insert a power supply into the
ower empty slot.
upply in
tpone of the
kpower
aupply slots.

CMRP_PFU-3-PFU SLOT VACANT

n||i

;ﬂ;
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Facility-Severity-M nemonic

Component | Recommended-Action

CMRP_PFU-3-PWR_MGMT_ ALARM

iosxe-chasssmgr | LOG_STD RECUR_ACTION

CMRP_PFU-3-PWR MGMT LC SHUTDOWN

3-Error

(ﬂ( LC was
hutdown

idue to a

U‘ERS

w

=3
)

5=

—
o

j72}

w2

power loss.

oscedhusimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

CMRP_PFU-3-PWR_MGMT SINGLE SUP_ERROR |3-Error HJser iosxechasssmgr | LOG_STD_RECUR_ACTION
ef®nserted a
econd
sdlsupervisor

mgthn a
ingle-sup
n|[ipower
smode.

CMRP_PFU-3-PWR PROTECTION ACTION 3-Error LOG STD RECUR ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-3-PWR_PROTECTION_MODE

3-Error

1

put
oltage of

wa|lpower

%V.
(

upply is too

codus

LOG _STD RECUR_ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

CMRP_PFU-3-PWR_REDUN_ALARM_STATE

3-Error

codus

LOG _STD RECUR_ACTION

CMRP_PFU-3-SHUTDOWN_FAILURE

3-Error

e ”the system

manually
rebooted.

oscedhusimer

LOG_STD RECUR ACTION
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Facility-Severity-M nemonic

Component | Recommended-Action

CMRP_PFU-3-TEMP_FRU SHUTDOWN

ampverheating
nd will be

shut down
Kifin order to

iosxe-chasssmgr | LOG_STD RECUR_ACTION

CMRP_PFU-3-TEMP SYSTEM SHUTDOWN

3-Error

}components.

LOG_STD RECUR ACTION

CMRP_PFU-4-PFU_FANTRAY_ WARN

LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-4-PFU_FAN_ID_WARN

4-Warning fan is not
functioning

@roperly.

codus

LOG _STD RECUR_ACTION

CMRP_PFU-4-PFU_FAN INSUFFICIENT

dmfan modules
anstalled,

Afhould insert
slahew fans as

eftavoid
ylmsystem from
over
fheating.
fhdh

¥

oscedhusimer

LOG_STD RECUR_ACTION

CMRP_PFU-4-PFU_FAN_TRAY_ WARN

4-Warning Ihﬂ fan tray is
kot
tfunctioning
iproperly.

s

= 2 g B

odr

LOG_STD RECUR_ACTION

CMRP_PFU-4-PFU_FAN_WARN

4-Warning ciw fan is not
ngHunctioning
Jelproperly.
n||i

s

LOG STD RECUR ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

CMRP_PFU-4-PWR_MGMT_CAPACITY_ MIXED

pecifically
s|[idealing with
tihe case in
hich all
htjiactive power

upplies fail
e iy
ull

llhprotected
nifistate is
n|lidemoted to
ormal
rotected
tate.

j22}

codus

CMRP_PFU-4-PWR _MGMT WARN

supplies are
pnstalled.

oscedhusimer

306
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-4-PWR_MGMT_ WARNING

4-Warning

=

sufficient

umber of

ower
supplies are
installed to

perate in
configured
anode, more

digpower

Supply
hould be
installed

codus

LOG _STD RECUR_ACTION

CMRP_PFU-5-DCPOWERINPUT

5-Notice

i

d'he DC

iinput
ecovered
or pem

fmodule.

oscedhosimer

the message will be displayed
when DC input recovered.

CMRP_PFU-6-FANASSY INSERTED

6-Informatiom

vl ssembly

w2

Fan

ithat was

dapreviously

removed has
been
inserted in
the system.
Preventing
the system
from over
heating is
important.
So fan
assembly
should not
be removed
for extended
period of
time during
normal
operation.

odr

No further action is necessary.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-6-PEM_INSERTED Gmfomaﬁox;ﬁ PEM | iosedhsismer | Insert the power supply cable
eems to be in the PEM and provide
n|liinserted power.
wlswithout the

-

ower cable
onnected.
A his

message is a
notice that
the power
supply is not
operational,
will not
provide
power to the
system, and
may not be
completely
detected by
the software
until the
power cable
is connected
and the
PEM is
supplied
with the
power.

CMRP_PFU-6-PFU_ BEACON_LED ON_OFF

6-InformationgifPower
Supply or

Dl

w2

an-tray,
IBeacon
iLED turned

N/OFF.

hisis a
notification
message
only.No
action is
required.

osedhusimer

This is a notification message
only. No action is required.
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-6-PFU_FAN_DETECTED

6-Informatiore )y A fter

revious no
an or
ansufficient

Lo}

ffan modules
]ﬂmlarm, the

r||@equired

1jﬁlninimum
umber of

efidan trays or
tfan modules
have been
detected.

[ o)

codus

No further action is required.

CMRP_PFU-6-PFU FAN RECOVERED

roff

6-InformatiomgfFans are just
n||irecovered

©lrom an

]ﬁirror
ondition,

b
dar

w2

oscedhosimer

LOG_STD RECUR ACTION

CMRP_PFU-6-PFU_FAN_RECOVERED I2C

t
QP

Gmfomaﬁoxﬁ ans are just

ecovered

Qllfrom an 12C

i fImmuncation.
0

D(é_:__% E

s =
M- Oy e

odr

LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-6-PFU_INSERTED

6-Information|

hen either

3 PEM or a

M are
emoved,
he system
lacks
sufficient
cooling
capacity. To
prevent
damage, the
system will
automatically
shut down
unless it is
replaced. This
message
serves as
notice that
the module
has been
replaced
within the
required
time

codus

LOG _STD RECUR_ACTION
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Facility-Severity-M nemonic

SawiyMerigMsgDiaHEn

Component

Recommended-Action

CMRP _PFU-6-PSU MIX PWR_CAPACITY RECOVERED

6-Informationl

IMix of

ower
apacity
ower

supplies
avere
@onnected in

darit may have

fcaused

x|y stem
ailure. The
yeystem is

now in a
stable state
with all
power
supplies
having same
power
capacity

codus

All connected power supplies

should be of same power
capacity
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Facility-Severity-M nemonic

SawiyMerigMsgDHEn

Component

Recommended-Action

CMRP_PFU-6-PSU_VOLATGE_MIX_RECOVERED

6-Informationl||Some PSUs
dfRvere
effaonnected to
wod 10V and
damome were
o||tconnected to
eht220V. This

rofSystem
x|jfailure. The
f||@ystem is
INow in a
Etable state
U§Rvith all
n|[iPSUs
sonnected to
Hifthe same
s|[iinput
dawvoltage
o||t

"

=

codus

All the power supplies should
be connected to same input
voltage source

CMRP_PFU-6-PWR MGMT LC RECOVERED

6—Inf0rmati0r¢$A LC was

n|lirecovered
wlfrom a
Jelshutdown
ik

oscedhusimer

LOG_STD RECUR ACTION

CMRP_PFU-6-PWR_MGMT NON_REDUNDANT

LOG_STD RECUR_ACTION
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Facility-Severity-M nemonic

Component

Recommended-Action

CMRP_PFU-6-PWR_MGMT_OK

power
upplies are
pinstalled.

codus

LOG _STD RECUR_ACTION

CMRP _PFU6PWR MGMT OPERMODE FULL PROTECTED

LOG_STD RECUR ACTION

CMRP _PFU-6PWR MGMT OPERMODE NON REDUNDANT

LOG_STD RECUR_ACTION

CMRP PFU6PWR MGMT OPERVIODE NORMAL PROTECTED

LOG STD RECUR ACTION
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CMRP_PFU-6-PWR_MGMT OPERMODE_REDUNDANT

dii"hanging | iosxechassismgr | LOG_STD RECUR_ACTION

htpnode to
edundant.

CMRP PFU-6-PWR MGMT REDUNDANT 6-Informatio hanging | iosxedhasssmgr | LOG STD RECUR ACTION
tthe power
edundancy
ode to
egaredundant
ofjt
CMRP_PFU-6-PWR_MGMT SINGLE SUP NOTICE | 6-Informationff@ser needs | iosxechasismgr | LOG_STD RECUR_ACTION
f||/do be
Jdhotified that

migsingle-sup
s
W

imode is
enabled

=2 = =%

—
-+ O

w2
—

Egﬂ

|22}

3
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Facility-Severity-M nemonic

I

Component

Recommended-Action

CMRP_PFU-6-PWR_PROTECTION_RECOVERED

6-Informatiore fIPower

upply input
re just
n|lirecovered
drom an
rror
splcondition,

=

codus

LOG _STD RECUR_ACTION

CMRP_PFU-6-PWR _REDUN RECOVERED

w2

6-Informati ser has
ecovered
he system

101

talarm state
driggered by
power

firom the

dnidailure

oscedhosimer

LOG_STD RECUR ACTION

CMRP_PFU-6-PWR_UP_FRU

6—Inf0nnat1'0rruxﬂ" he total

p|[power

tbecome
nough,
ower

etdRUs.
oft

£

odr

LOG_STD RECUR_ACTION

CONFIG_VALIDATOR MESSAGE-5-EWLC GEN_ERR

5-Notice

iEWLC
n||iwireless

Message.

iosxe-binos-utils

LOG_STD_ACTION
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ahicense

Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
CSVERIFY-3-CSVERIFY_ FAIL 3-Error uring iosxe-binos-utils | Check the diagnostic csverify
igital trace file for more information
signature on the underlying failure.
verification,
an error has
occured
CSVERIFY-6-CSVERIFY SUCCESS 6-Informatio ignature | iosxebinosutils | This is an informational
erification message. No action is
as required.
rg¢fuccessful
Hhifor the file
mentioned.
CW_LIC-5-AP_AIR STATE 5-Notice P||AP has ewlc-ap If this message occurs, it
htlimoved to implies that the given AP has
iﬁﬁIR state moved to AIR state
S
dam
o||t
RIA
s
CW_LIC-5-AP_COMPLIANT STATE 5-Notice P||AP has ewlc-ap If this message occurs, it
htlimoved to implies that the given AP has
clamompliant moved to compliant state from
tate either non-compliant, day n or end
n AP join of term state

salor on SA

daymotification

o||t

CW_LIC-5-AP_LICENSE EXPIRATION_STATE 5-Notice P||AP has ewlc-ap If this message occurs, it
htjimmoved to implies that the given AP has

moved to license expiration
state
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I
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CW_LIC-5-AP_ NON_COMPLIANT STATE 5-Notice P||AP has ewlc-ap If this message occurs, it
ht{isnoved to implies that the given AP has
c|amon-compliant moved to non-compliant state

tate either

n AP join
sdlor on SA
daymotification
o||t

CW_LIC-5-AP_POLICY_ALLOWED STATE 5-Notice P||AP has ewlc-ap If this message occurs, it
ht{imoved to implies that the given AP has

moved to policy allowed state

CXPD-3-MAX LOCAL _EXIT EXCEEDED 3-Error flhis syslog |cedge-cxp |CXP has reached the

glis generated maximum number of probes
rwvhen the it can handle. Need to disable
gnumber of either some applications or the
dikDIA exits links in which CoR SaaS is
xceed enabled

tmaximum

supported

gpvalue. SaaS
app
ffiinitialization

ill fail
because of

this reason
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CXPD-5-APP_CHANGE

5-Notice

cedge-cxp

No action is required

CXPD-5-SCORE_CHANGE

5-Notice

cedge-cxp

No action is required

318




Facility-Severity-M nemonic S:mtyMent_#lesgﬂmﬁn Component | Recommended-Action
DBAL-3-BIPC_MSG_ALLOC_ FAIL 3-Error (PgIPC msg | polaris-infra | Report this occurance to Cisco
gltsize beyond TAC
dimit.
ot
gilb
o||t
cilh
DBAL-3-MQIPC_ADVANCEERR 3-Error ~ (PIMQIPC fails | polaris-infra | Report this occurance to Cisco
apdto advance TAC
o the next
msg in
nDBAL
DBAL-3-MQIPC_EVENTLOSS 3-Error (@MQIPC polaris-infra | Report this occurance to Cisco
tpevent TAC
tolnotifying of
on-empty
%ueue not
delivered to
DBAL
DBAL-3-MQIPC_PEEKERR 3-Error ~ (MIMQIPC fails | polaris-infra | Report this occurance to Cisco
kagppo peek and TAC
DBAL-3-MQIPC READER INIT BY TIMER 3-Error polaris-infra | Report this occurance to Cisco

@qitwatcher.

0,
|
¥
i
)

TAC
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Component

Recommended-Action

DBAL-4-LONG_EXEC_BATCH

ogdDBAL batch

4-Warning |
g‘:iz:‘
i

Wperiod of

otbea

polaris-infra

Collect log archive and show
tech-support and report this
occurance to Cisco TAC

DBAL-6-DELAYED BATCH

moperations
fflare being
performed.

polaris-infra

Ifthis is causing impact to any
service, collect log archive
and show tech-support and
report this occurance to Cisco
TAC. Otherwise, safe to
ignore.

DBGD-3-SYNTHETIC_TEST PROBE_DNS_ERR

3-Error

: IH‘ O errors in

RIDNS config

cadge-srveability

No action is required
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DBGD-5-INTERFACE_AUTO_BW

5-Notice

his notice
syslog is
enerated
)@whenever
pstream or
ownstream
y||bbandwidth

ofiof an
J@interface is
uto

whadjusted

cedgesrveability

No action is required

DBGD-5-SYNTHETIC TEST PROBE RESULT

5-Notice

diff'his notice
tsyslog is

&ﬁenerated
tlgonce

Synthetic

=

-

cedgesrveability

No action is required

DCDYNAVIC XMLIOGDC DYNAMC XML CANNOT T XVLHE SR

3-Error

eﬂﬂﬂnable to
o||tget file size

te@f dynamic

iXML file

el s poflesximd
f]

(o)

VX
eif

ewlc-client

LOG_STD_ACTION
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DC DYNAMIC XML 10G3DC DYNAMIC XML CANNOT LOAD XML

3-Error

e”:liﬂnable to
o||tload
dnldynamic
amXML file

M v poflesxml
f

o =

ewlc-client

LOG_STD_ACTION

DC DYNAMC XML IOG3DC DYNAMIC XVL CANNOT (PN XMLHE

3-Error

Hﬂiﬂnable to

topen
polynamic
amXML file
LIVRE wsr poflesxamd

[¢]

=5 o

ewlc-client

LOG_STD_ACTION

DC DYNAMIC XML LOG3DC DYNAMIC XVIL CANNOT PARSE XML

3-Error

dif

eldnable to

ol|tparse
ynamic
ML file

ufr_p(ﬁsxtﬂ

ewlc-client

LOG_STD_ACTION

DMI-2-CDB_MAN_SUB_FAIL

2-Critical

Confd
terror has
poccurred

ddmi-infra

Stop and restart netconf-yang.

DMI-2-CHG_VRF_FAIL

2-Critical

eliThe DMI
VBpplication
ailed to set
he correct
o|[tvirtual
gouting and
ﬁiorwarding
etwork;
nthus, it
glbcannot
dnaommunicate

?with Confd.

c =

-

[l

ddmi-infra

Stop and restart netconf-yang.
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DMI-2-CLI_CHANNEL CLOSED

lelement

=: rlosed

ddmi-infra

DMI will reset. No action
necessary.

DMI-2-CONFD CB REG DONE FAIL 2-Critical ddmi-infra | Stop and restart netconf-yang.
DMI-2-CONFD_CB_REG FAIL 2-Critical ddmi-infra | Stop and restart netconf-yang.
DMI-2-CONFD CONNECT _FAIL 2-Critical ddmi-infra | Stop and restart netconf-yang.
DMI-2-CONFD_INIT FAIL 2-Critical ddmi-infra |Back out any recent yang

model updates. Stop and
restart netconf-yang.
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DMI-2-CONFD_SUB_DONE_FAIL

2-Critical

models.

ddmi-infra

Back out any recent model
updates. Stop and restart
netconf-yang.

DMI-2-CONFD _SUB_FAIL

&

DMI

tapplication

annot
subscribe
lgdfor changes
oa
articular
ang model.

2-Critical

e

ddmi-infra

Back out any recent model
updates. Stop and restart
netconf-yang.

DMI-2-CONTROL _SOCKET ERROR

2-Critical

ddmi-infra

DMI will reset. No action
necessary.

DMI-2-MAAPI CONNECT _FAIL

2-Critical

mccurred
| tattempting

ddmi-infra

Stop and restart netconf-yang.
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Component

Recommended-Action

DMI-2-MAAPI_WAIT_FAIL

2-Critical

t['Wonfd did
Mot initialize

roperly.
o||t

oft

afip

opt

-

ddmi-infra

Back out any recent yang
model updates. Stop and
restart netconf-yang.

DMI-2-NESD CREATE FAIL

2-Critical

d mither an
o||tout-ofmemory
egcondition
sgihas been
mmbncountered,
or the DMI
CLI engine
cannot
connect to
the network
element.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-NESD_INIT FAIL

2-Critical

i he nesd
tdaemon
mfailed to
tinitialize.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-NESD_PREHOOK_INIT FAIL

2-Critical

ddmi-infra

Stop and restart netconf-yang.
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DMI-2-NES_RESET FAIL

2-Critical ¢
o

he network
telement
gsynchronizer
tdaemon
VPannot reset
order to
ecover
rom a
ritical
error.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-NETCONF_SSH CRITICAL

2-Critical

critical
essage

from the
NETCONF
SSH
daemon.

ddmi-infra

Not applicable

DMI-2-NOTIFICATION_READ_ FAIL

2-Critical

o

v

@#An attempt
tto read an
revent from

ddmi-infra

DMI will reset. No action
necessary.

DMI-2-RUNNING DATASTORE INVALID

2-Critical

to IOS is not
allowed
until
datastore
becomes
valid after
full sync.

INVALID

Device will perform full-sync.
CDB lock must be released by
the controler to unblock
full-sync.
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DMI-2-SD_INIT_FAIL

2-Critical

he syncfd

o|[tdaemon

ifailed to
tinitialize.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-SD RESET FAIL

2-Critical
0

I

m"he syncfd
tdaemon

?annot reset
tin order to

\Pecover

ﬁrom a
ritical

CITOor.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-VTY_SERVER_RESET FAIL

2-Critical
0

Y]

@Failed to
treset VTY

dmserver utility

['Yh order to
ecover

ilitfrom critical

1TOT.

ddmi-infra

Stop and restart netconf-yang.

DMI-2-WORKER SOCKET CLOSED

2-Critical

ddmi-infra

DMI will reset. No action
necessary.

DMI-2-WORKER SOCKET ERROR

2-Critical

ddmi-infra

DMI will reset. No action
necessary.
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ore.

Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
DMI-3-AUTH_TIMED OUT 3-Error AAA ddmi-infra | Check connectivity to the
equest configured AAA server.
fimed out.
rgf
]
g0
t
DMI-3-CDB_ABORT _ FAIL 3-Error ddmi-infra | Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration.
DMI-3-CDB_READ FAIL 3-Error ddmi-infra | Download the model in
question from the network
dgroccurred element and verify the path
tattempting exists. Update the model if
oread a needed.
htgspecific
'model path
of|ffrom the
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DMI-3-CDB_SET NAMESPACE_FAIL

3-Error dﬁ Confd
tierror has

tgoccurred
ehtattempting
lado set a

pecific
?model
r¢fhamespace
for
taccessing
\ithe DMI

adlata store.
ans

Q)

ddmi-infra

Stop and restart netconf-yang.

DMI-3-CDB_START FAIL

Confd
tperror has
ccurred
ttempting
tto open the
mDMI data

igstore.
f
t

3-Error

& O

e o® =
ZI ==

ddmi-infra

Stop and restart netconf-yang.

DMI-3-CDB_SYNC_FAIL

3-Error

ddmi-infra

Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration.

DMI-3-CLI_ENGINE_CONNECT FAIL

3-Error di|iiDMl cannot
ol|tconnect to

tathe network

o||telement in

hE)rder to

minteract with
its CLI
parser.

ddmi-infra

Check the CLI engine
protocol settings.
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Recommended-Action

DMI-3-CLI_ENGINE_CONNECT LOSS

3-Error MI has
njmost
o|[tconnection
tto the
etwork
lement.

w2

b

oft

hr

ddmi-infra

No action necessary.

DMI-3-CLI ENGINE EVENT FAIL

3-Error d h)MI cannot

ddmi-infra

Perform a manual sync

x mlement CLI
gliparser.

ol|tretrieve its operation to ensure the DMI
apCLI engine data store is in sync with the
[l€vent in network element's running
configuration.
parser.

DMI-3-CLI_ENGINE LOG LVL FAIL 3-Error ~ d|@DMI cannot | ddmi-infra | Stop and restart DMI.
oltset its CLI
tgengine
[Idogging

evel.

DMI-3-CLI_ENGINE_POLL_FAIL 3-Error  @{EDMI cannot | ddmi-infra | Perform a manual sync
o||tread its CLI operation to ensure the DMI
dgrengine data store is in sync with the
[l@esults in network element's running
ﬁrder to configuration. If problem

interact with continues, stop and restart
the network netconf-yang
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Component

Recommended-Action

DMI-3-CLI_ENGINE READ EVENT FAIL 3-Error @MI cannot | ddmi-infra | Perform a manual sync
ol||tread its CLI operation to ensure the DMI
ferengine event data store is in sync with the
(th order to network element's running
configuration. If problem
continues, stop and restart
netconf-yang
DMI-3-CLI ENGINE READ FAIL 3-Error ddmi-infra | Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration.
DMI-3-CLI_ENGINE RECONNECT FAIL 3-Error ddmi-infra | Stop and restart netconf-yang.
reconnect
with an
error
occurred.
DMI-3-CLI_ENGINE TOKEN RETRY 3-Error [IWhen ddmi-infra | None required
OSP-client
?onnects to
tlOSP-server,
s||iit is
tpauthenticated
iby a session
yrirauthentication
rgfioken. The
ﬁoken is not
vailable
yet. Retry is
made to
retrieve the
token.
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DMI-3-CLI_ENGINE VTY_ CREATE FAIL 3-Error  effThe DMI | ddmi-infra |Reduce other system activity
IICLI engine to ease memory demands. If
Kannot conditions warrant, upgrade

reate a to a larger memory
o|tVTY configuration.
eganstance.
a
YTV
DMI-3-CLI ENGINE VTY OPEN FAIL 3-Error euﬂfhe DMI ddmi-infra |Free up available VTY
IICLI engine resources by closing unused
annot open VTYs. Perform a manual sync
VTY. operation to ensure the DMI
olt data store is in sync with the
15 o) network element's running
a configuration. If problem
YIv continues, stop and restart
Z# netconf-yang

DMI-3-CLI ENGINE VTY TIMEOUT FAIL 3-Error erDMI ddmi-infra |None required
IMbisables the
NVTY
Eimeout for

he network
o||telement
gynchronizer's
tVTY
YT[¥onnection
0 ensure its
Enumber
cannot be
silently
claimed by
other VTY
sessions.

DMI-3-CLI_ENGINE WRITE FAIL 3-Error  wifA CLI ddmi-infra | Enter the command line in
giwngine error question manually via the

toccurred network element's console or
hile send a vty. If successful, stop and
ommand restart netconf-yang and retry.

dine to the
etwork

element's

CLI parser
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DMI-3-CLI_GEN_FAIL 3-Error | Confd ddmi-infra | Perform a manual sync
ol|terror has operation to ensure the DMI
aamccurred data store is in sync with the
II&hen network element's running
@requesting configuration.
tgthe CLI

hange set
Eor a
Jtransaction.
DMI-3-DIFF_FAIL 3-Error  wiAn ddmi-infra | Check free space on device.
gioperating Clean up if necessary. Also,
fiidystem error reducing the value of
difbccurred max-diag-messages-saved in
$ilwvhile the cisco-ia model may help.
performing

Hha diff of two
files and
redirecting
to a third
file.

DMI-3-DIR_EXISTS 3-Error ddmi-infra |Remove or rename the

offending file.
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DMI-3-EDIT_REJECTED 3-Error e il ddmi-infra |Retry the NETCONF edit
ETCONF again later.

RN

rgasynchronization
JHoperation.
af"Thus, the
equest has
een
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DMI-3-INIT_SYNC_FAIL 3-Error H@DMI failed | ddmi-infra | Perform a manual sync
INB operation to ensure the DMI
apsynchronize data store is in sync with the
dethe network network element's running
element's configuration.
running
configuration
with the
DMI data
store upon
DMI
startup.
DMI-3-INTERNAL ERROR 3-Error m;‘.n ddmi-infra | Consult man page for
nexpected impacted area to interpret the
4nternal error code and string.
Biferror has
:[occurred.

DMI-3-INVALID PRESERVE PATH

ddmi-infra

Remove the offending path
from the
/native/cisco-ia/preserve-ned-path
list.
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DMI-3-INVALID REG EXP 3-Error  efifAninvalid |ddmi-infra |Remove the offending regular
daregular expression from the specified
xpression model or via "no CLI".
Whas been
ispecified
awhich will
astlhot compile.
of|f
t
lgin
r||lo
affv
eyt
Ic
DMI-3-LOAD SCHEMAS FAIL 3-Error ddmi-infra | Back out any recent yang
model updates. Stop and
restart netconf-yang.
DMI-3-MAAPI APPLY TRANS FAIL 3-Error h\ Confd ddmi-infra | Stop and restart netconf-yang.
o||terror has
ccurred
attempting
o apply a
ajiwransaction
IMPia MAAPI.
I
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DMI-3-MAAPI DELETE FAIL

tempting
g0 delete a

ddmi-infra

Stop and restart netconf-yang.

DMI-3-MAAPI FINISH TRANS FAIL

3-Error

d m Confd
ol|terror has
Iifoccurred
attempting
atto finish a
afl¥ransaction
\Pia MAAPI.

=

I

ddmi-infra

Stop and restart netconf-yang.

DMI-3-MAAPI_KILL SESSION_FAIL

3-Error

dﬁ parser
tpdock timeout
1lihas
IMDccurred,
IP&hd DMI
rrattempted to
igskill the
ﬁs(ession
dolding the

lobal lock,
ut failed.

ddmi-infra

Kill the NETCONF user
session holding the global
lock manually.
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Component

Recommended-Action

DMI-3-MAAPI_LOAD_FAIL

3-Error

& Confd
o|[terror has
dbloccurred

SIﬁlt‘[empting
o load
o||tcommands
ledo a model
htgpath via
®WMAAPI
afiv

IND

I

ddmi-infra

Stop and restart netconf-yang.

DMI-3-MAAPI LOAD FILE FAIL

3-Error

d m Confd
o||terror has
diloccurred
dijfattempting
Wto load
afvommands
Virom a file
I/Ada MAAPI.

=

ddmi-infra

Stop and restart netconf-yang.

DMI-3-MAAPI LOCK FAIL

3-Error

@ Confd
o|[terror has
kloccurred
eitattempting
INB» lock the
atgDMI data
ajistore via
afMAAPI.
IND

I

ddmi-infra

Stop and restart netconf-yang.
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DMI-3-MAAPI_SAVE FAIL 3-Error ddmi-infra | Stop and restart netconf-yang.

DMI-3-MAAPI START TRANS FAIL 3-Error ddmi-infra | Stop and restart netconf-yang.

DMI-3-MAAPI START USER FAIL 3-Error ddmi-infra | Stop and restart netconf-yang.
i

DMI-3-MAAPI_UNLOCK FAIL 3-Error ddmi-infra | Stop and restart netconf-yang.
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DMI-3-MEM_UNAVAIL 3-Error sufficient | ddmi-infra |Reduce other system activity
sjwystem to ease memory demands. If
tpoamemory is conditions warrant, upgrade
mvailable to to a larger memory
o||tperform the configuration.
TMI action.
t
IND
nr
DMI-3-MODEL RESTORE FAIL 3-Error IMDMI failed |ddmi-infra |Check the netconf-yang
dHfo restore section of the network
ol[tthe model element's running
j’%s‘ from configuration. If populated
tthe network with non-default values, stop
Igiwlement's and restart netconf-yang. If

irunning
fconfiguration
tto the DMI

problem continues, restore the
model's configuration in
question via Netconf
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DMI-3-NETCONF_KILL SESSION 3-Error KA parser ddmi-infra |Establish a new NETCONF

iglock timeout session. Adjust your
tthas application to hold global
occurred, locks for a shorter interval --
dand DMI seconds, not minutes
das killed
ezthe
nigcorresponding
INETCONF
agession.
kol
rgf
t
31]
t
la
dia
s
DMI-3-NETCONF_SSH ERROR 3-Error n error ddmi-infra | Not applicable
essage
from the
NETCONF
SSH
daemon.
DMI-3-SAVE FAIL 3-Error aiAn ddmi-infra | Check free space on device.
perating Clean up if necessary. Also,
¥ystem error reducing the value of
occurred max-diag-messages-saved in
while the cisco-ia model may help.
Hifopening or
writing to a
diagnostic
file.

DMI-3-SYNC _CLI _FILTER ADD_FAIL 3-Error  &|@MI cannot | ddmi-infra |Perform a manual sync
o|itadd a CLI operation to ensure the DMI
dddilter to data store is in sync with the
Ilighonitor for network element's running
afgexternal CLI configuration.
jmmhanges.
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DMI-3-SYNC CLI FILTER CREAT FAIL 3-Error  {EDMI cannot | ddmi-infra | Perform a manual sync
ol|tcreate a CLI operation to ensure the DMI
eadilter to data store is in sync with the
Iléhonitor for network element's running
agexternal CLI configuration.
ofwhanges.
fif
rgf

DMI-3-SYNC CLI FILTER MODE FAIL 3-Error o EDMI cannot | ddmi-infra | Perform a manual sync
ol|tset the mode operation to ensure the DMI
tgsfor its CLI data store is in sync with the
eqafilter to network element's running
rgfmonitor for configuration.
Il€xternal CLI
agchanges.
jim

DMI-3-SYNC_ERR 3-Error ddmi-infra |Identify the offending CLI

[
Zan=n

that makes the sync fail and
delete it from the
configuration.
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Component

Recommended-Action

DMI-3-SYNC_FAIL 3-Error ddmi-infra |Force a full sync via the
'sync-from' RPC.
oltdetected. An
tattempt to
nd the
ing-config
atado Confd to
aityepopulate
sdhts data store
dehas failed.
DMI-3-SYNC _LOCK FAIL 3-Error  d&l#A Confd ddmi-infra | Stop and restart netconf-yang.
ol|terror has
kmloccurred
tattempting
lock the
MI data
aadtore via
arsMAAPI.
afjv
I
DMI-3-SYNC _MODULE _CHECK_ADD_FAIL 3-Error  d hDMI cannot | ddmi-infra |Perform a manual sync
o|tadd a operation to ensure the DMI
dganodule up data store is in sync with the
eflamheck to network element's running
p|lmonitor for configuration.
DMI-3-SYNC _OIR _FILTER ADD FAIL 3-Error ddmi-infra | Perform a manual sync

operation to ensure the DMI
data store is in sync with the
network element's running
configuration.
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o||terror has
omoccurred
tattempting
OO unlock
o he DMI

Facility-Severity-M nemonic S:mtyMent_#lesgﬂmﬁn Component | Recommended-Action
DMI-3-SYNC OIR_FILTER CREAT FAIL 3-Error  &|@DMI cannot | ddmi-infra |Perform a manual sync
o||tcreate an operation to ensure the DMI
IR filter to data store is in sync with the
RlI@onitor for network element's running
configuration.
DMI-3-SYNC SYSLOG _FILTER ADD FAIL 3-Error o EDMI cannot | ddmi-infra | Perform a manual sync
o||tadd a syslog operation to ensure the DMI
dddilter to data store is in sync with the
glsamonitor for network element's running
ojmxternal CLI configuration.
ithanges.
DMI-3-SYNC SYSLOG_FILTER CREAT FAIL 3-Error  d hDMI cannot | ddmi-infra |Perform a manual sync
ol/tcreate a operation to ensure the DMI
yslog filter data store is in sync with the
xo monitor network element's running
«jibr external configuration.
alifCLI
rgfchanges.
DMI-3-SYNC UNLOCK FAIL 3-Error HiA Confd ddmi-infra | Stop and restart netconf-yang.
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Component

Recommended-Action

DMI-3-VTY_NUM_FAIL

3-Error

IMDMI must
dikeep track
o||tof its tty
afmumber it
sfliuses to send
ytltcommand
rdmlines to the
rofjfhetwork
telement's
arser in
rder to
avoid
triggering its
own sync
events

ddmi-infra

Check that the 'show users
line' command line is working

DMI-3-VTY SERVER CREAT FAIL

3-Error

diFailed to
o|ltcreate VTY
dgserver utility
YT Vvhstance for
MI
litoperational
idata use.

ddmi-infra

Stop and restart netconf-yang.

DMI-3-VTY_SERVER_START FAIL

3-Error

h’ailed to
tstart VTY
tserver utility
['Yhstance for
MI
ilioperational
idata use.

<o ° B

ddmi-infra

Stop and restart netconf-yang.
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DMI-4-CANDIDATE DATASTORE_DIRTY

4-Warning d&ﬁ?onﬁgmation

Lo}

as performed

tfrom the
(0N
iierminal

o|[twhile the

tcandidate
atastore
as

uncommitted
drefbonfiguration.
-I» he system
eftcannot

w2

INVALID

Commit or discard the
configuration in the candidate
datastore in order for the sync
to proceed.
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Component

Recommended-Action

DMI-4-CDB_MAINTENANCE _MODE

Tecovery
Jmechanism
Ec‘)r an
ut-of-sync
icondition.
din

8 = < ©“w @ ©n
-in»—na

]

-
—

ddmi-infra

Disable this mode in order to
return the device to normal
NETCONF operation.

DMI-4-CLI ENGINE ENABLE FAIL

4-Warning

e DMI cannot

ddmi-infra

Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration. Check AAA
settings for the
Netconf/Restconf user
account.

347



Facility-Severity-M nemonic

I

Component

Recommended-Action

DMI-4-CLI_ENGINE_RC_FAIL

4-Warning erDMI cannot
yPead CLI
II€ngine
Eetum code
or the
o||tparticular
reommand.

—

-

EEFONS Y5-I

ddmi-infra

Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration. If problem
continues, stop and restart
netconf-yang

DMI-4-CLI ENGINE STATE FAIL

4-Warning did@MI cannot
tread its CLI
ngine state.

o

h—r

ddmi-infra

Perform a manual sync
operation to ensure the DMI
data store is in sync with the
network element's running
configuration. If problem
continues, stop and restart

netconf-yang
DMI-4-CLI LOCK FAIL 4-Warning & h\n I0S ddmi-infra |Retry NETCONF operation.
o|[tparser error
ihas occurred
%‘[tempting
o obtain a
o||tconfiguration
etparser lock.
ROl
DMI-4-CLI LOCK OVERRIDE ddmi-infra |Retry CLI operation after

NETCONF session completes.
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Component

Recommended-Action

DMI-4-CLI_ ROLLBACK WARN ddmi-infra | Confirm that the network
element's running
configuration is in the original
state before the failed
transaction

CLIs, an
erTor was
returned

DMI-4-CLI UNLOCK FAIL 4-Warning &|/@An I0S ddmi-infra | Retry NETCONF operation.

of|tparser error
lﬂd}as occurred
tattempting
SDto unlock
wighe parser
gock.
H
DMI-4-CONFD ROLLBACK WARN 4-Warning wfAn error ddmi-infra |Please enable rollback in
ccurred Confd. Check for free file
ving the system space.
hConfd
frollback
Jflinformation.

DMI-4-CONTROL SOCKET CLOSED ddmi-infra | DMI will reset. No action
necessary.

DMI-4-DIAG_WARN 4-Warning eihzﬁn error ddmi-infra | Check for free file system

o||toccurred space.
agsaving DMI
difmessage
mtisliagnostics.
rgf
DMI-4-NETCONF_TRACE WARN 4-Warning wifAn error ddmi-infra |Please enable
%ccurred netconfTraceLog in Confd.
aving the Check for free file system
Netconf space.
trace
information.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
DMI-4-RUNNING DATASTORE VALID 4-Warning unning INVALID |Rollback configurations using
atastore is rollback-files RPC to bring
s||ivalid after device into well known state.
uccessful
full-sync
operation.
DMI-4-SUB READ FAIL 4-Warning Confd ddmi-infra | DMI will reset. No action
rror has necessary.
pccurred
attempting
o read the
subscription
socket
DMI-5-ACTIVE 5-Notice rocess is in | ddmi-infra | Informational only. No action
isteady state. required.
n||i
1S
DMI-5-AUTHENTICATION FAILED 5-Notice n##h user ddmi-infra | No action is required.
affailed to
ofj fauthenticate.
i ]
rgf
]
4o

DMI-5-AUTHORIZATION_FAILED

5-Notice

ddmi-infra

No action is required.
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Facility-Severity-M nemonic S:mtyMein_#lﬁgﬂmﬁn Component | Recommended-Action
DMI-5-AUTH_PASSED 5-Notice rg ddmi-infra | No action is required.
DMI-5-CONFIG 1 5-Notice @ﬂ*ﬂ change to | ddmi-infra |Informational only. No action
ofj ffhe running required.
Hifconfiguration
y/||was
Jperformed
sing
ETCONF
or
RESTCONFE.
DMI-5-INITIALIZED 5-Notice rocess has |ddmi-infra |Informational only. No action

sphnitialized.

required.

DMI-5-NACM_INIT

5-Notice

ddmi-infra

No action is required.

DMI-5-NACM_READRULES

5-Notice

ddmi-infra

No action is required.
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Component

Recommended-Action

DMI-5-RESET

5- Notlce

rocess
internal state
eset.

ddmi-infra

Informational only. No action
required.

DMI-5-SYNC COMPLETE

5-Notice

elAn external
hange
Moutside of
ETCONF

Confd to
repopulate
its data
store.

ddmi-infra

Informational only. No action
required.

DMI-5-SYNC_NEEDED

5-Notice

:

' i hange that
ol ay tr1gger

ill' Confd to

lllwepopulate
e||bts data

distore.

oft

atad

T

ddmi-infra

Informational only. No action
required.
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I

Component

Recommended-Action

DMI-5-SYNC_START

5-Notice

afii\n external
fll@hange
t(outside of
ETCONF
or
tRESTCONF)

thas been

%etected;

hus, the
atunning-config
tswill be sent
iﬂo Confd to

epopulate
its data
store.

o

e &

ddmi-infra

Informational only. No action
required.

DMI-6-NETCONF_SSH INFO

6-Informatio

n
informational
message
from the
NETCONF
SSH
daemon.

ddmi-infra

Not applicable

DMI-7-GEN_DEBUG

7-Debug

IMA debug

Hihessage for
syslog
consumption.

For
troubleshooting
wihtout
btrace

ddmi-infra

Not applicable

DOT11 LOG-3-CLIENT DOT11 ERROR

3-Error

wriseneral
n|[iClient
BifDot11 Error
Message.

ewlc-client

LOG_STD_ACTION

DOT1X-3-PROC_START ERR

3-Error

he system
clfailed to
o||tcreate the
AiDotlx
process.

polaris-smd

Restart Dotlx process by
entering &lt;cmd&gt;dot1x
system-auth-control&lt;,emd&gt;
command. If this message
recurs, Reload the device.
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I

Component

Recommended-Action

DOTI1X-3-UNKN_ERR

3-Error  n||Ahe Dotlx
rocess
annot
perate due
0 an
internal
system
error.

polaris-smd

Reload the device/process

DOT1X-4-INFO _EAPOL PING RESPONSE

4-Warning effAn EAPOL
iping was
sent out on
sglthis port to
aletermine
02.1x
eadiness of
kthe client
htjiattached. An
CAMAPOL
Hifresponse has
been
received by
the device
such as a
PC.

= B

[l

polaris-smd

No action required.

DOTI1X-4-MEM_UNAVAIL

Hsufficient

polaris-smd

Reduce other system activity
to ease memory demands. If
conditions warrant, upgrade
to a larger memory
configuration.
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I

Component

Recommended-Action

DOTI1X-5-FAIL

5-Notice

ﬁot 1x
uthentication
rofwas
iunsuccessful.

=

polaris-smd

No action is required.

DOT1X-5-RESULT OVERRIDE

5-Notice

polaris-smd

No action is required.

DOTI1X-5-SUCCESS

5-Notice

polaris-smd

No action is required.
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I

Component

Recommended-Action

DILS ALDT MESSAGEATS ALDIT RS DILSS EXT 2 DILS LAY AITACK

6-InformationrgdDTLS

eplay

ttack for
<onnection

losed

;':_E.

ewlc-ap

LOG_STD_ACTION

DISA TIVESSAES A TIFCSDIESSEXT2DI SR AY AIAKTFIFCTHD

6-Informationrg8DTLS

DReplay
ttack
detected for
ource [P
d Dest IP

= G |92)
<

-
—

T o~ &
<]

ewlc-ap

LOG_STD_ACTION

DILS AUDIT MESSAGEGHPS AUDIT FPT ITT 1 DILS SESSON (LOSD

6-Informationr iED)TLS

ewlc-ap

LOG_STD_ACTION
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Component

Recommended-Action

DILS ALDIT MESSAGEGRPS ALDITFPTIIT | DILS SSSON FSPE BHD

I .
: P onnection

Hifestablished

ewlc-ap

LOG_STD_ACTION

DISADIMSAGEHS A TPTIT 1 DIESSSONHANCHAKEIATTRE

6-Informationr iﬂ? ailed to

1

(o)

hi

:

Dcomplete
TLS
andshake

@vith peer

t

w

ewlc-ap

LOG_STD_ACTION

DTLS_TRACE_MSG-3-WLC_DTLS_ERR

wlc Error

3-Error Sl eneral

essage.

ewlc-ap

LOG_STD_ACTION

DTLS_TRACE_MSG-3-X509 CERT VERIFY_ ERR

3-Error tiéGeneral
wlc Error
,nBessage.

ewlc-ap

LOG_STD_ACTION

EAP-2-PROCESS_ERR

2-Critical P

\H his is

icritical
ondition
fwhere the

router could
not perform
EAP process
related
operation.

polaris-smd

Review SM logs taking note
of the timestamp information
to select specific information
to review. Copy the message
and other related information
exactly as it appears on the
console or in the system log.
Reload the device/process.
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I

Component

Recommended-Action

EAP-3-BADPKT

3-Error his
essages

informs that
the router
received an
invalid or
malformed
EAP packet
from the
specified
host.

polaris-smd

Check specified host for EAP
operation.

EAP-6-FIPS UNSUPPORTED METHOD

Gmfonmﬁormﬂlis
essage

n
p

w2

=)

LEE

Q

o
supported in

R

iinforms that
@ method is

iFIPS mode.

polaris-smd

Use FIPS supported methods
- PEAP, TLS and FAST

EAP-6-MPPE KEY

6-Information#T his
essages

informs that
the router
received
MPPE KEY
for the
specified
host.

polaris-smd

No action is required.

EMD-0-EVENT LIBRARY

0-Emergency

acility
ildinitialization
O

T

An event

o

agnaintenance

defect or
system
resource
limitation.

Restart the card.
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Component

Recommended-Action

EMD-0-RESOLVE FRU

acard state.
i his error
Kiicould be due
toa
software
defect or
system
resource
limitation.

codus

Restart the card.

EMD-0-SERVICES INITTALIZATION

0-Emergency

i he system
o||tfailed to
giminitialize the
4' mpplication
nifervices.
“v!‘-; error
akirould be due
Kifto a
software
defect or
system
resource

limitation.

oscedhosimer

Restart the card.

EMD-3-IDPROM_ACCESS

3-Error

dliiThe system
ailed to
@ccess an
DPROM or
n||an IDPROM
Mprocess
ailed. This
error can
occur from a
hardware
defect,
software
defect, or
incorrect
IDPROM
content.

—

odr

Examine the logs for
IDPROM and hardware
errors.
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SawiyMerigMsgDHEn

Component

Recommended-Action

EMD-3-IDPROM_SENSOR

3-Error

emOne or more
dDPROM
efiaensor fields
Infailed to
arse
rofjfproperly.
e{tThe most
fiilikely reason
QIS a
tchecksum

efafailure in the
WDPROM

[

IDPROM
content.

codus

Examine the logs for
IDPROM and hardware
errors.

EMD-3-PFU_INITIALIZATION

3-Error

gsupply or a
dan module
2ontroller.

ditraused by a
cthardware
Riidefect or a
C2W access
failure.

oscedhusimer

Examine the logs for C2W
and hardware errors.

EMD-3-SENSOR_INITIALIZATION

3-Error

Mprocess.
This error
can occur
from a
hardware
defect,
software
defect, or
incorrect
IDPROM
content.

odr

Examine the logs for
IDPROM and hardware
errors.

360
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SawiyMerigMsgDiaHEn

Component

Recommended-Action

EPM-4-ACL_CONFIG_ERROR

4-Warning L

E

R

i

A his

essage
'indicates

[that adding
'An ACE to
he specified
CL was
lignored
ecause of
vrong
|configuration

polaris-smd

Change ACE configuration
for the specifed ACL

EPM-4-POLICY_ APP FAILURE

4-Warning y

his

essage
ndicates
fhat the

polaris-smd

Policy application failure
could happen due to multiple
reasons.The reason for the
failure is notified to the client
and the client has to take
appropriate action based on it

EPM-6-AAA

his

essage

dicates a
download
request has
been
sentidownloaded
successfully
for the
specified
dACL

polaris-smd

No action required
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SawiyMerigMsgDHEn

Component

Recommended-Action

EPM-6-AUTH_ACL

6-Informatio

is message
ndicates a
IDF AL
r
ATHEALOIN
has been
applied or
removed

polaris-smd

No action required

EPM-6-IPEVENT

6-Informatio®

polaris-smd

No action required

EPM-6-POLICY APP_SUCCESS

polaris-smd

No action required

EPM-6-POLICY_REQ

Rireceived by

the EPM

polaris-smd

No action required
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I

Component

Recommended-Action

EPM PLUGIN--ERR HS20 URLFILTER NOT CONFIGURED

5-Notice

o||twas made to
elmctivate

mtifHotspot 2.0

Ol|2lient, as

the Radius
server but
givno urlfilter

n||dist name

0l|Zinder the

Mn attempt

—_—

(post-auth

-

furl filtering
ipidn the

t

lrequested by

onfigured

ireless

otspot
angp-server
linked with
the wireless
policy
profile.

ewlc-spwifi

Make sure a valid urlfilter list
name is configured under the
wireless hotspot angp-server
profile linked with the
wireless policy profile

EPM PLUGIN-5-ERR_ VLAN NOT FOUND

5-Notice

wiitbut the
MIWLAN was

MwAn attempt
o|[twas made to

ssign a
VL AN to an
r||802.1x port,

o

ot found in
tthe VTP
atabase.

!-Px‘
g

polaris-smd

Make sure the VLAN exists
and is not shutdown or use
another VLAN.

EPM_PLUGIN-5-IGNORED VLAN_ VALIDATION

5-Notice

=

ither the
client is
xport-foreign
r
dallback-vlan
tCLI is
onfigured

19

B & ~

=z

19

polaris-smd

Check if fallback-vlan is
configured or if the client is
export foreign. In such a case,
no action needs to be taken.

363



Facility-Severity-M nemonic

We@@eﬂﬁm

Component

Recommended-Action

EPM_PLUGIN-5-PRINT_SEQUENCE

5-Notice

|@very
E('A0000th
WIACE and its
r¢fACL name
L{IArinted to
Hifindicate the
ACEs being
created.

polaris-smd

Please check that the ACE
count matches the configured
ACE count.

EPM PLUGIN-5-VLAN ASSIGN

5-Notice

4

mNhe syslog
indicates
ﬁhat the
fVlan was
Iassigned to

the client

]

=

B ag =
8w =EZ

i

]

w2

polaris-smd

No action is required.

EPM_PLUGIN-6-STICKY TIMER START

6-Informationdiff.og is used

mitto notify the
fl|start of the

E ticky timer

polaris-smd

Sticky timer has begun. No
action needs to be taken.
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
EPOCH-6-EPOCH_REJECTED 6-InformationrgdT his error | iosxe-shellmgr | Check the epoch and peer
ccurs if state.
sglepoch from
hell-manager
as been
ejected by
the peer.
EVUTIL-3-PERMISSION 3-Error  unj@ventlib has | iosxe-binosutils | Review the process logs
;Eetected that taking note of the timestamp
B process information to select specific
rgythas information to review. Copy
djmttempted to the message and other related
lalinvoke an information exactly as it
di[tAPI that is appears on the console or in
Jellisted as the system log. Research and
having a attempt to resolve the issue
level of using the tools and utilities
permission. provided at

http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
Htwwamntgh B gohuth biged
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hofbwwarnmmighnioivee toeOpa ]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.
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SawiyMerigMsgDHEn

Component

Recommended-Action

EVUTIL-3-PREREQUISITE_INIT

3-Error

Aventlib has
difipletected that
whla preferred
sallibrary
hich
o||tprovides
minfrastructure
Eservices has
failed to
fully
initialize.

iosxe-binos-utils

Review the process logs
taking note of the timestamp
information to select specific
information to review. Copy
the message and other related
information exactly as it
appears on the console or in
the system log. Research and
attempt to resolve the issue
using the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages, these
tools and utilities will supply
clarifying information. Search
for resolved software issues
using the Bug Toolkit at
HbwwamnigiSppB gehnh i
If you still require assistance,
open a case with the Technical
Assistance Center via the
Internet at
Hobwwiammighioridee tobtOpay]
or contact your Cisco
technical support
representative and provide the
representative with the
gathered information.

EVUTIL-6-PREREQUISITE

6-InformatiodtiE ventlib has

whidetected that
s||ia preferred
teldibrary is
missing
from the
process.

iosxe-binos-utils

This is an informational
message.

EWLC_HA_LIB MESSAGE-3-BULK_SYNC STATE ERR

3-Error

- Bulk-sync
terminated

ewlc-ha

LOG_STD NO_ACTION
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Component

Recommended-Action

EWLC HA LIB MESSAGE3-WIRELESS CONFIG SYNC FAIL

niSwitchover

iy

siappens

3-Error

onfig sync
s complete!

ewlc-ha

LOG_STD_ACTION

EWLC HA LIB MESSAGE-6-BULK SYNC STATE INFO

6-Informatio ulk sync
klBtatus INFO
essage.
OLD -
‘Bulk-sync
ngoing.
CONHG DONE
- critical DB
sync
complete.
WARM -
Most of the
DB's
synced.
HOT -
Bulk-sync
completed

ewlc-ha

LOG_STD NO_ACTION

EWLC_INFRA MESSAGE-3-EWLC_EVENTHOG

3-Error S ystem has
pletected an
ﬂxcessive
number of
sub-events.
Normal
WLC
functionality
may be
impacted.

ewlc-app-infra

LOG_STD_ACTION

EWLC INFRA MESSAGE-3-EWLC GEN_ERR

3-Error ukseneral
n|/iewlc Error

WMessage.

iosxe-binos-utils

LOG_STD_ACTION
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SawiyMerigMsgDHEn

Component

Recommended-Action

EWLC_INFRA MESSAGE4-EWLC_CAC_WARNING MSG

4-Warning Ul

p

b

CPU
mlidtilisation
‘ﬁor the
process has
breached the
monitored
level, some
functionality
may be
impacted. If

the
condition

ersists,

action may

e needed.

ewlc-ap

If the condition is transient
and does not occur frequently,
these messages can be ignored
otherwise an investigation is
needed. LOG_STD_ACTION

EWLC INFRA MESSAGE-6-EWLC CAC INFO

6-Informatiob]

p

CPU

tilisation
for the

rocess has

recovered
below the
monitored
level

ewlc-ap

LOG_STD NO_ACTION

BMCUITY A DTVESA S A TNFCSKM T W22 NRUTTODLARCE

3-Error I

|

Dic

(P

s ailed to

ompute

BHPRF mode
because of
@input is too
tlarge

josxe-binos-utils

LOG_STD RECUR_ACTION

368




Facility-Severity-M nemonic

We@@eﬂﬁm

Component

Recommended-Action

BAMCUILTY AL DT VESAGBHS AL DTS M 1 WA NALDMITE

3-Error

FRP

iBalled to
INMcompute

RF mode
because of
@nvalid
o|[tmode

iosxe-binos-utils

LOG _STD RECUR_ACTION

BMCUITY A TINIVESACEHS A TITICSKM1T W2 OUIRTB IR SVAIL

3-Error

riiH ailed to
Dcompute

RF mode
because of
@utput
o||tbuffer is too
mall

et

FRP

1
ot

T

iosxe-binos-utils

LOG_STD RECUR ACTION

EZMAN_CLIENT-2-ECC_DOUBLE_BIT_ERROR

2-Critical

eﬂﬂCC error
lmbserved on
(([fthe NP
evice.Reset
he NP
P||Wevice.

-

w2
—_

o O
o —

=}
—

asrlk-ether-lc

This error is usually

self-correcting. If the problem
persists, the CC card/hardware
may need to be replaced.
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S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action

EZMAN_CLIENT-3-ECC_SINGLE_BIT_ERROR

3-Error

eﬂﬂECC error

-

(([fthe NP

the NP
Device.

mbserved on self-correcting. If the problem

uelevice.Reset may need to be replaced.

asrlk-ether-Ic | This error is usually

persists, the MIP100 hardware

EZMAN CLIENT-3-OBJECT FAIL

3-Error

d|@Bringup of

alfl'his can be
wgdue to any

Hiffailures and
can be a

0| tdxNPByitife)

as failed in
JHWEZMAN.
s || hadwaretoffware

serious error

asrlk-ether-Ic | Restart the Linecard.

EZMAN_CLIENT-3-VLAN_STATS_ERR

3-Error

P|NP VLAN

atistics
or.
d

rof

i

asrlk-ether-Ic | Continous MSG of these
Events, Trigger the reboot of
the system

EZMAN CLIENT-5-EZ CLIENT VLAN FULL

5-Notice

'Rx Sync
1[iFailed for

M ¥hterlaken,
s

t

e

nmExpired. So,
Resetting
tthe Rx

0
dddnterlaken
Core

iStatus Timer

asrlk-ether-Ic | No user action is required.
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I

Component

Recommended-Action

EZMAN INFRA-3-PLATFORM ID_ERR 3-Error ~ dEHW Part asrlk-ether-lc | Possible Hardware issue.
W{{Humber and Change the hardware.
tiRevision
Mead from
dnahe
W|[HDPROM
YbRre not
showing up
expected
values
which
means the
IDPROM is
either
corrupted or
incorrectly
programmed.
EZMAN RM-2-FPGA VERSION CHECK ERR 2-Critical astor asrlk-ether-Ic | Copy the message exactly as
] GA it appears on the console or in
ifeversion the system log, collect the
equirement output of show tech-support
t(mot met. and any other relevant logs,
t and contact your Cisco
D technical support
representative.
ol
30
n(iM
qgR
L
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Facility-Severity-M nemonic S:mtyMezn_#lesgﬂmﬁn Component | Recommended-Action
EZMAN RM-2-SEM_ERR 2-Critical Kﬁ Single asrlk-ether-Ic | If the error is seen only once,
Tivent Upset there is no need for anything
{SEU) event to be done. If these errors are
Ulihas appearing
ccurred. continuously/persistently,
%E‘ hese please copy over the logs as
vents may they appear in the console,
tdccur at any collect the output of show
; tech-support and any other
relevant logs, and contact your
Cisco technical support
representative.
EZMAN RM-3-L2 BLOCK EVENT 3-Error  2||INP of L2 is |asrlk-ether-Ic | Continous MSG of these
Idenerating Events, Trigger the reboot of
vents. the system
el
|
EZMAN RM-3-SERDES AUTOTUNE_FAIL 3-Error PS5 Serdes | asrlk-ether-lc | OIR the Host-card if possible.
@ X is
unable to
n||@utotune to
aglthe peer
Jeldevice's TX.
This is a
physical
layer issue
between
NP5 and
peer device.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

FED-0-HWSTALL O0Emegency | ASIC [dec] CORE | The pistmng | No action is required
[dec] Packet Buffer |specified
Complex Stalled. | asic/core
Switch will be packet
reloaded\n buffer

complex
stalled.
This is a
critical
error.
This
switch
will
reload. If
there is a
redundant
switch,
switch
over will
happen

FED-2-INIT_FAILED 2-Critical | Module [chars] The phgitmny | No action is required
failed specified
initialization\n[chars] | module

failed
initialization.
The
switch
will
reload.

FED3 EPC_ERRMSG-4-UNSUPPORTED 4-Warning | EPC on interface Unsupparted | INVALID | Stop the capture on %s
[chars] is not configuration. interface.\n
supported.To
recover, Stop the
capture.\n
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FED3 L3M_SYS MSG-3-RSRC IPv4 ERR |3-Error |Failedto allocate the | Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for ipv4 multicast | allocation tech-support privileged
entry. Use \'show has failed EXEC command and by
platform software | and the copying the error
fed [switch] entry will message exactly as it
&lt;module&gt; ip | not be appears on the console or
multicast retry programmed. system log and entering
mroute\' for details. it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED3 L3M_SYS MSG-3-RSRC IPv6 ERR |3-Error |Failed to allocate the | Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for ipv6 multicast | allocation tech-support privileged
entry. Use \'show | has failed EXEC command and by
platform software | and the copying the error
fed [switch] entry will message exactly as it
&lt;module&gt; not be appears on the console or
ipv6 multicast retry | pogammed system log and entering
mroute\' for details. it in the Output

Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED3 L3M_SYS MSG-6-RSRC_Recovered | 6dnfommution | Failed Multicast Hardware | INVALID | Find out more about the
hardware resources |resource error by using the show
recovered. Multicast | allocation tech-support privileged
replication will be | has failed EXEC command and by
operational again. |and the copying the error

entry will message exactly as it
not be appears on the console or
programmed. system log and entering

it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED3 1.3 ERRMSG-3-L3 FIB OUT OF RESOURCE | 3-Error | Failed to program |Running |INVALID | Verify supported scale
[chars] fib out of for the platform from
[chars]/[dec] in NPU | Hardware sdm and reduce the scale
due to out of resource accordingly. Capture
resource\n to support show platform software

the scale fed active ip/ipv6 route
of this L3 summary

FIB

feature.

FED3 13 ERRMSG3-13 PORT OUT OF RESOURCE | 3-Error | Failed to program | Running |INVALID | Verify supported scale
port [chars] in NPU | out of for the platform from
due to out of Hardware sdm and reduce the L3
resource\n resource Port scale accordingly.

to support Capture show platform
the scale hardware fed active

of the L3 fwd-asic resource

Port utilization

feature.

FED3 L3 ERRMSG-3-UNSUPPORTED ACTION |3-Error | ERROR:[chars] The INVALID | Find out more about this
Additionally, please | specified unsupported
remove this action is functionality from the
command from the |not release documents and
interface config supported remove the command
mode.\n on this from the interface config

platform. mode

FED3 L3 ERRMSG-6-ADVISORY NOTICE | 6dnfommation | Advisory Notice: | This INVALID | No action is needed.
[chars] \n message Please be mindful of the

is to bring limitations.
attention

to the user

about

certain

capabilities

and

limitations

ofa

feature.

FED3 MPLS ERRMSG-3-mpls unsupported feature | 3-Error | Unsupported feature. | The INVALID | Find out more about this
Failed to program. |feature is unsupported feature from
[chars] in software |not yet the release documents
or hardware\n supported. and remove the

command from the
interface config mode
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FED3 MPLS FRRMSGAMPLS 12VPN ATOM DISP PAUSE | 4-Warning | Critical limit MPLS INVALID | Find out from error
reached for [chars] |L2VPN messages about the
resource. MPLS ATOM resources that are not
L2VPN DISP available. Verify
ATOM_DISP creations supported scale for the
Create PAUSED.\n |are platform from sdm and

paused as reduce the scale

needed accordingly. Capture
JeV aui ool show platform command
in error for mpls routes
message) summary, tcam utiliztion
are not and resource utilization
available

SO new

entries

can not be

programmed

in HW.

FED3 MPLS FRRMSGAMIPLS 12VPN ATOM IMP PAUSE | 4-Warning | Critical limit MPLS INVALID | Find out from error
reached for [chars] |L2VPN messages about the
resource. MPLS ATOM resources that are not
L2VPN IMP available. Verify
ATOM_IMP Create | creations supported scale for the
PAUSED.\n are platform from sdm and

paused as reduce the scale

needed accordingly. Capture
osehel show platform command
in error for mpls routes
message) summary, tcam utiliztion
are not and resource utilization
available

SO new

entries

can not be

programmed

in HW.
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FED3 MPLS FRRMSG4AMPLS [2VPN XCOON AC PAUSE | 4-Warning | Critical limit MPLS INVALID | Find out from error
reached for [chars] |L2VPN messages about the
resource. MPLS XCOON AC resources that are not
L2VPN XCON_AC | creations available. Verify
Create PAUSED.\n |are supported scale for the

paused as platform from sdm and
needed reduce the scale
uereiel accordingly. Capture

in error show platform command
message) for mpls routes

are not summary, tcam utiliztion
available and resource utilization
SO new

entries

can not be

programmed

in HW.

FED3 MPLS ERRMSG4-MPLS LABEL PAUSE | 4-Warning | Critical limit MPLS INVALID | Find out from error
reached for [chars] |Label messages about the
resource. MPLS OCE resources that are not
Label Create creations available. Verify
PAUSED.\n are supported scale for the

paused as platform from sdm and
needed reduce the scale

feal i el accordingly. Capture

in error show platform command
message) for mpls routes

are not summary, tcam utiliztion
available and resource utilization
SO new

entries

can not be

programmed

in HW.

377



Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
FED3 MPLS ERRMSG4-MPLS LENTRY PAUSE |4-Warning | Critical limit MPLS INVALID | Find out from error
reached for [chars] |Lentry messages about the
resource. Lentry creations resources that are not
Create PAUSED.\n |are available. Verify
paused as supported scale for the
needed platform from sdm and
JeV aui ool reduce the scale
in error accordingly. Capture
message) show platform command
are not for mpls summary, tcam
available utiliztion and resource
SO new utilization
label
entries
can not be
programmed
in HW.
FED3 MPLS ERRMSG-4-mpls out of resource | 4-Warning | Out of resource for |Running |INVALID | Verify supported scale
MPLS [chars]. out of for the platform from
Failed to program | Hardware sdm and reduce the scale
[chars] in resource accordingly. Capture
hardware\n to support show platform command
the scale for mpls summary, tcam
of this utiliztion and resource
MPLS utilization
feature.
FEDB MPLS FRRVSGOMPLS 12VEN AIOM DISP RESUME | 6dnformation | [chars] resources are | MPLS INVALID | No action needs to be
now available. L2VPN taken.
MPLS L2VPN ATOM
ATOM_DISP DISP
Create creations
RESUMED.\n are
resumed.
Now new
entries
can be
programmed
in HW.
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FED3 MPLS FRRVEG6MPLS 12VPN ATOM MP RESUVE

6Infommation

[chars] resources are
now available.
MPLS L2VPN
ATOM_IMP Create
RESUMED.\n

MPLS
L2VPN
ATOM
IMP
creations
are
resumed.
Now new
entries
can be

programmed
in HW.

INVALID

No action needs to be
taken.

FEDB MPLS FRRVIG6MPLS 12VPN XCON AC RESUME

6dnfomation

[chars] resources are
now available.
MPLS L2VPN
XCON_AC Create
RESUMED.\n

MPLS
L2VPN
XCOON AC
creations
are
resumed.
Now new
entries
can be

programmed
in HW.

INVALID

No action needs to be
taken.

FED3 MPLS FRRMSG-6-MPLS LABEL RESUME

6Information

[chars] resources are
now available.
MPLS Label Create
RESUMED.\n

MPLS
Label
creations
are
resumed.
Now new
entries
can be

programmed
in HW.

INVALID

No action needs to be
taken.

FED3 MPLS ERRMSG-6-MPLS LENTRY RESUME

64nfomation

[chars] resources are
now available.
Lentry Create
RESUMED.\n

MPLS
Label
entries
creations
are
resumed.
Now new
label
entries
can be

programmed
in HW.

INVALID

No action needs to be
taken.

379



Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
FED3 PUNJECT-6-PKT CAPTURE FULL | 6dnfommeation | Punject pkt capture | All the INVALID | No action is needed.
buffer is full. Use |available
show command to | punt
display the punted |capture
packets.\n buffers
have been
written
with
punted
packets.
B AUNECT (I6HDA NPU TRAPS DEBUGANG WARNING | 6dnformmation | Warning: Please When INVALID | No action is needed.
note traps enabled in | EPDA is
Enhanced Packet |enabled
Drop Analyzer the
(EPDA) will share | counters
the counters in will be
Enhanced Drop shared by
Detection(EDD) EDD
CLI. This will result | while
in showing the same | displaying
counter values for |EDD
the trap(s) in EDD\n | counters
B FUNECT (L 16HDA TM TRARS DEBUGANG WARNING | 6dnformation | Warning: Enabling | Enabling | INVALID | No action is needed.
TM traps will affect | TM traps
Per VOQ counters. |will affect
Please clear TM per voq
traps once counters
drop-capture is
completed\n
FED3 QOS FRRMSG3+HED3 SERVICE POLICY FAILED | 3-Error | Failed to apply An error | pangea-qos | Need to find the info
service-policy.\n occurred from logs. Use "sh
during platform software trace
servicepolicy message fed active" to
installation find the logs
in FED.
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H3B QS RRVEEHB FMERILY AITEDIRAVORY | 3-Error | The policy [chars] | There was | pangea-qos | Remove the policy from
on interface [chars] |an error the interface and
on [chars] direction | occured reattach.
is already in early. No
ERROR state. No | further
action will be action is
taken.\n taken
until the
policy
removed
and
reattached.
FED3 VLAN MAPPING FRRMSG3MAPPING HW FRROR | 3-Error | Failed to update An error |polaris-12 | The resource limit would
VLAN MAPPING |occurs have been reached,
in hardware for when remove the recent added
interface [chars].\n | mapping vlan mapping
VLAN. configuration
FED3 VLAN MAPPING FRRMSG3-VP HW ERROR | 3-Error | Failed to add VP in | An error |polaris-12 | VP limit would have
hardware for occurs been reached, please
interface [chars].\n |when remove the recent
adding configuration
VP
FED CCK _ERRMSG4-INCONSISTENCY FOUND | 4-Warning | Consistency CCK has |INVALID | Find out the entry using
Checker(CCK) detected the show consistency
detected the &lt;&gt; command
inconsistency for | inconsistency
[chars]. Check 'show | between
consistency run-id |the IOSD
[dec] detail'. and
fmanFP
tables.
HD (OND DEBUGECOND DHBUG BOTH VM Vo AITR §T | 6dnformation | Failed to start, both | Packet phgitmnyg | No action is required
v4 & v6 addr is set |trace
failed to
start
FED COND DEBUG6COND DEBUG INVALID IN HLE | 6dnfomation | Failed to start, Packet pgitmng | No action is required
invalid file, not trace
found failed to
start
FED COND DEBUG6:COND DEBUG INVALID PORT | 6dnfommation | Failed to start, Packet phgitmny | No action is required
invalid Port, not trace
found failed to
start
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FED COND DEBUG6COND DEBUG INVALID SWITCH | 6dnformation | Failed to start, Packet pistmng | No action is required
invalid Switch, not |trace
found failed to
start
FED COND DEBUG6-COND DEBUG MAC NOT SET | 6nformation | Failed to start, for | Packet phsttmnyg | No action is required
simulation packet |trace
generation src/dst | failed to
mac is must start
HD COND DEBUG6COND DEBUG MEMORY ALTOCTALL | 6dnformeation | Failed to start, Packet phgitmny | No action is required
memory allocation | trace
failed failed to
start
FED GOND DEBUG6COND DEBUG MULTIPLE ACES | 6dnfommation | Multiple entries Warning | pdgltmny | No action is required
found in provided | for acl
ACL, common having
fields will get multiple
overlapped by later |aces
entries
HDMODIB GO GNEWRKERHXNTY R | 6dnformation | Failed to start, Packet phgitmny | No action is required
simulation needs full | trace
address, netwrok failed to
prefix not supported | start
HD@ODIB GEONDDHGRCANDDETATRNICEH | 6dnformation | Failed to start, both | Packet pgitmny | No action is required
src and dst addr is | trace
required failed to
start
FED COND DEBUG-6-COND DEBUG START FAIL | 6dnformation | Failed to start trace | Packet phstmnyg | No action is required
trace
failed to
start
FED FNF ERRMSG-3-ADVBASEATTACHERROR | 3-Error | Unable to attach The phgitmny | Please try to modify your
flow monitor or IP | requested configuration.
NBAR/Et-analytics | configuration
to interface [chars]. |is not

Flow monitor and IP
NBAR/Et-analytics
are not allowed on
the same interface.

allowed.
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FED_FNF_ERRMSG-3-ATTACHERROR 3-Error | Failed to attach flow | An error | phglfmnyg | Find out more about the
monitor to interface | occurs error by using show
[chars].\n when mgmt-infra trace

attaching messages

the flow fed-fnf-config-error
monitor to switch number command
the

interface.

FED_FNF ERRMSG-3-DETACHERROR 3-Error Failed to detach Error phgitmny | Find out more about the
flow monitor from |occurs error by using show
interface [chars]\n | when mgmt-infra trace

detaching messages

the flow fed-fnf-config-error
monitor switch number command
from the

interface.

FED INF FRRMSG3H OWMONITOR ENABLEERROR | 3-Error '[chars]' enablement | The phgitmny | Please try to modify your
failed due to '[chars]' | requested configuration.
configuration oconfiguration
present on interface |is not
[chars]. These allowed.
features cannot
co-exist.

FED FNF ERRMSG3-REFMONITOR ENABLEERROR | 3-Error | Failed to enable The pgitmny | Please try to modify your
[chars] [chars] requested configuration.
Reflexive ACL on | configuration
[chars] and traffic  |is not
will be dropped; allowed.

'[chars]'
configuration
present on interface.

FED FNF ERRMSG-3-REFMONITOR FAILED |3-Error | Failed to enable The phgitmny | Find out more about the
[chars] [chars] requested error with the help of
Reflexive ACL on | configuration FED logs
[chars] and traffic | failed;
will be dropped; traffic
Netflow will be
programming failed. | dropped

on this
interface.
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FED FNF _ERRMSG-3-REFMONITOR RSCFULL | 3-Error | Failed to enable The phgttmny | Remove the existing
[chars] [chars] requested FNF/FNF based feature
Reflexive ACL on | configuration attachment and retry
[chars] and traffic | failed;
will be dropped; traffic
Netflow profiles will be
exhausted. dropped

on this
interface.

FED _FNF _ERRMSG-3-SGTCATTACHERROR | 3-Error | Detach the existing | The pigitmny | Please try to modify your
[chars] before requested configuration.
attaching [chars] to | configuration
interface [chars]. is not
These features allowed.
cannot co-exist.

FED FNF ERRMSG-6-NOTALLOWED 6Information | [chars] is not The phgitmny | Please try to modify your
allowed.\n requested configuration.

oconfiguration
is not
allowed.

FED FNF ERRMSG-6-UNSUPPORTED 6Infommetion | [chars] is The phgitmny | Please do not use the
unsupported\n requested current configuration.

configuration
is not
supported.

FED IPC MSG-5-FAST RELOAD COMPLETE | 5-Notice |Fastreload operation | This is accsw-p-fsu | No action needed. This
complete used to is not an error.

indicate
that the
fast reload
is
complete.

FED IPC MSG-5-xFSU COMPLETE 5-Notice |Fastreload operation | This is accsw-p-fsu | No action needed. This
complete used to is not an error.

indicate
that the
fast reload
is
complete.

FED IPC MSG-5«FSU NIF DISABLE START TIME | 5-Notice |NIF was XFSU accsw-p-fsu | No action needed. This
DISABLED at NIF is not an error.

[chars] Disable
Timestamp

384




Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

FED IPC MSG-5xFSU NIF ENABLE START TIME | 5-Notice | NIF was ENABLED | XFSU accsw-p-fsu | No action needed. This
at [chars] NIF is not an error.

ENABLE
Timestamp

FED IPC MSG-5-xFSU NIF UPGRADE TIME |5-Notice |NIF UPGRADE XFSU accsw-p-fsu | No action needed. This
took [dec] NIF is not an error.
milliseconds UPGRADE

Time

FED 12M ERRMSG-3-COLLISION LIST RSRC ERR | 3-Error | Failed to allocate Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for group [chars] - |allocation tech-support privileged
reason: [chars] - has failed EXEC command and by
entry collided with |and the copying the error
groups: [chars]in | entry will message exactly as it
hash not be appears on the console or

programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED L2M_ERRMSG-3-RSRC_ERR 3-Error | Failed to allocate Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for group [chars] - |allocation tech-support privileged
resource type: has failed EXEC command and by
[chars] - reason: and the copying the error
[chars] entry will message exactly as it

not be appears on the console or
programmed. system log and entering

it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED_L2M ERRMSG-3-VLAN RSRC ERR |[3-Error |Failed to allocate | Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for vlan [dec] - allocation tech-support privileged
resource type: has failed EXEC command and by
[chars] - reason: and the copying the error
[chars] entry will message exactly as it
not be appears on the console or
programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED L3M ERRMSG-3-RSRC ERR 3-Error | Failed to allocate Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for [chars] - allocation tech-support privileged
rc:[chars] has failed EXEC command and by

and the copying the error

entry will message exactly as it

not be appears on the console or

programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED L3M ERRMSG-4-lsm LB warning 4-Warning | IGP load balance not | MPLS INVALID | Find out more about the
supported for Label | IGP load error by using the show
Switch Multicast. | blanceBOMP tech-support privileged
Configure no mpls |is not EXEC command and by
mldp forward supported. copying the error
recursive' to disable | Entries message exactly as it

will be appears on the console or
put into system log and entering
retry and it in the Output

once user Interpreter tool. Use the
disables Bug Toolkit to look for
the ECMP similar reported

via CLI, problems.

LSM will

recover
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FED_L3M ERRMSG-4-Ism_RSRC ERR 4-Warning | Failed to allocate the | Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for LSM(Label allocation tech-support privileged
Switch multicast) | has failed EXEC command and by
entry, LSM and the copying the error
replication will be | entry will message exactly as it
impacted not be appears on the console or
programmed. system log and entering
Entry will it in the Output
be in retry Interpreter tool. Use the
queue Bug Toolkit to look for
waiting similar reported
for problems.
resources,
once
available
LSM will
recover
FED L3M ERRMSG-4-Ism_label warning |4-Warning | MPLS label range | MPLS INVALID | Find out more about the
from [dec] to [dec] |range of error by using the show
is not supported with | upper 4k tech-support privileged
Label Switch from IM EXEC command and by
Multicast (LSM). | supported copying the error
Reconfigure 'mpls | protocal message exactly as it
label range' value is appears on the console or
accordingly. reserved system log and entering
for LSM it in the Output
to use Interpreter tool. Use the
internally. Bug Toolkit to look for

similar reported
problems.
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FED_L3M ERRMSG-4-Ispvif RSRC ERR  |4-Warning | Failed to allocate the | Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for Lspvif allocation tech-support privileged
Adjacency, some of | has failed EXEC command and by
the LSM MDTs will | and the copying the error
be impacted entry will message exactly as it
not be appears on the console or
programmed. system log and entering
Entry will it in the Output
be in retry Interpreter tool. Use the
queue Bug Toolkit to look for
waiting similar reported
for problems.
resources,
once
available
LSM
MDTs
will
recover

FED L3M ERRMSG-6-Ism RSRC ERR recovered | 6dnformation | Failed LSM Hardware | INVALID | Find out more about the
hardware resources |resource error by using the show
recovered. LSM failure is tech-support privileged
replication will be | recovered EXEC command and by
operational again | again and copying the error

LSM(Label message exactly as it

Switch appears on the console or

Multicast) system log and entering

will be it in the Output

back to Interpreter tool. Use the

normal Bug Toolkit to look for
similar reported
problems.

FED 13M ERRMSG-6-Ispvif RSRC ERR recovered | 6dnformation | Retry of Lspvif Hardware | INVALID | Find out more about the
Adjacency hardware | resource error by using the show
resource(s) is(are) | failure is tech-support privileged
successful, LSM recovered EXEC command and by
MDTs will be again and copying the error
operational again | LSM(Label message exactly as it

Switch appears on the console or
Multicast) system log and entering
will be it in the Output

back to Interpreter tool. Use the
normal Bug Toolkit to look for

similar reported
problems.
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FED L3 ERRMSG-3-L3 FIB ENTRY PAUSE |3-Error |Critical limit L3 FIB |INVALID |Find out from error
reached for [chars] |Entry messages about the
resource. L3 FIB creations resources that are not
Entry Create are available. Verify
PAUSED.\n paused as supported scale for the

needed platform from sdm and
JeV aui ol reduce the scale

in error accordingly. Capture
message) show platform command
are not for 13 routes summary,
available tcam utiliztion and

SO new resource utilization
entries

can not be

programmed

in HW.

FED L3 ERRMSG-3-L3 FIB ENTRY RESUME | 3-Error [chars] resources are | L3 FIB INVALID | No action needs to be
now available. L3 | Entry taken.
FIB Entry Create | creations
RESUMED.\n are

resumed.
Now new
entries
can be
programmed
in HW.

FED L3 ERRMSG-3-MAX TUNNEL 3-Error | The maximum Hardware | INVALID | New Tunnels will not be
number of Tunnel |resource working as expected.
has been reached\n |allocation

has failed
and the
entry will
not be
programmed.
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FED L3 ERRMSG-3-MPLS LABEL PAUSE |3-Error |Critical limit MPLS INVALID | Find out from error
reached for [chars] |Label messages about the
resource. MPLS OCE resources that are not
Label Create creations available. Verify
PAUSED.\n are supported scale for the

paused as platform from sdm and
needed reduce the scale
uereiel accordingly. Capture

in error show platform command
message) for mpls routes

are not summary, tcam utiliztion
available and resource utilization
SO new

entries

can not be

programmed

in HW.

FED L3 ERRMSG-3-MPLS LABEL RESUME |3-Error |[chars] resources are | MPLS INVALID | No action needs to be
now available. Label taken.
MPLS Label Create | creations
RESUMED.\n are

resumed.
Now new
entries
can be
programmed
in HW.

FED L3 ERRMSG-3-MPLS LENTRY PAUSE |3-Error |Critical limit MPLS INVALID | Find out from error
reached for [chars] |Lentry messages about the
resource. Lentry creations resources that are not
Create PAUSED.\n |are available. Verify

paused as supported scale for the
needed platform from sdm and
eoefratel reduce the scale

in error accordingly. Capture
message) show platform command
are not for mpls summary, tcam
available utiliztion and resource
SO new utilization

label

entries

can not be

programmed

in HW.
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FED L3 ERRMSG-3-MPLS LENTRY RESUME |3-Error | [chars] resources are | MPLS INVALID | No action needs to be
now available. Label taken.

Lentry Create entries

RESUMED.\n creations
are
resumed.
Now new
label
entries
can be
programmed
in HW.

FED L3 ERRMSG-3-RSRC ERR 3-Error | Failed to allocate Hardware | INVALID | Find out more about the
hardware resource |resource error by using the show
for [chars] - rc:[dec] | allocation tech-support privileged

has failed EXEC command and by

and the copying the error

entry will message exactly as it

not be appears on the console or

programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED L3 ERRMSG-3-RSRC L3 LE ERR 3-Error | Interface [chars] Hardware | INVALID | Collect output of show
creation failed due |resource platform hardware fed
to L3 Interface for L3 switch &lt;switch
hardware resource |Interface number&gt; fwd-asic
exhaustion exhausted resource utilization

and the command. Check if

requested RSC L3IF_LE has

interface exhausted. If yes, free up

will not any unused L3 Interfaces

be by doing no interface

created. &lt;interface&gt; and
retry creating the failed
interface.

FED L3 ERRMSG-3-UNSUPPORTED CMD |3-Error |[chars] is not The INVALID | Find out more about this
supported on the specified unsupported feature from
interface [chars]\n |cli is not the release documents

yet and remove the
supported. command from the

interface config mode
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FED L3 ERRMSG-3-ecr_err 3-Error | Platform unicast Anerror |INVALID |Find out more about this
routing ecr module |occurred error by using the show
encountered [chars] |in platform ipunicast ecr
error in FED\n platform commands.

ecr code.

FED L3 ERRMSG-3-fib_err 3-Error | Platform unicast Anerror |INVALID | Find out more about this
routing fib module |occurred error by using the show
encountered [chars] |in platform ipunicast route
error in FED\n platform commands.

fib code.

FED L3 ERRMSG-3-intf err 3-Error [chars] interface Errorin | INVALID | Find out more about this

[chars]\n HW failure from ifm show
pogramming outputs and debugs for
for the interface
Interface.

FED L3 ERRMSG-3-mpls_ecmp modify err | 3-Error | MPLS Load Balance | Modification | INVALID | Find out more about this
modify is not of an error by using the show
supported [dec]\n | ECMP commands for the

object specified object and
with identify the possible
MPLS trigger for the modify.
Adjacencies

is not

supported

yet. It is

not an

expected

event

FED L3 ERRMSG-3-mpls_out_of resource |3-Error Out of resource for |Running |INVALID | Verify supported scale
MPLS [chars]. out of for the platform from
Failed to program | Hardware sdm and reduce the scale
[chars] in resource accordingly. Capture
hardware\n to support show platform command

the scale for mpls summary, tcam
of this utiliztion and resource
MPLS utilization

feature.
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FED_ L3 ERRMSG-3-mpls_recursive label err | 3-Error | Unsupported The INVALID | Find out more about this
recursive MPLS specified error by using the show
label for local label | MPLS commands for the
[dec] [chars]\n local label specified local label and

is modify the config using
recursive LDP filters to remove
and is not recursive labels.

yet

supported.

FED L3 ERRMSG-3-mpls unsupported feature | 3-Error | Unsupported feature. | The INVALID | Find out more about this
Failed to program. | feature is unsupported feature from
[chars] in software |not yet the release documents
or hardware\n supported. and remove the

command from the
interface config mode

FED L3 ERRMSG-3-pbr_err 3-Error | Platform unicast An error |INVALID | Find out more about this
routing pbr module |occurred error by using the show
encountered [chars] |in platform ipunicast policy
error in FED\n platform commands

pbr code.

FED L3 ERRMSG-3-wcep_err 3-Error | Platform unicast Anerror |INVALID | Find out more about this
routing weep occurred error by using the show
module encountered | in platform ipunicast wccp
[chars] error in platform commands.

FED\n wceep
code.

FED PM-3-FRU SWITCH TIMEOUT 3-Error | Transeiver update |An FRU |polaris-12 | Remove and re-insert all
timed out. Remove |update FRUs on this switch. The
and re-insert all event took system should recognize
FRU:s in this switch |too long and process them
to recover.\n to process correctly after that.

on this
switch.
The FRUs
on this
switch
may not
be
recoginized
or
function
properly
after this.
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FED_PM-3-FRU_TIMEOUT 3-Error | FRU module [dec] |The given |polaris-12 | Remove and re-insert the
bringup timed out. |FRU specified FRU module.
Remove and module in The system should
re-insert it to the switch recognize it correctly
recover.\n in after that.

question
could not
be
recognized
because it
took too
long do
SO.

FED PM-3-FRU TRANSCEIVER TIMEOUT |3-Error | Transceiver event | Than polaris-12 | Remove and re-insert the
handling for handling FRU module containing
interface [chars] onf a this interface. The
timed out. Remove | transceiver system should recover
and re-insert the event took from this failure
FRU module too long condition after that.
containing this for the
interface to given
recover.\n interface.

FED PM-3-HW_ERROR 3-Error | Port Manager error | An error |polaris-12 | Find out more about the
-[chars] hardware | occurred error by using the show
update failed.\n in Port tech-support privileged

Manager EXEC command and by
code. copying the error

message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED PM-3-RESRC ERROR 3-Error | Port Manager error | An error |polaris-12 | Find out more about the
-[chars] resource occurred error by using the show
access failed.\n in Port tech-support privileged
Manager EXEC command and by
code. copying the error
message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
FED PTP_ERRMSG-3-ATTACHERROR 3-Error | Failed to run PTP | Anerror |phgtfmnyg | Find out more about the
[chars].\n occurs error by using show
when mgmt-infra trace
running messages
PTP. fed-ptp-config-error
switch number command
FED PTP_ERRMSG-3-DETACHERROR 3-Error | Failed to run PTP | Error phgitmny | Find out more about the
[chars]\n occurs error by using show
when mgmt-infra trace
running messages
PTP. fed-ptp-config-error
switch number command
FED PTP_ERRMSG-6-NOTALLOWED 6Information | [chars] is not The pgitmny | Please try to modify your
allowed.\n requested configuration.
configuration
is not
allowed.
FED PTP_ERRMSG-6-UNSUPPORTED 6nformation | [chars] is The phgitmny | Please do not use the
unsupported\n requested current configuration.
configuration
is not
supported.
FED PUNJECT-6-PKT CAPTURE FULL 6Information | Punject pkt capture | All the INVALID | No action is needed.
buffer is full. Use |available
show command to | punt
display the punted |capture
packets.\n buffers
have been
written
with
punted
packets.
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FED QOS ERRMSG-3-AFD POLICER HW ERROR

3-Error

Failed to [chars] for

An error

INVALID

Find out more about the

[chars].\n occurred error by using the show
in tech-support privileged
pogramming EXEC command and by
the copying the error
Approximate message exactly as it
Fair appears on the console or
Dropping system log and entering
policer. it in the Output

Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED QOS ERRMSG-3-AFD QUEUE HW ERROR | 3-Error  |Failed to program | An error |INVALID | Find out more about the
AFD [chars] virtual | occurred error by using the show
queue for [chars].\n |in tech-support privileged

pogamming EXEC command and by
the copying the error
Approximete message exactly as it
Fair appears on the console or
Dropping system log and entering
virtual it in the Output
queue. Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

HD QOS5 FRRVEG3LABH.2 QUH EMAPPNGHW FRR(R | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n in tech-support privileged

pogramming EXEC command and by
label to copying the error

queue message exactly as it
map. appears on the console or

system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED QOS ERRMSG3NETHLOW TABLE HW ERROR | 3-Error | Failed to program | An error | INVALID | Find out more about the
netflow entries for |occurred error by using the show
policy-map [chars] |in tech-support privileged
for client pogramming EXEC command and by
mac:[chars] netflow copying the error
1ifid:0x%lIx. table. message exactly as it
code:[dec].\n appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
FED QOS ERRMSG-3-POLICER HW ERROR |3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n in tech-support privileged
pogamming EXEC command and by
the copying the error
policer. message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
FED QOS FRRMSG-3-POLICER MAP HW ERROR | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n in tech-support privileged
pogramming EXEC command and by
the copying the error
policer message exactly as it
map. appears on the console or

system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED QOS ERRMSG3-QUEUE BUFFER HW ERROR | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n when tech-support priveleged
pogramming EXEC command and by
the queue copying the error
buffer. message exactly as it

appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported

problems.

FED QOS ERRMSG3QUEUE SCHEDULER HW ERROR | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n when tech-support privileged

pogamming EXEC command and by

the queue copying the error

scheduler. message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED QOS FRRMSG3TABLEMAP HGRESS HW FRROR | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n when tech-support privileged

pogramming EXEC command and by
egress copying the error
table-map message exactly as it

to appears on the console or
hardware. system log and entering

it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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FED QOS FRRMSG3-TABLEMAP INGRESS HW FRROR | 3-Error | Failed to [chars] for | An error | INVALID | Find out more about the
[chars]: code occurred error by using the show
[dec].\n when tech-support privileged
pogramming EXEC command and by
ingress copying the error
table-map message exactly as it
to appears on the console or
hardware. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED QOS ERRMSG-3-TABLEMAP INIT ERROR | 3-Error  |Failed to initialize | An error |INVALID |Find out more about the
[chars].\n occurred error by using the show

during tech-support privileged

table-map EXEC command and by

initialization. copying the error
message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

FED QOS ERRMSG4APPLICATION ID OVERFLOW | 4-Warning | Failed to allocate The INVALID | Reduce the number of
application ID for | application applications to make
policy-map [chars] |IDs are application ID available.
on [chars].\n exhausted.

HD Q08 FRRVSG4CONHGURE FORT TYPE HW EFRRCR | 4-Warning | Failed to configure | The port |INVALID | Try to shutdown the port
port [chars] as could not and then unshut the port
[chars] port in be
hardare. rc:[dec].\n | configured

in
hardware

HD Q05 FRRVSGH ABH . 2 UHE MAPPNG OVERHOW | 4-Warning | Failed to [chars]. No | The INVALID | Unconfigure some of the
more queue-maps | system queuing policies to make
are available.\n supports the resource available.

upto 8
quetemaps.
This limit
has been
reached.
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FED QOS ERRMSGANETFLOW TABLE OVERFLOW | 4-Warning | Failed to program | The INVALID | Unconfigure features to
netflow entries for | netflow make the netflow
policy-map [chars] |resources resource available.
for client are
mac:[chars] exhausted.
iifid:0x%lIx. No
netflow resource is
available.\n

FED Q08 FRRVISG4OUTPUT ACS JIENT FOLICY FRROR | 4-Warning | Unsupported output | Unsuppated | INVALID | Unsupported client
client policy. output policy
policy([chars]).\n

FED QOS FRRMSG4OUTPUT (TIENT POLICY FRROR | 4-Warning | Unsupported output | Unsuppotted | INVALID | Range operators are not
client policy([chars]) | policy. supported in client
- range operators.\n output policy

FED QOS FRRVSG4POLICER MAP TABLE OVERH.OW | 4-Warning | Failed to [chars] for | The ASIC [ INVALID | Unconfigure some
[chars]. No more supports policer maps to make the
policer map tables |up to 64 resource available.
are available.\n policer

map
tables.
This limit
has been
reached.

FED QOS_ERRMSG-4-POLICER OVERFLOW | 4-Warning | Failed to [chars] for | The INVALID | Unconfigure some
[chars]. No policer |policer policers to make the
resource is resource resource available.
available.\n limit has

been
reached.

FED QOS FRRMSG4SSTACK BUFFER CONFIG MGIG | 4-Warning | Detected The INVALID | Change the configuration
stack-buffer disable | stack-buffer back as stack-buffer
([dec]), which is not | configuration enable
a supported for an
configuration for | mGig
mGig platforms. switch
Change to should
'stack-buffer enable' | always
configuration.\n remain as

enabled.
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FED QOS_ERRMSG4TABLEMAP OVERFLOW

4-Warning

Failed to attach
[chars]. No more
table-maps are
available.\n

The
system
supports
upto 16
table-maps
per
direction.
This limit
has been
reached.

INVALID

Unconfigure some of the
table-maps to make the
resource available.

FED QOS ERRMSG-4-TCAM_OVERFLOW

4-Warning

Failed to program
TCAM for
policy-map [chars]
on [chars].\n

The
TCAM
resources
are
exhausted.

INVALID

Unconfigure features to
make TCAM resources
available.

FED_ROT-4-FIRMWARE UPGRADE

4-Warning

The RoT eSPI
firmware for ASIC
[dec] has been
successfully
upgraded. Will take
effect after reload

The NPU
RoT eSPI
firmware
has been
successfully
upgraded.
New
firmware
will take
effect
after next
reload

mEitmny

No action is required

FED ROT-4-VALIDATION_ FAILURE

4-Warning

The RoT Validation
for ASIC [dec] has
failed because
[chars]

The NPU
RoT
validation
has failed.
This
could be
dueto a
hardware
or
software
defect.
Thisis a
critical
€rTor.
NPU will
stop
forwarding
traffic

mEtmng

No action is required
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FED SPAN ERRMSG-3-UNSUPPORTED CONFIG |3-Error | SPAN configuration | A failure |polaris-12 | This failure occurs with
for source is not occurred SPAN Src (port, Vlan) is
supported [chars] \n |in part of a different SPAN
platform session and is being
SPAN reprogrammed again
Source
prgm
FED SPAN ERRMSG-3-fspan_hw update err | 3-Error | Platform FSPAN An error |polaris-12 | Collect output of
encountered an error | occurred hardware tables/registers
in FED - [chars[\n |in related to FSPAN and
platform details of related ASIC
FSPAN resource handles.
code.
FED SPAN ERRMSG-3-sess_rc 3-Error | Platform SPAN An error |polaris-12 | Collect the output of
encountered an occurred debug platform
update error in FED |in monitor-fed while
- [chars], session platform configuring SPAN or
[dec], return code  |update FSPAN.
[dec].\n SPAN
code.
FED SPAN ERRMSG-3-span_gen hw update err|3-Error | Platform SPAN An error |polaris-12 | Collect the output of
encountered an error | occurred debug platform
in FED - [chars].\n |in monitor-fed command
platform while configuring SPAN
SPAN or FSPAN.
code.
FED SPAN_ERRMSG-3-span_hw_update err | 3-Error | Platform SPAN An error |polaris-12 | Collect output of
encountered an error | occurred hardware tables and
in FED - [chars]\n |in registers related to SPAN
platform and details of related
SPAN ASIC resource handles.
code.
FED SPAN ERRMSG-3-span_stp status update err | 3-Error | Platform SPAN An error |polaris-12 | Collect output of
encountered an error | occurred hardware tables and
in FED - [chars]\n |in registers related to
platform FSPAN and details of
SPAN related ASIC resource
code for handles.
STP state
updates in
ASIC.
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FED_SRVO_ERRMSG-3-ATTACHERROR  |3-Error |Failed to run SRVO | An error | phgltmnyg | Find out more about the
[chars].\n occurs error by using show

when mgmt-infra trace

running messages

SRVO. fed-srvo-config-error
switch number command

FED_SRVO_ERRMSG-3-DETACHERROR | 3-Error Failed to run SRVO | Error phgitmny | Find out more about the
[chars]\n occurs error by using show

when mgmt-infra trace

running messages

SRVO. fed-srvo-config-error
switch number command

FED SRVO_ERRMSG-6-NOTALLOWED 6Information | [chars] is not The phgitmny | Please try to modify your
allowed.\n requested configuration.

oconfiguration
is not
allowed.

FED SRVO_ERRMSG-6-UNSUPPORTED 6Infometion | [chars] is The phgitmny | Please do not use the
unsupported\n requested current configuration.

configuration
is not
supported.

FED STATS-6-MEMORY_ PARITY ERR 6Information | Detected memory | Memory | tsedessng | If this message occurs,
parity errors on parity customer needs to reach
ASIC INST([dec])\n | errors out to TAC. TAC will

reached collect and review the

threshold. output of \'show logging
onboard switch active
message detail\'. If there
are so many single-parity
memory errors
(&gt;=1000 in 24 hours).
TAC may ask the switch
to be reloaded or
RMAed.

FED STP_ERRMSG-3-MAX INSTANCES |3-Error |The maximum The INVALID | Delete or resolve loops
number of STP maximum manually for the vlans
instances has been | number of created further.
reached:[dec] STP

instances
that can
be
programmed
has been
reached.
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FED VLAN TRANSLATE FRRMSG3-ATTACHERROR | 3-Error | Failed to run An error | phgHfmnyg | Find out more about the
VLAN TRANSLATE | occurs error by using show
[chars].\n when mgmt-infra trace
running messages
VAR fed-vlan_translate-config-error
switch number command
FED VLAN TRANSLATE ERRMSG3-DETACHERROR | 3-Error Failed to run Error phgitmny | Find out more about the
VLAN TRANSLATE | occurs error by using show
[chars]\n when mgmt-infra trace
running messages
AR fod-vlan_translate-config-error
switch number command
FED VLAN TRANSLATE ERRMSG6INOTALLOWED | 6dnformeation | [chars] is not The phgitmny | Please try to modify your
allowed.\n requested configuration.
oconfiguration
is not
allowed.
FED VLAN TRANSLATE FRRMSG-6UNSUPPORTED | 6dnfommation | [chars] is The phgitmny | Please do not use the
unsupported\n requested current configuration.
configuration
is not
supported.
FED XCVR_MSG-3-BO_FAILED 3-Error [dec] [dec] break out | New BO | polaris-12 | Likely IOS and FED
failed command might be out of state,
might reload to use BO ports
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects
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FED _XCVR_MSG-3-BO_NOT _FINISHED

3-Error

[dec] [dec] previous
breakout command
not yet finished, wait
for completion
message

New BO
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely IOS and FED
might be out of state,
reload to use BO ports

FED_XCVR_MSG-3-BO_SUCCESSFUL

3-Error

[dec] [dec] break out
successful

New BO
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely IOS and FED
might be out of state,
reload to use BO ports

FED_XCVR_MSG-3-CABLE_AUTH_FAILED

3-Error

*** Stack cable
authentication failed
for cable inserted on
stack port [dec] on
switch [dec] ***

Stack
Cable
bentica
failed on
the switch

polaris-12

Fed would have crashed,
remove the stack cable
inserted in the mentioned
port and cross check

FED XCVR MSG3-CABLE AUTH FAILED RELOAD

3-Error

Reloading chassis
because cable auth
failed on stack port
[dec]

Stack
Cable
hertica
failed on
the switch

polaris-12

Fed would have crashed,
remove the stack cable
inserted in the mentioned
port and cross check

FED_XCVR_MSG-3-NO_BO_SUCCESSFUL

3-Error

[dec] [dec] no break
out successful

New BO
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely I0S and FED
might be out of state,
reload to use BO ports
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FED _XCVR_MSG-3-NO_PG_SUCCESSFUL

3-Error

Slot [dec] Portgroup
[dec] No Portgroup
Successful

New PG
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely IOS and FED
might be out of state,
reload to use PG ports

FED XCVR _MSG-3-PG_FAILED

3-Error

Slot [dec] Portgroup
[dec] Failed

New PG
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely IOS and FED
might be out of state,
reload to use PG ports

FED_XCVR_MSG-3-PG_SUCCESSFUL

3-Error

Slot [dec] Portgroup
[dec] Successful

New PG
command
might
have
entered
too fast or
Deactivation
taking
time to
clean
feature
objects

polaris-12

Likely I0S and FED
might be out of state,
reload to use PG ports
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FED_XCVR_MSG-3-SPEED MISMATCH 3-Error | [chars] are operating | The ports | polaris-12 | Enter hw-module slot
in different speeds, |in &lt;&gt; port-group
Ports in each port-group &lt;&gt; select
port-group should |should be &lt;speed&gt;,followed
operate in same of the by\n shut and no shut of
speed. Please make |same interface to use a specific
sure that both the speed for port.
ports operate in all ports
same speed. to
Alternatively, function
Configure
hw-module slot
&lt;&gt; port-group
&lt;&gt; select
&lt;speed&gt;, shut
and no shut
preferred interface to
use specific port in
the port-group. This
config is not
supported if any of
the ports in
port-group is
inserted with
dual-rate optics.

FILTER-3-EWLC APFILTER REGEX CREATE ERR | 3-Error | Error in [chars] APFilter |isebinosuk | Recreate regular
regular expression correctly
expression
error

FILTER-3-EWLC GEN_ERR 3-Error | Error in [chars] General | isebnosus | LOG_STD_ACTION
Wireless
LAN
Controller
Error
Message.

FITER4EWLC APHITER PRIORITY UPDATE WARN | 4-Warning | Warning: [chars] APfilter | iosebnosus | LOG_STD ACTION
priorities
are
overridden,
old filter
will be
invalid
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FITER BINARY NOTIFCATIONSMERGE COMPLETED

5-Notice

Merged logs
generation
completed.

Notification
to user
that
merged
logs are
generated

Go to bootflash and view
the merged logs

FIRMWARE-5-INSTALL STATUS

5-Notice

Firmware install
stage: [chars],
install-id: [chars],
message: [chars]

This
syslog is
generated
during
firmware
installation
which
goes
through
multiple
steps

Ite-fw

No action is required

FIRMWARE-6-INSTALL STATUS

6Information

Firmware install
stage: [chars],
install-id: [chars],
message: [chars]

This
syslog is
generated
during
firmware
installation
which
goes
through
multiple
steps

Ite-fw

No action is required
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FLASH_CHECK-3-DISK_QUOTA

3-Error

[chars] quota
exceeded [free space
is [dec] kB] -
[recommended free
space is [dec] kB] -
Please clean up files
on [chars].

The
remaining
free space
on the
disk is
below the
tecommended
threshold
of at least
30 percent
of the
installed
disk
device
space.
This
limits the
system
from core
files
necessary
to root
cause
critical
system
faults.
The disk
device is
bootflash
or
harddisk.

Please remove unneeded
files from the disk
device. Any core files
under the core directory
should be reported and
then deleted.

FLASH CHECK-3-FLASH ISSUE

3-Error

Detected Flash
issues. Please issue
the [chars] command
at your earliest
convenience.

eUSB
failure is
detected,
flash
partitions
may be
inaccessible.

iosebnosutls

Please issue the cli
command shown in the
error message.

FLASH CHECK-3-FLASH RECOVERY

3-Error

Detected Flash
issues. Proceeding
with [chars]
soft-error recovery.

eUSB
failure is
detected,
which
prevents
access of
flash
partitions.

osebnosuls

No action required
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FLASH CHECK-3-RESET FAIL 3-Error | Flash recovery An sebinesutls | No action required
failed. Please issue | attempted
the reload slot flash
&lt;#&gt; command | recovery
at your earliest has failed.
convenience. Switch
needs to
be
manually
reloaded
FLASH_CHECK-3-RESET SUCCESS 3-Error | Flash recovery was | An iosebinosutis | No action required
successful. attempted
flash
recovery
was
successful.

FMANFP-3-CRYPTO DEVICE REQUEST FAILED | 3-Error | Crypto-device is Ciypodevice | INVALID | LOG_STD NO ACTION
busy processing last | is still
request. This request | processing
will be discarded previous
reload
reqeust or
still
processing
crypto
feature
packets.
New
request
will not
be applied
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RVANFP3(RYPIO HICENSE THPUT MAX APPROACHED | 3-Error | Average crypto To iosxe-csl |LOG STD NO ACTION
throughput rate monitor
approached the crypto
licensed crypto throughput
bandwidth of [dec] |and, to
bps during [dec] generate
sampling periods in | roiotang
the last 24 hours, if the
sampling period is |average
[dec] seconds throuput
utilization
over a
longer
time are
approaching
or
exceeding
the cypro
licensed
bandwidth
RVANFR3(RYPIO HICENSE THPUT THREHOLD EXCEED | 3-Error | Average crypto To iosxe-csl | LOG_STD NO ACTION
throughput rate monitor
exceeded [dec] crypto
percent of licensed | throughput
crypto bandwidth of | and, to
[dec] bps during generate
[dec] sampling roizrirang
periods in the last 24 | if the
hours, sampling average
period is [dec] throuput
seconds utilization
over a
longer
time are
approaching
or
exceeding
the cypro
licensed
bandwidth
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FMANFP-3-LICENSE _THPUT INVALID 3-Error | Invalid throughput |The iosxe-csl | LOG SID DDIS TAC DEIALS
[dec]kbps throughput
value is
invalid.
The
forwarding
engine
will not
operate at
the
throughput
value.
FMANFP-3-REFGRP_ENTRY LIMIT EXCEED |3-Error | Reflexive group A INVALID | LOG STD NO ACTION
[chars]([dec]) software
exceeded limitation | limitation
of [dec] entries. has been
Reflexive exceeded.
functionality is not
supported for this
ACE, please remove
it.
FMANFP-3-REFGRP_LIMIT_EXCEED 3-Error | Number of reflexive | A INVALID | LOG_STD NO_ACTION
group exceeded software
limitation of [dec]. |limitation
Reflexive has been
functionality is not |exceeded.
supported for this
ACE, please remove
it.
FMANFP-3-REF_ACE IDX LIMIT EXCEED |3-Error |Reflexive group A INVALID | LOG_STD NO ACTION
[chars]([dec]) ACE |software
index([dec]) limitation
exceeded limitation | has been
of [dec]. Reflexive |exceeded.

functionality is not
supported for this
ACE, please remove
it.
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FMANFP-3-REF_ACL IDX LIMIT EXCEED |3-Error |Reflexive group A INVALID | LOG_STD NO_ACTION
[chars]([dec]) ACL |software
index([dec]) limitation
exceeded limitation | has been
of [dec]. Reflexive |exceeded.
functionality is not
supported for this
ACL, please remove
it.
FMANFP-6-CRYPTO DEVICE NOT PRESENT | 6dnformation | Hardware Hardware | INVALID | LOG_STD NO ACTION
crypto-device is not | aypto-device
present. Request is not
aborted present on
the
system.
User
request
doesn't
apply or
be
executed.
This may
not be an
error.
FMANFP-6CRYPTO DEVICE REQUEST COMPLETE | 6dnformation | Crypto-device is Gypodevice | INVALID | LOG_STD NO_ACTION
ready to process is load
packets with new
core
based on
user
request.
Now it is
ready to
process
packets
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FMANFP-6-FMANACLLOGMISSMSG 6dnformation | access-list logging | Some INVALID | LOG_STD NO ACTION
datapath rate-limited | packet
or missed [dec] matching
packet[chars] logs were
missed
because
the access
list log
messages
were
rate-limited
or no
access list
log
buffers
were
available.
FMANEFP-6-IPACCESSLOGDP 6Information | list [chars] [chars] | A packet |[INVALID |LOG STD NO ACTION
[chars] matching
[chars][chars] the log
[chars]-&gt; [chars] | criteria
([dec]/[dec]), [dec] | for the
packet[chars] given
access list
was
detected.
FMANFP-6-IPACCESSLOGNP 6Information | list [chars] [chars] | A packet |INVALID |LOG STD NO ACTION
[dec] [chars][chars] | matching
[chars]-&gt; [chars], | the log
[dec] packet[chars] |criteria
for the
given
access list
was
detected.
FMANFP-6-IPACCESSLOGP 6Information | list [chars] [chars] | A packet |INVALID |LOG STD NO ACTION
[chars] matching
[chars][chars]([dec]) | the log
[chars]-&gt; criteria
[chars]([dec]), [dec] | for the
packet[chars] given
access list
was
detected.
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FMANFP-6-IPACCESSLOGSGDP 6nfommation | ingress_interface=[chars] | A packet |INVALID |LOG STD NO ACTION
sgacl name='[chars]' | matching
action="[chars]' the log
protocol="[chars]' |criteria
src-ip="[chars]' for the
dest-ip="[chars]' given
type="[dec]' access list
code="[dec]' was
sgt="[dec]' detected.
dgt="[dec]'
logging intervel his={dec]
FMANFP-6-IPACCESSLOGSGNP 6Information | ingress_interface=[chars] | A packet |INVALID |LOG STD NO ACTION
sgacl name="[chars]' | matching
action="[chars]' the log
protocol="[dec]' criteria
src-ip="[chars]' for the
dest-ip="[chars]' given
sgt="[dec]' access list
dgt="[dec]' was
logging interval hits=]dec] | detected.
FMANFP-6-IPACCESSLOGSGP 6Information | ingress_interface=[chars] | A packet |INVALID |LOG _STD NO ACTION
sgacl name='[chars]' | matching
action="[chars]' the log
protocol='[chars]" | criteria
src-ip="[chars]' for the
src-port="[dec]' given
dest-ip="[chars]' access list
dest-port="[dec]' was
sgt="[dec]' detected.
dgt="[dec]'
logging iterval his-Jc]
FMANFP-6-IPV6ACCESSLOGDP 6Infomation | list [chars] [chars] | A packet |iosxe-acl |LOG STD NO ACTION
[chars] matching
[chars][chars] the log
[chars]-&gt; [chars] | criteria
([dec]/[dec]), [dec] | for the
packet[chars] given
access list
was
detected.
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FMANFP-6-IPV6ACCESSLOGNP 6Information | list [chars] [chars] | A packet |[iosxe-acl |LOG STD NO ACTION
[dec] [chars][chars] | matching
[chars]-&gt; [chars], | the log
[dec] packet[chars] |criteria
for the
given
access list
was
detected.
FMANFP-6-IPV6ACCESSLOGP 6Information | list [chars] [chars] | A packet |iosxe-acl |LOG STD NO ACTION
[chars] matching
[chars][chars]([dec]) | the log
[chars]-&gt; criteria
[chars]([dec]), [dec] | for the
packet[chars] given
access list
was
detected.
FMANFP-6-IPV6ACCESSLOGSGDP 6Information | ingress_interface=[chars] | A packet |INVALID |LOG _STD NO ACTION
sgacl name='[chars]' | matching
action="[chars]' the log
protocol='[chars]" | criteria
src-ip="[chars]' for the
dest-ip="[chars]' given
type="[dec]' access list
code="[dec]' was
sgt="[dec]' detected.
dgt="[dec]'
logging inferval hits={dec]
FMANFP-6-IPV6ACCESSLOGSGNP 6Infommation | ingress_interface=[chars] | A packet |INVALID | LOG STD NO ACTION
sgacl _name="[chars]' | matching
action="[chars]' the log
protocol="Tdec]' criteria
src-ip="[chars]' for the
dest-ip="[chars]' given
sgt="[dec]' access list
dgt="[dec]' was
logging interval hits=]dec] | detected.
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FMANFP-6-IPV6ACCESSLOGSGP 6nfommation | ingress_interface=[chars] | A packet |INVALID |LOG STD NO ACTION
sgacl name='[chars]' | matching
action="[chars]' the log
protocol="[chars]' criteria
src-ip="[chars]' for the
src-port="[dec]' given
dest-ip="[chars]' access list
dest-port="Tdec]' was
sgt="[dec]' detected.
dgt="[dec]'
logging irterval hits={dec]

FMANRP-3-OBJ] DWNLD TO_FP FAILED |3-Error |[chars] download to | An object | iosxefimdmgr | Examine the process logs
FP failed has failed to identify the cause for

to object download failure
download

to the

forwarding

processor

(FP)

FMANRP-3-PEER IPC RESET 3-Error IPC to [chars] has |IPCtoa |iosxefwdmgr | check if there is any
been reset after peer has functional impact after
previous stuck been reset recovery

after
previous
stuck

FMANRP-3-PEER IPC_RESUME 3-Error |IPC to [chars] has |IPCtoa |iosxefimdmgr | check if there is any
returned to normal | peer is functional impact after
after previous stuck | back to recovery

normal
after
previous
stuck

FMANRP-3-PEER IPC_STUCK 3-Error IPC to [chars] is IPCtoa |ioscefwdmgr | Run show platform peer
stuck for more than | peer is object-manager rp
[dec] seconds stuck, [active|standby] to

resulting confirm that no new
no new messages are sent over
messages the Config IPC

sent over

for a long

time
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FMANRP-4-INVALID CCE_POSITION 4-Warning | Invalid position A iosxefwdmgr | LOG SID DDIS TAC DFIALS
'[dec]' prevented messaging
[chars] error has
occurred
during
sarvicepolicy
modification
and the
oconfiguration
could not
be
downloaded

properly

FMAN CAPWAP-3-AP TUNNEL CLEANUP PENDING | 3-Error | AP CAPWAP tunnel | CAPWAP |ewlc-ap |LOG_STD ACTION
cleanup is tunnel
incomplete. [chars] |delete
z.Ikmh;gmt
18 not yet
received
from
FMAN
FP

FMAN_CAPWAP-3-AP_TUNNEL_ EXIST 3-Error | AP CAPWAP tunnel | CAPWAP |ewlc-ap |LOG_STD_ACTION
plumb failure. tunnel
[chars] plumb
failure
due to
MAC or
IFID
conflict

FMAN IPSEC NGWC3-IPSEC ANTI REPLAY ERR | 3-Error | IPSEC (flow id traffic isxefwdmgr | Check the size of

[dec]) receives being anti-replay window
anti-replay error. received configured. Adjust to
is not maximum 256-bits if
within the needed
IPSec
anti-replay
window.
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FMAN_IPSEC_NGWC-3-IPSEC_CONFIG_FAIL

3-Error

IPSEC fail to
configure because
[chars].

The
IPSEC
oconfiguration
has failed.
This
could be
dueto a
Tadrackofrae
resource
limitation
ora
software
defect.

iosxefwdmgr

Check the logs for
information. Reconfigure
IPSEC

FMAN IPSEC NGWC-3-IPSEC _INIT FAIL

3-Error

IPSEC fail to
initialize because
[chars].

The
IPSEC
initialization
has failed.
This
could be
due to a
Tadnaciofnae
resource
limitation
ora
software
defect.

Check the logs for
information. Reboot the
system if IPSEC needs
to be configured

FMAN IPSEC NGWC3IPSEC TTL NOT SUPPORT

3-Error

IPSEC tunnel ttl
configuration

ignored because
[chars].

The
IPSEC
oconfiguration
for tunnel
ttl value is
not
supported
and
therefore
has been
ignored.

iosxefwdmgr

remove tunnel ttl
configuration as it is not
supported.
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FMAN IPSEC NGWC3PSEC TUNNEL CONFIG FAIL

3-Error

[chars] SADB [dec]
IF_ID [dec]

The
IPSEC
oconfiguration
has failed.
This
could be
dueto a
Tadrackofrae
resource
limitation
ora
software
defect.

iosxefwdmgr

Check the logs for
information. Reconfigure
IPSEC

FMFP-3-DP NOMEM

3-Error

DP not enough
memory. [chars]

An object |

download
to DP
failed
because
the
memory
of DP is
not
enough.

Run show platform
resource to see the
memory usage

FMFP-3-INTERFACE_OBJECT NOT _FOUND

3-Error

Interface object
lookup by [chars]
not found for
interface [dec]

The
desired
interface
object
was not
found.

Examine the interface
state in the operating
system, route processor
(RP) and forwarding
processor (FP)
forwarding manager
logs.

FMFP-3-OBJ_ACK_FROM_DP_RESUME

3-Error

AOM ack of objects
to Data Plane is back
to normal

An object
ack from
lower
layer to
FMAN-FP
has
finished
after a
temporary
stuck. It
can be
caused by
incomplete
configuration
or
software
defects

iosxe-fvdmgr

check if there is any
functional impact after
recovery
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FMFP-3-OBJ ACK_FROM DP STUCK 3-Error | AOM ack download | An object | isxefmdmgr | Run show platform
to Data Plane is ack from software object-manager
stuck for more than | lower fp [active|standby]
[dec] seconds layer to [pending-ack-update|
[chars] FMAN-FP padhpaddetpadipadeamend]
has taken sorted
long time. &lt;min_pending_time&gt;
It can be to see the sorted list of
caused by update/ batch/command
incomplete in pending state for more
oconfiguration than the
or min_pending_time. For
software incomplete
defects configuration, use show
platform platform
software object fp
[active|standby] resolve
to see if there is any
resolve object
FMFP-3-OBJ DWNLD TO DP FAILED 3-Error | [chars] download to | An object | iosxefwdmgr | Examine the list of error
DP failed has failed objects in the forwarding
to processor (FP)
download forwarding manager
to the data asynchronous object
plane logs.
FMFP-3-OBJ DWNLD TO DP RESUME |3-Error |AOM download of | An object | iosxefwdmgr | check if there is any
objects to Data download functional impact after
Plane is back to from recovery
normal FMAN-FP
to lower
layer has
finished
after a
temporary
stuck. It
can be
caused by
incomplete
oconfiguration
or
software
defects
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FMFP-3-OBJ DWNLD TO DP STUCK 3-Error | AOM download to | An object | isxefmdmgr | Run show platform
Data Plane is stuck |download software object-manager
for more than [dec] | from fp [active|standby]
seconds [chars] FMAN-FP fpendneseypdiednem et
to lower sorted
layer has &lt;min_pending_time&gt;
taken long to see the sorted list of
time. It update/batch/ command
can be in pending state for more
caused by than the
incomplete min_pending_time. For
oconfiguration incomplete
or configuration, use show
software platform platform
defects software object fp
[active|standby] resolve
to see if there is any
resolve object
FMFP_ACL-3-ACL_LIMIT EXCEEDED 3-Error | ACL [chars] A isxefwdmgr | Reduce the access
exceeded limitation | software control list (ACL)
of [dec] ACEs per |limitation configuration. A reboot
ACL has been of the forwarding
exceeded. processor (FP) is
recommended.
FMFP_ACL-3-ACL_MODIFY_FAILED 3-Error | ACL:[chars] Object-group | asrlk-acl | Fix the object-group
modification used in changes. Delete ACL
through object group | the ACL and reconfigure it
edit failed was
modified.
Those
changes
could not
be
aonmoced
in the
ACL
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FMFP_ACL-3-ACL_OBJECT DOWNLOAD

3-Error

[chars][chars] fail to
download because
[chars].

The
access
control
list (ACL)
object has
failed to
download.
This
could be
dueto a
hardware
or
software
resource
limitation
ora
software
defect.

iosxefwdmgr

Check the logs for
information on the
relevant object download
states. Remove the ACL
attachment to the
interface or delete the
ACL. Reboot the
forwarding processor
(FP).

FMFP_ ACL-3-ACL PROTOCOL CHECK

3-Error

ACL [chars]
protocol does not
match what was
previously
configured

The error
occurs for
one of
two
reasons.
An access
control
list (ACL)
reference
was made
to an
ACL of a
different
protocol;
or an
ACL was
added or
edited
when
there were
similarly
named
ACL
references
ofa
different
protocol

Remove the conflicting
ACL or the conflicting
ACL references.

423



Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
FMFP_ACL-3-OGACL BINCODE CHECK |3-Error |[chars] OGACL The asrlk-acl | Check the logs for
request failed in scaled information on the
bincode check: OGACL relevant object download
required bits ([dec]) | failed to states. Remove the
max available bits | download OGACL configuration
([dec)). due to the and binding, reduce the
hardware scaling and reconfigure
or it
software
resource
limitation
on
bincode.
FMFP_ACL-3-OGACL_PD RESOURCE 3-Error [chars] OGACL runs | The asrlk-acl | Check the logs for
out of PD resources. | scaled information on the
OGACL relevant object download
failed to states. Remove the
download OGACL configuration
due to PD and binding, reduce the
hardware scaling and reconfigure
or it
software
resource
limitation.
FMFP_ACL-3-SGACL_OBJECT DOWNLOAD |3-Error | SGACL Cell ([dec] | The iosxefwdmgr | Check the logs for
[dec]) policy [chars] | SGACL information on the
fail to download policy has relevant object download
because [chars]. failed to states. Remove the
download. SGACL policy for that
This cell, correct the error and
could be reconfigure it
due to a
hardware
or
software
resource
limitation
ora
software
defect.
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FMFP_CCK-4-INCONSISTENCY_FOUND

4-Warning

Consistency
Checker(CCK)
detected
inconsistency for
[chars]. Check 'show
consistency-checker
run-id [dec] detail'.

CCK has
detected
the
nconsistency
between
the IOSD
and
fmanFP
tables.

iosxefwdmgr

Find out the entry using
the show
consistency-checker
&lt;&gt; command

FMFP CXSC-3-CXSC DEINITIALIZATION

3-Error

[chars] Returned:
[chars]

The
CXSC
DININZAN
has
FAILED.
This
could be
due to a
hardware
or
software
resource
limitation
ora
software
defect.

10SXe-CXSC

Check memory usage
and router configuration
and try to re-activate
virtual service again. If
it shows the same results
then please contact TAC.

FMFP_CXSC-3-CXSC_DOMAIN_CONFIG

3-Error

[chars] Returned:
[chars]

The
CXSC
DOMAIN
CONFIG
DOWNLOAD
has
FAILED.
This
could be
dueto a
hardware
or
software
resource
limitation
ora
software
defect.

10SX€e-CXSC

Check memory usage
and router configuration
and try to re-activate
virtual service again. If
it shows the same results
then please contact TAC.
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FMFP_CXSC-3-CXSC_INITIALIZATION 3-Error | [chars] Returned: |The iosxe-cxsc | Check memory usage
[chars] CXSC and router configuration

NIAVAIN and try to re-activate
has virtual service again. If
FAILED. it shows the same results
This then please contact TAC.
could be

duetoa

hardware

or

software

resource

limitation

ora

software

defect.

FMFP_CXSC-3-CXSC POLICY DOWNLOAD |3-Error |[chars] Returned: |The iosxe-cxsc | Check memory usage

[chars] CXSC and router configuration
POLICY and try to re-activate
DOWNOAD virtual service again. If
has it shows same results
FAILED. then please contact TAC.
This
could be
due to a
hardware
or
software
resource
limitation
ora
software
defect.

FMFP CXSC6CXSC POLICY DOWNLOAD SUCCESS | 6dnformation | New policy version: | The iosxe-cxsc | This an informational
[dec] has now been |CXSC message only, no action
installed and is POLICY is required. Note that
active DOWNQOAD policy version is not

of the monotonically increasing
numbered so there is nothing to be
version concerned about if the
has current installed policy
succeeded. version is less than the

previous installed policy
version.
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FMFP_QO0S-4-Q0S_WITHOUT UPDATING

4-Warning

Warning, Qos
download AOM
without updating
[chars]

qos
download
aom
wihtout
updating
action.

iosxefwdmgr

No action is required.

FMFP_QO0S-6-QOS_STATS_PROGRESS

6dnfomation

statistics are
progressing

QoS
statistics
are now
progressing
normally.
This is an
- Emrtion]

message.

iosxe-fvdmer

No action is required.

FMFP_QOS-6-QOS_STATS_STALLED

6Information

statistics stalled

QoS
statistics
are
temporarily
stalled.
This is an
informational
message.

iosxefwdmgr

No action is required.

FMFP URPF-3-LIST DOWNLOAD

3-Error

Unicast RPF list
[chars] for list [dec]
fail to download
because [chars].

The
unicast
reverse
path
forwarding
(URPF)
list failed
to
download.
This can
be caused
by a
hardware
or
software
resource
limitation
or
software
defect.

iosxe-fvdmgr

Check the logs for
information on the
relevant download states.
Reboot the forwarding
processor (FP).
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FMFP_URPF-3-OBJECT_DOWNLOAD

3-Error

Unicast RPF [chars]
on inteface [chars]
fail to download
because [chars].

The
unicast
reverse
path
forwarding
(URPF)
operation
failed to
download.
This can
be caused
by a
hardware
or
software
resource
limitation
ora
software
defect.

iosxefwdmgr

Check the logs for
information on the
relevant download states.
Remove the uRPF
feature enabled on any
interface. Reboot the
forwarding processor
(FP).

FMRP_CCK-4-INCONSISTENCY FOUND

4-Warning

Consistency
Checker(CCK)
detected
inconsistency for
[chars]. Check 'show
consistency-checker
run-id [dec] detail'.

CCK has
detected
the
nconsistency
between
the IOSD
and
fmanRP
tables.

iosxe-fvdmgr

Find out the entry using
the show
consistency-checker
&lt;&gt; command

FPGA_DRV-1-CRC_ERR

1-Alert

SEU [chars] errors
are detected in
FPGA, [chars]\n

SEU
€rrors are
detected
in FPGA

INVALID

LOG_STD_ACTION
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FPMD-3-ACL_PROGRAM FAILURE 3-Error | Failed to associate | This wpaxdpepoky | Check btrace for any
access-list: [chars]. |syslog is error logs, collect
Reason: [chars] generated tech-support and share
when with Cisco TAC
FPMD
cannot
program
or
partially
programmed
given
access-list
in
datapath.
This error
can result
into
packets
flowing
through
the
network
without
applying
access-list
as
intended

FPMD-3-MAX FILTER EXCEEDED 3-Error | Filter count This vpadppey | Remove any unused
exceeded Max syslog is filters from given class
([dec]) filters per | generated
class for class id |when
[dec] at filter id maximum
[dec] number of
filters
have
already
been
reached
for given
class
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FPMD-3-POLICY_PROGRAM _FAILURE

3-Error

Failed to associate
data-policy [chars]
with vpn-list:
[chars]. Reason:
[chars]

This
syslog is
generated
when
FPMD
cannot
program
or
partially
programmed
given
data-policy
in
datapath.
This error
can result
into
packets
flowing
through
the
network
without
applying
data-policy
as
intended

Check btrace for any
error logs, collect
tech-support and share
with Cisco TAC

FPVD3SDWAN POLICE CONFRM BURST INCREASED

3-Error

SDWAN Policer
[chars] Conform
burst [dec] increased
to [dec]

This
syslog is
generated
when
FPMD
receives
policer
config but
configured
policer
burst is
less than
the
default
burst
tolerance
for the
CIR

paxkppocy

Check btrace for any
error logs, collect
tech-support and share
with Cisco TAC
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FPMD-5-FLOW_LOG 5-Notice |FLOW LOG This wpaxdpepoky | No action is required
device-vpn: [dec] |syslogis
tenant-vpn: [dec] generated
src: [chars]/[dec] for every
dst: [chars]/[dec] flow that
proto: [dec] tos: matches
[dec] direction: data-policy,
[chars], policy: app-route
[chars], sequence: | policy
[dec], Result: [chars] | and/or
Pkt count: [dec] access-list.
bytes: [dec] The log
Ingress-Intf: [chars] | contains
Egress-intf: [chars] | information
Tenant: [chars] about L3
and L4
headers,
along
with
direction
and result
FPMD-6-ACL_PROGRAM_SUCCESS 6nformation | Successfully This vpadepdey | No action is required
associated informative
access-list: [chars] |logis
generated
when
access-list
is
successfully
gogtammed
in
data-path
FQDN_ MESSAGE-3-FQDN_FLEX ERR 3-Error | Error in [chars] ewlc fqdn | msebinosus | LOG_STD_ACTION
flex push
error
message.
FQDN MESSAGE-3-FQDN _LISTNAME ERR |3-Error |Error in [chars] ewlc osebinosuls | LOG_STD ACTION
FQDN url
list name
error
message.
FQDN_MESSAGE-3-FQDN_LOCAL ERR |3-Error |Error in [chars] ewlc fqdn | msebosus | LOG_STD_ACTION
urllist
forwarding
push error
message.
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FTMD-3-FIB_ ROUTE_ADD_FAIL 3-Error | Route addition failed | This alefmady | Please collect
for prefix [chars], |syslog is tech-support and share
reason [chars] typically with Cisco TAC, a
generated support ticket should be
when the created to debug this
system is
under
stress and
aroute
cannot be
added in
forwarding
base
FTMD-3-TLOC_ADD_FAIL 3-Error |TLOC This appfmade | No action is required
([chars]/[chars]) syslog is
addition failed, typically
reason: [chars] generated
when the
system is
under
stress and
a TLOC
cannot be
added in
forwarding
base or
encountered
a error
FTMD-5-FLOW_LOG 5-Notice |**HSL-LOGGING | This atefmade | No action is required
IMPLICIT-ACL** |syslog is
vpn: [dec], source: | generated
[chars]/[dec], whenever
destination: a packet
[chars]/[dec], hits
protocol: [dec], tos: | implicit
[dec], reason: ACL
[chars], packets:
[dec], bytes: [dec],
ingress-interface:
[chars],
egress-interface:
[chars]
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GEOFENCE-2-DEVICE LOCATION INSIDE | 2-Critical | Device location is | This geo-fencing | No action is required
inside Geofencing |syslog is
range ([chars]) generated
current when the
latitude/longitude: | device
(%.6f, %.6f) location is
inside
configured
Geofencing
range
GEOFENCE-2-DEVICE _LOCATION _LOST |2-Critical | Device location This geo-fencing | No action is required
unavailable [chars] |syslog is
generated
when the
device
location is
lost
GEOFENCE-2-DEVICE LOCATION OUTSIDE | 2-Critical | Device location is | This geo-fencing | No action is required
outside Geofencing |syslog is
range, current generated
latitude/longitude: | when the
(%.6f, %.6f) device
location is
outside
configured
Geofencing
range
GEOFENCE-5-DEVICE LOCATION_UPDATE | 5-Notice |Device location This geo-fencing | No action is required
changed by more | syslog is
than 20 meters from | generated
last report, current | when the
latitude/longitude: | device
(%.6f, %.6f) moves
within
configured
Geofencing
range
GEOFENCE-6-DEVICE _TRACKING STARTED | 6dnfommation | Device Tracking This geo-fencing | No action is required
started in syslog is
Geofencing mode | generated
([chars]) when
device
tracking is
started
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GEOFENCE-6-DEVICE TRACKING STOPPED | 6dnfommation | Device Tracking This geo-fencing | No action is required
stopped in syslog is
Geofencing mode | generated
when
device
tracking is
stopped
while
Geofencing
feature is
enabled
GEO CLOUDM-5-EXEC CLI 5-Notice |Exec CLI: [chars] |Information | ewbgpletin | LOG STD NO ACTION
message
related to
exec cli
GEO_CLOUDM-5-RANGING_REQUEST 5-Notice |Ranging request: |Information | ewbgpbein | LOG STD NO_ACTION
[chars] message
related to
ranging
request
GNMIB-5-SRV_ADMIN_SCN 5-Notice |Component [ [chars] | gnmib pobsgmiia | ACTION NONE REQUIRED
] administrative component
state: [chars] administative
state
GNMIB-5-SRV_OPER_SCN 5-Notice |Component [ [chars] | gnmib pobsgmiiia | ACTION NONE REQUIRED
] operational status: | component
[chars] operational
status
GNMIB-6-GRPC_CON_STATE 6Information | Received gRPC gRPC poasgminia | ACTION NONE REQUIRED
[chars] from [chars] | Connection
for RPC [chars] state
logging
GNMIB-6-GRPC_CON_STATE AUTH 6Information | Received gRPC gRPC poasgminta | ACTION NONE REQUIRED
[chars] from [chars] | Connection
for RPC [chars] for |state
user [chars] group |logging
[chars] with user
authentication
GNMIB-6-GRPC_TUNN_SESS 6Information | Received gRPC gRPC polasgitia | ACTION NONE REQUIRED
Tunnel session Tunnel
request from [chars] | state
for Target Type logging
[chars]
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GNMIB-6-GRPC_TUNN_STATE 6Information | Connected to gRPC | gRPC poasgwitia | ACTION NONE REQUIRED
Destination [chars] | Tunnel
([chars]) with state
Targets[[chars]] logging
using [chars]:[chars]
GREENLIB-6-SUBSCRIPTION RECORD NOT SENT | 6dnfommation | Subscription record | A record |iosxe-p-db | LOG_STD ACTION
from DB [[chars]] |for an
and table [[chars]] | On-change
was not sent out due | Subscription
to [[chars]] was not
sent due
to the size
of the
record
being too
large
HFSLIB-3-HFSINOFAILED 3-Error Inotify failed to This error | sedessng | LOG_STD NO ACTION
initialize : [chars] occurs
when the
inotify
sub-system
is
et
HFSLIB-3-HFSINOWATCH 3-Error | Inotify failed to add | This error | msedessmg | LOG_ STD NO_ACTION
a watch: [chars] occurs
when the
inotify
sub-system
is
ooy
HFSLIB-3-HFSOPEN 3-Error | Problem accessing |No sedemssng | LOG_STD NO_ACTION
the udev generated | explanation.
file: [chars]
HL CORE3BMAY DEFFR WRAPPER RESCHEDULE FAILED | 3-Error | Failed to Hyperocation | osebnositls | LOG_STD NO ACTION
(re)schedule was
CPUHOG protected | interrupted
loop. Operation will | while
be aborted. Please |trying to
check the logs for | defer a
more details. looping
operation
and can
not
continue.
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HL MGR-3-CMX IPV6_IN FABRIC 3-Error | CMX [chars] Currently | osxebiosuts | Please connect the CMX
connected over IPv6 | the Fabric over IPv4, or change the
which is not mode mode to flex/local.
currently supported | only
for Hyperlocation in | operates
Fabric mode. over IPv4.
HL MGR3NEXTHOP OUTPUT INTERFACE NOT SMI | 3-Error | CMX [chars] is CMX sebiosutls | Please rejoin CMX.
reachable through a | should be
routed port with reachable
MAC address %pM. | via a SVI
This deployment (VLAN)
configuration is not | interface
supported for for traffic
Hyperlocation forwarding
to be
operational

436




Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

HMAN-2-INITIALIZATION_FAILED

2-Critical

Host Manager
initialization failed.

Initialization
of the
host
manager
failed.

Review Host Manager
logs taking note of the
timestamp information
to select specific
information to review.
Copy the message and
other related information
exactly as it appears on
the console or in the
system log. Research and
attempt to resolve the
issue using the tools and
utilities provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifipBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
etz triex pyl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.

HMAN-3-CONSOLE SETUP FAILED

3-Error

Failed to setup
console service. It
should be enabled
on [chars]

Setup of a
console

service
failed.

iosxehostimgr

Check the host manager
launch parameters and
correct as required.
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HMAN-3-HOSTNAME_ SET FAILED 3-Error | Failed to set The host Repeat the process to
hostname: [chars] | manager configure the hostname.

received If the problem persists,
notification copy the message exactly
that the as it appears on the
system console or in the system
hostname log. Research and
has been attempt to resolve the
set. The issue using the tools and
host utilities provided at
manager http://www.cisco.com/tac.
failed to With some messages,
pass this these tools and utilities
value to will supply clarifying
the ASR information. Search for
kernel. resolved software issues

using the Bug Toolkit at
IhwwamoidifippB gehnhbge
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
ezt triex pryl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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HMAN-3-VRF_API FAILED 3-Error | [chars], vrf ([chars]) | The host | iosxehosimgr | Collect the output of the
- ret ([dec]) manager error message, the logs,

has and the output of show
received tech-support and provide
notification the gathered information
that the to a Cisco technical
VRF support representative.
information

needs to

be

modified.

The host

manager

failed to

perform

the

operation

due to the

error

indicated

in the log.

HMAN CPU-3-PAGE FAULT HIGH 3-Error | CPU Usage due to | When iosxehostmgr | No action is needed if
Memory Pressure | CPU system continues to
exceeds threshold on | usage due perform as expected. If
[chars]. Below are |to Major sytem performance
the top 5 memory | Page deteriorate (and
consuming Fault eventually, system
processes: [chars] |exceeds a reloads due to
(PID=[dec]; pre-defined unspecified reason)
RSS=[dec] KB), threshold around the time when
[chars] (PID=[dec]; | for a CPU this message is observed,
RSS=[dec] KB), core, this open a case with the
[chars] (PID=[dec]; |error Technical Assistance
RSS=[dec] KB), message Center via the following
[chars] (PID=[dec]; |is emitted. Internet link, or contact

RSS=[dec] KB),
[chars] (PID=[dec];
RSS=[dec] KB)

your Cisco technical
support representative:

Hohwwanmnithibsee trkex eyl
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Facility-Severity-M nemonic

SatMery

M essage

Recommended-Action

HW IDPROM ENVMON2-ACT2 UDI DATA INVALID

2-Critical

The act2 udi secure
area format
mismatch with
unsecure area

LOG STD RECUR ACTION
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

This
Router
may not
have been
manufactured
by Cisco
or with
Cisco's
authorization.
This
product
may
contain
software
that was
copied in
violation
of Cisco's
license
terms. If
your use
of this
product is
the cause
ofa
support
issue,
Cisco
may deny
operation
of the
product,
support
under
your
warranty
or under a
Cisco
technical
support
program
such as
Smartnet.
Please
contact
Cisco's
Technical
Assistance
Center for
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

more
information.

HW DFROM BE\WMONBHW DFROM (HRKSUM NVALD

3-Error

The idprom contains
an invalid checksum
in a sensor entry.
Expected: %x,
calculated: %x

If this
error
occurs
then
parsing of
the
envionmenial
monitoring
data is
aborted.
Evionmentl
monitoring
will be
either
incomplete
or absent
entirely.

osebnosuts

LOG STD RECUR ACTION

HW IDPROM ENVMONSHW IDPROM FELD INVALID

3-Error

The idprom contains
an invalid
environmental
monitoring field.

If this
error
occurs
then
parsing of
the
environmenial
monitoring
data is
aborted.
Evionmental
monitoring
will be
either
incomplete
or absent
entirely.

LOG STD RECUR ACTION
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

HW IDPROM ENVMON3PS IDPROM INVALID PID

3-Error

[chars] in slot
PFU[dec] has
INVALID PID
[chars] and it needs
to be replaced
immediately

The PID
read from
the PEM
IDPROM
is not
supported
in this
hardware
configuration.
It will be
allowed to
continue
but
immediate
replacement
is
required

LOG STD RECUR ACTION

HW_PFU-3-PFU_IDPROM CORRUPT

3-Error

The PEM/FM
idprom could be
read, but is corrupt
in slot P[dec] The
system will run
without
environmental
monitoring for this
component

The
idprom
contains
information
required
in order to
properly
operate
the
environmenial
monitoring
subsystems.
The
idprom
could not
be read,
therefore
no
monitoring
will take
place.

LOG STD RECUR ACTION
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

HW_PFU-3-PFU_IDPROM_INVALID PID

3-Error

The PEM/FM
idprom has invalid
PID in slot
PFU[dec] The
system will run
without
environmental
monitoring for this
component

The
idprom
contains
PID
information
required
in order to
properly
operate
the
environmental
monitoring
subsystems.
The
idprom
PID is
invalid ,
therefore
no
monitoring
will take
place.

LOG STD RECUR ACTION

HW_PFU-3-PFU_IDPROM_READ ERR

3-Error

Could not read the
PEM/FM idprom in
slot P[dec].The
system will run
without
environmental
monitoring for this
component

The
idprom
contains
information
required
in order to
properly
operate
the
environmenial
monitoring
subsystems.
The
idprom
could not
be read,
therefore
no
monitoring
will take
place.

LOG STD RECUR ACTION




Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
HW_PFU-3-PFU_UNSUPPORTED PID 3-Error | The PEM/FM inslot | The aysty | LOG STD RECUR ACTION
P[dec] is not PEM/FM
supported. The inserted in
system will run not
without supported
environmental by this
monitoring for this | platform.
component Replace
with a
supported
module.
ID MANAGER-31ID MANAGER INTERNAL ERROR | 3-Error | Internal erorr Internal | sebiosus | LOG_STD ACTION
occurred: [chars] Error
occured
with ID
Manager
ID MANAGER-3-INVALID ID 3-Error |badid in [chars] (id: | An ID isebiosuls | LOG_STD ACTION
0x%08X) Manager
error
occurred
ID MANAGER-3-INVALID ID TABLE SIZE |3-Error |bad new ID table |Abad | isebmsuls |LOG_STD ACTION
size new table
request to
ID
Manager
occurred
IFM-3-RSRC L3 LE ERR 3-Error | Interface [chars] Hardware | INVALID | Collect output of show
creation failed due |resource platform hardware fed
to L3 Interface for L3 switch &It;switch
hardware resource |Interface number&gt; fwd-asic
exhaustion exhausted resource utilization
and the command. Check if
requested RSC _L3IF_LE has
interface exhausted. If yes, free up
will not any unused L3 Interfaces
be by doing no interface
created. &lt;interface&gt; and

retry creating the failed
interface.
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ILET-2-AUTHENTICATION_FAIL 2-Critical | The system integrity | Trusted | iosxehostmgr | Please contact Cisco's
check has failed Anchor Technical Assistance
during the boot-up | module Center for more
sequence. Please detected information
contact Cisco's an invalid
Technical SUDI.

Assistance Center
for more
information.

IM-0-EVENT LIBRARY OEmegency | An event facility An event | polaris-infra | In most cases, the
initialization or facility problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |

function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the

due to a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical

support representative.

IM-0-UIPEER_CREATE

Failed to create user
interface peer.

The
system
failed to
create a
user
interface
peer.

polaris-infia

In most cases, the
problem can be corrected
by reloading the
impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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IM-2-ACTIVATION_STATE 2-Critical | [chars] '[chars]' The polaris-infia | In the failed case, check
[chars] [chars] activation IOx-manager's logs for
state of the cause of the failure.
the named In the successful case,
virtualization this notification can be
service ignored.
has
changed
as notified
by
IOxamanager
IM-2-ALLOC_VIRT INST RCS 2-Critical | Virtualization A polaris-infra | Enable the IOx-manager
Service[chars] memory trace logs and repeat the
allocation activation of the
request virtualization service.
failed to Collect the IOx-manager
allocate a logs and scan them for
data the cause.
structure
required
to activate
the
virtualization
service.
IM-2-CPUSHARES LIMIT 2-Critical | Virtualization The polaris-infra | Deactivate any other
Service[chars] virtualization virtualization services to
service free up CPU share
machine resources and activate
definition this virtualization
file is service. If that does not
requesting address the problem,
more then enable the
CPU IOx-manager trace logs
shares and repeat the activation
than the of the virtualization
system service. Collect the
has IOx-manager logs and
available scan them for the cause.
for
virtualization
services.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-DEACT_FOR_ISSU

2-Critical

[chars] Max ([dec]s)

An ISSU
event is
pending.
Any
active
VMs will
be
automatically
deactivated
to allow
ISSU
preprocessing
to validate
the
environment.
Any
NUdkadvaad
VMs will
be
automatically
restarted
if the
ISSU is
cancelled.

polaris-infia

None. Allow the ISSU to
continue and the VMs
will restart when the
ISSU completes; or
cancel the ISSU and
IOx-manager will
automatically restart the
VMs.

IM-2-DISK IMAGE PATH

2-Critical

Virtualization
Service[chars]

The
virtualization
service
machine
definition
file
contains
an invalid
disk
image
path for
one of the
disk
devices.
This may
bea
Harddisk,
CDROM
or USB
storage
device.

polaris-infra

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-FIND_VIRT INST_ENTRY

2-Critical

Failed to find
virtualization service
with id [dec] in the
IOx-manager list

The

- tuelizaion
service
with the
ID named
could not
be located
in the

IOxamanager
list.

polaris-infia

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.

IM-2-GENERAL FAILURE

2-Critical

Virtualization
Service[chars]

The
named
virtualization
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the
virtualization
services.

No action is required

IM-2-GUESTSHELL ENABLED

2-Critical

The guest shell has
been enabled. The
command '[chars]'
may be used to
access it, '[chars]
destroy' to remove it.

Informs
the user
that the
guest
shell
virtualization
service
has been
enabled
(which is
done by
default).

polaris-infia

The user may use or
remove the guest shell
with the commands
specified.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-HA_STATE

2-Critical

[chars] [chars]
[chars] [chars]

IOxmanager
tries to
detect the
role/slot
of various
nodes on
HA
events
from the
platform.
If any of
those
event
callbacks
fail, this
notification
would be
raised.

polaris-infia

In the failed case, check
IOx-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.

IM-2-HA SWITCHOVER STATE

2-Critical

[chars] [chars]
[chars] [chars]

IOxmanager
HA
switchover
state
related
messages
for a
virtuakservice
whilst it is
being
recovered
on newly
active RP
after a
HA
switchover.

In the failed case, check
IOx-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.

IM-2-HA_SYNC_ERR

2-Critical

[chars] '[chars]'
[chars]

The
ha-sync
persistent
storage
disk for
the
virtualization
service
cannot be
watched
for sync
to standby
RP.

polaris-infia

Collect the IOx-manager
logs and scan them for
the cause.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IM-2-HA_SYNC THREAD STATE 2-Critical | HA remote IOxamanager | polaris-infra | In the failed case, check
sychronize thread | tries to IOx-manager's logs for
has failed and remote the cause of the failure.
exited. sync the Check for the pthread
OVA error msg and root cause
repository the same.
to all
online
nodes
using a
separate
thread. If
that
thread
fails, this
notification
would be
raised.
IM-2-INITTALIZATION FAILED 2-Critical |Initialization of Initialization | polaris-infra | Review ioxman logs
[chars] failed for of IOx taking note of the
I0x Manager Manager timestamp information
process to select specific
failed. information to review.
Copy the message and
other related information
exactly as it appears on
the console or in the
system log.
IM-2-INSTALL_FAILURE 2-Critical | Virtualization The polaris-infra | Enable the IOx-manager
Service[chars] installation trace logs and repeat the
of the installation of the
virtualization virtualization service.
service Collect the IOx-manager
failed. logs and scan them for

the cause.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-INSTALL LOG

2-Critical

[chars] [chars]
[chars] [chars]

The
installation
log of the
named
virtualization
service, is
to provide
more
information
about
long
running
operation,
that could
affect the
control of
CLI

polaris-infia

No action is required

IM-2-INSTALL MEDIA RETRY

2-Critical

VM install media
still
unavailable.[chars]

The
install
media
was not
detected.
Waiting
for udev
to
complete
install

mtadi)

detection.

polaris-infra

After IOx-manager
exceeds the maximum
retry limit, verify if
install media (harddisk)
is accessible and retry
the installation again.

IM-2-INSTALL STATE

2-Critical

[chars]
'[chars]'[chars]
[chars]

The
installation
state of
the named
virtualization
service
has
changed
as notified
by
IOxamanager

polaris-infia

In the failed case, check
IOx-manager's logs for
the cause of the failure.
In the successful case,
this notification can be
ignored.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IM-2-INVALID ACT MSG 2-Critical | Virtualization The polaris-infra | Enable the IOx-manager
Service[chars] virtualization trace logs and repeat the
service activation of the
activate virtualization service.
message Collect the IOx-manager
was logs and scan them for
received, the cause.
however,
the data it
contained
could not
be
interpreted
IM-2-INVALID DEACT MSG 2-Critical | Failed to process The polaris-infra | Enable the IOx-manager
virtualization service | virtualization trace logs and repeat the
deactivate message |service activation of the
deactivate virtualization service.
message Collect the IOx-manager
was logs and scan them for
received, the cause.
however,
the data it
contained
could not
be
interpreted
IM-2-INVALID UNPROV_MSG 2-Critical | Failed to process The polaris-infra | Enable the IOx-manager
virtualization service | virtualization trace logs and repeat the
unprovision message | service activation followed by
unprovision deactivation and then
message unprovision of the
was virtualization service.
received, Collect the IOx-manager
however, logs and scan them for
the data it the cause.
contained
could not
be
interpreted
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-I0X_INST_CRIT

2-Critical

IOX SERVICE
[chars] LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

polaris-infia

No action is required

IM-2-I0X_INST LOG UNTHROTTLE

2-Critical

Failed to unthrottle
the log for [IOX
service [chars]

The
named
10X
service
had sent
ovewhdming
sys log
messages
and its log
had been
throttled
as a
result, but
system
has failed
to
unthrottle
it for
some
reason.

polaris-infra

For debugging collect
the ioxman logs and scan
them for the cause.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-MEMORY_LIMIT

2-Critical

Virtualization
Service[chars]

The
virtualization
service
machine
definition
file is
requesting
more
memory
than the
system
has
available
for
virtualization
services.

polaris-infia

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.

IM-2-MOVE_STATE

2-Critical

[chars] '[chars]'
[chars] [chars]

The move
of the
core or
log file of
the named
virtualization
service
has as
been
successful
or failed
as notified
by
IOxmenager:

polaris-infra

In the failed case, check
IOx-manager's logs for
the cause of the failure.
In the successful case,
this notification can be
ignored.

IM-2-NETWORK_ CONFIG_ERROR

2-Critical

Virtualization
Service[chars]

A
network
oconfiguration
error has
been
detected
for the
named
virtualization
service.

polaris-infia

No action is required

455
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IM-2-RESET FORCE 2-Critical | Virtualization polaris-infra | Once the command is
Services entered and accepted,

non-recoverable
reset command
processed

there is no recourse but
to restart the system.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

A
Virtualization
service
reset
force'
command
has been
entered
and
processed.
This
action
initiates a
cleanup of
last resort.
Occasionally
a VM will
get into
an
uniecoverable
state that
prevents it
from
activating
but also
from
uninstalling.
This is a
rare event
but when
it happens
the only
resort
may be to
remove
the .conf
control
file and
reboot,
which
forces a
cleanup of
all
previously
installed
VM files
and
artifacts.
Note that
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

once this
command
is used,
current
VMs are
considered
tobeinan
unstable
or
unpredictable
state, and
all future
install,
uninstall,
upgrade,
and
activation
commands
will be
blocked.

IM-2-RESIZE OPER _STATE

2-Critical

Virtualization
service '[chars]'
[chars][chars] to
'[dec]' [chars]

IOxamanager
attempts
to resize
various
VM
parameters
like rootfs
size, CPU
share,
memory if
requested
by user.
Successfaiure
status
messages
for these
resize
operations
are
comnunicaad
by this
syslog.

polaris-infia

In the failed case, check
IOx-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IM-2-RSYNC STATE 2-Critical | [chars] [chars] IOxamanager | polaris-infra | In the failed case, check
[chars] [chars] tries to IOx-manager's logs for
remote the cause of the failure.
sync the Check for the rsync error
vituaHrsance code and root cause the
oconfiguration same.
file and
the OVA
repository
to all
online
nodes. If
rsync fails
even after
consecutive
retries,
this
notification
would be
raised.
IM-2-START FAILED 2-Critical | Virtualization The polaris-infra | Enable the IOx-manager
Service[chars] named trace logs and repeat the
virtualization activation of the
service virtualization service.
failed to Collect the IOx-manager
start. logs and scan them for
the cause.
IM-2-UNINSTALL ALL VMS 2-Critical | All Virtualization | All polaris-infra | Examine the reason
Services are being | virtualization given as to why all
uninstalled services virtualization services
[chars][chars] are being are being uninstalled for
[chars] uninstalled more information. If the
by reason indicated is due
IOxmanager: to some error condition,

check IOx-manager's
logs for the cause of the
failure.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-UPGRADE LOG

2-Critical

[chars] [chars]
[chars] [chars]

The
upgrade
log of the
named
virtualization
service, is
to provide
more
information
about
long
running
operation,
that could
affect the
control of
CLI

polaris-infia

No action is required

IM-2-VCPU_INVALID

2-Critical

Virtualization
Service[chars]

The
virtualization
service
machine
definition
file is
requesting
invalid
VCPU
value.

polaris-infra

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.

IM-2-VCPU_LIMIT

2-Critical

Virtualization
Service[chars]

The
virtualization
service
machine
definition
file is
requesting
more
VCPUs
than the
system
has
reserved
for
virtualization
services.

polaris-infia

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.

460




Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-2-VIRT_INST_DISK

2-Critical

Virtualization
Service[chars]

The
virtualization
service
requires
Disk
Storage in
excess of
the Free
Disk
Storage
available
to
virtualization
services.

polaris-infia

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.

IM-2-VIRT INST LOG UNTHROTTLE

2-Critical

Failed to unthrottle
the log for
virtualization service
[chars]

The
named
virtualization
service
had sent
ovewhdming
sys log
messages
and its log
had been
throttled
as a
result, but
system
has failed
to
unthrottle
it for
some
reason.

polaris-infra

For debugging collect
the iox-manager logs and
scan them for the cause.

IM-2-VIRT INST MEMORY

2-Critical

Virtualization
Service[chars]

The
virtualization
service
requires
physical
memory
in excess
of the free
memory
available
to
virtualization
services.

polaris-infia

Enable the IOx-manager
trace logs and repeat the
activation of the
virtualization service.
Collect the IOx-manager
logs and scan them for
the cause.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IM-2-VIRT INST MGMT INTERFACE 2-Critical | Virtualization A polaris-infra | Deactivate the
service [chars] has | management virtualization service,
no management interface remove the management

interface defined but
it is configured in
CLI

is
configured
but none
is defined.

interface configuration
CLI, and reactivate the
virtual-service.

IM-2-VIRT INST STATE

2-Critical

Virtualization
Service[chars]

The
named
virtualization
service
has failed.
Itis no
longer
running
either
because
the guest
OS has
failed, the
guest OS
has shut
down the
machine
or the
emulator
has failed.

polaris-infra

An attempt at restarting
the virtualization service
can be made from the
IOS configuration by
doing a no
activate/activate. For
debugging collect the
IOx-manager logs and
scan them for the cause.

IM-3-I0X_INST_ERR

3-Error

I0X SERVICE
[chars] LOG: [chars]

The
named
10X
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the IOX
services.

polaris-infia

No action is required

IM-3-I0X_NETMASK_ERR

3-Error

app configuration
has wrong [chars]
netmask.

The
netmask

configuration

is wrong.

polaris-infta

Configure
guest-ipaddress with
IPV4 or IPV6 netmask.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IM-3-PSS_ERR

3-Error

Purpose: [chars],
URI: [chars],
errcode: [dec]

Persistent
Storage
Service
handling
error

polaris-infia

Collect the IOx-manager
logs and scan them for
the cause.

IM-3-PSS SNAPSHOT ERR

3-Error

Source URI: [chars],
Destination URI:
[chars], errcode:
[dec]

Persistent
Storage
Service
snapshot
error

Collect the IOx-manager
logs and scan them for
the cause.

IM-3-SDWRAP_ERR

3-Error

Description: [chars],
errcode: [dec]

Debug
infiastructure
error

polaris-infia

Collect the IOx-manager
logs and scan them for
the cause.

IM-4-HA_SYNC_NEEDED

4-Warning

If using the guest
shell, please use
'guestshell sync' if
you want to preserve
state on standby in
case of supervisor
switchover

Message
notifying
user that
he needs
to
manually
synchronize
the
Virtualization
service
contents
to standby
supervisor
in order to
preserve
these
contents
in case of
a
supervisor
switchover.
Currently
only
applicable
to the
guest
shell

polaris-infta

User can type the
'guestshell sync'
command on active
supervisor to
synchronize it's contents
to the standby supervisor
if desired.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-4-I0X_INST_WARN

4-Warning

IOX SERVICE
[chars] LOG: [chars]

The
named
10X
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the IOX
services.

polaris-infia

No action is required

IM-4-VIRT SERVICE DEPRECATE MSG

4-Warning

Virtual-service CLI's
are being
deprecated. Please
migrate to
app-hosting CLI's

Vituaksarvice
CLI's will
be
deprecated.
Please
migrate to
app-hosting
CLI's

polaris-infra

Upgrade to use
app-hosting CLI's for
configuring [0X
applications

IM-4-WATCHDOG TIMER

4-Warning

[chars] '[chars]'
[chars] [chars]

The
watchdog
timer
configured
for the
named
virtual
service
has
expired.

polaris-infia

Check any logs produced
by the virtualization
service to determine the
cause.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

IM-5-AUX

5-Notice

Virtualization
Service[chars]

The AUX
loginto a
virtualization
service
may allow
the user
access to
system
functions
that may
not have
been
tested or
may
interact
with the
system in
unintended
ways. Use
with
caution.

polaris-infia

No action is required

IM-5-I0X_INST NOTICE

5-Notice

I0X SERVICE
[chars] LOG: [chars]

The
named
10X
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the I0X
services.

polaris-infra

No action is required
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SatMery

M essage

MesgiSinin

Recommended-Action

IM-5-10X_IPV6_NOTICE

5-Notice

guest-interface([dec]),
IPV6 address
configured with
guest-ipaddress is
ignored

The IPV6
address
oconfiguration
with
gestipaddess
is
ignored.
pv6-address
has been
configured
and
multiple
static
IPV6
addresses
are not
supported

polaris-infia

Configure
guest-ipaddress with
IPV4 address.

IM-5-I0X_NOTICE

5-Notice

app-hosting: [chars]

The
generic
10X
notice.
Please
interpret
the log in
the
context of
the
information
provided.

polaris-infra

No action is required

IM-5-I0X_URL_COPY_MSG

5-Notice

URL Copy: [chars]

Copy a
package
file from
URL

polaris-infia

Check if 'ip
name-server', 'ip
name-server vrf
Mgmt-vrf and 'ip http'
are configured properly
for the device

IM-5-10X_VPG_IPV6_MSG

5-Notice

no IPv6 address for
VirtualPortGroup[dec]
in [OS_Oper_ DB

ViteRaGap
1Pv6

address is
not
present in

05O DB

polaris-infta

Check if 'show ip
interface brief' displays
IPv6 for the
VirtualPortGroup
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IM-5-PERMISSION_ DENIED 5-Notice | Virtualization An polaris-infra | No action is required.
Service '[chars]'is | attempt
not owned by client | was made
10Sd to modify
a
vituakservice
that is not
owned by
by the
client.
The
request
was
rejected.

IM-6-ACTIVATE_MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
activating cause of the failure. In
an app. the successful case, this

notification can be
ignored.

IM-6-DEACTIVATE MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
deactivating cause of the failure. In
an app. the successful case, this

notification can be
ignored.

IM-6-INSTALL _MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
installing cause of the failure. In
an app. the successful case, this

notification can be
ignored.

IM-6-10X_ENABLEMENT 6nformation | IOX is ready. Message | polaris-infra | No action is required
for I0OX
enablement.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IM-6-I0X_INST_INFO

6Infommation

IOX SERVICE
[chars] LOG: [chars]

The
named
10X
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the IOX
services.

polaris-infia

No action is required

IM-6-10X_MEDIA MSG

6dnfomation

dynamic media:
[chars]

Message
for I0X
shared
median

polaris-infra

In the failed case, check
Ioxman's trace log for the
cause of the failure. In
the successful case, this
notification can be
ignored.

IM-6-I0X_RECONCILE INFO

6Information

App-hosting
application reconcile
process [chars]

Indicates
stage of
reconcile
(application
recovery)
process.

No action is required

IM-6-I0X_START FAIL

64nfomation

[chars] failed to start

Indicates
starting an
app after
installation.

polaris-infta

No action is required

IM-6-I0X_START INFO

6Information

[chars] cannot be
started because it is
not installed

Indicates
starting an
app
before
installation.

No action is required

IM-6-10X_START SUCCESS

Odnformation

[chars] is in
RUNNING state

Indicates
starting an
app after
installation.

polaris-infia

No action is required
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IM-6-START MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
starting an cause of the failure. In
app. the successful case, this
notification can be
ignored.
IM-6-STOP_MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
stopping cause of the failure. In
an app. the successful case, this
notification can be
ignored.
IM-6-UNINSTALL MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
uninstalling cause of the failure. In
an app. the successful case, this
notification can be
ignored.
IM-6-UPGRADE _MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
upgrading cause of the failure. In
an app. the successful case, this
notification can be
ignored.
IM-6-VERIFICATION MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
signature cause of the failure. In
verification the successful case, this
notification can be
ignored.
IM-7-10X_INST DEBUG 7-Debug |I0OX SERVICE The polaris-infra | No action is required
[chars] LOG: [chars] | named
10X
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the 10X
services.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IMGR-0-FIPS_CPP_CLIENT BYPASS_TEST

CPP Client FIPS
bypass test failed for
[chars]\n.

Forwarding
Manager
CPP
client
IPSEC
bypass
test failed.
This
could be
dueto a
hardware
malfinction
ora
software
defect.

iosxefwdmgr

If the problem persists
reboot the forwarding
processor (ESP).

IMGR-0-FIPS FMFP BYPASS TEST

NIST bypass test
failed for [chars].\n

Forwarding | i

Manager
IPsec
component
detected a
discrepancy
when
adding or
deleting a
security
sensitive
object.
This
could be
due to a
hardware
or
software
resouce
limitation
ora
software
defect.

Check the logs for
information on the
relevant object download
states. Remove the object
or a parent object in
question. If the problem
persists reboot the
forwarding processor
(ESP).

IMGR-0-FIPS_ FMFP_N2_SEVERE_ERR_FAIL

Cryptographic
Coprocessor severe
failure: [chars]\n.

- ol

COprocessor
critical
operation
failed.
Further
data
processing
on ESP is
halted

forwarding processor
(ESP) is rebooted
automatically. no action
needed
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IMGR-6-FIPS FMFP_CRNG_TEST

6Infommation

continuous
[chars]approved
RNG test failed.\n

Forwarding
Manager
IPsec
component
detected
two
identical
random
number
sequences.
This
could be
dueto a
hardware
mulfunction
ora
software
defect.

iosxefwdmgr

If the problem persists
reboot the forwarding
processor (ESP).

IMGR-6-FIPS FMFP KAT TEST

6dnfomation

power up
cryptographic
self-test did not run
to completion:
[chars]\n.

Forwarding | i

Manager
power up
known
answer
self-test
(KAT)
failed.
This
could be
due to a
hardware
malfunction
ora
software
defect.

If using ipsec, reboot the
forwarding processor
(ESP).

IMGR-6-FIPS_FMFP_N2_ERR_FAIL

6Information

Cryptographic
coprocessor
non-critical failure:
[chars]\n.

Ciypogiaphic
COPIocessor
non-critical
operation
failed. If
the
problem
persists
reboot the
forwarding

pocsa(ESP)

iosxefwdmgr

If the problem persists
reboot the forwarding
processor (ESP).
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IMGR-6-FIPS_FMFP_OLAP_TEST

6Infommation

FIPS-approved RNG
key seed and state
overlap.\n

Forwarding
Manager
IPsec
component
detected
an overlap
in
APSepoved
RNG key
seed and
state. This
could be
dueto a
hardware
mulfunction
ora
software
defect.

iosxefwdmgr

If the problem persists
reboot the forwarding
processor (ESP).

IMGR-6-FMFP_CRYPTO DEVICE BUSY

6dnfomation

All Crypto Device
cores are busy with
data packets.\n

All ESP
crypto
device are
busy.

qfp-ipsec

May need to lower
crypto traffic rate.

IMGR-6FMFP IPSEC_ CRYPTO CTRL THROTTLED

6Information

IPsec Control Plane
Overload Crypto
Device: [chars].

This ESP

crypto
device is
overloaded.

qfp-ipsec

May need to config
platform ipsec
control-plane
medium|heavy

IMGR-6-FMFP_IPSEC MIN MTU_INFO

64nfomation

MTU smaller than
minimum IPSec
MTU, [chars]\n.

Minimum
MTU
supported
by crypto
processor
is 256B,
MTU
lower
than 256B
is set to
256B

iosxe-fvdmgr

No action needed

IMGR-6-FMFP_IPSEC UNSUPPORTED CIPHER

6Information

Cipher [chars] is not
supported on this
ESP.

This ESP
does not
support
this IPSec
cipher

iosxefwdmgr

No action needed
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

IMGR-6-FMFP_KAT TEST RESULT

6Infommation

crypto self-test for
algorithm: ([chars]
... passed)\n.

Forwarding
Manager
power up
known
answer
self-test
(KAT)
success.
This is
not an
error
message

iosxefwdmgr

No action needed.

INSTALL-3-ACTIVATE ABORTED

3-Error

Activation operation
failed for version
[chars]

This log
is
generated
image
activation
fails

No action is required

INSTALL-3-ACTIVATE_FAILED

3-Error

Aborting activate
operation

This log
is
generated
activation
is aborted

No action is required

INSTALL-3-CONTROL CONN DOWN

3-Error

Device cannot form
control connection
with SD-WAN
Manager for [dec]
seconds. Upgrade
status cannot be
posted to SD-WAN
Manager

This log
is
generated
when we
cannot
deliver
upgrade
status to
Cisco
SD-WAN
Manager
since
control
connection
is down

cedge-install

No action is required

INSTALL-3-DOWNLOAD ABORTED

3-Error

Aborting download
operation

This
syslog is
generated
when
download
operation
is aborted

cedge-install

No action is required
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

INSTALL-3-INSTALL ABORTED

3-Error

Aborting image
install operation

This
syslog is
generated
when
download
operation
is aborted

cedge-install

No action is required

INSTALL-3-INSTANT ERROR MESSAGE

3-Error

Error Message:
[chars]

This
message
is used to
send a
instant
erorr
message.

iosebnosutls

No action required.

INSTALL-3-LOCK_ACQUIRE_FAILED

3-Error

Cannot acquire
upgrade lock,
reason: [chars]

This
syslog is
generated
when
upgrade
lock
cannot be
acquired
for given
reason

Wait for previous
operation to complete
before starting new
workflow

INSTALL-3-OPERATION ERROR MESSAGE

3-Error

Failed to [chars]
package [chars],
Error: [chars]

This
message
is used to
inform the
failure
reason.

Please refer to the error
message to analyze the
cause of failure.

INSTALL-3-PRECHECK. STATUS DELIVERY FAILED

3-Error

Failed to deliver
pre-upgrade check
[[chars]] status to
SD-WAN Manager

This
syslog is
generated
when
pre-upgrade
check
status
cannot be
delivered
to Cisco
SD-WAN
Manager

This can be an interim
state where control
connection can be down.
Software upgrade
workflow can be retried
once the control
connectivity is restored
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

INSTALL-3-SMU_ACTIVATE _ABORTED

3-Error

SMU activatation
aborted

This log
is
generated
when
SMU
activation
cannot
continue
(or) fails
because
ofa
reason

cedge-install

No action is required

INSTALL-3-SMU_ACTIVATE FAILED

3-Error

SMU activatation
failed, reason:
[chars]

This log
is
generated
when
SMU
activation
cannot
continue
(or) fails
because
ofa
reason

No action is required

INSTALL-3-SMU_DEACTIVATE FAILED

3-Error

SMU deactivate
operation failed,
reason: [chars]

This log
is
generated
when
SMU
deactivation
cannot
continue
(or) fails
because
ofa
reason

cedge-install

No action is required

INSTALL-3-SMU_INSTALL ABORTED

3-Error

Aborting install
SMU operation

This log
is
generated
when
SMU
activation
succeeds

cedge-install

No action is required
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
INSTALL-3-SMU_REMOVE_ FAILED 3-Error | SMU remove This log | cedge-install | No action is required
operation failed, is
reason: invalid SMU | generated
version [[chars]] when
provided SMU
removal
fails
because
of
incorrect
version
INSTALL-3SMU UPGRADE CONHRM DISAILIOWED | 3-Error | Image activation is | This log | cedge-install | 'request platform
in progress. Please |is software sdwan software
use 'request platform | generated upgrade-confirm' should
software sdwan when user be issued when this log
software is trying is observed
upgrade-confirm' | to confirm
CLI SMU
ypabaniim
while
activation
is in
progress
INSTALL-3-UPDATE STATUS DELIVERY FAILED |3-Error | Failed to deliver This cedge-install | No action is required
update-status syslog is
[[chars]] to generated
SD-WAN Manager, | when
message: [chars] upgrade
status
cannot be
delivered
to Cisco
SD-WAN
Manager
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INSTALL-3-UPGRADE_ABORTED 3-Error | SD-WAN Manager |This cedge-install | Please contact Cisco
no longer accepts | syslog is TAC for assistance
REST request for | generated
transaction-identifier | when
[chars]. [chars] SD-WAN
Manager
denies
REST
API
during
upgrade
workflow.
This
could
imply that
device is
working
on stale
transaction
INSTALL-3-UPGRADE CONFIRM DISALLOWED | 3-Error | SMU This log | cedge-install | 'request platform
activation/deactivation | is software sdwan smu
is in progress. Please | generated upgrade-confirm' should
use 'request platform | when user be issued when this log
software sdwan smu | is trying is observed
upgrade-confirm' | to confirm
CLI software
upgrade
when
SMU
activation/
deactivation
is in
progress
INSTALL-4-DOWNGRADE DISALLOWED |4-Warning | You are trying to Downgrade | cedge-install | Provide 'clean’ option
activate an old is not while activating old
image which will | allowed image, exercise with
remove all the without caution
config and bring the | 'clean’
router back to day-0 | option

state. Please specify
‘clean’' after activate
&lt;version&gt; to
proceed.
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INSTALL-4-OLD IMAGE_ ACTIVATION 4-Warning | Old version being | This log | cedge-install | No action is required
activated. Any is
config modifications | generated
done in [chars] will | when user
not be updated in | tries to
[chars] activate a
previously
installed
image
INSTALL4-SCHEDULED INSTALL MISMATCH | 4-Warning | Current version is | This cedge-install | No action is required
not same as the syslog is

version [chars] when
install operation was
scheduled

generated
when the
installer
script
finds out
that the
current
software
version is
different
than the
one when
the
operation
was
scheduled

INSTALL-5-AUTO_CONFIRM

5-Notice

Auto
upgrade-confirm
[chars]

This log
is
generated
when

upgrade is
aoaimed

cedge-install

No action is required

INSTALL-5-DOWNLOAD PARAMS

5-Notice

timeout: [dec]
seconds, VPN:
[chars], protocol
[chars]

This
syslog
displays
download
parameters
sent by
SD-WAN
Manager
to device

cedge-install

No action is required
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
INSTALL-5-INSTALL _AUTO_ABORT 5-Notice |Install auto abort An install | sxebiosutls | No user action is needed.
timer expired: operation If you want to commit
initiating abort has been the ISSU upgrade, redo
aborted the upgrade. Otherwise,
because this is an informational
the auto message only.
abort
timer has
expired.
INSTALL-SANSTALL AUTO ABORT TIMER PROGRESS | 5-Notice | Install auto abort An install | iosebnosuik | No user action is needed.
timer will expire in | operation If you want to commit
[dec] seconds will be the ISSU upgrade, redo
aborted the upgrade. Otherwise,
after this is an informational
specified message only.
seconds
of time.
INSTALL-5-INSTALL COMPLETED_INFO |5-Notice |Completed [chars] |This iosxepinstall | No action required. This
[chars] [chars] message is not an error, it is an
is used to indication that the
indicate system completed this
the operation.
completion
of install
operations.
INSTALL-SINSTALL SCHEDULE TIMER PROGRESS | 5-Notice |Install schedule An install |iosxepnstall | No user action is needed.
timer will expire in | operation This is an informational
[dec] seconds will be message only.
started
after
specified
seconds
of time.
INSTALL-5-INSTALL START INFO 5-Notice |Started [chars] This iosxepinstall | No action required. This
[chars] [chars] message is not an error, it is an
is used to indication that the
indicate system is starting this
the operation.
beginning
of install
operations.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

INSTALL-5-OPERATION_COMPLETED INFO

5-Notice

Completed [chars]
package [chars]

This
message
is used to
indicate
the
completion
of
operations.

No action required. This
is not an error, it is an
indication that the
system completed the
operation.

INSTALL-5-OPERATION_START INFO

5-Notice

Started [chars]
package [chars]

This
message
is used to
indicate
the
beginning
of
operations.

iosebnosutls

No action required. This
is not an error, it is an
indication that the
system is starting the
operation.

INSTALL-5-PRECHECK_STATUS

5-Notice

[[chars]] [chars]:
[chars]

This
syslog is
generated
when
pre-upgrade
checks are
done
during
upgrade
workflow

No action is required

INSTALL-5-SMU_ACTIVATE SUCCEEDED

5-Notice

Activation of SMU
successful via CLI.
Proceed to
upgrade-confirm via
CLI

This log
is
generated
when
SMU
activation
succeeds

cedge-install

No action is required

INSTALL-5-SMU_DEACTIVATE SUCCEEDED

5-Notice

De-activation of
SMU successful.
Proceed to
upgrade-confirm via
CLI

This log
is
generated
when
SMU
deactivation
succeeds

cedge-install

No action is required
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

INSTALL-5-UPDATE_STATUS

5-Notice

Upgrade
update-status
[[chars]], message:
[chars]

This
syslog is
generated
for every
step
completed
in
upgrade
workflow,
which is
triggered
via CLI

cedge-install

No action is required

INSTALL-5-UPDATE STATUS DELIVERED

5-Notice

[chars]: message:
[chars]

This
syslog is
generated
when
upgrade
status is
delivered
to Cisco
SD-WAN
Manager

No action is required

IOMD_ETHER_GEIM-2-MAX_LIMIT XCVR

2-Critical

Number of [chars]
that can be
supported has
reached the max
limit of [dec],
transceiver is
err-disabled. Unplug
the transceiver in
interface [chars]

Because
of power
constraints,
we can
support
only
limited
number of
high
power
transceivers
in certain
platforms.
If we
insert
more than
the limit,
it will be
disabled.
Itis
recommendad
to unplug
the
transceiver

INVALID

Unplug the transceiver
once the max limit is
reached
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_ETHER_GEIM-3-FIFO OVERFLOW |3-Error | [chars] fifo overflow | A asr900-im | Examine the IOMD logs
occurred for port hardware for Phy driver or
[dec] error in hardware errors. If the
phy has problem persists, copy
occurred the message exactly as it

appears on the console or
in the system log.
Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwarniifipBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
ezt triex pryl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_ETHER GEIM-3-INTERRUPT ERR |3-Error |interrupt handling |Interrupt |[INVALID | Examine the IOMD logs.
error [chars] could not If the problem persists,
be copy the message exactly
handled as it appears on the
because console or in the system
of internal log. Research and
SW error attempt to resolve the

issue using the tools and
utilities provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifippBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
etz triex pyl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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the Phy firmware to
version bundled in
software, perform
physical OIR of the
line card or run the
CLI: hw-module
subslot [dec]/[dec]
oir power-cycle. If
ISSU is in progress,
firmware upgrade
should be done only
after the completion
of ISSU. To check
the firmware
versions, use the
CLI: show firmware
version all

Facility-Severity-M nemonic SahMeriy | M essage Campaat | Recommended-Action

IOMD_ETHER GEIM-4-LC OIR REQD 4-Warning | Found mismatch INVALID | To upgrade to latest phy
between the line firmware, do physical
card Phy firmware OIR or soft OIR of the
versions bundled in line card using CLI:
software and hw-module subslot
programmed in &lt;slot&gt;/&lt;bay&gt;
hardware in slot oir power-cycle. To view
[dec]. To upgrade the present phy firmware

version, use the CLI:
show platform hardware
iomd
&lt;slot&gt;/&lt;bay&gt;
ethernet_controllers phy
&lt;port number&gt;
api-version or show
firmware version all
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

During
ISSU the
software
does not
upgrade
the PHY
firmware.
PHY
firmware
upgrade
needs a
reset and
will lead
to data
path down
time.
Hence
software
avoids
PHY
firmware
upgrade.
This
causes a
mismatch
between
the
firmware
bundled
in the
image and
that
programmed
in the
PHY. Due
to this
mismatch
any new
features
claimed
by the
new
software
will not
be
automatically
enabled
and needs
a manual
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Facility-Severity-M nemonic

M essage

Mesgixgian | Campanat

Recommended-Action

upgrade
via
power-cycle
of the line
card
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Facility-Severity-M nemonic SahiMeriy | M essage Campoat | Recommended-Action
IOMD_ETHER GEIM-4-NOT_SUPPORTED |4-Warning | 1G Transceiver is INVALID | To upgrade to latest phy
inserted in slot [dec] firmware, do physical
for ports [chars]. OIR or soft OIR of the
The current linecard line card using CLI:
phy firmware does hw-module subslot
not support 1G &lt;slot&gt;/&lt;bay&gt;
capability. To oir power-cycle. To view
upgrade the the present phy firmware
firmware, perform version, use the CLI:
physical OIR of the show platform hardware

line card or use the
CLI: hw-module
subslot [dec]/0 oir
power-cycle. If
ISSU is in progress,
firmware upgrade
should be done only
after the completion
of ISSU

iomd
&lt;slot&gt;/&lt;bay&gt;
ethernet_controllers phy
&lt;port number&gt;
api-version or show
firmware version all
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

During
ISSU the
software
does not
upgrade
the PHY
firmware.
PHY
firmware
upgrade
needs a
reset and
will lead
to data
path down
time.
Hence
software
avoids
PHY
firmware
upgrade.
This
causes a
mismatch
between
the
firmware
bundled
in the
image and
that
programmed
in the
PHY. Due
to this
mismatch
any new
features
claimed
by the
new
software
like 1G
will not
be
automatically
enabled
and needs
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

a manual
upgrade
via
power-cycle
of the line
card
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Facility-Severity-M nemonic

SatMery

M essage

Campomant

Recommended-Action

JOMD ETHER GEIM4-NOT SUPPORTED XCVR

4-Warning

1G Transceiver is
inserted in slot [dec]
for port [dec]. The
current linecard phy
firmware does not
support 1G
capability. To
upgrade the
firmware, perform
physical OIR of the
line card or use the
CLI: hw-module
subslot [dec]/0 oir
power-cycle

INVALID

To upgrade to latest phy
firmware, do physical
OIR or soft OIR of the
line card using CLI:
hw-module subslot
&lt;slot&gt;/&lt;bay&gt;
oir power-cycle. To view
the present phy firmware
version, use the CLI:
show platform hardware
iomd
&lt;slot&gt;/&lt;bay&gt;
ethernet_controllers phy
&lt;port number&gt;
api-version or show
firmware version all
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

During
ISSU the
software
does not
upgrade
the PHY
firmware.
PHY
firmware
upgrade
needs a
reset and
will lead
to data
path down
time.
Hence
software
avoids
PHY
firmware
upgrade.
This
causes a
mismatch
between
the
firmware
bundled
in the
image and
that
programmed
in the
PHY. Due
to this
mismatch
any new
features
claimed
by the
new
software
like 1G
will not
be
automatically
enabled
and needs

491



Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
a manual
upgrade
via
powercycle
of the line
card

I0OMD ETHER GEIM4QSA28 UNSUPPORTED MODE | 4-Warning | On SLOT [dec], QSA28 is | INVALID | Unplug QSA28 from the
QSA28 transceiver |supported port or change the port
plugged into port | only on configuration to 100G.
[dec] configured in | 100G
40G mode is not ports.
supported. Please
remove QSA28 from
the port or configure
the port as 100G.

IOMD ETHER GEIM4-QSA UNSUPPORTED MODE | 4-Warning | On SLOT [dec], QSAis |INVALID | Unplug QSA from the
QSA transceiver supported port or change the port
plugged into port  |only on configuration to 40G.
[dec] configured in |40G
100G mode is not | ports.
supported. Please
remove QSA from
the port or configure
the port as 40G.

IOMD_ETHER_GEIM-4-REMOVE _XCVR |4-Warning | Unplug the Inserting | INVALID | Unplug the incompatible
transceiver in an transceiver
interface [chars], incompatible
keeping transceiver | transceiver
can have impact on |is not
other transceiver in | recommenced
the same port-group | since it

can have
impact on
other
transceiver
in the
same
port-group

IOMD ETHER GEIM4HUNSUPPORTED TRANSCEIVER | 4-Warning | On SLOT [dec], It's not INVALID | Unplug the transeiver.
Transceiver plugged | reoommenckd
into port [dec] is not | to insert
supported. Please | unsupported
remove the fransceivers.
transceiver.

492




Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD ETHER GEIM-5-LINK INCONSISTENCY | 5-Notice |Inconsistency During INVALID | No action is required
detected between switchover
hardware and or ISSU,
software parameters | if the
in slot [dec] for ports | serdes
[chars], restoring the | parameters
consistency. Link | are
flap or traffic drop | different
might be observed |in active
on these ports during | and
this process standby,
these
parameters
will be
tepoganmad
This may
result in
link flap
or traffic
drop
momentarily
IOMD ETHER GEM-5MODULE REINIT REQUIRED | 5-Notice | Hardware Hardware | INVALID | Perform Linecard reload
parameters on PHY | parameters by using below
for slot [dec] need |needto be command so that
modification, Which | updated parameter changes get
may have an impact | on PHY. commited to hardware.
on link and traffic | Due to If this step is not
during switchover. |hardware performed then you may
User intervention is | limitation face a link flap and
required to fix the |these traffic loss during
problem by parameters switchover Command :
reloading slot [dec]. | cannot be hw-module subslot
Use the command | applied &lt;slot&gt;/0 oir
'hw-module subslot | dynamically. power-cycle
[dec]/0 oir For
power-cycle' to reset | applying
the slot during these
maintainance parameters
we need
reload
linecard
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

IOMD ETHER GEIM-6-STBY PORTS INITIALIZED | 6dnfommation | Interfaces on slot | All the INVALID | No action is required.
[dec] are initialized |interfaces
on standby and on
ready for switchover | standby

for
particular
slot is
initialized
and
Interface
are ready
for
switchover.

IOMD ETHER GEIM-6-UNSUPPORTED MODE | 6dnfomation | On SLOT [dec] Duetoa |INVALID | Unplug the error
QSFP transceiver | hardware disabled transceiver
plugged into 40G | limitation
port [dec] and a in PHY,

QSA module QSFP
plugged into port Optics on
[dec] is unsupported | top port
combination. To and QSA
linkup the desired | module
connections, please | on bottom
remove QSFP port is not
transceiver from port | supported
[dec] as well as QSA

module from port

[dec] and then insert

only the required

QSFP transceiver or

QSA module in the

respective port.

IOMD_INFRA-3-I12C READ 3-Error | An I12C read has An12C  |asr900-im | Note the time of the error
failed because read has message and examine the
[chars] failed. logs for I12C errors. If the

This logs provide information
could be about a correctable
duetoa problem, correct the
hardware problem. If the problem
or is not correctable or the
software logs are not helpful,
defect. collect the output of the

error message, the logs,
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-3-12C_WRITE 3-Error | AnI2C write has |An12C |asr900-im | Note the time of the error
failed because write has message and examine the
[chars] failed. logs for I12C errors. If the
This logs provide information
could be about a correctable
dueto a problem, correct the
hardware problem. If the problem
or is not correctable or the
software logs are not helpful,
defect. collect the output of the
error message, the logs,
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
IOMD _INFRA-3-INTR_EVENT 3-Error | IOMd fast thread I0OMd fast | asr900-im | Examine the logs for
event ([dec]). thread IOMD. If the problem
event persists, copy the

message exactly as it
appears on the console or
in the system log.
Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
lgwwarnigifipeB gdnhbgf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
owwanmnithibice tdeOmy
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-3-INVALID BAY NUM 3-Error | An invalid bay Invalid | asr900-im | Examine the logs for
number is specified |bay IOMD. If the problem
in one of the internal | number to persists, copy the
APIs. bay=[dec] find the message exactly as it
max_bay=[dec] TDL appears on the console or
domain in the system log.

Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifipBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
ezt triex pryl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-3-INVALID SLOT NUM 3-Error | An invalid slot Invalid | asr900-im | Examine the logs for
number is specified |slot IOMD. If the problem
in one of the internal | number to persists, copy the
APIs. slot=[dec] find the message exactly as it
max_slot=[dec] TDL appears on the console or
domain in the system log.

Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifippBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
etz triex pyl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-3-IPCALLOCFAIL 3-Error |Failed to allocate | The IM |asr900-im | Examine the logs for
IPC buffer [chars] | failed to IOMD. If the problem
allocate a persists, copy the
buffer for message exactly as it
cmuncim appears on the console or
with RSP in the system log.

Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifipBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
ezt triex pryl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Campoent

Recommended-Action

IOMD_INFRA-3-IPCSENDFAIL

3-Error

IOMD failed to send
a message [chars]
reason: [chars]

IOMD
failed to
send
message
to the RP

asr900-im

Examine the logs for
IOMD. If the problem
persists, copy the
message exactly as it
appears on the console or
in the system log.
Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifippBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
etz triex pyl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.

IOMD_INFRA-3-LINECARDDIAGSFAILED

3-Error

Module [chars] in
Slot [dec] failed
online diagnostics.
Please use 'show
post' for more details

Online
Diag has
failed.
This
could be
due to a
hardware
or
software
defect.

asr900-im

Note the time of the error
message and examine the
logs for errors. If the logs
provide information
about a correctable
problem, correct the
problem. If the problem
is not correctable or the
logs are not helpful,
collect the output of the
error message, the logs,
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-3-SVL SPEED MISMATCH |3-Error |Speed of SVL Port |Speed of |asr900-im | Please check the
[dec] in Slot [dec] |this SVL operating speed of this
does not match with | Link does SVL Link and the
other SVL Links. | not match operating speed of the
Please take with the other SVL Links.If the
neccessary action. | speed of logs provide information
other SVL about a correctable
Links problem, correct the
This can problem. If the problem
be due to is not correctable or the
replacement logs are not helpful,
of'a cable collect the output of the
with error message, the logs,
different and the output of show
Speed on tech-support and provide
SVL port. the gathered information
to a Cisco technical
support representative.
IOMD_INFRA-4-BADPOINTER 4-Warning | Function [chars] A asr900-im | Examine the logs for
detected an invalid |software IOMD. If the problem
[chars] pointer of | error has persists, copy the
%081X, ignoring occurred, message exactly as it
this appears on the console or
message in the system log.
is Research and attempt to
displayed resolve the issue using
when an the tools and utilities
invalid provided at
pointer is http://www.cisco.com/tac.
detected. With some messages,

these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
lgwwarmnigifipeB gdnhbgf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
owwanmnithibice tdeOmy
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD_INFRA-4-FAN ALARM 4-Warning | Interface [chars], fan | Fan alarm | INVALID | For MINOR, action is
alarm [chars] due to &Ilt;fill minor action&gt;
temperature For MAJOR, action is
&lt;fill major action&gt;
For CRITICAL, action
is &It;fill critical
action&gt;
IOMD_INFRA-4-INTR_OVER LIMIT 4-Warning | [OMd main thread |IOMd asr900-im | Examine the logs for
disabled interrupt for | main IOMD. If the problem
[dec] msec. thread persists, copy the
process message exactly as it
disabled appears on the console or
interrupt in the system log.
too long Research and attempt to

resolve the issue using
the tools and utilities
provided at
http://www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IhwwanenigifippB gehnhbitef
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
Hwwasmmighiee tikéxOry
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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the Phy firmware to
version bundled in
software, perform
physical OIR of the
line card or run the
CLI: hw-module
subslot [dec]/[dec]
oir power-cycle. If
ISSU is in progress,
firmware upgrade
should be done only
after the completion
of ISSU. To check
the firmware
versions, use the
CLI: show firmware
version all

Facility-Severity-M nemonic SahMeriy | M essage Campaat | Recommended-Action

IOMD_INFRA-4-LC_OIR_REQD 4-Warning | Found mismatch INVALID | To upgrade to latest phy
between the line firmware, do physical
card Phy firmware OIR or soft OIR of the
versions bundled in line card using CLI:
software and hw-module subslot
programmed in &lt;slot&gt;/&lt;bay&gt;
hardware in slot oir power-cycle. To view
[dec]. To upgrade the present phy firmware

version, use the CLI:
show platform hardware
iomd
&lt;slot&gt;/&lt;bay&gt;
ethernet_controllers phy
&lt;port number&gt;
api-version or show
firmware version all
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

During
ISSU the
software
does not
upgrade
the PHY
firmware.
PHY
firmware
upgrade
needs a
reset and
will lead
to data
path down
time.
Hence
software
avoids
PHY
firmware
upgrade.
This
causes a
mismatch
between
the
firmware
bundled
in the
image and
that
programmed
in the
PHY. Due
to this
mismatch
any new
features
claimed
by the
new
software
will not
be
automatically
enabled
and needs
a manual
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
upgrade
via
powercycle
of the line
card
IOMD_INFRA-6-BEACON_LED TURNED | 6dnfomation | Slot [dec] Port [dec] | Beacon | INVALID | This is a notification
Beacon LED turned | LED message only. No action
[chars] turned is required.
ON/OFF.
This is a
notification
message
only.No
action is
required.
IOMD INFRA-6-HIGH POWER OPTICS DETECTED | 6dnfonmation | The port [chars] Duetoa |INVALID | Unplug the high power
supports optics with | thermal XCVR.
a max power of limitation,
[dec].[dec] W, but |insertion
inserted optics max | of High
power is [dec].[dec] | power
W. This can lead to | QSFP/SFP
operational issues | Optics in
for these and this port
neighbouring ports. |is not
To identify allocated | suggested.
port max power,
please execute the
CLI: [chars]
IOMD INFRA-6-HIGH POWER OPTICS PRESENT | 6dnfommation | The line card [dec] [Duetoa |INVALID |Unplug the high power
has optic(s) inserted | thermal XCVR.
in port(s) that has | limitation,
power limitations. | insertion
The optics max of High
power is more than |power
the power QSFP/SFP
recommended. This | Optics in
can lead to some
operational and ports is
thermal issues for | not
these and advised.
neighbouring ports.
To identify allocated

port max power,
please execute the
CLI: [chars]
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
IOMD _INFRA-6-STBY PORTS INITIALIZED | 6dnfomation | Interfaces on slot | All the INVALID | No action is required.
[dec] are initialized |interfaces
on standby and on
ready for switchover | standby
for
particular
slot is
initialized
and
Interface
are ready
for
switchover.
IOMD_INFRA-6-TDLMSG_INCOMPATIBLE | 6dnfommation | Failed to copy Failure to | asr900-im | Examine the logs for
message [chars] to |marshal a IOMD. If the problem
buffer, not allowed |message persists, copy the
for current domain. |indicates message exactly as it
an appears on the console or
moompetibility in the system log.
with the Research and attempt to
intended resolve the issue using
recipient. the tools and utilities

provided at
http://www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
lgwwarnigifipeB gdnhbgf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
owwanmnithibice tdexOmy
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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IOMD_INFRA-6-UNSUPPORTED MODE | 6dnfomation | Transceiver module | Breakout |INVALID | Unplug the error
in [chars] going in | optics is disabled transceiver
err-disabled state. | not
supported
in
nontbreakout
port;
Nonbreakout
optics is
not
supported
in
breakout
port
IOMD INFRA-6UNSUPPORTED MODE BREAKOUT | 6dnfommation | Transceiver module | Breakout | INVALID | Unplug the error
in [chars] going in | optics is disabled transceiver
err-disabled state. | not
supported
in
nontbreakout
port;
Nonrbreakout
optics is
not
supported
in
breakout
port
I0OMD INFRA-6UNSUPPORTED SPEED COMBINATION | 6dnfomation | On SLOT [dec] Duetoa |INVALID |Unplug the error
QSFP 100G/40G hardware disabled transceiver
transceiver plugged | limitation
into port [dec] and a | in PHY,
QSA module QSFP
plugged into port | Optics on
[dec] is unsupported | top port
combination. To and QSA
linkup the desired | module
connections, please | on bottom
remove QSFP port is not
transceiver from port | supported
[dec] as well as QSA

module from port
[dec] and then insert
only the required
QSFP transceiver or
QSA module in the
respective port.
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IOMD_STARFLEET-5-LINK_RECOVERY

5-Notice

Interface [chars] link
recovery mechanism
triggered [Reason:
System Side Signal
down]

Link
recovery
mechanism
detected a
system
side
signal
issue on
UADP
transmit.
Recovery
mechanism
was
triggered
for
correcting
it.

INVALID

No action is required.

I0SD-3-BIPC REJECT

3-Error

Could not accept ipc
connection: [chars]

This error
occurs if
shellmanager
has
denied an
ipc
connection
request
from IOS.

isesuimg

Check the connection
request parameters.

IOSD-3-TDL_PROPERTIES

3-Error

Could not set
message properties
for connection:
[chars]

This error
occurs if
shelmanager
is unable
to set
message
properties
for the
10S-sman
connection

iosxesheimer

Check the connection
request parameters.
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I08XE URGRADE ROVIMONOROMMVON TOADIEST FALL ROMMON FIPS iosebinosutls | Check the system
FIPS 140-3 Load |140-3 messages to see if any

test *FAILED*: file
[chars]

Related
Load test
failed for
the
ROMmon.

messages appeared that
might indicate the source
of the ROMmon Load
test problem. If you do
not find any additional
information indicating a
correctable problem,
collect all output on the
screen, in particular the
console port output after
the upgrade rom-monitor
command was entered
and the output of show
rom-monitor, and
provide the collected
information to a Cisco
technical support
representative.

IOSXE URGRADE ROMIVIONOROVIMON URGRADE FAL

ROMMON upgrade
failed: partition
[chars]

An
attempt to
upgrade
the
ROMmon
failed.

iosebnosutls

Check the system
messages to see if any
messages appeared that
might indicate the source
of the ROMmon
problem. If you do not
find any additional
information indicating a
correctable problem,
collect all output on the
screen, in particular the
console port output after
the upgrade rom-monitor
command was entered
and the output of show
rom-monitor, and
provide the collected
information to a Cisco
technical support
representative.
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IOXCAF-5-GUESTSHELL IPV4 NOTICE |5-Notice |guestshell ip The ipv4 | polaris-infra | No action is required
address([chars]) of |address
Mgmt-Intf is configured
ignored. for
guestshell's
Mgmt-Intf
is
ignored.
When
guestshell
is on
Mgmt-Intf
it is natted
and has
an
internal
192.168
ipv4
address.

IOXCAF-5-GUESTSHELL IPV6 NOTICE |5-Notice |guestshell ipv6 The ipv6 | polaris-infra | No action is required
address([chars]) of |address
Mgmt-Intf is configured
ignored. for
guestshell
Mgmt-Intf
is
ignored.
When
guestshell
is on
Mgmt-Intf
it is natted
and has
an
internal
192.168
ipv4
address.
Therefore
there is no
need to
provide a
static ipv6
address to
guestshell
interfaces.
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IOXCAF-6-INSTALL MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
installing cause of the failure. In
an app. the successful case, this
notification can be
ignored.
IOXCAF-6-UPGRADE MSG 6Information | app-hosting: [chars] | Message | polaris-infia | In the failed case, check
for Ioxman's trace log for the
upgrading cause of the failure. In
an app. the successful case, this
notification can be
ignored.
IOXMGR-2-DNAC_EGRESS INTF NOT _SVI | 2-Critical | Not supported: Egress ewlc-iot-gw | If this message occurs,
egress interface interface the egress interface
([chars]) towards to reach towards the
Cisco-DNAC server | the Cisco-DNAC server
[chars] is not an SVI | GsoDNAC needs to be configured as
server is an SVI
restricted
to be an
SVI
IOXMGR2DNAC HGRESS INTF NO GLOB IPV6 ADDR | 2-Critical | Cisco-DNAC Atleast |ewlc-iotgw | If this message occurs, at
configured address |one local least one IPv6 global
is IPv6, but no IPv6 address needs to be
global IPv6 address | gobaliouble configured on the egress
configured on egress | address is interface towards the
interface [chars] needed to Cisco-DNAC server.
reach the
CeooDNAC
server
IPC_ERRMSG-4-IPC_ WARNING_TRACE 4-Warning | Warning, [chars] General | ewbappinfia | LOG_STD_ACTION
warning
message
with
traceback
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IPC_LOG-3-IPC_LOGWRITE_FAILED 3-Error |ipc log write [dec] |An No action is required.
bytes failed because | internal However, if router
[chars] logging performance is
mechanism noticeably degraded,
failed to contact Cisco Technical
write a Assistance. Copy the
message. message exactly as it

appears on the console or
in the system log.
Research and attempt to
resolve the issue using
the tools and utilities
provided at
http://'www.cisco.com/tac.
With some messages,
these tools and utilities
will supply clarifying
information. Search for
resolved software issues
using the Bug Toolkit at
IgwwariifipBgdnhbyf
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet at
etz triex pyl
or contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
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ISSU-0-BOOT_SYNC_FAIL Problem with sync | The ISSU | sebrosutk | This message will
of ISSU boot state - | state automatically appear
[chars] between during certain events,
two FRUs such as during a FRU
is not removal or if the FRU
properly loses connectivity. In
synchronized most cases, the router
as a result will resynchronize the
of a boot ISSU state between the
error. FRUs without any user
intervention. If the ISSU
state is not
resynchronized after
multiple attempts, the
problem is likely a result
of another problem.
Monitor the other system
messages to see if a more
serious issue has
occurred on your router.
If you are unable to
resolve this other issue
and this message
persists, gather the
output of show
tech-support and provide
it to a Cisco technical
support representative.
ISSU-0-PKG _INCONSIST Reason: [chars] A sebinosutls | If this message is
software received, the desired
consolidated consolidated package or
package sub-package should not
or be used. Upgrade using
sub-package a different consolidated
has an package or sub-package,
error that and report the problem
indicates consolidated package or
the sub-package to Cisco
sub-package technical support.
should not
be
installed
or used.
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M essage
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Recommended-Action

ISSU-0-PKG_MNT_SCRIPT_ FAIL Package: [chars] A ossebinosutis | Upgrade your software
consolidated using a different
package consolidated package or
or sub-package.
sub-package
has
encountered
an error
indicating
it is not
usable.

ISSU-0-RESET FRU FAIL Problem with ISSU | After a isebiesutls | This problem is more
reset of remote FRU | sub-package likely to occur in routers
- [chars] installation, with larger

one or configurations, so if your
more router has a large
FRUs that configuration, you may
were want to wait a few more
upgraded minutes to see if your
failed to hardware initializes. If
initialize the hardware continues
within the to not initialize, reset the
timeout FRUs which failed to
period. initialize. If resetting the
FRUs fails to resolve the
issue, gather the output
of show tech-support and
contact a Cisco technical
support representative.

ISSU-0-SOFTWARE_INVALID Package for location | The isebinosuk | This error is likely
[chars]: [chars] subypackages caused by a failure of the

have boot or installation
encountered process or a corrupted
an error provisioning file. If the
related to system displays error
the messages related to the
structure boot that can be

of the addressed, address those
loaded messages. Downloading
software. new software, if

possible, may also help
with the problem. If the
problem persists, gather
the output of show
tech-support and provide
it to a Cisco technical
support representative.
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ISSU-3-BOOT_SYNC 3-Error | Problem with sync | The ISSU | isxebinosuts | This message will
of ISSU boot state - | state automatically appear
[chars] between during certain events,
two FRUs such as during a FRU
is not removal or if the FRU
properly loses connectivity. In
synchronized most cases, the router
as a result will resynchronize the
of a boot ISSU state between the
error. FRUs without any user
intervention. If the ISSU
state is not
resynchronized after
multiple attempts, the
problem is likely a result
of another problem.
Monitor the other system
messages to see if a more
serious issue has
occurred on your router.
If you are unable to
resolve this other issue
and this message
persists, gather the
output of show
tech-support and provide
it to a Cisco technical
support representative.
ISSU-3-BOOT_UNCLEAN 3-Error | Found reload log A log file | osebnosuts | No user action is
file, moved to was found necessary. The system
[chars] at bootup will automatically
indicating resolve most issues
that all related to the shutdown
shutdown task as part of the bootup
tasks were procedure. If a problem
not related to the tasks that
performed did not shutdown occurs,
ona another error message
previous will occur providing
reload. information about that

problem.
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ISSU-3-INCOMPAT 3-Error | The packages in The iosebinosutls | Install a compatible set
[chars] are not subjackages of packages to allow
consistent specified normal operation. This
for will require booting a
running known-good package set.
on the
chassis
are not
compatible
with one
other.
ISSU-3-ISSU_COMP_CHECK FAILED 3-Error | ISSU compatibility | The poassaHfia | Please add another ISSU
check failed for image is compatible image to start
[chars] not ISSU ISSU
compatible
ISSU-3-SYNC_ERR 3-Error | Problem with sync | The isebiosuks | This message may
of state - [chars] software appear during certain
state events, such as during a
between FRU or switch removal
two FRUs or if the FRU or switch
or loses connectivity. In
switches most cases, the router
is not will resynchronize the
properly software state between
synchronized the FRUs or switches
as a result without any user
of a boot intervention. If the
error. software state is not

resynchronized after
multiple attempts, the
problem is likely a result
of another problem.
Monitor the other system
messages to see if a more
serious issue has
occurred on your router.
If you are unable to
resolve this other issue
and this message
persists, gather the
output of show
tech-support and provide
it to a Cisco technical
support representative.
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ISSU-3-UCODE_INCOMPAT 3-Error | Found mismatch for | During | osebiosuk | Please ensure that
ucode feature - boottime versions of features in
[chars] microcode microcode are

feature compatible by

version provisioning a different
check, a set of microcode files.
version

mismatch

was found

for this

feature.

ISSU-5-ISSU_AUTO_ROLLBACK 5-Notice |ISSU rollback timer | An ISSU | isscebicsuts | No user action is needed.
expired: initiating | upgrade If you want to commit
rollback has been the ISSU upgrade, redo

rolled the upgrade. Otherwise,
back this is an informational
because message only.

the

rollback

timer has

expired.

ISSU-5-ISSU_STAGE_INFO 5-Notice |STAGE [chars]: This poasssH1fia | No action required. This

[chars] [chars]\n message is an indication that
is used to ISSU stage has started or
indicate completed
the
satcampkion
of ISSU
stages.

ISSU-5-ISSU_STATE INVALID 5-Notice |ISSU stored state |The RP | ioseebiosutls | No user action is
found invalid and | has necessary. This is an
cleaned up: [chars] |corrected informative message

a failed indicating that the failed
ISSU ISSU state has been
install corrected.

state that

was

detected

at bootup.
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LA ACL _ERRMSG-3-ACL_EDIT ERROR |[3-Error |Failed to program |The INVALID | You have exceeded the
modified [chars] oconfiguration system limit of ACE
[chars] [chars] is too entries. Delete the ACL
[chars] ACL in large. first and then modify the
hardware. The acl by reducing number
number of ACEs of ACEs and
exceeded hardware re-configure the ACL on
limit.\n the box.\n
LA ACL_ERRMSG-3-ACL_NOT SUPPORTED | 3-Error | ACL is not Unsuppoited | INVALID | ACL is not supported on
supported on this configuration this interface
interface [chars].\n %s.Remove the ACL
from interface on I0S\n
LA _ACL_ERRMSG-3-EPC EOMPLS ERROR |3-Error | EPC is not Unsupported | INVALID | Stop the capture from %s
supported on oconfiguration interface..\n
EOMPLS port. To
recover, stop the
capture from [chars]
interface.\n
LA ACL ERRMSG-3-OGACL EGRESS ERROR |3-Error | OGACL is not Invalid |INVALID |Delete ACL , correct
supported in egress | configuration mistake and re-create
dir. To recover, ACL.\n
Delete [chars] ACL
[chars] proto ,
correct mistake and
re-create ACL.\n
LA ACL_ERRMSG-4-UNLOADED 4-Warning | [chars] [chars] The INVALID | You have exceeded the
[chars] [chars] ACL | configuration system limit of entries,
on interface [chars] |is too use a simpler
could not be large. configuration which uses

programmed in
hardware.Either
number of ACLs or
number of ACES in
acl exceeded
hardware limit. All
the packets will be
dropped.\n

less entries.It can be
either number of ACLs
or number of ACES in
the acl.\n
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LA ACL ERRMSG-6-SUB INTF BIND WARNING | 6dnfomnation | [chars] [chars] Invalid |INVALID | VLAN is not ready in
[chars] ACL on configuration. hardware.Once VLAN is
interface [chars] ready, ACL will be
could not be attached to vlan
programmed in automatically in
hardware. VLAN is hardware. Worst case,
not ready in first detach ACL from
hardware. Once sub-interface. Configure
VLAN is ready, vlan on this sub-interface
ACL will be if not already done and
attached to vlan then reattach ACL \n
automatically in
hardware.\n

LA FNF ARGON ERRMSG-4-OOR 4-Warning | [chars] [chars] FNF | The INVALID | You have exceeded the
mon_id [dec] on configuration system limit of entries,
interface [chars] is too use a simpler
could not be large. configuration which uses
programmed in less entries. It can be
hardware.Either either number of ACLs
number of ACLs or or number of ACES in
number of ACES in the acl.\n
flow monitor or
netflow profile
exceeded hardware
limit.\n

LA L2 ERRMSG-3-MCID_EMDB RSC ERR |3-Error | Failed to allocate Hardware | INVALID | Find out more about the
replication entry to |resource error by using the show
do flooding for vlan: | allocation tech-support privileged
[dec], vp_if id: has failed EXEC command and by
0x%]lx - reason: and the copying the error
[chars] entry will message exactly as it

not be appears on the console or
programmed. system log and entering

it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
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LA 12 MCAST ERRMSG3-MCID EMDB RSC ERR | 3-Error | Failed to allocate | Hardware | INVALID | Find out more about the
replication entry for | resource error by using the show
vlan: [dec], Group: |allocation tech-support privileged
[chars], vp_if id: has failed EXEC command and by
0x%lx - reason: and the copying the error
[chars] entry will message exactly as it

not be appears on the console or

programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

LA L2 MCAST ERRMSG-3-MCID RSC ERR |3-Error |Failed to allocate Hardware | INVALID | Find out more about the
mcid for vlan: [dec], | resource error by using the show
Group: [chars] - allocation tech-support privileged
reason: [chars] has failed EXEC command and by

and the copying the error

entry will message exactly as it

not be appears on the console or

programmed. system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.

LA L3TUNNEL ERRMSG-3-EXIST ERROR |3-Error |Duplicate Tunnel Same INVALID | Delete the tunnel and
config not tunnel move to unique src/dst
supported\n source combination\n

and
destination

LA _L3TUNNEL ERRMSG-3-OOR_ERROR |3-Error | Unique 16 sources |Too many | INVALID | Delete unwanted
and 1K Tunnels only | tunnels tunnels\n
supported\n

LA I3TUNNEL ERRMSG-3-TUN MOD ERROR |3-Error |Please delete the Dynamic |INVALID | Delete Tunnel. Set the
tunnel and recreate | Tunnel correct mode and then
it. Set the tunnel mode configure tunnel src and
mode first and then |change tunnel dst\n
configure the tunnel | not
src and tunnel allowed

destination.
Dynamic change to
Tunnel mode not
allowed.\n
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LA L3 ERRMSG-6-UNSUPPORTED LB 6Information | Mixed Mode of Mixed INVALID | Normal Adj will be
Tunnel and Normal | Mode of removed from LB if
ADJ Unsupported in | Tunnel Tunnel is present. Only
LB, Ibal obj id: and Tunnel adj will be
0x%x.\n Normal present for LB

ADIJ is
Unsuppoited
in LB. We
are
printing
the

Ibal obj id
which is
effected

TAGSHRVEF AGSSHBNDADHREVANNGRADUNRD | 3-Error Ignoring Interface | bigbang-qos | No Specific action
Non-default[Ratio=1], | leve HQOS) required. However, for
Interface level Bandwidth clarity user can consider
Bandwidth remaining installing different policy
remaining ratio is without Bandwidth
ratio([dec]) on supported remaining ratio in parent
Main-interface only policy.

[chars] for policy across

[chars]. Reason: No | sub-interface

support\n on same
or among
main-nierface
with
sub-interface
priority
propagation
mode
enabled
and its
sub-interface.

LA _QOS _ERRMSG-3-LA_ QOS TCAM OOR |3-Error |No TCAM availabe | TCAM is | bigbang-qos | Reduce the number of
to program policy | full on the ACE in the policy.
[chars] on interface |slice Remove the policy and
[chars] on [chars] | where the attach again.
direction.\n interface

is on.
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[A QS RRVEBIA Qs VOQCOM RCHEEXHALRIHD | 3-Error | VOQ Congestion | All the bigbang-qos | Check all queueing
Mangement(CGM) |available policies for unique CGM
profiles exhausted.\n | 32 VOQ Configuration. See if
CGM some can be combined
Profiles to free some CGM
have been Profiles
used up
and a new
profile
creation
was
attempted
TAGHRVE Z A HR RS PHRAARTHINNHATEIHD | 4-Warning | For [chars], User User bigbang-qos | No Specific action
configured port configured required. However, user
shaper speed[[dec]] | port needs to revisit the
is greater than shaper in policy.
physical port speed | H-QOS
[[dec]]. Limiting the | policy is
same to physical higher
port speed\n than
physical
interface
speed.
User
needs to
revisit the
policy.
LA SGACL ERRMSG3-SGACL CELL BIND ERROR | 3-Error | SGACL [chars] on |Invalid INVALID | SGACL policy
cell ([dec] [dec]) is | configuration. associated with default

not allowed.
SGACL policy of
default cell is not
allowed to be shared
with any other cells
\n

cell is non-sharable with
other cells. Maintain a
separate policy for
default permission. \n
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LA SGAL FRRVSG3SGA(L (H I MONIIOR WARNING | 3-Error | This platform Invalid |INVALID | Configure monitor mode
supports only one | configuration. for both IPv4 & IPV6 \n
counter per cell.
User attached both
V4 & V6 policies to
cell [[dec], [dec]]
but monitor mode is
set to only one
protocol. This may
lead to inaccurate
Hw-Deny,
HW-Monitor cell
counters. There will
be no effect on
functionality\n
LA SGAQL FRRMYG3SGA(L DEFAULT GONHIG FRRCR | 3-Error | TCAM Resource Configuation | INVALID | Delete sgacl default
Error. Default is too big permissions. Free up
permission some TCAM resources
configuration failed. and configure default
Delete default sgacl permissions again\n
permissib ons, free
up some TCAM
resources and
configure default
permission again\n
LA SGACL ERRMSG-3-SGACL _EDIT ERROR |3-Error |Failed to program | The INVALID | You have exceeded the
modified [chars] oconfiguration system limit of ACE
[chars] [chars] is too entries. Delete the ACL
[chars] ACL in large. first and then modify the
hardware. The acl by reducing number
number of ACEs of ACEs and
exceeded hardware re-configure the ACL on
limit.\n the box.\n
LISP AGENT MESSAGE31ISP AGENT DB ERROR | 3-Error | DB-Error: [chars] | An ewlowlslp | LOG_STD ACTION
internal
error
occurred
due to
which
unable to
update the
oper DB
records
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[P ACENTVESA R P ACINTVAPREBIERMEGSHNDIAL. | 3-Error | Error: Failed to send | An ewlowksdip | LOG_STD_ACTION
[chars] to MAP internal
Server for [chars]: |error
YEROARRRUARYX | occurred
due to
which
unable to
send Map
Register
message
to MAP
server
[P AENTVESSAGH P ACINTMAPRERIRAINRERTMYG | 3-Error | Error: [chars] Received |ewlowislisp | LOG_STD_ACTION
YRRV | MAP
with rejection code | Registration
[dec] - [chars], MS | Reject
IP: [chars], VNID: |Message
[chars]
P ACENT VESSAGEBIT P ACRNT MAPRETY NAKMNG | 3-Error | Error: [chars] Received |ewlowistip | LOG_STD_ACTION
YRR | MAP
reply
NACK
Message
[ ACINTVESSAGHEI R AGINTMAPREUESTMEGSHNDIAL. | 3-Error | Error: Failed to send | An ewlowlslp | LOG_STD ACTION
[chars] to MAP internal
Server for [chars]: | error
YRRV | occurred
due to
which
unable to
send Map
Request
message
to MAP
server
ISP AGENT MESSAGE31ISP AGENT MS IP ERROR | 3-Error | LISP AGENT clear | Map ewlcwkslip | LOG_STD_ACTION
[chars] Server
msg stats
not exists
error
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[RPARNIVESA R PAANTRCAVEHRR RNOIHAINMSG | 3-Error | Error: Received the Error |ewlwislip | LOG_STD_ACTION
reliable error Notification
notification msg message
with [chars] [dec] |received
from the
MAP
Server
P AENTVESA(RT P AGRNT TRANSCRTMB(ONNKCTON | 6dnformation | [ chars] with map eebishmat | ewlowkslip | LOG_STD_ACTION
server IP [chars] of
connection
with map
server got
success
LI CORE-2-EGRESS INTF _NOT_SVI 2-Critical | Not supported: Egress ewlc-spwifi | If this message occurs,
egress interface interface the egress interface
([chars]) towards LI | to reach towards the LI host
host [chars] is not an | the LI server needs to be
SVI host is configured as an SVI
restricted
to be an
SVI
LI CORE2-EGRESS INTF NO GLOB IPV6 ADDR | 2-Critical | LI host address Atleast |ewlc-spwifi | If this message occurs, at
configured is IPv6, |one local least one IPv6 global
but no global IPv6 | IPv6 address needs to be
address configured | gobalioutble configured on the egress
on egress interface |address is interface towards the LI
[chars] needed to host server.
reach the
LI host
server
IIMIB RTU HENSEIAP INSUFHAENT PERM ARCOUNT | 1-Alert APs connected The iosxefwdmer | Purchase adder licenses
exceed the number of to add to your existing
permanent licenses | APs permanent licenses.
available by [dec]. |connected
is greater
than the
number of
permanent
licenses.
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LMLIB RTU LICENSE-1-AP USAGE EXCEEDED | 1-Alert | AP-count license | AP-count |iosxefwdmgr | Remove the excess APs
usage has exceeded |license from the controller.
the available usage has
AP-count by [dec]. |exceeded

the
available
AP-count.

LMLIB RTU LICENSE-1-EVAL EXP 1-Alert | Evaluation period of | The isxefwdmgr | Purchase a permanent
[chars] license evaluation license.
expired [dec] days |license
ago. Purchase a has
permanent license. | expired.

LMLIB RTU LICENSE-1-EXCESS AP LIC |1-Alert |Total AP-count The iosxefwdmgr | The extra AP-count
licenses available | number of licenses can be moved to
have exceeded the | AP-count another controller.
maximum supported | licenses
AP-count by [dec]. |available

is greater
than the
maximum
number of
supported
AP-count.

LMLIB RTU LICENSE-1-PRIMARY REMOVED | 1-Alert The current stack | ARTBSEHAK | iosxefimdmgr | Reconnect a Catalyst
does not support the | does not 5760 SKU running valid
applied AP License |support AP License Count within
Count. Reconnect a |the same 90 days.

Catalyst 5760 SKU | licensing
running valid AP as
License Count ARBRHAKRQ
within 90 days. So an
ARCBRHAO
SKU is
needed in
the stack
to support
this
licensing.

LMLIB RTU LICENSE-1-RTU DISABLED | 1-Alert Cannot proceed. RTU iosxefwdmgr | Enable RTU licensing
Right-to-use functionality with CLI: no license
Licensing is diabled. | is smart enable.

Switch is in Smart | disabled

Licensing mode. when
switch in
SL mode.
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LMLIB RTU LICENSE-1-SKU INCOMPAT |1-Alert |Both the switches in | Two isxefwdmgr | Replace the license
the stack are ARBRHAD mismatch switch with a
AIR-CT5760-HA-K9 | SKUs are Catalyst 5760 SKU
SKUs. Replace one |not running valid AP
of the switches with | supposed License Count.
another Catalyst to stack.
5760 SKU running
valid AP License
Count
LMLIB RTU LICENSE-1-TERM_EXP 1-Alert | Subscription term | The iosxefvdmgr | Renew your subscription
period of [chars] subscription license.
license expired [dec] | license
days ago. Please has
renew your license. |expired.
LMLIB RTU LICENSE-3-FILE ERR 3-Error | [chars]: License file | Failed to | iosxefimdmgr | Reapply the
update failed. update the configuration.
Reapply the license
configuration. file.
LMLIB RTU LICENSE-3-FILE READ ERR |3-Error |[chars]: License file | Failed to |iosxefmdngr | Reapply the
read failed. read the configuration.
license
file.
LMLIB RTU LICENSE-4-EVAL WARN 4-Warning | Evaluation period of | The iosxefwdmgr | Purchase a permanent
[chars] license is evaluation license.
about to expire in | license is
[dec] days. Purchase | about to
apermanent license. | expire.
LMLIB_RTU_LICENSE-4-TERM_WARN 4-Warning | Subscription term | The isxefindmgr | Renew your subscription
period of [chars] subscription license.
license is about to | license is
expire in [dec] days. | about to
Please renew your | expire.
license.
LMLIB RTU LICENSE-6-AP_ADD 6Information | [dec] adder AP-count | iosxefindngr | More APs can be
AP-count licenses | licenses supported.
are added have been
added.
LMLIB RTU LICENSE-6-AP DEL 6Information | [dec] adder AP-count | iosxefwdmgr | Fewer APs are
AP-count licenses | licenses supported.
are removed. have been
removed.
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LMLIB RTU_LICENSE-6-DISABLE RTU | 6dnfomation | [chars]: Right-to-use | User iosxefwdmgr | Request image license
Licensing is enables license if needed.
disabled. Switch is | Smart
in Smart Licensing | Licensing.
mode.

LMLIB RTU_ LICENSE-6-ENABLE RTU 6Information | [chars]: Right-to-use | User iosxefdmgr | Configure image license
Licensing is configures and ap count license if
enabled. Switch is in | RTU needed.

RTU mode. licensing
by
disabling
Smart
Licensing.

IMLIB RTU LICENSEGFACTORY DEFAULT FRROR | 6dnfomation | Factory Default An error | isxefwdmngr | Fix the issue and try
License File [chars] | occured again.
on [chars]. when

trying to
create the
factory
default
file.

LMLIB RTU LICENSE-6-IOSD LIC MISMATCH | 6dnfommetion | Switch #[dec]: When isxefvdmgr | Configure RTU license
Current IOSd runs | customer level to current I0Sd
on [chars] license | switches license.
while RTU active | license
license is [chars]. | mode
Please configure from
RTU license to Smart
current [OSd Licensing
license. to RTU

Licensing,
current
10Sd
license
might
mismatch
with RTU
active
license.

LMLIB RTU LICENSE-6-LIC_ACT 6Information | [chars] license is The iosxefwdmgr | Reboot the switch to
activated license invoke the activated
successfully on level is license.

[chars]. activated.
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LMLIB RTU LICENSE-6-LIC_ACTVED 6Information | [chars] license was | The isxefwdmgr | Reboot the switch to
already activated. |license invoke the activated

level was license.
already
activated.

LMLIB RTU LICENSE-6-LIC_CHANGE 6nformation | [chars] reboot Reboot | iosxefdmegr | Reboot the switch to
license level license invoke the activated
changed from level has license level.

[chars] to [chars]. |been

Reboot the switch to | changed.
invoke the new
license level.

LMLIB_RTU LICENSE-6-LIC EULA CLEAR | 6dnformation | EULA for [chars] | License | iosxefwdmgr | The end user license
license has been level has agreement (EULA)
cleared on [chars]. |been needs to be accepted

deactivated. while activating this
license level.

LMLIB RTU LICENSE-6-LIC EVAL TO PERM | 6dnfomation | License level A license |iosxefwdmgr | No action is required
upgraded from has been
[chars] [chars] to upgraded
[chars]; [chars] toa
license is in-use permanent
without reboot or

subscription
license. A
reboot is
NOT
required
for the
new
license
level to be
effective.

LMLIB RTU LICENSE-6-LIC_EXPED 6nformation | [chars] evaluation | You iosxefwdmgr | Purchase a permanent
license has expired; | cannot license level or activate
you cannot activate |use an another license level.
it again. expired

evaluatoin
license.
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LMLIB RTU LICENSE-6-LIC IMAGE INVALID | 6dnfommation | Switch #[dec]: The |The isxefwdmgr | Use 'license boot level'
license boot level | license to configure a valid
string is invalid. boot level license level
Boot up with the string is
highest activated invalid.
license. The RTU

highest
activated
license is
used.

LMLIB RTU LICENSE-6-LIC INCOMPAT | 6nformation | Switch [dec] has an | The added | iosxefwdmgr | Activate a new license
incompatible license | switch has and reboot the switch.
level. Activate a an
compatible license | incompatible
on the switch so that | license
the switch can join |level.
the stack.

LMLIB RTU LICENSE-6-LIC INVALID DEACT | 6dnformation | [chars] license is not | The iosxefwdmgr | No need to deactivate
active on [chars]; license this license.
therefore, it cannot |level is
be deactivated. not

activated.

LMLIB_RTU_ LICENSE-6-PLAT INCOMPAT | 6dnfommation | Switch [dec] has an | The added | iosxefidmgr | Run in compatible scaled
incompatible switch has mode and reboot the
platform level. an switch.

Activate a incompatible
compatible platform | platform
on the switch so that | level.

the switch can join

the stack.

LMRP-0-CHASFS _LOCATION_ TRANSLATE | (Emagency | Failed to translate a | The iosxe-csl |In most cases, the
location to a chasfs |license problem can be corrected
object name because | manager by reloading the
[chars] failed to impacted hardware using

translate a the hw-module [slot |
location subslot] slot-number
toa reload command. If the
chasfs reload fails to correct the
object problem, collect the
name. output of the error

message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-CHASFS OBJECT CREATE Failed to create The iosxe-csl | In most cases, the
chassis filesystem | hardware problem can be corrected
object [chars] failed to by reloading the
because [chars] create a impacted hardware using
chassis the hw-module [slot |
filesystem subslot] slot-number
object. reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-CHASFS OBJECT NOT PRESENT Expected chassis A chassis |iosxe-csl |In most cases, the
filesystem object filesystem problem can be corrected
[chars] not present. |object by reloading the
expected impacted hardware using
to be the hw-module [slot |
present is subslot] slot-number
not. This reload command. If the
could be reload fails to correct the
due to a problem, collect the
software output of the error
defect or message, the logs, and
filesystem the output of show
failure. tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-CHASFS OBJECT WATCH Failed to watch A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] object by reloading the
because [chars] was not impacted hardware using
watched the hw-module [slot |
because subslot] slot-number
of the reload command. If the
reason reload fails to correct the
stated in problem, collect the
the error output of the error
message. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-CHASFS PROPERTY CREATE Failed to create A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] was not impacted hardware using
because [chars] properly the hw-module [slot |

created. subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.

LMRP-0-CHASFS PROPERTY GET Failed to read A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] was not impacted hardware using
because [chars] properly the hw-module [slot |

read by subslot] slot-number

the reload command. If the

system. reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.

LMRP-0-CHASFS PROPERTY NOT PRESENT Expected chassis A chassis |iosxe-csl |In most cases, the
filesystem object filesystem problem can be corrected
[chars] property object by reloading the
[chars] not present. |property impacted hardware using

expected the hw-module [slot |

to be subslot] slot-number
present is reload command. If the
not. This reload fails to correct the
could be problem, collect the
duetoa output of the error
software message, the logs, and
defect or the output of show
filesystem tech-support and provide
failure. the gathered information

to a Cisco technical
support representative.
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LMRP-0-CHASFS PROPERTY_ SET Failed to write A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] failed to impacted hardware using
because [chars] write. the hw-module [slot |

subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.

LMRP-0-CHASSIS_STATUS

Failed to get chassis
hardware status
because [chars]

The
system
failed to
get the
chassis
hardware
status.

10sxe-csl

Note the time of the error
message and examine the
logs for CPLD driver or
hardware errors. If the
logs provide information
about a correctable
problem, correct the
problem. If the problem
is not correctable or the
logs are not helpful,
collect the output of the
error message, the logs,
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-CHASSIS TYPE The chassis type The iosxe-csl | Note the time of the error
[chars] is invalid. | chassis message and examine the
type is logs for IDPROM and
invalid. hardware errors. If the
This logs provide information
could be about a correctable
dueto a problem, correct the
hardware problem. If the problem
defect, is not correctable or the
software logs are not helpful,
defect or collect the output of the
incorrect error message, the logs,
IDPROM and the output of show
content. tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-EVENT LIBRARY An event facility An event |iosxe-csl |In most cases, the
initialization or facility problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
due to a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical

support representative.
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LMRP-0-INVALID ARGUMENT A system function |A system |iosxe-csl |In most cases, the
was given an invalid | function problem can be corrected
argument. was given by reloading the
an invalid impacted hardware using
argument. the hw-module [slot |
This is subslot] slot-number
due to a reload command. If the
software reload fails to correct the
defect. problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-IPC_CONNECTION_INVALID An IPC connection |AnIPC |iosxe-csl |In most cases, the
has invalid state. connection problem can be corrected
has an by reloading the
invalid impacted hardware using
state. This the hw-module [slot |
could be subslot] slot-number
due to a reload command. If the
software reload fails to correct the
defect or problem, collect the
system output of the error
resource message, the logs, and
exhaustion. the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-IPC_CONNECT MASTER IPC connection to | IPC iosxe-csl | In most cases, the
the active RP failed | connection problem can be corrected
because [chars] to the by reloading the
active RP impacted hardware using
failed. the hw-module [slot |
This subslot] slot-number
could be reload command. If the
duetoa reload fails to correct the
software problem, collect the
defect or output of the error
system message, the logs, and
resource the output of show
exhaustion. tech-support and provide

the gathered information
to a Cisco technical
support representative.
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LMRP-0-IPC_INITIALIZATION IPC initialization | IPC iosxe-csl | In most cases, the
failed because initialization problem can be corrected
[chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
duetoa subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-MESSAGE REGISTER Failed to register The active | iosxe-csl | In most cases, the
with active RP RP failed problem can be corrected
because [chars] to by reloading the
register. impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-MESSAGE RELAY Failed to relay a Failed to |iosxe-csl |In most cases, the
message because relay a problem can be corrected
[chars] message. by reloading the
This impacted hardware using
could be the hw-module [slot |
due to a subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-MESSAGE RESPONSE An invalid message | An iosxe-csl | In most cases, the
response was invalid problem can be corrected
received because message by reloading the
[chars] response impacted hardware using
was the hw-module [slot |
received. subslot] slot-number
This reload command. If the
could be reload fails to correct the
dueto a problem, collect the
software output of the error
defect or message, the logs, and
system the output of show
resource tech-support and provide
exhaustion. the gathered information
to a Cisco technical
support representative.
LMRP-0-MQIPC_ADVANCE Failed to advance | The iosxe-csl | In most cases, the
MQIPC queue MQIPC problem can be corrected
because [chars] initialization by reloading the
failed. impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-MQIPC INITIALIZATION MQIPC MQIPC |iosxe-csl |In most cases, the
initialization failed | initialization problem can be corrected
because [chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
due to a subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-PEER _TABLE A peer table A peer iosxe-csl | In most cases, the
initialization or table problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
dueto a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical
support representative.
LMRP-0-PLATFORM_FAMILY TYPE The platform family | The iosxe-csl | Note the time of the error
type [chars] is platform message and examine the
invalid. family logs for IDPROM and
type is hardware errors. If the
invalid. logs provide information
This about a correctable
could be problem, correct the
due to a problem. If the problem
hardware is not correctable or the
defect, logs are not helpful,
software collect the output of the
defect or error message, the logs,
incorrect and the output of show
IDPROM tech-support and provide
content. the gathered information

to a Cisco technical
support representative.
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LMRP-0-RESOLVE_FRU

Failed to determine
[chars] card because
[chars]

The router
failed to
determine
aFRU
state.

10sxe-csl

In most cases, the
problem can be corrected
by reloading the
impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.

LMRP-0-SERVICES INITIALIZATION

Failed to initialize
general application
services because
[chars]

The
system
failed to
initialize
application
services.

10sxe-csl

In most cases, the
problem can be corrected
by reloading the
impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.

LMRP-0-SIGNAL_INITIALIZATION

Failed to initialize
signals because
[chars]

The
system
failed to
initialize
signals.

10sxe-csl

In most cases, the
problem can be corrected
by reloading the
impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-SLOTS_INITIALIZATION Failed to initialize |The iosxe-csl | Note the time of the error
chassis slot system message and examine the
information because | failed to logs for IDPROM or
[chars] initialize software errors. If the
the logs provide information
chassis about a correctable
slot problem, correct the
information. problem. If the problem
is not correctable or the
logs are not helpful,
collect the output of the
error message, the logs,
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-0-SLOT INVALID A card absolute slot | An iosxe-csl | Note the time of the error
number cannot be | absolute message and examine the
determined for this |slot logs for IDPROM or
chassis type number is software errors. If the
invalid. logs provide information
This about a correctable
could be problem, correct the
due to a problem. If the problem
software is not correctable or the
defect or logs are not helpful,
incorrect collect the output of the
IDPROM error message, the logs,
content. and the output of show

tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-0-UIPEER_CREATE O0Emegency | Failed to create user | The iosxe-csl | In most cases, the
interface peer. system problem can be corrected
failed to by reloading the
create a impacted hardware using
user the hw-module [slot |
interface subslot] slot-number
peer. reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-3-CHASFS OBJECT DESTROY 3-Error | Failed to destroy A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] object that by reloading the
because [chars] should impacted hardware using
have been the hw-module [slot |
destroyed subslot] slot-number
was not reload command. If the
destroyed. reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-3-CHASFS PROPERTY DESTROY |3-Error |Failed to destroy A chassis |iosxe-csl |In most cases, the
chassis filesystem | filesystem problem can be corrected
proprty property by reloading the
[chars]/[chars] that impacted hardware using
because [chars] should the hw-module [slot |
have been subslot] slot-number
destroyed reload command. If the
was not reload fails to correct the
destroyed. problem, collect the

output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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LMRP-3-LICENSE SERVICE SETUP 3-Error | Failed to setup the |License |[iosxe-csl |Collect the output of the
licensing proxy Manager error message, the logs,
service failed to and the output of show
set itself tech-support and provide
up as a the gathered information
proxy for to a Cisco technical
licensable support representative.
features.
LMRP-3-PEER INVALID 3-Error | A peer table entry | A peer iosxe-csl | In most cases, the
has invalid state. table problem can be corrected
entry has by reloading the
an invalid impacted hardware using
state. This the hw-module [slot |
could be subslot] slot-number
due to a reload command. If the
software reload fails to correct the
defect or problem, collect the
system output of the error
resource message, the logs, and
exhaustion. the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
LMRP-3-RTU_UNINITIALIZED 3-Error | RTU not yet License |iosxe-csl |No user action is
initialized: stack manager necessary. Reloading
enabled [dec] has not might work
initialized
RTU, but
manager
got RTU
enabledisable
request
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LMRP-3-THROUGHPUT LICENSE APPLY FAILED

3-Error

Throughput license
look-up failed due to
'[chars]'

This
message
is to
notify the
user that a
license
look-up
did not
succeed
because
license
manager
process
could not
be
contacted.
This is a
rare case
but is due
to either a
crashed
license
o)
or it
encountered
an
internal
error.

iosxe-csl

No user action is
necessary. However, it is
possible that a re-boot of
the box may correct this
behavior.
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LMRP-3-UDI_AUTH

3-Error

Quack Unique
Device Identifier
authentication failed

This
chassis
seems to
be
compromised
or
tampered
with. UDI
burned on
to the
Quack
chip and
the one
read from
chassis
EEPROM
do not
match. It
can also
be a case
of either
EEPROM
or Quack
device
failure.
More
details
about
which
specific
field
failed to
match are
logged in
license
daemon
log file

(loarsed ROkg)

10sxe-csl

User immediately needs
to contact Cisco support.
This device appears to be
tampered with or is a
counterfeit device or had
a system failure.
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LMRP-6-THROUGHPUT LICENSE 6Information | Throughput license | Status iosxe-csl | No user action is
[chars], throughput |indicating necessary. This is an
set to [chars] whether informational message
throughput indicating throughput
license is configured.
found and
the
conesponding
througput
the CPP
hardware
is
configured
to
provide.
TOABA ANE TRAEMESSXIRAPSW UIHAIEBRRIOGMSS | 3-Error AP SW update AP ewlc-ap | AP software update
[chars] Software failed. ISSU image
Update upgrade or SMU
logging patching could be
aborted. The user needs
to initiate ISSU
upgrade/SMU patch
again. If the error
occured during manual
operation, operation can
be initiated again
LOAPBAI ANCE TRAEMESSACESAP SWTHDAIEIOGMYG | 5-Notice | AP SW update AP ewlc-ap | No action required
[chars] Software
Update
logging
LOADBAILANCE TRACE MESSAGES B 1OG MSG | 5-Notice | Loadbalancer Log : | Generic |ewlc-ap |No action required
[chars] loadbalancer
message
LOADBALANCE TRACE MESSAGES! B NOTICE MYG | 5-Notice | Loadbalancer : Loadbalancer | ewloappinia | LOG_STD_ACTION
[chars] infomational
message
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SatMery

M essage

MesgiSinin

Recommended-Action

LUA_VM-2-INITIALIZATION

2-Critical

Cannot initialize the
Lua Virtual Machine

The Lua
Virtual
Machine
isa
critical
component
of the
shelmanager
process. It
is used to
render
responses
to user
commands.
If this
component
cannot be
initialized
then the
shelhmanager
will be
unable to
process
any
commands
directed at
the
10S-XE
daemons.

The shell-manager
process could not be
started. Check the trace
log files for more details
as to why the virtual
machine failed to
initialize correctly. This
may be an out of
memory condition so
rebooting the chassis
may resolve the problem.

MAB-5-FAIL

5-Notice

Authentication
failed for client
([chars]) with reason
([chars]) on
Interface [chars]
AuditSessionID
[chars]

MAB
hertici
was

unsuccessful.

polaris-smd

No action is required.

MAB-5-RESULT _OVERRIDE

5-Notice

Authentication result
overridden for client
([chars]) on
Interface [chars]
AuditSessionID
[chars]

bertica
result was
overridden

polaris-smd

No action is required.
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MAB-5-SUCCESS 5-Notice |Authentication MAB polaris-smd | No action is required.
successful for client | Authentication
([chars]) on was
Interface [chars] successful.
AuditSessionID
[chars]
MATM-3-CONSISTENCY_ CHECK RESULT |3-Error | No Inconsistency | Consistency | polaris-12 | No Inconsistency
detected for Address | checker detected
YRR ARYERYEX | execution
vlan [dec] completed
MATM-3-HWERROR 3-Error | Hardware [chars] A polaris-12 | Find out more about the
failed hardware error by using the
API commands show
access platform matm
error recon_state and show
message tech-support and by
occurred. copying the error
message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
MATM-3-INVALID EVENT 3-Error | An invalid event MATM | polaris-12 | The condition is being
:[dec] received in | feature recovered, no action is
[chars], expected received required
event:[dec] invalid
event on
it's event
handler
MATM-3-MAC_INCONSISTENCY 3-Error | Inconsistency There is a | polaris-12 | Try clearing the mac or
detected: Address | difference run recovery mechanism
YRUBYRURAROL | between
Vlan [dec] mac
address
entry in
software
and
hardware
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MATM-3-MAX_ ENTRIES 3-Error | The maximum The polaris-12 | New MAC addresses
number of MAC maximum will not be learned. Stop
addresses has been |number of any redundant MAC
reached:[dec] MAC incrementing traffic for
entries extra streams.
that can
be
programmed
has been
reached.
MATM-3-RECONCILIATION 3-Error | Reconciliation post | Consistency | polaris-12 | Find out more about the
switchover failed : |check error by using the
[chars] across commands show
modules platform matm
shows recon_state and show
nconsistency tech-support and by
in data. copying the error
message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
MCAST FRROR MESSAGE3MCAST AVL. DB MSMAICH | 3-Error | DB Mismatch: Previous |ewlmiicat | LOG_STD_ACTION
[chars] joins and
leaves
have
corrupted
the
database.
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MCAST FRROR MESSAGE3MCAST (1IENT DATA FRR | 3-Error | Client Internal | ewlcmulicat | LOG_STD_ACTION
YRABADARARUK | multicast
multicast data is database
NULL. client
entry
should
contain
multicast
data when
a
multicast
join
request
comes
from
below
service
layer

MCAST FRROR MESSAGE3MCAST (D IENT ENIRY FRR | 3-Error | Client internal | ewlimuicat | LOG_STD_ACTION
YD RARARUK | multicast
does not exist in database
internal database. must
contain
the client
entry
when a
multicast
join
request
comes
from
below
service
layer

MCAST FRROR MESSAGE3MCAST (INT ENT ERR | 3-Error | (S,G) count is zero | when ewlcmuicast | LOG_STD ACTION
whereas multicast | client
data of client disassociates
SRR | (S,G)

is not NULL count is
zero but
client's
multicast
entry is
not
NULL.
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MCAST FRROR MEBSSAGEBMCAST ATMACIOOKIP ERR | 3-Error | Mismatch between | Two ewlcmuicas | LOG_STD ACTION
two database while |different
[chars] mgid = [dec] | databases
client mac = have
NPUARADAPUARAI | different
values for
the client.
Multicast
functionality
will be
affected
due to
mismatch
of
database
values.
MCAST FRROR MESSAGE3MCAST DETHE AV MAD | 3-Error | Deletion of mgid Mgid ewlcimulicast | LOG_STD_ACTION
[dec] from internal |entry
multicast databases | deletion
failed from the
internal
database
fails
MCAST RROR MESSAGEBMCAST (RPONTEAERAIED | 3-Error | [chars] for client Failure ewlcmuicast | LOG_STD ACTION
NPUARADABURANK | occurred
multicast group while
[chars], mgid [dec] |handling
multicast
group join
or leave.
MCAST FRROR MESSAGE3MCAST INSERT MGD FALL | 3-Error | insertion of mgid | Internal | ewlimulicat | LOG_STD_ ACTION
into database failed | multicast
for some unknown | database
reason - for source | corrupted.
[chars] - group
[chars] - vlan [dec]
MCAST ERROR MESSAGE3MCAST IP MISMATCH | 3-Error | [chars] IP Value the IP of | ewlcmulicat | LOG_STD_ACTION
already inserted for |the stored
mgid [dec] database
mismatches. saved |and
value [chars] incoming
expected [chars] database
mismatches
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MASTHRRMSAEVOSIMDABNITREDSIROYIAL | 3-Error | Mgid [dec] client | Mgid ewlommulficat | LOG_STD_ACTION
tree destroy in client tree
internal multicast | destroy in
database failed internal
database
failed
MASTHRRRVESAIEBVOASTMDABTTREWIKRL | 3-Error | Mgid [dec] client | Mgid ewlcrmulicast | LOG_STD_ACTION
tree walk in internal | client tree
multicast database |walk in
failed internal
database
failed
MCAST FRROR MESSAGEBMCASTMAD DAIAMRMAICH | 3-Error | There is some data | some ewlcimuicast | LOG_STD ACTION
mismatch between |database
two databases for  |in
mgid [dec]. multicast
code is
having
unexpected
null data
MCAST FRROR MESSAGE3MCAST MGD MISMATCH | 3-Error | mgid value the stored | ewlonulicast | LOG_STD ACTION
mismatch in mgid
database value found | value in
[dec] - expected the
mgid [dec] database
is not
same as
expected.
MCAST FRROR MESSAGE3MCAST MGD NULL DAIA | 3-Error | multicast database is | some ewlcmuicat | LOG_STD ACTION
having unexpected |database
[chars] NULL value | in
for mgid [dec] multicast
code is
having
unexpected
null data
MCASTHRROR VESSAEBMOASTMAD SGVDAAMBVAICH | 3-Error | There is some data | some ewlomulicast | LOG_STD ACTION
mismatch between | database
two databases for |in
source [chars] group | multicast
[chars] vlan [dec] |code is
mgid [dec] having
unexpected
null data
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MOASTERROR VESSACEBMOASTMHRITY HFANDOFRALHD | 3-Error | [chars] [chars] Failure ewlcmuicas | LOG_STD ACTION
mobility multicast | occurred
handoff for client | while
NPUARADABYRXAXK | handling
mobility
multicast
handoff.
MCAST FRROR MESSAGE3MCAST SG MAXMGD ERR | 3-Error | Multicast group This and | ewlimuicat | LOG_STD_ACTION
count [dec] is further
greater than new mgid

maximum mgids
[dec] per client for

entries for
this client

client will be
UPLRADABURAK | ignored
Multicast
functionality
will be
affected
for those
mgids.
MCAST FRROR MESSAGE3MCAST SGNONZERO ERR | 3-Error | [chars] (S,G) count | Two ewlomuicat | LOG_STD_ACTION
[dec] is greater than | different
zero whereas client | databases
URADARDADARAK | have
multicast data is different
NULL values for
the client.
Multicast
functionality
will be
affected
due to
mismatch
of
database
values.
MCAST FRROR MESSAGE3MCAST SAM UPDATE FALED | 3-Error [chars] for mgid Failure ewlomulicast | LOG_STD ACTION
type [dec], client occurred
YRADYRABUADUEK | while
multicast group info | sending
[chars] to AP multicast
YERADURY R | info to
AP.
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MCAST ERROR MESSAGES3-TASK CREATE ERR |3-Error | ERROR: Failedto |An ewlommulficat | LOG_STD_ACTION
create internal
client-multicast error
library occurred
due to
which the
client
multicast
subsystem
could not
be
initialized.
APs may
not be
able to
join the
controller.

4-Warning | Multicast-over-Multicast | Wireless | ewlcimuicat | LOG_STD ACTION
(wireless multicast | multicast
&lt;ipvAAddr&egt;/ipvo | is
&lt;ipvoAddr&egt;) | configured
is not configured on | without
Multicast-over-Multicast | MOM on
Only platform. MOM-Only
Wireless multicast | platform
will not work until
MOM is configured

MCAST FRROR MESSAGESMUCAST MOM (ONHG (HANCE | 6dnformeation | Capwap multicast | Wireless | ewloimicat | LOG_STD_ACTION

mode [chars] capwap
[chars]. IPv4 multicast
[[chars]:[chars]] and | mode
IPv6 changed

[[chars]:[chars]]
with Wireless
multicast status
[chars]. [chars]

MCG _APMGR MESSAGE-3-APMGR_ERROR |3-Error | Error : [chars] APMGR |mcg-ap |LOG _STD ACTION
error
MCG_APMGR_MESSAGE-5-AP_DISJOIN |5-Notice | AP Name : [chars], | AP mcg-ap |LOG _STD NO ACTION
MAC : [chars], disjoin
Session : [chars] information
MCG_APMGR_ MESSAGE-5-AP_JOIN 5-Notice | AP Name : [chars], | AP Join |[mcg-ap |LOG STD NO ACTION
MAC : [chars], information

Session : [chars]
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M essage

MesgiSinin

Campoent

Recommended-Action

MCP_SYS-0-ASSERTION_FAILED

Assertion failed:
[chars]

An
internal
state
consistency
check
failed Comrect
operation
cannot be
guaranteed,
and the
system
has been
halted.

INVALID

LOG_STD_ACTION

MDNS_SYSLOG-3-EXCESS_SERVICE

3-Error

number of
responses([dec]) for
query ([chars]) is
limited to ([dec])
due to query
response threshold

An
MDNS
Service
Query
resulted in
too many
services
in the
response,
user
experience
for
MDNS
may be
suboptimal.
This may
also
consume
more
CPU
cycles

mdns-binos

Check the service policy
configuration and
consider moving to a
more restrictive location
if the problem persists
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M essage

MesgiSinin

Recommended-Action

MDNS SYSL OG3EXCESS SERVICE WIDE AREA BONIOUR

3-Error

Number of services
in the response
([dec]) for query
[chars] has exceeded
threshold [dec]

An
MDNS
Service
Query
resulted in
too many
services
in the
response,
user
experience
for
MDNS
may be
suboptimal
and may
take up
more
CPU

mdns-binos

re-check the service
policy on the Wide area
bonjour side and
Controller. Move to
more restrictive location
filter if problem persists
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M essage

MesgiSinin

Recommended-Action

MDR-3-NODE _ISSU_SIP_WAIT

3-Error

Could not wait for
[chars] to complete
Minimal Disruptive
Restart

An
unexpected
error has
occured
where the
specified
linecard
was
performing
a Minimal
Disruptive
Restart
using
node
ISSU,
however
Minimal
Disruptive
Restart
did not
complete
before the
next
operation
needed to
commence.
This
linecard
was reset
as normal.

Review the IOSd, RP
and CC chassis manager
logs for errors or module
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-NODE _ISSU_SPA_WAIT

3-Error

Could not wait for
[chars] in [chars] to
complete Minimal
Disruptive Restart

An
unexpected
error has
occured
where the
specified
module
was
performing
a Minimal
Disruptive
Restart
using
node
ISSU,
however
Minimal
Disruptive
Restart
did not
complete
before the
next
operation
needed to
commence.
This
module
was reset
as normal.

Review the I0OSd, RP
and CC chassis manager
logs for errors or module
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-NO_ACTIVE_ESP

3-Error

No active ESP was
found when
initiating Minimal
Disruptive Restart

An
unexpected
error has
occured
where no
active
ESP was
found to
continue
forwarinding
traffic
during the
Minimal
Disruptive
Restart.
All
requested
linecards
and or
modules
were reset
as normal.

Review the IOSd, RP
and CC chassis manager
logs for errors or linecard
OIR.

MDR-3-NO_SPAS_IN_SIP

3-Error

No Minimal
Disruptive Restart
compatible SPAs
found in [chars]

An
unexpected
error has
occured
where the
specified
linecard
that was
to
undergo
Minimal
Disruptive
Restart
did not
contain
any
compatible
SPAs.
This
linecard
was reset
as normal.

iosebnosutls

Review the 10Sd, RP
and CC chassis manager
logs for errors or module
OIR.
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MDR-3-READ COMPAT INFO 3-Error | Failed to read valid sebnesuls | Review the [0Sd, RP
Minimal Disruptive and CC chassis manager
Restart compatibility logs for errors.
information for
[chars]
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M essage

MesgiSinin

Recommended-Action

An
unexpected
error has
occured
where
either
modules
in or the
specified
linecard
itself, was
to
undergo
Minimal
Disruptive
Restart
however
valid
compatibility
information
could not
be read
prior to
commencing
Minimal
Disruptive
Restart. If
the
linecard
itself was
to go
through
Minimal
Disruptive
Restart, it
and the
modules
within it
were reset
as normal.
If only
modules
were
going
through
Minimal
Disruptuve
Restart,
all
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M essage

MesgiSinin

Recommended-Action

modules
were reset
as normal.

MDR-3-READ_SIP_RESET

3-Error

Failed to read a valid
Minimal Disruptive
Restart reset value
for [chars]

An
unexpected
error has
occured
where
either
modules
in or the
specified
linecard
itself, was
to
undergo
Minimal
Disruptive
Restart
however a
valid SIP
reset
value
could not
be read.
This
linecard
was reset
as normal.

osebnosuts

Review the I0Sd, RP
and CC chassis manager
logs for errors.

MDR-3-RESTART FAILED

3-Error

Failed to perform
Minimal Disruptive
Restart on [chars]

An
unexpected
error has
occured
where the
specified
linecard
or module
failed to
undergo a
Minimal
Disruptive
Restart.
This
linecard
or module
was reset
as normal.

Review the I0Sd, RP
and CC chassis manager
logs for errors.
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M essage

MesgiSinin

Recommended-Action

MDR-3-SIP_OFFLINE

3-Error

[chars] is not online
to perform Minimal
Disruptive Restart

An
unexpected
error has
occured
where the
specified
linecard
was to
undergo
Minimal
Disruptive
Restart
however
the
linecard
was not
found to
be online.
The
linecard
was reset
as normal.

Review the IOSd, RP
and CC chassis manager
logs for errors or linecard
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-SOFTWARE TRANSFER

3-Error

Failed to receive
upgrade software for
[chars]

An
unexpected
error has
occured
where the
specified
linecard
was to
undergo
Minimal
Disruptive
Restart
however
the
linecard
was not
able to
receive
the
upgrade
software
prior to
ocommencing
Minimal
Disruptive
Restart.
The
linecard
was reset
as normal.

Review the I0OSd, RP
and CC chassis manager
logs for errors.

MDR-3-SPA BAY INVALID

3-Error

Could not perform
Minimal Disruptive
Restart on invalid
[chars] in [chars]

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module
was
invalid.

iosebnosutls

Review the 10Sd, RP
and CC chassis manager
logs for errors or module
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-SPA_IS NOT_READY

3-Error

[chars] in [chars] is

not ready to perform
Minimal Disruptive
Restart

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module
was not
found to
be ready.
The
module
was reset
as normal.

Review the IOSd, RP
and CC chassis manager
logs for errors or module
OIR.

MDR-3-SPA NOT FOUND

3-Error

[chars] in [chars]
could not be found
to perform Minimal
Disruptive Restart

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module
was not
found.
The
module
was reset
as normal.

iosebnosutls

Review the 10Sd, RP
and CC chassis manager
logs for errors or module
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-SPA_OFFLINE

3-Error

[chars] in [chars] is
not online to
perform Minimal
Disruptive Restart

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module
was not
found to
be online.
The
module
was reset
as normal.

Review the I0OSd, RP
and CC chassis manager
logs for errors or module
OIR.

MDR-3-SPA TYPE MISMATCH

3-Error

Could not perform
Minimal Disruptive
Restart on [chars] in
[chars] due to a SPA
type mismatch

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module's
SPA type
was found
to be
different
to what
was
expected.
The
module
was reset
as normal.

iosebnosutls

Review the I0Sd, RP
and CC chassis manager
logs for errors or module
OIR.
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M essage

MesgiSinin

Recommended-Action

MDR-3-SPA_WAS_NOT_READY

3-Error

[chars] in [chars]
was not ready to
perform Minimal
Disruptive Restart

An
unexpected
error has
occured
where the
specified
module
was to
undergo
Minimal
Disruptive
Restart
however
the
module
was not
found to
be ready
at the time
it was
checked.
The
module
was reset
was
normal.

Review the IOSd, RP
and CC chassis manager
logs for errors or module
OIR.

MDR-5-CARD RESTART

5-Notice

Minimal Disruptive
Restart [chars] to
acquire provisioned
software

The FRU
specified
was not
running
the
currently
provisioned
software,
which it
will
acquire on
Minimal
Disruptive
Restart.

iosebnosutls

No user action is
necessary. This message
indicates the system is
functioning normally and
is provided for
informational purposes
only.
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SatMery

M essage

MesgiSinin

Recommended-Action

MDR-5-SIP_UNSUPPORTED

5-Notice

[chars] does not
support Minimal
Disruptive Restart

The
linecard
specified
was
restarted
during an
Minimal
Disruptive
Restart,
however
it does not
support
this
feature
either
because
of its type
or there
are no
SPA's that
support
Minimal
Disruptive
Restart
inserted.
This
linecard
was reset
as normal.

No user action is
necessary.
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SatMery

M essage

MesgiSinin

Recommended-Action

MDR-5-SPA_UNSUPPORTED

5-Notice

[chars] does not
support Minimal
Disruptive Restart

The
module
specified
was
restarted
during an
Minimal
Disruptive
Restart,
however
it does not
support
this
feature
either
because
of its type
or
software
version.
This
module
was reset
as normal.

No user action is
necessary.

MDT CONNECTION-6-STATE CHANGED

6dnfomation

Connection state
changed (id [chars]
- [chars]): [chars]

The
connection
state has
been
changed.

Notification for
connection state
changed. No action
required.

MDT SUBSCRIPTIONEXCEFDED ACTIVE SUB TIMIT

4-Warning

Active subscription
limit exceeded
(stream [chars], id
[chars], client
[chars]): [chars]

The
specified
subcription
will not
be
connected
due to
exceeding
the
maximum
number of
active
subscriptions
on this
platform.

Reduce the number of
active subscriptions by
either removing
configured subscriptions
or terminating dynamic
subscriptions that are not
needed.
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MDT SUBSCRIPTION4-INVALID ARGUMENTS | 4-Warning | Subscription The value Correct the invalid
creation failed of the parameter and try the
(stream [chars], id | given subscription again.
[chars], client parameter
[chars]): [chars] is invalid
or not
specified.
MDT SUBSCRIPTION-4-NOT SUPPORTED | 4-Warning | Subscription The value Try the subscription
creation failed of the again with a supported
(stream [chars], id | given value.
[chars], client parameter
[chars]): [chars] is not
supported.
MDT_SUBSCRIPTION-4-OUTSIDE LIMIT |4-Warning | Subscription The value Try the subscription
creation failed of the again with a value within
(stream [chars], id | parameter the allowable range.
[chars], client is outside
[chars]): [chars] of the
allowable
range.
MDT_ SUBSCRIPTION-4-RESUMED 4-Warning | Subscription The Try to slow down the
resumed (stream specified data source or check if
[chars], id [chars], | subscription the connection is stable.
client [chars]): was
[chars] resumed
from
run-time
error.
MDT_SUBSCRIPTION-4-TERMINATED 4-Warning | Subscription The Try the subscription
terminated (stream | specified again
[chars], id [chars], | subscription
filter [chars], client |was
[chars]): [chars] terminated
due to
run-time
error.
MDT_SUBSCRIPTION-4-XPATH INVALID |4-Warning | Subscription The Correct the XPath filter
creation failed specified and try the subscription
(stream [chars], id | XPath again.
[chars], client filter is
[chars]): [chars] invalid.
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MERAKI MGRD-3-MERAKI INTFC SETUP ERR |3-Error | Meraki interface Initial polrisaurora | Retry reconfiguring
setup error: [dec] meraki service meraki connect
interface
setup
failed -
cannot
bringup
config
updater
MERAKI MGRD-3-MIG PKG VERIFY ERR |3-Error |Migration: installed |Installed | polaisaurora | No action is required
package verification | package
failed validation
failed in
mode
migration
MERAKI MGRD3MIG PKG VERIFY TIMBOUT FRR | 3-Error | Migration: installed | Installed | polaris-awrora | No action is required
package validation |package
exceeded timeout 90 | validation
seconds exceeded
timeout
90
seconds
MERAKI MGRD-5-CONFIG_MONITOR ERR | 5-Notice |Config Monitor Config polasaurora | No action is required
ERR: [chars] monitor
err
message
MERAKI MGRD-5-CONFIG_MONITOR NOTIF | 5-Notice | Config Monitor: Config polaisaurora | No action is required
[chars] monitor
message
MERAKI MGRD-5-CONFIG_UPDATER ERR | 5-Notice |Config Updater Config polarisaurora | No action is required
ERR: [chars] Updater
err
message
MERAKI MGRD-5-CONFIG_UPDATER NOTIF | 5-Notice |Config Updater: Config polaisaurora | No action is required
[chars] Updater
message
MERAKI MGRD-5-CURL FETCH_ERR 5-Notice |Curl Fetch ERR: Curl polaisaurora | No action is required
[chars] Fetch
error
message
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MERAKI MGRD-5-MERAKI FSM START FAILED | 5-Notice |Meraki FSM failed |Meraki | polaisauror | No action is required
to start mgrd
FSM
failed to
start
MERAKI MGRD-5-MERAKI RESET NOTIFICATION | 5-Notice |: Reset Notification | Reset polanis-aurora | No action is required
[chars] recovery
message
MERAKI MGRD-5-MERAKI RESET RECOVERY | 5-Notice |: Reset recovery Reset polaisaurora | No action is required
[chars] recovery
message
MERAKI MGRD-5-PRI_TUNNEL STATE |5-Notice |Primary Tunnel Primary | polasaurora | No action is required
State: [chars] tunnel
state
change
notification
MERAKI MGRD-5-SEC_TUNNEL STATE |5-Notice |Secondary Tunnel |Secondary |polaisauom | No action is required
State: [chars] tunnel
state
change
notification
MERAKI NCMD-5-NODE CERT RENEW STATE | 5-Notice |Node Cert Renew | Node Cert | polaisaurora | No action is required
State: [chars] renew
state
change
notification
MERAKI NCMD-5-NODE_CERT_STATE 5-Notice |Node Cert State: Node Cert | polarisawrora | No action is required
[chars] state
change
notification
MERAKI NCMD-5-NODE CLOUD ID STATE |5-Notice |Node Cloud ID Node polaisaurora | No action is required
State: [chars] Cloud ID
state
change
notification
MERAKI NCMD-5-NODE TOKEN STATE |5-Notice |Node Token State: |Node polaris-aurora | No action is required
[chars] Token
state
change
notification
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MESH DB TRACE MBSSAGEBEWLC MESH DB EXECMSG | 3-Error | %% Error: [chars] | Improper |iosebiosutls | Arguments to be
arguments changed
or config

MHEH DB TRACE MESSAGEGEWLC MESH DB INFO MG | 6nfommation | %% Info: [chars] Info level | sxebiosuts | No action required
logs

MEH TRACE VEBSSAGEBBEWLCVEH APDRIONNECTMSG | 3-Error | %% Error: [chars] | Failed to | isseebincsutls | Reboot the AP for the
Disconnect mesh configs to be
AP for applied

Mesh
config
changes

MESH TRACE MESSAGE3EWLC MESH AP RESET MG | 3-Error | %% Error: [chars] | Failed to | osebinositl | Reboot the AP for the

reboot AP mesh configs to be
for Mesh applied

config

changes

MESH TRACE MESSAGE3EWLC MESH EXBC MSG | 3-Error | %% Error: [chars] | Improper | iosebinosuls | Arguments to be
arguments changed
or config

MEH TRAE VESSAGEBPM CVEHIRCHE(HANEMSG | 3-Error | %% Error: [chars] | Mesh iosebinosutis | Reboot the AP for the

profile mesh configs to be

change applied

for AP

did not

get

Applied

MEH TRACE MESSAGARWL C MESH DCA NTFRRAL MG | 4-Warning | DCA interval is too | The DCA | sebinosuts | Configure DCA interval

long. Configure it to | algorithm to a 10min period to
10min to make sure | might not make sure that the
algorithm will run | run during algorithm will run

that

channel

update

period

ME AMMR TRACE VESAGERPWC AMMR (PG SYNCIAL | 2-Ceritical | Failed to Failed to | ewcapimage | A switchover to the

synchronize synchronize standby followed by
configuration to oconfiguration reconfiguration is
EWC-capable APs |to recommended.
on the network EWCcpebe

APs on

the

network
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ME APMGR TRACE MESSAGE6EWC APMGR RESET | 6dnformation | AP Event: Controller | ewcapimage | LOG_STD NO_ACTION
Controller Image Image
Download is Download
successful, reset AP |is
mac [chars] successful,
reset AP
MMIF _LOG-2-WLAN_CRIT_ERR 2-Critical | WLAN Error : Critical | ewlomobility | Copy the error message
[chars] issue seen exactly as it appears on
with the console or in the
WLAN system log. Open a case
config. with the Technical
Make a Assistance Center via the
note of Internet
any recent Hwwammnmignitte tkexCy
changes or contact your Cisco
made to technical support
the representative and
network provide the
or the representative with the
device gathered information. It
configuration is suggested to collect
which archive traces and live
may have process core to analyse
triggered the error.
this and
proceed to
the
suggested
action.
MMIF _LOG-3-BUFF_ALLOC_FAILED 3-Error | Failed to allocate [QBESIR | ewlcmobility | LOG STD RECUR ACTION
memory for [chars]
MMIF _LOG-3-BUFF_DEALLOC FAILED |3-Error |Failed to deallocate | [@BERSHR | ewlcmabiity | LOG STD RECUR ACTION
memory for [chars]
MMIF LOG3MSG PAYLOAD ALLOCATE ERROR | 3-Error | %RAROAROAROARYLX | IOBRSFR | ewlomobility | LOG STD RECUR ACTION
Cannot allocate
[chars] for [chars]
MMIF LOG-3-MSG PAYLOAD BUILD ERROR |3-Error | %BOAROAROAROAROAX | IQBRSSR | ewlcmoability | LOG STD RECUR ACTION
Cannot build [chars]
for [chars]. Reason:
[chars]
MMIF LOG3MSG PAYLOAD BUILD GENERAL FRROR | 3-Error | Y4BOARARAROAROA | IABRSFER | ewlcamobility | LOG STD RECUR ACTION
Failed to build

[chars]: [chars]
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MMIF LOG-3-MSG PAYLOAD PROCESS ERROR | 3-Error | %RAROAROAROARYAX | [WBRSHR | ewlomobility | LOG STD RECUR ACTION
Cannot process
[chars] for [chars].

Reason: [chars]

MMIF LOG-3-MSG PAYLOAD RECEIVE ERROR | 3-Error | %RCABOAROAROAROAIX | IOBRSHR | ewlemobility | LOG STD RECUR ACTION
[chars] received is
missing payload
[chars]

MMIF LOG4-ANCHOR RESP L.OCAL DELETE | 4-Warning | Export anchor Export ewlc-guest | If this message occurs, it
required but internal | anchor implies that internal error
error occurred (e.g.: | required occurred and needs
out of resources), |but further debugging.
sending export internal
anchor deny for: error
Wlan-Profile: occurred
[chars], Policy (e.g.: out
Profile: [chars], of
client mac: resources)

YRR PR

MMIF LOG4-ANCHOR RESP PROFILE MISMATCH | 4-Warning | Export anchor Export ewlc-guest | If this message occurs, it
required but config |anchor implies that
is incorrect, sending | required configuration should be
export anchor deny |but config checked for wlan and
mismatch for: is policy profile
Wlan-Profile: incorrect:

[chars], Policy sending
Profile: [chars], export
client mac: anchor
YERRORURYBEYEX | deny
mismatch

MMIF LOG-7-MSG_PAYLOAD SIZE ERROR | 7-Debug | The payload size has | Available |ewlcmobiity | LOG_STD NO ACTION
exceeded the limit. | buffer
[chars] cannot

hold IPV6
NDP pkt
payload.

MM_APLIST LOG-3-APENTRY DEL FAILED |3-Error | Could not delete an | IQBESSIR | ewlcmoability | LOG STD RECUR ACTION
AP from the AP list.

MM APLIST LOG3-INVALID APLISTUPD RECVD | 3-Error | Received an invalid | I@BRSSR | ewlcmobility | LOG STD RECUR ACTION

ap-list-update from
[chars]. Entries:
[dec], Expected:
[dec]. [chars]
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MM APLIST LOG3MSG PAYLOAD RECHVE ERROR | 3-Error | [chars] message [QBESIR | ewlcmobility | LOG STD RECUR ACTION
received is missing
payload [chars]
MM _APLIST LOG-4-APENTRY ADD FAILED |4-Warning | Unable to create an | [@BRSFR | ewlcamobility | LOG STD RECUR ACTION
ApList entry for AP
YRR PAROAK
ApList table is full
MM INFRA TOGOMOBILTY TASK FAIED TO START | OEmegency | [chars] task could | I@BPSHR | ewlcoimobility | The mobility services
not be started. The failed to start correctly
system will be
rebooted
MM _INFRA LOG-0-MSG_RECV_FAILED | OEmegency | [chars]: msg revd | [ABESFR | ewlcmability | LOG STD RECUR ACTION
failed
MM_INFRA LOG-0-QUEUE CREATE FAILED | OFEmegency | [chars]: queue IABRSFR | ewloamobility | LOG STD RECUR ACTION
creation failed
MM INFRA LOGIMOBILITYUSER STATHCRFATE FAILED | 1-Alert | Unable to create [ABRSIR | ewlcamobility | LOG STD RECUR ACTION
mobility state for
user [chars]
MM_INFRA LOG-1-USER NOT ALLOWED |1-Alert |Unable to allow user | Unable to | ewlcamobiity | LOG_STD NO_ACTION
[chars] into the allow the
system. [chars] user into
the
system for
the
reported
reason
MM _INFRA LOG-2-INIT FAILED 2-Critical | Error while Error ewloinobility | If this error is seen, it is
initializing mobility | while recommended that the
daemon. [chars] initializing controller's mobility
mobility configuration be redone
daemon as it may have been lost.
If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet or contact your
Cisco technical support
MM _INFRA LOG-3-BUFF _ALLOC FAILED |3-Error |Failed to allocate | IQ@BRSSR | ewlcmobility | LOG STD RECUR ACTION
memory for [chars]
MM INFRA LOG-3-BUFF DEALLOC FAILED |3-Error | Failed to deallocate | I@B¥SFER | ewlcimobility | LOG STD RECUR ACTION

memory for [chars]

574




Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
MM INFRA LOG-3-CONFIGDOWNLOAD FAILED | 3-Error | Failed to send a Failed to | ewloimobility | LOG STD RECUR ACTION
config download send a
[chars] paket to anfiownoad
[dec].[dec].[dec].[dec] | packet
MM _INFRA LOG-3-DGRAM SEND FAILED |3-Error | %ROAROAREARARYAIX | Unable to | ewlemobility | LOG STD RECUR ACTION
Unable to send send a
[chars] to [chars]. | mobility
packet
MM_INFRA LOG-3-INVALID PKT RECVD |3-Error |Received an invalid | [@BRSFR | ewloimobility | Please check mobility
packet from source configuration to see if it
endpoint: [chars]. needs correction. If the
[chars] problem persists, open a
case with the TAC via
the Internet action, or
contact your Cisco
technical support
representative and
provide the
representative with the
gathered information.
MM INFRA TOG3MSG PAYLOAD ALTLOCATE FRROR | 3-Error | Y4BOAROAROAROAROAX | IQBRSTR | ewlcmobility | LOG STD RECUR ACTION
Cannot allocate
[chars] for [chars]
MM INFRA TOG3-MSG PAYLOAD BUILD ERROR | 3-Error | %4RAROAROAROARYAX | IOBRSFR | ewlomobility | LOG STD RECUR ACTION
Cannot build [chars]
for [chars]. Reason:
[chars]
MM INRRA TOG3MSG PAYTOAD BULD GENERAL FRRCR | 3-Error | UROAROAROAROAROAX | IOBRSTR | ewlemobility | LOG STD RECUR ACTION
Failed to build
[chars]: [chars]
MM INFRA TOG3MSG PAYLOAD DECODE ERROR | 3-Error | 4ROABOAROAROAROAIX | IOBRSHR | ewlcmobility | LOG STD RECUR ACTION
[chars] cannot
decode mobility
payload/s for
[chars]. Reason:
[chars]
MM INFRA TOG3MSG PAYLOAD ENCODE ERROR | 3-Error | YBOABOAROAROAROARK | IOBRSHR | ewloimobilty | LOG STD RECUR ACTION

[chars] cannot
encode mobility
payload/s for
[chars]. Reason:
[chars]
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MM INFRA LOG3MSG PAYLOAD PROCESS FRROR

3-Error

YEROARUROARY B X
Cannot process
[chars] for [chars].
Reason: [chars]

LOG STD RECUR ACTION

MM INFRA LOG3MSG PAYLOAD RECEIVE FRROR

3-Error

YRR RAROAROX
[chars] received is
missing payload
[chars]

ewlormobility

LOG STD RECUR ACTION

MM_INFRA_LOG-3-MSG_PROC_FAILED

3-Error

YEROARUAROARY RO OX
Unable to process
the received
mobility message
[chars] from [chars].
reason: [chars]

LOG STD RECUR ACTION

MM NIRA LOG3VEG FROC FALED GROLP NAVE HASH

3-Error

Pkt group name
hash: [chars] Peer
group name hash:
[chars] [chars].
reason: [chars]

ewlormobility

LOG STD RECUR ACTION

MM INFRA LOG3MSG PROC FAILED MAC ADDR

3-Error

Pkt MAC:

YRR BAROARO X
Peer MAC:

YRR BAROARO X
[chars]. reason:
[chars]

ewlomobilty

LOG STD RECUR ACTION

MM _INFRA_LOG-3-MSG_TIMER_ERROR

3-Error

Timer error: failed
to [chars]

ORISR

LOG STD RECUR ACTION

MM _INFRA LOG-3-RECV_FAILED

3-Error

Unable to receive
mobility message
[chars] from [chars].
reason: [chars]

Unable to
receive a
mobility
packet

ewlormobility

LOG STD RECUR ACTION

MM_INFRA_LOG-3-SEND_FAILED

3-Error

YEROARUAROARY RO X
Unable to send
[chars] to [chars].
Reason: [chars].

Unable to
send a
mobility
packet

LOG STD RECUR ACTION

MM INFRA LOG4MOBLITY OUTGONG MSG ERROR

4-Warning

Invalid outgoing
msg

IOPRSTR

ewlormobility

LOG STD RECUR ACTION
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MM INFRA LOG-7-MSG PAYLOAD SIZE ERROR | 7-Debug | The payload size has | Available | ewlcmobiity | LOG STD NO_ACTION
exceeded the limit. |buffer
[chars] cannot
hold IPV6
NDP pkt
payload.
MM INFRA LOG7MSG PROC UNEXISTING CLIENT | 7-Debug | “4RCABOAREARARYAIX | IOHDIOKEN | ewlcmobility | LOG STD NO ACTION
Unable to process
the received
mobility message
[chars] from [chars].
reason: [chars]
MM LOG2MAX SUPRORTED (TIENTS 90RCT EXCHHEDED | 2-Critical | 90%% ([dec]) of Exceeded | ewloimobiity | LOG_STD NO_ACTION
maximum supported | 90% of
number of joined | maximum
client [dec] supported
exceeded client join
limit
MM LOG2MAX SUPPORTED CLIENTS EXCEEDED | 2-Critical | Maximum supported | Maximum | ewlcmabilty | LOG_STD NO ACTION
number of joined supported
clients [dec] number of
exceeded joined
clients
exceeded.
MM_LOG-3-ANCHOR_GENERIC_ERR 3-Error | Anchor: [chars]. Anchor |ewlc-guest | LOG STD RECUR ACTION
client mac: has
YAROARARABUABYAX | detected
and error.
MM_LOG-3-BUFF_ALLOC FAILED 3-Error | Failed to allocate IABRSFR | ewloimobility | LOG STD RECUR ACTION
memory for [chars]
MM_LOG-3-BUFF_DEALLOC_FAILED 3-Error | Failed to deallocate | I@BRIFR | ewlcamobility | LOG STD RECUR ACTION
memory for [chars]
MM_LOG-3-MIP_READ ERROR 3-Error | [chars]. Encountered | I@BRSFR | ewlcimobility | LOG STD RECUR ACTION
memory error,
please report the
error if you
experience a crash.
MM LOG-3-MSG PAYLOAD ALLOCATE ERROR |3-Error | %ROAROAROAROAROAIX | [OBRSHR | ewlemobility | LOG STD RECUR ACTION

Cannot allocate
[chars] for [chars]
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MM_LOG-3-MSG _PAYLOAD BUILD ERROR |3-Error | %RAROAROAROARYAK | IWBRSHR | ewlomobility | LOG STD RECUR ACTION
Cannot build [chars]
for [chars]. Reason:

[chars]

MM LOG3MSG PAYLOAD BUILD GENERAL FRROR | 3-Error | Y4ROARCAROAROAROA | IABRSHR | ewloamobilty | LOG STD RECUR ACTION
Failed to build
[chars]: [chars]

MM _LOG-3-MSG PAYLOAD ENCODE ERROR |3-Error | %RAROAROARIAREK | IWBRSHR | ewlcmobility | LOG STD RECUR ACTION
cannot encode
mobility payload/s
for [chars]. Reason:

[chars]

MM LOG-3-MSG PAYLOAD PROCESS ERROR |3-Error | %4RAROARAROARYAX | IABRSIR | ewlomability | LOG STD RECUR ACTION
Cannot process
[chars] for [chars].

Reason: [chars]

MM _LOG-3-MSG PAYLOAD RECEIVE ERROR |3-Error | %RAROAROAROARYLX | IOBRSFR | ewlomobility | LOG STD RECUR ACTION
[chars] received is
missing payload
[chars]

MM_LOG-3-MSG_TIMER_ERROR 3-Error | [chars] Timer: [ABRSIR | ewlcamobility | LOG STD RECUR ACTION
[chars]

MM LOG-4-EXPORT ANCHOR DENY 4-Warning | Export anchor Export ewlc-guest | If this message occurs,
required, but anchor depending on the error
received export required: code appropriate action
anchor deny for: received is required.

WLAN Profile: export
[chars], Client anchor
MAC: deny
YRR BT

Error: [chars]

MM _LOG-4-RETRIES FAILED 4-Warning | MAC: All retries | ewlcmobility | LOG_STD_ACTION
VRO RUAROAROA | for packet
All retries of [chars] | are
(XID: [dec]) to exhaused
[chars] have been
exhausted

MM_LOG-6-ANCHOR_GENERIC_INFO 6Information | Anchor: [chars]. Anchor |ewlc-guest | LOG_STD NO_ACTION
client mac: has
YRR | detected a

protocol
issue and
recovered.
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MM LOG6MAX CLIENTS PER WLAN REACHED | 6dnformation | Maximum number | Maximum | ewleimobiity | LOG STD NO ACTION
of Clients on wlan | number of
[chars] with Limit: |Clients
[dec] Reached per wlan
Join Limit
Reached.
MM LOG6MAX CLIENTS THRESHOLD REACHED | 6dnformation | Maximum number | Maximum | ewleamobilty | LOG_STD NO_ACTION
of Client Join Limit: | number of
[dec] Reached Client
Join Limit
Reached.
MM_LOG-6-MM_EXPORT ANCHOR FULL | 6dnformation | Export Anchor not | I@QBESHO | ewlc-guest | LOG_STD NO ACTION
responding, back off
condition set (Client
MAC:
YERABYARUABARAK
AnchorlIP: [chars])
MM_LOG-6-WLAN_CLIENT LIMIT 6Infomation | Client limit reached | Client ewleanobility | LOG_STD ACTION
on [chars]. Denied |limit
client mac: reached
YRRARVBEARYLX | on wlan
on
anchor.
MM_LOG-7-EXPORT_ANCHORS DOWN | 7-Debug PR AR RARAK | All ewlc-guest | If this message occurs, it
All Export-Anchors | EgatAndus implies that there is loss
are down. are down. of network connectivity
between the WLC and
the export anchors for
this guest LAN. It is
recommended that the
network and the status of
the anchors be debugged
for connectivity issues.
MM _LOG-7-MSG_PAYLOAD_ SIZE ERROR | 7-Debug | The payload size has | Available | ewlcmobility | LOG_STD NO ACTION
exceeded the limit. |buffer
[chars] cannot
hold IPV6
NDP pkt
payload.
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MM NODE LOGOMULTICAST GROUP P SET FRROR | OEmeagency | Error in [chars] Mobility | ewloinobility | LOG STD RECUR ACTION
while setting local |is unable
mobility group to use
multicast IP address | multicast
[dec].[dec].[dec].[dec]. | for
Please disable messaging
mobility
multicast-mode if
this error continues
MM NODE LOG-1-ANCHORS DOWN 1-Alert | All Export-Anchors | All ewlc-guest | If this message occurs, it
are down EypatArduos implies that there is loss
are down of network connectivity
on between the WLC and
WLAN the export anchors for
this WLAN. It is
recommended that the
network and the status of
the anchors be debugged
for connectivity issues.
MM _NODE _LOG-1-KEEP_ALIVE 1-Alert | Mobility [chars] Mobility | ewloinobiity | LOG_STD_ACTION
tunnel to peer tunnel
[chars] changed state | state
to [chars] change
message.
MM_NODE _LOG-3-BUFF_ALLOC FAILED |3-Error |Failed to allocate IQBRSIR | ewlcmobility | LOG STD RECUR ACTION
memory for [chars]
MM _NODE LOG-3-BUFF_DEALLOC FAILED |3-Error |Failed to deallocate | I@BESSR | ewlcmobility | LOG STD RECUR ACTION
memory for [chars]
MM NODE LOG3INTRCHANGE REGISTER FAILED | 3-Error | Failed to register [OBRSFR | ewlommobility | LOG_STD_ ACTION
callback for
interface changes
MM NODE LOG-3-INVALID NONCE RECVD |3-Error | Received an invalid | [@BESFR | ewlcamobility | LOG STD RECUR ACTION
Nonce-update from
[chars]. [chars].
MM NODE LOG-3-INVALID PMKDEL RECVD | 3-Error | Received IABRSFR | ewloimobility | LOG STD RECUR ACTION
PMK-delete from
[chars] with no
Station address
TLV.
MM NODE LOG-3-INVALID PMKUPD RECVD |3-Error | Received an invalid | [@BRSFR | ewlcamobility | LOG STD RECUR ACTION

PMK-update from
[chars]. [chars].
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MM NODE LOG-3-MEMBER ADD FAILED |3-Error |Could not add Could not | ewloimobility | LOG STD RECUR ACTION
Mobility Member. |add
Reason: [chars], IP: | Mobility
[chars] Member
for the
given
reason.
MM NODE LOG-3-MEMBER DEL FAILED |3-Error | Could not delete Mobility | ewloinobility | Please check if the
Mobility Member. | Member mobility member to be
Reason: [chars], IP: | deletion deleted exists
[chars] from the
list failed
MM NODE LOG-3-MEMBER UPDATE FAILED | 3-Error | Could not update Could not | ewlcmobility | LOG STD RECUR ACTION
Mobility Member. |update
Reason: [chars], IP: | Mobility
[chars] Member
for the
given
reason.
MM NODE LOG3MSG PAYLOAD RECHVE FRROR | 3-Error | [chars] message IQBRSIR | ewlcmobility | LOG STD RECUR ACTION
received is missing
payload [chars]
MM NODE LOG3MULTICAST GROUP SEND ERROR | 3-Error | Unable to send Mobility | ewlcmobility | LOG STD RECUR ACTION
multicast mobility |is unable
message. [chars] to use
multicast
for
messaging
MM_NODE LOG-3-PEER PING FAILED |3-Error |Mobility ping to Mobility | ewlcmobility | Please check the ping
[chars] rejected. ping command issued
[chars] rejected
MM NODE LOG3PEER PING VERSION UNKNOWN | 3-Error | Mobility ping to Mobility | ewlcinobility | Please check if the
[chars] rejected. ping controllers in the
[chars] version mobility list can interOp
unknown and
MM _NODE LOG-3-PING DROPPED 3-Error | Drop [chars] ping |Mobility |ewcinobiity | LOG STD NO ACTION
from [chars]. [chars] | ping
response
Dropped
MM_NODE _LOG-3-PING_SEND FAILED |3-Error |Failed to send a Failed to | ewlcmobility | Please check mobility
[chars] ping to send a configuration to see if it
[chars] . Reason: ping needs correction

[chars].
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MM NODE LOG3SOK INVALID MUTICAST ADDRESS | 3-Error | Mobility group local | Mobility | ewlemability | Configure the address
multicast address multicast again by using cmd:
has invalid setting: | group config mobility
[dec].[dec].[dec].[dec]. | address multicast-mode enable
Resetting it to oconfiguration multicast_address
0.0.0.0 and disabling | was found
mobility multicast |invalid. It
may have
been
corrupted
during
config
transfer
MM NODE LOG-3-SOCK OPER FAILED |3-Error |Failedto [chars]a |A Socket |ewlimobiity | LOG STD ACTION
socket. [chars] operation
is failed
MM NODE LOG3S0(K SFT ADDRESS OPTION FAILED | 3-Error | Failed to [chars] a | A Socket |ewlcmobility | Try setting the local
socket. Reason: operation group multicast address
[chars]. is failed. again. If the same error
Multicast is seen, disable the
mode will multicast-mode for
not work mobility and
for
mobility
MM _NODE LOG-3-SYSTEM IP 3-Error | Peer IP conflicts Peer Ip is | ewlomobility | LOG_STD_ACTION
with system IP conflicting
[chars] with
System
Management
Ip.
MM_NODE LOG-3-SYSTEM_MAC 3-Error | Member [chars] is | Peer ewloinobilty | LOG_STD ACTION
configured witha |MAC is
MAC that conflicts | conflicting
with system mobility | with
MAC addres System
(RARURURYPAR | Mobility
MAC.
MM _NODE LOG4-DTLS HANDSHAKE FAIL | 4-Warning | [chars] handshake | Error ewleanobility | LOG STD RECUR ACTION
failed for [chars] HB | during
is down, need to DTLS
re-initiate DTLS handshake

handshake
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MM NODE 1OG4HB MEMBER ADD BY IP ERROR | 4-Warning | Error adding [QBESIR | ewlcmobility | LOG_STD_ACTION
Mobility member to
heartbeat list (IP:
[chars])
MM NODE 1L.OG4-HB MEMBER ADD ERROR | 4-Warning | Error adding IABRSIR | ewloamobilty | LOG_STD_ACTION
Mobility member to
heartbeat list (MAC:
YRR PUAPRATX
IP: [chars])
MM NODE [OG4HB MEVBER DHLFIE BY IP FRROR | 4-Warning | Error deleting [QBESIR | ewlcmoblity | LOG_STD_ACTION
Mobility member
from heartbeat list
(IP: [chars])
MM NODE LOG4HB MEMBER DELETE ERROR | 4-Warning | Error deleting I[OBRSFR | ewloimobilty | LOG STD ACTION
Mobility member
from heartbeat list
(MAC:
YRR B RUARATX
IP: [chars])
MM NODE LOGAHFARIBEAT TRT MBVBIR UMAIE BRRCR | 4-Warning | Error updating [OBRSIR | ewlomobilty | LOG_STD_ACTION
Mobility member [P
in heartbeat list
(MAC:
YERYERO BT
oldIP: [chars],
newlP: [chars])
MM _NODE LOG-4-MEMBER_DOWN 4-Warning | [chars] path to A path to | ewlemobility | If this message occurs, it
mobility member | mobility implies that there is loss
[chars] is DOWN | member is of network connectivity
DOWN between the WLC and
one of its mobility peers.
It is recommended that
the network and the
status of the peers be
debugged for
connectivity issues.
MM _NODE LOG-4-PMTU_FAILED 4-Warning | Capwap path MTU | Mobility | ewlcmobility | LOG STD RECUR ACTION
discovery error: path MTU
[chars] discovery
failure
MM _NODE LOG-4-PMTU_SET FAILED 4-Warning | Failed to set path IQBESIR | ewlcmobility | LOG STD RECUR ACTION

MTU to fast path for
peer IP: [chars]
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MM NODE LOG6HFARIBEAT TIST MEVIBER UPDATED | 6dnformetion | Updating Mobility | (GBRSHO | ewlomobiity | LOG_STD NO_ACTION
member IP in
heartbeat list (MAC:

YRR YRR
oldIP: [chars],
newlP: [chars])

MM _NODE _LOG-6-MEMBER _ADDED 6Information | Adding Mobility IABRSHTO | ewlcamobilty | LOG_STD NO_ACTION
member (IP: [chars]:
[chars])

MM _NODE LOG-6-MEMBER DELETED | 6dnformeation | Deleting Mobility | (OBRSEO | ewlcmobiity | LOG_STD NO_ACTION
member (IP: [chars])

MM _NODE LOG-6-MEMBER_UP 6Information | [chars] path to A path to | ewlanobilty | LOG_STD NO_ACTION
mobility member | mobility
[chars] is UP member is

UP

MM _NODE LOG-6-MEMBER _UPDATED | 6dnformation | Updating Mobility | I(@BRSEO | ewlcmobity | LOG_STD NO_ACTION
member (IP: [chars]:
[chars])

MM NODE LOG6MM EXPORT ANCHOR FULL RESET | 6Infomation | Export Anchor back | I@BERSEO | ewlc-guest | LOG_STD NO ACTION
off condition cleared
(AnchorIP: [chars])

MM NODE LOG6PING RECHVER ENTRY DELETED | 6dnformation | Deleted ping [ABRSHTO | ewlcamobilty | LOG_STD NO_ACTION
receiver entry
([chars]) from
heartbeat list for
WLAN ([dec])

MM NODE LOG-6-SOCK SET ADDRESS OPTION | 6dnfomation | Setting [chars] Multicast | ewloinobiity | LOG_STD NO_ACTION
multicast group group
[chars] on the membership
mobility sockets. was set on

the
socket.

MOBILITYD LOG-2-INIT_FAILED 2-Critical | Error while Error ewlcmability | If this error is seen, it is
initializing mobility | while recommended that the
daemon. [chars] initializing controller's mobility

mobility configuration be redone
daemon as it may have been lost.

If you still require
assistance, open a case
with the Technical
Assistance Center via the
Internet or contact your
Cisco technical support
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NDBMAN-3-CONFIG_COMMIT FAIL 3-Error | Commit failed for | A failed |ddmi-infra | Check the device
feature '[chars]' from | attempt to cnfiguration. Collect
[chars]:[dec] via change device logs. Reinitialize
[chars] user [chars] |running the model-based
session [dec], oconfiguration component
transaction-id [dec]i | was made
error [chars] via one of
the
model-based
interfaces
NAORIOERN
Configuration
was
successfully
validated
by the
feature
during the
validation
phase of
the
transaction
but failed
during the
commit
phase
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NDBMAN-4-CONFIG_REJECT W

4-Warning

Config rejected by
feature '[chars]' from
[chars]:[dec] via
[chars] user [chars]
session [dec],
transaction-id [dec]
error [chars]

A failed
attempt to
change
running
oconfiguration
was made
via one of
the
model-based
interfaces
NHORIOERN|
Either the
feature
validation
logic
rejected
the config
change as
invalid or
an error
occured
during an
attempt to
validate
the config
modification

ddmi-infra

Informational only. No
action required.

NDBMAN-5-ACTIVE

5-Notice

All data providers
active.

All data
providers
active.

ddmi-infra

Informational only. No
action required.

NDBMAN-5-CONFIG I

5-Notice

Configured feature
'[chars]' from
[chars]:[dec] via
[chars] user [chars]
session [dec],
transaction-id [dec]

A change
to the
running
oconfiguration
was
performed
via one of
the
model-based
interfaces
NHORSIOE

ddmi-infra

Informational only. No
action required.
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NDBMAN-5-MODEL RPC 1

5-Notice

RPC '[chars]:[chars]'
invoked from
[chars]:[dec] via
[chars] user [chars]
session [dec]

A model
remote
procedure
call was
performed
via one of
the
model-based
interfaces
NHORIOERN|

ddmi-infra

Informational only. No
action required.

NDBMAN-5-RESET

5-Notice

A data provider has
stopped.

At least
one data
provider
has

stopped.

ddmi-infra

Informational only. No
action required.

NDBUTILAOUT OF RANGE FOR DECIVALG4 AND FD

4-Warning

Double (%1$s) with
value (%28I1f) is
out-of-range
(-%3$1d to %3$1d,
exclusive) for a
Decimal64 with
fraction-digits =
%48d.

The value
of the EI
double
cannot be
reliably
converted
to Yang
Decimal64
with the
specified
fctionlici
with the
proper
precision,
so the EI
to Yang
conversion
is
intentionalty
failing.
The EI
value
should not
be this
big, so
there's an
error with
the
module
setting the
attribute's
value.

ddmi-infra

Report an error to the
Cisco engineering team
responsible for the
module that's setting the
attribute.
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NEIGHBORHOOD LOGSAP NEGHBORHOOD APPLY | 5-Notice | AP neighborhood |RF based |ewlc-ap |Ifthis message occurs, it
based algorithm AP implies that number of
applied. [dec] reighbothood APs required

number of APs have

algorithm

load-balanced as per the

been load-balanced |is applied load-balancing output
across WNCd
instances.

NEIGHBORHOOD LOGSAP NEIGHBORHOOD DONE | 5-Notice | AP clustering and | RF based |ewlc-ap | If this message occurs, it
WNCD assignment | AP implies that all AP can
algorithm clustering be loadbalanced by using
completed. [dec] formation exec apply CLI or reload
number of AP is done of the controller
neighborhoods and
formed and ready to | shredhotood
load-balance across | have been
WNCD instances. |allocated

the
WNCD
instances

NEGHBORHOOD LOGS-AP NEIGHBORHOOD START | 5-Notice | Starting AP Notification | ewlc-ap | If this message occurs,
clustering and to start Neighborhood algorithm
WNCD assignment | the is in progress.
algorithm. Total neighborhood
number of APs calcultion
collected for
calculation: [dec].

NHGHBORHOOD LOGSAP NHGHBORHOOD TMER EVANT | 5-Notice | RRM based AP Calander |ewlc-ap |Ifthis message occurs, it
neighborhood profile implies that AP
algorithm cannot be | start timer neighborhood algorithm
started within 1 hour | expiry is not started on timer
of system boot on | event is expiry event.
calendar profile ignored
timer expiry event.

NHGHBORHOOD IOGSAP NHGHBORHOOD INSUFRCRIBD | 5-Notice | RF based AP Calander |ewlc-ap |Ifthis message occurs, it
neighborhood profile implies that a calander
load-balancing is not | timer profile is attached to ap
applicable to this event neighborhood config on
platform. Please callback an unsupported platform
unconfigure handling
calendar profile error
from ap
neighborhood global
configuration.
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NIF_MGR-6-DAD 6Information | Dual Active Dual isxefvdmgr | No action. Action is only
detected: [chars]\n | Active after recovery mode

detected
print on
console.

NIF_MGR-6-DAD RECOVERY MODE 6Information | Dual Active Dual iosxefwdmgr | This switch need to be
detected: Switch Active reloaded once user
going into recovery | detected finishes debugging
mode [chars].\n print on

console.

NIF MGR-6-DAD RECOVERY RELOAD ALERT | 6dnformation | Switch is in Switch is | iosxefmdmgr | This switch need to be
recovery mode, in reloaded since some
needs Reload now. |recovery correction is noticed
[chars].\n mode,

needs
Reload
now

NIF_ MGR-6-DOMAIN NUMBER MISMATCH | 6dnformeation | Stackwise virtual A port isxefvdmgr | For the switch to form a
domain number associated stack please configure
mismatch on with a same domain numbers
stackwise virtual stackwise on both the switches
link [dec]\n virtual

link is
connected
to a peer
with a
different
domain
number
than the
local
switch

NIF MGR-6PORT CONNECTION STATUS CHANGE | 6dnformation | PORT:[chars] FSS Stack | iosxefwdmer | No action is required
changed state from | Port status
[chars] to [chars].\n |change

message.

NIF_ MGR-6-PORT _CONN_DISCONNECTED | 6Infomation | [chars] on front side | A port isxefvdmgr | No action is required
stack link [dec] associated
connection has with a
DISCONNECTED: | front side
[chars]\n stack link

has
disconnected
connection.
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NIF_MGR-6-PORT _CONN_ERR 6Information | [chars] on front side | A port iosxefwdmgr | No action is required
stack link [dec] associated
connection is in with a
ERR-DISABLE: front side
[chars]\n stack link
has
reached
err-disable
state.
NIF_MGR-6-PORT _CONN_PENDING 6Information | [chars] on front side | A port iosxefwdmgr | No action is required
stack link [dec] associated
connection is with a
PENDING.\n front side
stack link
has a
pending
connection.
NIF_MGR-6-PORT _CONN_READY 6Information | [chars] on front side | A port iosxefwdmgr | No action is required
stack link [dec] associated
connection is with a
READY.\n front side
stack link
has a
ready
connection.
NIF_MGR-6-PORT CONN _TIMEOUT 6Information | [chars] on front side | A port isxefvdmgr | No action is required
stack link [dec] associated
connection has with a
TIMEOUT: front side
[chars]\n stack link
has
discornected
connection.
NIF_MGR-6-PORT _LINK DOWN 6Information | [chars] on front side | A port iosxefwdmgr | No action is required
stack link [dec]is |associated
DOWN.\n with a
front side
stack link
has come
up.
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NIF_MGR-6-PORT LINK UP 6Information | [chars] on front side | A port iosxefwdmgr | No action is required
stack link [dec]is |associated
UP.\n with a

front side
stack link
has come
up.

NIF_ MGR-6-STACK LINK DOWN 6Information | Front side stack link | A port iosxefwdmgr | No action is required

[dec] is DOWN.\n |associated
with a
front side
stack link
has come
up.

NIF_MGR-6-STACK LINK UP 6Information | Front side stack link | A port iosxefwdmgr | No action is required

[dec] is UP.\n associated
with a
front side
stack link
has come
up.

NIM_XXD-3-DISK_ERROR 3-Error | Error detected on | Disk error | msedessng | Back-up any data and
disk [dec] in module | detected replace the disk.
[chars] in subslot  |in the
[dec]/[dec]. [chars]. | SPA

MVEDMHD)
Refer to
comment
for
details.

NIM_XXD-3-DISK_REMOVAL 3-Error | One or more disks in | Disks sedesing | Power down the SPA,
SPA ([chars]) in have been insert disks and power up
subslot [dec]/[dec] |removed the SPA.
can not be detected. | from SPA
Please power down
this SPA and insert
disk(s).

NIM_XXD-5-DISK_MONITOR 5-Notice |Disk [dec] in Monitoring | tsedessrg | Add a database file with
module [chars] in | of disk in monitoring information
subslot [dec]/[dec] is | SPA for this disk model and
detected but WEIWHD) manufacturer.
monitoring is not | is
available. unavailable.
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NMSP SYSLOG3NMSP DB LOCK NOT ACQUIRED

3-Error

NMSP client
application is
expected to acquire
lock for NMSP local
database before
calling NMSP API:
[chars]

Locking
sequence
for the
DB's is
defined in
this
application.
The
locking
order of
DB's
needs to
be
followed
as per the
application
set order,
where
local DB
come
first.
NMSP
client
application
must
acquire
local DB
lock
before
calling
NMSP
API

ewlc-nmsp

LOG_STD_ACTION

NMSP SYSLOG-3-NMSP HTTPS ERROR CONFIG

3-Error

nmspd cloud service
config error: [chars]

Configuration
error
prevented
successful
connection
to CMX
cloud
service.

ewlc-nmsp

Check configuration of
cmx cloud service, e.g.
server URL and token.

NMSP SYSLOG3NMSP HTTPS ERROR CRYPTO

3-Error

nmspd HTTPS error:
[chars]

Peer
verification
of CMX
cloud
service
failed.

ewlc-nmsp

Check that server
certificate can be verified
by root CA certificates
in trustpool of crypto
PKI.
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NMSP_SYSLOG-3-NMSP_SSL_ERROR_CERT

3-Error

nmspd TLS
certificate error:
[chars]

Error
validating
TLS
certificate
for
incoming
CMX
connection

ewlc-nmsp

Check that certificates
and SHA?2 key are
properly setup on eWLC.
Contact TAC if issue
persists.

NMSP SYSLOG3NMSP SSL FRROR DISCONNECT

3-Error

nmspd TLS
disconnection:
[chars]

Remote
CMX
connection
over TLS
protocol
had been
dropped.

ewlc-nmsp

Check connectivity with
CMX, CMX service
status and AAA
configuration.

NMSP _SYSLOG-3-NMSP_SSL, ERROR INTERNAL

3-Error

nmspd internal error
occured when
handling TLS
connection: [chars]

Internal
eWLC
error
prevented
successful
establishment
of CMX
connection
over TLS
protocol

ewlc-nmsp

Check availability of the
system resources of the
eWLC controller:
memory, open files,
sockets. Contact TAC if
issue persists

NMSP SYSLOG-5NMSP HTTPS INTERFACE NOTICE

5-Notice

nmspd HTTPS info:
[chars]

Wireless
management
interface
notification.

ewlc-nmsp

No action required.

NMSP_SYSLOG-5-NMSP_HTTPS NOTICE

5-Notice

nmspd HTTPS info:
[chars]

This is an
- Emetion
message.

ewlc-nmsp

No action required.

NMSP_SYSLOG-5-NMSP_SSL_NOTICE

5-Notice

nmspd TLS notice:
[chars]

This is an
- fomretions]

message.

ewlc-nmsp

No action required.

NODE HDLR-1-DUAL ACTIVE CFG_MSG

1-Alert

Dual Active
Detection [chars]\n

Switch
detected
availability
or
unavailability
of Dual
Active
Detection
ports.

iosxefvdmgr

No action is required
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NODE_HDLR-1-EPA_ MISMATCH 1-Alert [chars]. The The isxefvdmgr | Need to make them
mis-match may Standby match
caused by hardware | EPA
failure or different |mismatch
EPA types.\n with

Active
EPA.

NODE HDLR-1-FATAL ERR 1-Alert | Stack manager The stack | iosxefiwdmgr | Please ensure valid
encountered an manager switch numbers are
unrecoverable error. | process being used. If you still
[chars]\n has believe there is an error

encountered in the system, please

an send the system report to
unrecoverable a TAC representative
error and

the switch

is being

reloaded.

NODE _HDLR-1-LIC_ MISMATCH 1-Alert License level is Current | iosxefwdmgr | Need to be upgraded to
[chars] and needs to | Licnese supported license level
be upgraded to level on
[chars] for active
Stackwise Virtual to | switch
function.\n does not

support
Stackwise
Virtual.

NODE_HDLR-1-RELOAD 1-Alert Reloading due to The isxefvdmgr | No action is required
reason [chars]\n specified

switch has
received a
reload
request
and is
being
reloaded.

NODE_HDLR-1-RELOAD REQUEST 1-Alert Received reload The iosxefwdmgr | No action is required
request for [chars], |specified
reason [chars]\n switches

are being
reloaded.
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NODE_HDLR-1-STACK_MERGE_IGNORE

1-Alert

Stack Merge Ignored
[chars]\n

Switch
detected
multiple
Active
switches.
But
stack-merge
is being
ignored.

iosxefwdmgr

No action is required

NODE HDLR-4-SWITCH ADDED

4-Warning

[chars] [dec] has
been added to the
stack.\n

The
specified
switch has
been
added to
the stack.

iosxe-fvdmer

No action is required

NODE HDLR-4-SWITCH_REMOVED

4-Warning

[chars] [dec] has
been removed from
the stack.\n

The
specified
switch has
been
removed
from the
stack.

No action is required

NODE_HDLR-5-CHASSIS ROLE UPDATE FAIL

5-Notice

Failed to Set [chars]
Chassis [dec]
chassis_role [chars]

This is
used to
indicate
that
update to
new role
failed

iosxe-fvdmgr

This is a rare failure
condition. Please reach
out to TAC

NODE HDLR-5-FAST RELOAD DONE

5-Notice

Fast reload operation
completed
successfully on
entire stack

This is
used to
indicate
that the
fast reload
on stack
is
complete.

accsw-p-fsu

No action needed. This
1S not an error.

NODE HDLR-6-ACTIVE _ELECTED

Odnformation

[chars] [dec] has
been elected
ACTIVE.\n

The
specified
switch has
been
elected
active.

iosxe-fvdmgr

No action is required
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NODE _HDLR-6-ACTIVE READY 6Information | Active [chars] [dec] | The active | iosxefimdmgr | No action is required
is ready.\n switch is
ready.
NODE_HDLR-6-CHASSIS ADDED 6nformation | [chars] [dec] has The iosxefwdmgr | No action is required
been added to the | specified
stack.\n chassis
has been
added to
the stack.
NODE_HDLR-6-CHASSIS READY 6Information | [chars] [dec] is The iosxefwdmgr | No action is required
ready.\n specified
chassis is
ready.
NODE_HDLR-6-CHASSIS REMOVED 6Information | [chars] [dec] has The isxefvdmgr | No action is required
been removed from |specified
the stack.\n chassis
has been
removed
from the
stack.

NODE_HDLR-6-CHASSIS REMOVED KA | 6dnfomation | [chars] [dec] has Chassis | iosxefwdmgr | No action is required
been removed from | has been
the stack due to removed
keepalive failure. \n | due to the
keepalive
failure.

NODE_HDLR-6-DISC_DONE 6Infommation | [chars] [dec] has The isxefvdmgr | No action is required
finished stack specified
discovery.\n switch has
completed
stack
discovery
and is
moving to
the
election
phase.

NODE_HDLR-6-DISC_START 6nformation | [chars] [dec] is The iosxefdmer | No action is required
starting stack specified
discovery.\n switch is
starting
stack
discovery.
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NODE HDLR-6-KA MISSED 6Information | Keepalive missed | Chassis | iosxefimdmgr | No action is required
for [dec] times for | has been
[chars] [dec] \n removed

due to the
keepalive
failure.

NODE HDLR-6-STACK LINK CHANGE | 6dnfomation | Stack port [dec] on | The iosxefwdmgr | No action is required
[chars] [dec] is specified
[chars]\n stack port

has
changed
status.

NODE _HDLR-6-STANDBY_ ELECTED 6Information | [chars] [dec] has The iosxefwdmgr | No action is required
been elected specified
STANDBY.\n switch has

been
elected
standby.

NODE _HDLR-6-SWITCH_READY 6Information | [chars] [dec] is The isxefvdmgr | No action is required
ready.\n specified

switch is
ready.

NPI L3TUNNEL ERRMSG-3-MAX TUNNEL | 3-Error The maximum Hardware | INVALID | New Tunnels will not be
number of Tunnel |resource working as expected.
has been reached\n |allocation

has failed
and the
entry will
not be
programmed.
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OMIRVRBRVESOIM PH EREKBIRIBNOTNG | 3-Error | Client ODM iosxe-p-db | LOG_STD_ACTION
([chars]/[dec]) table | client is
[[chars]/[chars]] registering
registration DB its
[[chars]] is not monitored
found in server TDL
configuration database
tables to
ODM
server
daemon.
But ODM
server
daemon
doesn't
have
requested
(consolidated)
database
information.

MV RERVEBIMAHEREBIRPHENOIONG | 3-Error | Client ODM iosxe-p-db | LOG_STD ACTION
([chars]/[dec]) table | client is
[[chars]/[chars]] registering
registration table is | its

not found in server | monitored
DB [[chars]] TDL
configuration database
tables to
ODM
server
daemon.
But ODM
server
daemon
doesn't
have
requested
table
information
in
consolidated
database.
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M IRER BRVEHIM PH ERTBIR (ONGMVBVAGH

4-Warning

Client
([chars]/[dec]) table
[[chars]/[chars]]
registration table
configuration
(0x%x) mis-matched
with server
configuration
(0x%x)

ODM
client is
registring
its
monitored
TDL
database
tables to
ODM
server
daemon.
But ODM
table
oconfiguration
is not
matched
between
client and
server.

iosxe-p-db

LOG_STD_ACTION

OMPD-3-PEER STATE INIT

3-Error

[chars] peer [chars]
state changed to Init

This
syslog is
generated
when
OMP peer
state
changes
to INIT

vip-omp

No action is required

OMPD-3-STATE DOWN

3-Error

Operational state
changed to [chars]

This
syslog is
generated
when
Cisco
SD-WAN
Overlay
Management
Protocol
(OMP)
goes
DOWN

vip-omp

No action is required

OMPD-5-PEER_STATE UP

5-Notice

[chars] peer [chars]
state changed to Up

This
syslog is
generated
when
OMP peer
state
changes
to UP

vip-omp

No action is required
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OMPD-5-STATE _UP 5-Notice |Operational state This vip-omp | No action is required
changed to [chars] |syslog is
generated
when
Cisco
SD-WAN
Overlay
Management
Protocol
(OMP)
comes UP

OMPD-6-NUMBER OF VSMARTS 6Information | Number of vSmarts | This info | vip-omp |No action is required
connected : [dec] log is
generated
whenever
SD-WAN
edge
device
either
establishes
(or)
looses
connection
with
SD-WAN
Controller
nodes

OMPD-6-PEER_STATE HANDSHAKE 6Information | [chars] peer [chars] | This vip-omp |No action is required
state changed to syslog is
Handshake generated
when
OMP peer
state
changes
to
HANRAKE
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OOM-0-NO_MEMORY_RESET O0Emegency | The system is The osebinosutls | Review other messages
completely out of | system related to low memory
available memory. |has states and see if those
The board will be | exhausted messages contain any
reset. all information about an

available issue that can be
memory addressed. If this

and the problem persists, copy
hardware all the output from the
component console as well as the
will be output of show

reset. tech-support, and

provide the gathered
information to your
Cisco technical support
representative.

OOM-3-NO MEMORY_ AVAIL 3-Error | The system is very |The isebicsutls | The system has

low on available system exhausted all available
memory. Operations | has memory and stable
will begin to fail. exhausted operation is no longer
all possible.

available
memory.
It is not
possible
to
continue
stable
operation.

PtoT
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PAE _CORE_TEST-6-REPORT _ID 6Information | Created report id: | Result of |iosxe-ui |LOG _STD NO ACTION
[chars] the test
report

request
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PAM_UPDB-3-NOENVIRONMENT_SET

3-Error

Error setting user in
application
environment: [chars]

The user
has
succesfully
authenticated,
but the
user
information
could not
be saved
to the
application
environment.
The user
session
will not
proceed.

LOG STD RECUR ACTION

PAM UPDB-3-NOPROMPT READ

3-Error

Error reading [chars]
prompt: [chars]

The
aufhentication
module
was
unable to
read the
specified
prompt
file. The
default
prompt
will be
used.

iosebnosutls

LOG STD RECUR ACTION

POGW HA 1IB MESSAGE3BULK SYNC STATE FRR

3-Error

Error: Bulk sync
status : [chars]

Bulk sync
status
Error

message.
THRVINAID

Bulk-sync
terminated

pcgw-ha

LOG_STD NO_ACTION

PCGW HA 1B MESSAGE3POGW (ONHG SYNC FAIL

3-Error

Error: pcgw config
sync not complete.
Reloading the
PCGW!

Switchover
happens
before
pcgw
config
sync is
complete!

pcgw-ha

LOG_STD_ACTION
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PCGW HA 11B MESSAGE6BULK. SYNC STATE INFO | 6dnformeation | INFO: Bulk sync | Bulk sync | pcgw-ha | LOG STD NO ACTION
status : [chars] status
INFO
message.
COLD -
Bulk-sync
ongoing.
(ONGDONE
- critical
DB sync
complete.
WARM -
Most of
the DB's
synced.
HOT -
Bulk-sync
completed

PEER SH ECTIONSEWC PEER SELECTION ADD EV | 5-Notice | ADD event: [chars] | Reports | osebiosus | LOG_STD NO ACTION
an
important
HA peer
(ak.a.
standby)
selection
ADD
event

PEER SH ECTIONSEWC PEER SHECTION PREFER EV | 5-Notice | Preferred master Reports | msebiosuts | LOG_STD NO ACTION
event: [chars] an
important
HA peer
(a.k.a.
standby)
selection
preferred
master
event

PEER SH ECTIONSEWC PEERR SHECTION REMOVE EV | 5-Notice | REMOVE event: | Reports | iosebinosuis | LOG STD NO ACTION
[chars] an
important
HA peer
(ak.a.
standby)
selection
REMOVE
event
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PEER SH ECTIONSEWC PEER SHECTION SHECT EV | 5-Notice | SELECT event: Reports | sebiosuts | LOG_STD NO_ACTION
[chars] an
important
HA peer
(a.k.a.
standby)
selection
SELECT
event
PLATFORM-2-NPU_MEMORY_ERROR 2-Critical | NPU EVENT: NPU INVALID | This message appears on
Detected memory | memory the switch when the
errors on ASIC errors Network Processing Unit
INST([dec])\n reached (NPU) reaches the
threshold maximum allowable
threshold for memory
errors as specified by the
hardware design.
Exceeding this threshold
could affect the switch
behavior, depending on
which memory modules
are experiencing errors.
Collecting detailed
information about the
memory errors is
recommended using the
command 'show platform
hardware fed switch
active fwd-asic insight
device_ecc_counters'.
Additionally, reloading
the switch is advised to
determine if the memory
errors persist.
PLATFORM2SI ASIC FABRIC BW ABOVE THRESHOLD | 2-Critical | S1 ASIC EVENT: |Silicon  |INVALID | Check the fabric info for
The number of one ASIC the S1 ASIC
fabric ports in the S1 | fabric port
ASIC [dec] are threshold
above the system |event
threshold.\n
PLATFORM2S1 ASC FABRIC BW BHOW THRESHOLD | 2-Critical |S1 ASIC EVENT: | Silicon INVALID | Check the fabric info for
The number of one ASIC the S1 ASIC
fabric ports in the S1 | fabric port
ASIC [dec] are threshold
below the system | event

threshold.\n
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PLATFORM-2-S1_ASIC THROTTLING DISABLE | 2-Critical |S1 ASIC EVENT: |Silicon INVALID | Copy the message
S1 ASIC [dec] one ASIC exactly as it appears on
temperature is back | overheating the console or in the
to normal. Traffic |event system log
throttling is disabled
now.\n
PLATFORM-2-S1_ASIC THROTTLING ENABLE | 2-Critical | S1 ASICEVENT: A |Silicon | INVALID | Check the ambient
high temperature one ASIC temperature of the room
condition is detected | overheating and check for blockages
in S1 ASIC [dec]. |event in airflow
The system will
automatically enable
traffic throttling in
an attempt to restore
temperatures and
prevent permanent
damage to the ASIC.
Traffic drops are
expected in this
scenario and normal
traffic behaviour
will resume after the
ambient ASIC
temperatures are
restored.\n
PLATFORM-3-ELEMENT CRITICAL 3-Error | [chars]: [chars] The Shell | iosxedelimgr | Reduce static and
value [chars] [chars] | Manager dynamic loads on the
critical level [chars] | monitors system by reducing the
the health number of elements in
of each the configuration or by
board and limiting the capacity for
emits an dynamic services.
error
message
when a
value has
passed a
critical
level.
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SatMery
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MesgiSinin

Recommended-Action

PLATFORM-3-ELEMENT TMPFS_CRITICAL

3-Error

[chars]: TMPFS
value [dec]%%
above critical level
[dec]%%

The Shell
Manager
monitors
the tmpfs
usage of
each
board and
emits an
error
message
when a
value has
passed
warning
level. The
critical
level is
computed
based on
total
DRAM
memory.
Currently
the
critical
level is
50% of
total
DRAM
memory

Emit syslog message
with current tmpfs usage,
warning level along with
location of the board in
which the error is
happening
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SatMery
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MesgiSinin

Recommended-Action

PLATFORM-3-ELEMENT TMPFS WARNING

3-Error

[chars]: TMPFS
value [dec]%%
above warning level
[dec]%%

The Shell
Manager
monitors
the tmpfs
usage of
each
board and
emits an
error
message
when a
value has
passed
warning
level.The
warning
level is
computed
based on
total
DRAM
memory.
Currently
the
warning
level is
40% of
total
DRAM
memory

Emit syslog message
with current tmpfs usage,
warning level along with
location of the board in
which the error is
happening

PLATFORM-4-ELEMENT WARNING

4-Warning

[chars]: [chars]
value [chars] [chars]
warning level
[chars]. [chars]

The Shell
Manager
monitors
the health
of each
board and
emits a
warning
message
when a
value has
passed a
critical
level.

isesuimg

Reduce static and
dynamic loads on the
system by reducing the
number of elements in
the configuration or by
limiting the capacity for
dynamic services.
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PLATFORM-5-RESETCARD 5-Notice |[chars] reset to The iossebinosuts | No user action is
acquire provisioned | linecard necessary. This message
software specified indicates the system is
was not functioning normally and
running is provided for
the informational purposes
currently only.
provisioned
software,
which it
will
acquire on
restart.
PLATFORM_MGR-1-PLATMGR_INIT FAIL |1-Alert |Platform Manager: |Platform |phgitmnyg | Find out more about the
[chars]\n Manager error by using the show
Initialization tech-support privileged
has failed. EXEC command and by
copying the error
message exactly as it
appears on the console or
system log and entering
it in the Output
Interpreter tool. Use the
Bug Toolkit to look for
similar reported
problems.
PMAN-0-PROCESS NOTIFICATION OEmegency | The process The sedesmrg | Note the time of the
lifecycle notification | process message and investigate
component failed | lifecycle the kernel error message
because [chars] notification logs to learn more about
component the problem and see if it
failed, is correctable. If the
preventing problem cannot be
proper corrected or the logs are
detection not helpful, copy the
ofa error message exactly as
process it appears on the console
start and along with the output of
stop. This show tech-support and
problem provide the gathered
is likely information to a Cisco
the result technical support
ofa representative.
software
defect in
the
software
sub-package.
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PMAN-0-PROCFAILCRIT OEmegency | A critical process | A process |1 Note the time of the
[chars] has failed (rc | important message and investigate
[dec)) to the the error message logs to
functioning learn more about the
of the problem. If the problem
router has persists, copy the error
failed. message and the output
of show platform
software tech-support
into a plaintext file and
contact Cisco technical
support with the gathered
information.
PMAN-3-PROCFAIL 3-Error | The process [chars] | The This message will appear
has failed (rc [dec]) | process with other messages
has failed related to the process.
as the Check the other
result of messages to determine
an error. the reason for the failures

and see if corrective
action can be taken. If
the problem persists,
copy the error messages
and the output of show
platform software
tech-support into a
plaintext file and contact
Cisco technical support.
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router reload, FRU
resets, etc. may not
function properly.

Facility-Severity-M nemonic SahMeriy | M essage VesghEn Recommended-Action
PMAN-3-PROCFAILOPT 3-Error | An optional process | A process |1 Note the time of the
[chars] has failed (rc | that does message and investigate
[dec)) not affect the kernel error message
the logs to learn more about
forwarding the problem. Although
of traffic traffic will still be
has failed. forwarded after receiving
this message, certain
functions on the router
may be disabled as a
result of this message
and the error should be
investigated. If the logs
are not helpful or
indicate a problem you
cannot correct, copy the
error message as it
appears on the console
and the output of show
tech-support and provide
the information to a
Cisco technical support
representative.
PMAN-3-PROCFAIL_IGNORE 3-Error | [chars] process exits | A process |1 If this behavior is desired
and failures are exit or and the debug settings
being ignored due to | failure is are set according to the
debug settings. being user's preference, no
Normal router ignored action is needed. If the
functionality will be | due to the appearance of this
affected. Critical wsramfiged message is viewed as a
router functions like | debug problem, change the
RP switchover, settings. debug settings. The

router is not expected to
behave normally with
this debug setting.
Functionality like SSO
switchover, router
reloads, FRU resets, etc.
will be affected. This
setting should only be
used in a debug scenario.
It is not normal to run the
router with this setting
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PMAN-3-PROCHOLDDOWN 3-Error | The process [chars] | The osedessng | This message will appear
has been helddown | process with other messages
(rc [dec]) was related to the process.
restarted Check the other
too many messages to determine
times with the reason for the failures
repeated and see if corrective
failures action can be taken. If
and has the problem persists,
been copy the error messages
placed in and the output of show
the platform software
holddown tech-support into a
state. plaintext file and contact
Cisco technical support.
PMAN-3-PROC_BAD COMMAND 3-Error | Non-existent The reedesirg | Make sure that the
executable or bad | executable named executable is
library used for file used present and dependent
process [chars] for the libraries are good
process is
missing or
a
dependent
library is
bad
PMAN-3-PROC_BAD EXECUTABLE 3-Error | Bad executable or | The sedesmry | Make sure that the
permission problem | executable named executable is
with process [chars] | file used replaced with correct
for the executable
process is
bad or has
permission
problem
PMAN-3-PROC_EMPTY_ EXEC FILE 3-Error | Empty executable |The eedesing | Make sure that the
used for process executable named executable is of
[chars] file used non-zero size
for the
process is
empty
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PMAN-3-PROC_RESTART CNT EXCEEDED |3-Error | The process [chars] | The osedessng | This message will appear
restart count ([dec]) | process with other messages
has exceeded the was related to the process.
configured limit restarted Check the other
([dec)) many messages to determine
times and the reason for the failures
has and see if corrective
exceeded action can be taken. If
the the problem persists,
configured copy the error messages
limit. and the output of show
platform software
tech-support into a
plaintext file and contact
Cisco technical support.
PMAN-3-RELOAD_FRU IGNORED 3-Error | All [chars]/[dec] A eedessng | This will be removet at a
reloads are being supervisor later point in time
ignored. This is failure is
being done for being
debugging purposes | ignored
and will be changed | due to
at a later time to debugging
allow the reload. purposes.
Critical router
functions like RP
switchover, router
reload, FRU resets,
etc. may not
function properly.

PMAN-3-RELOAD RP 3-Error | Reloading: [chars] |The RP is | isedessng | Make sure this is not due
being to an error condition. If
reloaded it is due to an error

condition, collect
information requested by
the other log messages

PMAN-3-RELOAD RP SB NOT READY |3-Error |Reloading: [chars] |The RP is | tsedessng | Make sure this is not due
being to an error condition
reloaded
since
there is no
ready
standby
instance
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PMAN-3-RELOAD SYSTEM 3-Error | Reloading: [chars] |The osedesing | Make sure this is not due
system is to an error condition. If
being it is due to an error
reloaded condition, collect
information requested by
the other log messages

PMAN-3-RPSWITCH 3-Error | RP switch initiated. | A RP eedesing | Make sure this is not due
Critical process switchover to an error condition. If
[chars] has failed (rc | has been it is due to an error
[dec]) initiated condition, collect debug

due to a information like all
critical console output and log
fault files

PMAN-5-EXITACTION 5-Notice |Process manageris |The sedesmrg | Make sure this is not due
exiting: [chars] process to an error condition. If

manager it is due to an error

is exiting condition, collect
information requested by
the other log messages

PMAN-6-PROCSHUT 6Information | The process [chars] | The reedesirg | No user action is
has shutdown process necessary. This message

has is provided for
gracefully informational purposes
shutdown. only.

PMAN-6-PROCSTART 6Information | The process [chars] | The sedesirg | No user action is
has started process necessary. This message

has is provided for
launched informational purposes
and is only.

operating

properly.

PMAN-6-PROCSTATELESS 6Information | The process [chars] | The eedesirg | No user action is

is restarting stateless | process necessary. This message
has is provided for
requested informational purposes
a stateless only.
restart.

PMAN-6-PROC_PATCH 6Information | Process [chars] Process | msedessrg | No user action is
restarted to will be necessary. This message
apply/remove a relaunched is provided for
patch to informational purposes

applyfemove only.
a patch
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MesgiSinin
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Recommended-Action

POLICY-3-DATA _POLICY COMMIT FAILURE

3-Error

Data policy commit
failure error, reason:
[chars] ([chars])

This error
syslog is
generated
when
OMP
daemon is
not able
to commit
data
policies
config,
received
from
SD-WAN
Controller,
into
config
database.
This can
happen
when
there
multiple
commits
(writes)
happening
in
parallel.
SD-WAN
edge
device
will not
be able to
apply
centralized
data
policies to
traffic

vip-omp

No action is required, the
system should recover
after sometime when
OMP daemon would
retry committing data
policy config into CDB
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Campoent

Recommended-Action

POLICY-3-TAG INSTANCES COMMIT FAILURE

3-Error

Tag instances
commit failure error,
reason: [chars]

([chars])

This error
syslog is
generated
when
OMP
daemon is
not able
to commit
tag
instances
config,
received
from
SD-WAN
Controller,
into
config
database.
This can
happen
when
there
multiple
commits
(writes)
happening
in parallel
SD-WAN
edge
device
will not
be able to
apply
centralized
data
policies to
traffic

vip-omp

No action is required, the
system should recover
after sometime when
OMP daemon would
retry committing tag
instance config into CDB
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POLICY-5-EMPTY_POLICY_FROM_PEER

5-Notice

Using empty policy
from peer [chars]

This
syslog is
generated
when
Cisco
SD-WAN
Controller
does not
push (or)
removes
centralized
data
policy
from
cEdge
device

vip-omp

No action is required

POLICY-5-NO_POLICY

5-Notice

Not using any policy

This
syslog is
generated
when
there are
no OMP
connections
to Cisco
SD-WAN
Controller
and
Graceful
Restart
timer has
also
expired.
Existing
centralized
data
policy is
removed

vip-omp

No action is required
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Campoent
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POLICY-5-POLICY_FROM_PEER

5-Notice

Using policy from
peer [chars]

This
syslog is
generated
whenever
data-policy
config
received
from
Cisco
SD-WAN
Controller
is
programmed
into data
path

vip-omp

No action is required

PRELIB DL-3-UNREGISTERED DLOPEN

3-Error

Unregistered request
to dlopen library
[chars]

The
program
is
attempting
to
dynamically
open a
library
that has
not been
explicitly
listed on
its list of
dynamically
opened
libraries.
This
represents
a potential
security
threat as
well as
creates
potential
run-time
instabilities

iosebnosutls

File a DDTS against the
listed program to register
the library in question. If
this was an unexpected
call to dlopen then the
source of the call should
be root-caused and
closed

PSD_MOD-3-DMI_DIR_CREATE_FAIL

3-Error

PSD/DMI: Failed to
create directory:
[chars] ([chars])

An error
has
occurred
when
attempting
to create a
directory.

ddmi-infra

Log a message
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PSD_MOD-3-DMI DIR DELETE FAIL 3-Error | PSD/DMI: Failed to | An error | ddmi-infra | Log a message
delete directory: has
[chars] ([chars]) occurred
when
attempting
to delete a
directory.
PSD MOD-3-DMI FILE CREATE FAIL 3-Error | PSD/DMI: Failed to | An error | ddmi-infra | Log a message
create file: [chars] |has
([chars]) occurred
when
attempting
to create a
file.
PSD_MOD-3-DMI FILE DELETE FAIL 3-Error | PSD/DMI: Failed to | An error | ddmi-infra | Log a message
delete file: [chars] |has
([chars]) occurred
when
attempting
to delete a
file.
PSD MOD-3-SD_ROUTING DMI REQUIRED |3-Error | PSD/SD-ROUTING: | SD-Routing | entrmng-tg | Not applicable
Please configure depends
netconf-yang to upon DMI
activate the
sd-routing feature
PSD_MOD-5-DMI_NOTIFY _NETCONF_START | 5-Notice |PSD/DMI: A specific | ddmi-infra | Not applicable
netconf-yang server | informational
has been notified to | message
start from
psd_mod
PSD MOD-5-DMI_NOTIFY NETCONF_STOP |5-Notice |PSD/DMI: A specific | ddmi-infra | Not applicable
netconf-yang server | informational
has been notified to | message
stop from
psd_mod
PSD_MOD-5-DMI_NOTIFY_RESTARTING |5-Notice |PSD/DMI: A specific | ddmi-infra | Not applicable
netconf-yang and/or | informational
restconf will now be | message
restarted, and any | from
sessions in progress | psd_mod

will be terminated
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PSD MOD-5-DMI NOTIFY RESTCONF START | 5-Notice |PSD/DMI: restconf | A specific | ddmi-infra | Not applicable
server has been informational
notified to start message
from
psd_mod
PSD MOD-5-DMI_NOTIFY RESTCONF _STOP | 5-Notice |PSD/DMI: restconf | A specific | ddmi-infra | Not applicable
server has been infonmational
notified to stop message
from
psd_mod
PSD_MOD-5-DMI_NOTIFY_USER 5-Notice |PSD/DMI: [chars] |An ddmi-infra | Not applicable
nformational
message
from
psd_mod
PSD MODSPSID NOTIFY SYSTEM INTEGRITY START | 5-Notice |SYSTEM A specific | polaris-infia | Not applicable
INTEGRITY: pistis | informational
daemon has been | message
notified to start from
psd_mod
PSD MODSPSID NOTIFY SYSTEM INTEGRITY STOP | 5-Notice | SYSTEM A specific | polaris-infra | Not applicable
INTEGRITY: pistis | informational
daemon has been | message
notified to stop from
psd_mod
PSD _MOD-5-SD_ROUTING NOTIFY_ START | 5-Notice |PSD/SD-ROUTING: | A specific | entimng-tg | Not applicable
SD-Routing server | informational
has been notified to | message
start from
psd_mod
PSD_MOD-5-SD_ROUTING _NOTIFY_STOP | 5-Notice |PSD/SD-ROUTING: | A specific | cnthmngitg | Not applicable
SD-Routing server | informational
has been notified to | message
stop from
psd_mod
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M essage

MesgiSinin

Recommended-Action

PTHUTIL-3-EVENT_HANDLER

3-Error

Task [chars] has no
[chars] event handler

The task
specified
has failed
to install a
handler
for the
specified
event.
This
implies
that the
event has
been
dropped.

LOG_STD_ACTION

PTHUTIL-3-SCHED EMPTY

3-Error

Scheduler has no
tasks available

The Pth
scheduler
has
detected
that there
is no task
available
to run.
This is an
error
condition
for the
process
itselfis a
task.

iosebnosutls

LOG_STD ACTION

PTHUTIL-3-SCHED FD OVERFLOW

3-Error

Scheduler has more
than [dec] FDs

The are
too many
FDs for
the Pth
scheduler.
This is an
error
condition
for the
process
itself.

osebnosuls

LOG_STD_ACTION
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M essage
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PTHUTIL-3-STACK_OVERFLOW

3-Error

Task [chars] stack
overflow

A Pth task
has
overflowed
its stack.
This has
been
detected
by the Pth
scheduler
and
reported.

LOG_STD_ACTION

PTHUTIL-3-TIMER THRASHING

3-Error

Timer [chars] is
thrashing on [chars]

The Pth
scheduler
has
detected
that an
event has
remained
on the
ready
queue
after
being
notified of
requiring
processing.

iosebnosutls

LOG_STD ACTION

PTHUTIL-3-TIMER UPDATE

3-Error

Timer [chars] update
of [chars] not
updated [dec]

The
attempt to
update a
watched
timer has
failed due
to either
the timer
not
existing
or the
inability
to move
the timer
to its new
position
post
update.

osebnosuls

LOG_STD_ACTION
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PTPD-0-CHASFS_OBJECT _CREATE Failed to create The asr900-ptp | In most cases, the
chassis filesystem | hardware problem can be corrected
object [chars] failed to by reloading the
because [chars] create a impacted hardware using
chassis the hw-module [slot |
filesystem subslot] slot-number
object. reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-CHASFS OBJECT NOT PRESENT Expected chassis A chassis |asr900-ptp | In most cases, the
filesystem object filesystem problem can be corrected
[chars] not present. |object by reloading the
expected impacted hardware using
to be the hw-module [slot |
present is subslot] slot-number
not. This reload command. If the
could be reload fails to correct the
due to a problem, collect the
software output of the error
defect or message, the logs, and
filesystem the output of show
failure. tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-CHASFS _OBJECT WATCH Failed to watch A chassis |asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] object by reloading the
because [chars] was not impacted hardware using
watched the hw-module [slot |
because subslot] slot-number
of the reload command. If the
reason reload fails to correct the
stated in problem, collect the
the error output of the error
message. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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PTPD-0-CHASFS PROPERTY CREATE Failed to create A chassis | asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] was not impacted hardware using
because [chars] properly the hw-module [slot |
created. subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-CHASFS PROPERTY GET Failed to read A chassis |asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] was not impacted hardware using
because [chars] properly the hw-module [slot |
read by subslot] slot-number
the reload command. If the
system. reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-CHASFS PROPERTY NOT PRESENT Expected chassis A chassis |asr900-ptp | In most cases, the
filesystem object filesystem problem can be corrected
[chars] property object by reloading the
[chars] not present. |property impacted hardware using
expected the hw-module [slot |
to be subslot] slot-number
present is reload command. If the
not. This reload fails to correct the
could be problem, collect the
duetoa output of the error
software message, the logs, and
defect or the output of show
filesystem tech-support and provide
failure. the gathered information

to a Cisco technical
support representative.
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PTPD-0-CHASFS PROPERTY_ SET Failed to write A chassis | asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] property by reloading the
property [chars] failed to impacted hardware using
because [chars] write. the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-EVENT LIBRARY An event facility An event |asr900-ptp | In most cases, the
initialization or facility problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
due to a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical
support representative.
PTPD-0-IPC_CONNECTION_INVALID An IPC connection |AnIPC | asr900-ptp | In most cases, the
has invalid state. connection problem can be corrected
has an by reloading the
invalid impacted hardware using
state. This the hw-module [slot |
could be subslot] slot-number
duetoa reload command. If the
software reload fails to correct the
defect or problem, collect the
system output of the error
resource message, the logs, and
exhaustion. the output of show

tech-support and provide
the gathered information
to a Cisco technical
support representative.
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PTPD-0-IPC_CONNECT MASTER IPC connection to | IPC asr900-ptp | In most cases, the
the active RSP failed | connection problem can be corrected
because [chars] to the by reloading the
active impacted hardware using
RSP the hw-module [slot |
failed. subslot] slot-number
This reload command. If the
could be reload fails to correct the
dueto a problem, collect the
software output of the error
defect or message, the logs, and
system the output of show
resource tech-support and provide
exhaustion. the gathered information
to a Cisco technical
support representative.
PTPD-0-IPC_INITIALIZATION IPC initialization IPC asr900-ptp | In most cases, the
failed because initialization problem can be corrected
[chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
ductoa subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-MESSAGE REGISTER Failed to register The active | asr900-ptp | In most cases, the
with active RSP RSP problem can be corrected
because [chars] failed to by reloading the
register. impacted hardware using

the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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PTPD-0-MESSAGE RELAY Failed to relay a Failed to |asr900-ptp | In most cases, the
message because relay a problem can be corrected
[chars] message. by reloading the
This impacted hardware using
could be the hw-module [slot |
duetoa subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-MESSAGE_RESPONSE An invalid message | An asr900-ptp | In most cases, the
response was invalid problem can be corrected
received because message by reloading the
[chars] response impacted hardware using
was the hw-module [slot |
received. subslot] slot-number
This reload command. If the
could be reload fails to correct the
due to a problem, collect the
software output of the error
defect or message, the logs, and
system the output of show
resource tech-support and provide
exhaustion. the gathered information
to a Cisco technical
support representative.
PTPD-0-MQIPC_ADVANCE Failed to advance | The asr900-ptp | In most cases, the
MQIPC queue MQIPC problem can be corrected
because [chars] initialization by reloading the
failed. impacted hardware using

the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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PTPD-0-MQIPC INITIALIZATION MQIPC MQIPC | asr900-ptp | In most cases, the
initialization failed | initialization problem can be corrected
because [chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
duetoa subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-0-PEER_TABLE A peer table A peer asr900-ptp | In most cases, the
initialization or table problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
due to a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical
support representative.
PTPD-0-RESOURSE Resource allocation | The asr900-ptp | In most cases, this
failed in [chars] system is message is seen as a
because [chars] unable to result of a temporary
allocate resource issue. Retry the
the request for the resource
requested when the system is
resource. experiencing lower

traffic volumes. If the
message persists, reload
the router using the
reload command.
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PTPD-3-CHASFS OBJECT DESTROY 3-Error | Failed to destroy A chassis | asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
object [chars] object that by reloading the
because [chars] should impacted hardware using
have been the hw-module [slot |
destroyed subslot] slot-number
was not reload command. If the
destroyed. reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
PTPD-3-CHASFS PROPERTY DESTROY |3-Error |Failed to destroy A chassis |asr900-ptp | In most cases, the
chassis filesystem | filesystem problem can be corrected
proprty property by reloading the
[chars]/[chars] that impacted hardware using
because [chars] should the hw-module [slot |
have been subslot] slot-number
destroyed reload command. If the
was not reload fails to correct the
destroyed. problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
OSBRRR VBB ABNTRICY APNSAILIAL | 3-Error | ERROR: Failed to | Client ewlc-qos |LOG_STD ACTION
install policy: policy
[chars] for Client: |install on
YERVROABOAIX | AP failed.
on AP: [chars] with
status: [chars]
QS RROR MBSSAGRBQUS AIENT ROLICY APSND AL | 3-Error | ERROR: For Client | Error ewlc-qos |LOG_STD ACTION
mac Binding
YROARUROARAROA | Client
failed to send policy | Policy.
[chars] to AP due to | Policy not
reason: [chars] sentto AP
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OERRRVESHIEBQBABRNTRICY APUNNSAILIAL | 3-Error | ERROR: Failed to | Client ewlc-qos |LOG _STD_ACTION
uninstall policy: policy
[chars] for Client: | unbind
YEROARRYRYRYAIX | operation
on AP: [chars] with |on AP
status: [chars] failed.
QOS FRROR MESSAGE3(QUS (REAIE POLICY DB FALL | 3-Error | ERROR: Unable to |Internal |ewlc-qos |LOG_STD ACTION
allocate resources | Error.
for QoS Policy Unable to
Content DB allocate
resources
for QoS
Policy
Content
DB
OSHRRRVESAFEISDONABNTRECRDNOTIIND | 3-Error | ERROR: Failed to | QoS get | ewlc-client | LOG_STD_ACTION
get dotl1 client function
record for Client: for dot11
YEROVROAROAROLX | client
record
failed.
QOS _ERROR MESSAGE-3-QOS INVALID POLICY | 3-Error | ERROR: Policy QoS ewlc-qos |LOG_STD ACTION
[chars] is invalid in | policy
[chars] direction for | validation
vapid:[dec] failed.
Policy
will not
be
installed
QOS ERROR MESSAGE3-QOS MEM ALLOC FAIL | 3-Error | Error: Failed to An ewlc-qos |LOG_STD ACTION
allocate memory internal
[chars] error
occurred
due to
which
memory
allocation
failed
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QOS FRROR MESSAGE3QOS MODIFY FOLICY DBFALL | 3-Error | ERROR: Unable to |Internal |ewlc-qos |LOG_STD_ ACTION
modify QoS Policy | Error.

due to Unable to
Reason:[chars] modify
QoS
Policy
Content in
DB

QOS FRROR MESSAGE3QOS MSG BLKLIST CLIENT | 3-Error | Blacklisting client | Failure ewlc-qos |LOG STD ACTION
YRRV | occured
Error installing while
client QOS policy: |installing
[chars] in [chars] QoS
direction. client
policy.
Client
will be
deleted.

QOS FRROR MESSAGE3QOS POLICY EXCEED MAX | 3-Error | [dec] policy maps | Number |ewlc-qos |LOG_STD ACTION
sent to AP [chars], |ofpolicies

exceeds the exceeds
recommended [dec] | limit
warning.
QOS ERROR MESSAGE-3-QOS POLICY MISSING | 3-Error | ERROR: Policy QoS ewlc-qos |LOG_STD ACTION
[chars] in [chars] policy
direction for validation
vapid:[dec] has no | failed.
content Policy
will not
be
installed
QOS FRROR MESSAGE3QOS SSID INVALID POLICY | 3-Error | ERROR: Policy QoS ewlc-qos |LOG_STD_ACTION

[chars] is invalid in | BSSID
[chars] direction for | policy
vapid:[dec]. Once | validation

the policy is failed.
modified, the bssid |Policy
needs to be reset will not
before the new be
policy-map installed
definition can take

effect

630



Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
Q05 FRROR VESAGFBQOS SDROLICY BNDONAPRAL | 3-Error | ERROR: Failed to | SSID ewlc-qos |LOG _STD_ACTION
bind SSID policy on | policy
AP: [chars] for bind
wlan: [dec], Slot id: | operation
[dec] in [chars] failed.
direction with status:
[chars]
QO RRRVEBAFS SO RILY INANDNAPRL | 3-Error | ERROR: Failed to | SSID ewlc-qos |LOG_STD_ACTION
unbind SSID policy | policy
on AP: [chars] for |unbind
wlan: [dec], Slot id: | operation
[dec] in [chars] on AP
direction with status: | failed.
[chars]
OGSHRRVEAH BSHANOBDRLRDSYNCAPTHEEE | 6dnfomation | Deleting AP QoS ewlc-qos |LOG_STD ACTION
YERUABOARARAROAX | BSSID
because BSSID record
record sync for sync
slotld [dec] wlan_id | preswichover
[dec] pm_dir [chars] | failed.
failed Hence
deleting
the AP.
RADILS ALDIT MESAGEBAL L SOURCE FORT EXHALSTHED | 3-Error [chars] : Dynamic | All polaris-aaa | LOG_STD_ ACTION
socket pool limit Source
reached Max : [dec] | ports are
exhausted
RAISATHIVES(BAL I RERRIEXA SIIDATRAENP | 3-Error [chars] : Dynamic | All polaris-aaa | LOG_STD_ACTION
socket pool limit is | Source
still at Maximmum | port are
[dec] after clean up | exhausted
even after
cleanup
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RADIUS AUDIT MESSAGE3-BUFFER OVERFLOW | 3-Error | Radius I/O buffer | An polaris-aaa | LOG_STD ACTION
has overflowed for |unusually
[chars] with length |large
[dec] number of
RADIUS
attributes
has
caused
AAAto
overflow
its
RADIUS
1/0
buffer.

RADIUS AUDIT MESSAGE3-RADIUS PARSE FAIL | 3-Error | Radius Parse FAIL | When polaris-aaa | LOG_STD ACTION
due to op Radius
decode/bad packet |Parse
response
op
decode/bad
packet

RADIS ALDT MESSAGRBRADIS TMR ATED TOSIART | 3-Error | Failed to start radius | Radius polaris-aaa | LOG_STD_ACTION
timer. timer
failed to
start

RADILS ALDIT MESSAGESRADIS TMER ATED TO SICP | 3-Error | Failed to stop radius | Radius polaris-aaa | LOG_STD_ ACTION
timer. timer
failed to
stop
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RADIUS AUDIT MESSAGE3-SECRETDEFINEFAILED

3-Error

Key definition
ignored.

The user
is
attempting
to store
either a
corrupted
shared
secret or
memory
allocation
failed
during
secret
definition.
Any
existing
shared
secret will
be
preserved.

polaris-aaa

LOG_STD_ACTION

RADIUS AUDIT MESSAGE3SOCKET OPERATION FALLRE

3-Error

Cannot open UDP
socket for service
[chars]

The router
is unable
to open a
socket for
uDP
Qrmuncos
by the
indicated
service.
Most of
the time
another
service
might be
using the
same port.

polaris-aaa

LOG_STD ACTION

RADIUS AUDIT MESSAGE-6-ALLDEADSERVER

6Information

Group [chars]: No
active radius servers
found. Id [dec].

This error
message
occurs
when all
the
servers
configured
in a server
group are
found to
be

UNRSPOrSive.

polaris-aaa

LOG_STD NO_ACTION
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RADIUS AUDIT MESSAGE-6-BADATTRLIST | 6dnfommation | Unable to process | The polaris-aaa | LOG_STD NO_ACTION
attribute list. attribute
list is
syntactically
incorrect.

RADIUS AUDIT MESSAGE-6-INVALID PACKET | 6dnformation | Invalid packet Radius polaris-aaa | LOG_STD NO ACTION
posted to RADIUS. |not able
to process
a packet
as it is
invalid

RADIUS AUDIT MESSAGE-6-RADIUS ALIVE | 6dnformation | RADIUS server A polaris-aaa | LOG_STD NO ACTION
[chars]:[dec],[dec] is | RADIUS
being marked alive. | server that
previously
was not
responding
has
responded
to a new
request or
the
deadtimer
has
expired.

RADIUS _AUDIT MESSAGE-6-RADIUS DEAD | 6dnfommeation | RADIUS server The polaris-aaa | LOG_STD NO ACTION
[chars]:[dec],[dec] is | server

not responding. might not
be
available
to serve
request.
server has
not
responded
to
repeated
requests.

RAHCA IIMVESAEHSA TITICSDISCDISRHAYAIAK | 3-Error | DTLS replay attack | Detected |ewle-qos |LOG_STD ACTION

for hostname: DTLS
[chars] replay
attack
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3-Error | User ID: [chars] Failure to |ewlc-qos |LOG_STD_ ACTION
Failure to establish |establisha
aDTLS session with | DTLS

RadSec server, session

reason: [chars] with
RadSec
server

3-Error |RADSEC server RADSEC |ewlc-qos |LOG STD ACTION
certificate validation | server
failed with server | certificate
[chars] validation
failed

3-Error |RADSEC server RADSEC |ewlc-qos |LOG_STD_ACTION
identity check failed | server
with server [chars] |identity
Check
failed

3-Error | User ID: [chars] Failure to |ewlc-qos |LOG STD ACTION
Failure to establish |establisha
a TLS session with | TLS

RadSec server, session

reason: [chars] with
RadSec
server

Negotiated Cipher is | Negotiated | ewlc-qos |LOG_STD_ACTION
[chars] Cipher
during
RADSEC
HS
SUCCESS

RAFCATTVESA RS A TTISDISCDISSSNAHD | 6dnfomation | RADSEC DTLS RADSEC |ewlc-qos |LOG_STD ACTION
connection closed |DTLS
with peer [chars] connection
closed

RADSEC DTLS DTLS ewlc-qos |LOG_STD_ACTION
connection session
established with peer | established
[chars] message
after
RADSEC
HS
SUCCESS
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RACA IIMVESSACRHS AL IS TSCTSSSONAHD | 6nformeation | RADSEC TLS RADSEC |ewlc-qos |LOG_STD_ACTION
connection closed |TLS

with peer [chars] connection
closed

RACATTMSHEISA TS TSCTSTNISAEBD | 6dnformation | RADSEC TLS TLS ewlc-qos |LOG_STD_ACTION
connection session
established with peer | established
[chars] message
after
RADSEC
HS
SUCCESS

REGISTRY-3-FASTCASE _OUT OF BOUNDS |3-Error | Attempt made in In the isebiosuls | LOG_STD ACTION
[chars] to register | FASTCASE
with out of bounds | registry
key the key
has to be
smaller
than the
size
specified
when the
registry
was
created.
This
message
indicates
that an
attempt
was made
to register
with a key
which is
out of
bounds.
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REGISTRY-3-SEQ_LIST OVERWRITE

3-Error

Attempt to overwrite
a set sequence
function ([chars])

A single
function
can be set
asa
callback
for a
specified
sequence
number
for a
sequenced
list
registry.
This
message
indicates
that an
attempt to
set a new
callback
has failed
because a
callback
function
has
already
been set
for this
sequence
number.

LOG_STD_ACTION
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REGISTRY-3-STUB_CHK_OVERWRITE 3-Error | Attempt made to A single | isebnosuts | LOG_STD_ACTION
overwrite a set stub | function
function in [chars] |can be set
asa
callback
for when
a stub
with
check
registry is
invoked.
This
message
indicates
that an
attempt to
set a new
callback
has failed
because a
callback
function
has
already
been set.

RFMGR SYSLOG4-DCA CHANNEL LIST EMPTY | 4-Warning | The DCA Channel |DCA ewlc-rrm | Please add channels to
list is empty for rf | Channel DCA List

profile [chars] list is
empty It
affects
Channel
Assignment
to AP

REMGR SYSLOGAMULTT BSSID PROHLE NOT FOUND | 4-Warning | Invalid Multi bssid | Invalid ewlc-rrm | Please assign a valid
profile [chars], nuitbsdpofe Multi bssid profile
applying is applied,
default-multi-bssid-profile | 802.11ax
specific
payloads
are not
pushed to
AP
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REMGR SYSLOG4NO REM NON AUTO RF CHAN DCA

4-Warning

WARNING: RF
Profile [chars] -
Deleting channel
[dec] from remove
channel list, please
add the channel to
allowed channel list
directly for adding it
to DCA
Used/Allowed
channel list.

Deleting
channel
from
remove
channel
list adds it
to DCA
UsadAllowed
channel
list, but
the right
way of
adding a
channel to
DCA
UsadAllowed
channel
list is to
add the
channel
directly to
allowed
channel
list by not
adding it
to remove
channel
list and
then
deleting.

ewlc-rrm

Please add the channel
directly to allowed
channel list for making
it part of DCA
Used/Allowed channel
list

RIF MGR FSM-6-GW_REACHABLE ACTIVE

6dnfomation

Gateway reachable
from Active

Gateway
reachable
from
Active

ewlc-ha

No action is required

RIF MGR FSM-6-GW_REACHABLE_STANDBY

6Information

Gateway reachable
from Standby

Gateway
reachable
from
Standby

ewlc-ha

No action is required

RIF MGR FSM-6-GW UNREACHABLE ACTIVE

64nfomation

Gateway not
reachable from
Active

Gateway
not
reachable
from
Active

ewlc-ha

No action is required
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RIF MGR FSM-6-GW_UNREACHABLE STANDBY | 6dnfommation | Gateway not Gateway |ewlc-ha |No action is required
reachable from not
Standby reachable
from
Standby
RIF MGR FSM-6RMI ACTIVE RECOVERY MODE | 6dnformation | Going to Going to |ewlc-ha |No action is required

Active(Recovery) | AddRanay)

from Active state From
Active

RIF MGR FSM-6-RMI GW DECISION DEFERRED | 6dnformation | High CPU utilisation | High CPU |ewlc-ha | No action is required
on active or standby, | utilisation
deferring action on |on active
gateway-down event | or
standby,
deferring
action on

giewaydown

event

RIF MGR FSM-6-RMI LINK DOWN 6Information | The RMI link is The ewlc-ha | No action is required
DOWN. redundancy
mgmt intf
link was
down.

RIF_ MGR_FSM-6-RMI_LINK UP 6Information | The RMI link is UP. | The ewlc-ha | No action is required
redundany
mgmt intf
link came
up

RIF MGR FSM-6-RMI_STBY REC TO STBY | 6dnfomation | Going from Going ewlc-ha | No action is required
Standby(Recovery) |from

to Standby state ShyReoay)
to
Standby
on GW
reachable

RIF MGR FSM-6-RMI STBY TO STDBY REC | 6nformeation | Going from Standby | Going ewlc-ha | No action is required

to from

Standby(Recovery) | Standby

state to
SrhyRewna)
on GW
unreachable
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RIF MGR FSMI6RMI STBY TO STDBY REC REASON

6Infommation

Going from Standby
to
Standby(Recovery)
state, Reason:
[chars]

Going
from
Standby
to
SrhyReoa)
on RP
Down
event

ewlc-ha

No action is required

RIF MGR FSM-6-RMI STDBY REC TO ACTIVE

6dnfomation

Going from
Standby(Recovery)
to Active state

Going
from
ShyReoa)
to Active
on RP
DOWN

ewlc-ha

No action is required

RIF_MGR_FSM-6-RP_LINK_DOWN

6Information

Setting RP link
status to DOWN

RP link
status set
to DOWN

ewlc-ha

No action is required

RIF_ MGR_FSM-6-RP_LINK_UP

64nfomation

The RP link is UP.

The
redundany
port link
came up

ewlc-ha

No action is required

RLDP INITIATE MESSAGE6-EWLC RLDP INITIATE

6Information

RLDP initiate
[chars]

General
ewlc
RLDP
initiate
startup
status

osebnosuls

LOG_STD_ACTION

RM_ERRS-2-ERR_FREE_MEM_CRITICAL

2-Critical

Insufficient free
memory for service
to work: [dec]

Insufficient
free
memory
for
service to
handle
new
connection.

polaris-htx

Disable not required
features.

RM _ERRS4-ERR_INSUFFICIENT FREE MEM

4-Warning

Insufficient free
memory [dec]

Free
memory
is lesser
than
configured
for
service.

polaris-htx

Disable not required
features.
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RM_ERRS-6-ERR RECOVERED FREE MEM | 6dnformation | Recovered, Required | polaris-htx | No action is requried
sufficient free free
memory available | memory
[dec] is
available
now for
the
service.

ROGUE SYSLOG-6-ADHOC AUTOCONTAIN | 6dnformeation | Adhoc rogue AP Adhoc ewlc-wips | LOG_STD NO ACTION
with MAC address |Rogue has

[chars] has been been
automatically automatically
contained as per contained
WPS policies.

ROGUE SYSLOG6-ADHOC AUTOCONTAIN CLEAR | 6dnformation | Auto-containment | Adhoc ewlc-wips | LOG_STD NO ACTION
for adhoc rogue AP | Rogue
with MAC address | abartimat

[chars] has been has been
stopped. stopped
ROGUE_SYSLOG-6-AP_ AUTOCONTAINED | 6dnfomation | Rogue AP with Rogue AP | ewlc-wips | LOG_STD NO ACTION
MAC address has been
[chars] has been ato-contaned
automatically
contained as per
WPS policies
ROGUE SYSLOG6-AP AUTOCONTAINED CLEARED | 6dnformeation | Automatic Rogue AP | ewlc-wips | LOG_STD NO_ACTION

containment for atoramat
rogue AP with MAC | has been
address [chars] has |stopped
been cleared.

ROGUE_SYSLOG-6-AP_BEING CONTAINED | 6dnfomation | Managed AP [chars] | A ewlc-wips | LOG_STD NO ACTION
with radio MAC managed
[chars] slot [dec] is | AP is
contained by another | contained
AP. by
another
AP
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ROGUE SYSLOG6-AP BEING CONTAINED CLEAR | 6dnformation | Managed AP [chars] | A ewlc-wips | LOG_STD NO ACTION
with radio MAC managed
[chars] slot [dec] is | AP is no
no longer contained | longer
by another AP. contained
by
another
AP
ROGUE SYSLOG-6-AP_CONTAINED BY RULE | 6nformation | Rogue AP with Rogue AP | ewlc-wips | LOG STD NO ACTION
MAC address has been
[chars] has been contained
contained due to rule | due to a
[chars] with rule
containment level | match
[dec]
ROGUE_SYSLOG-6-AP_ HONEYPOT 6Information | Potential Honeypot | Potential | ewle-wips | LOG_STD NO_ACTION
AP detected with | Honeypot
Rogue AP MAC AP
[chars] with SSID | detected
[chars] by AP with
Radio MAC [chars],
slot [dec].
ROGUE_SYSLOG-6-AP_ HONEYPOT CLEAR | 6Infommation | Potential Honeypot | Potential |ewlc-wips | LOG STD NO ACTION
AP MAC address | Honeypot
[chars] is cleared. | AP
This Rogue AP is no | cleared
longer advertising an
SSID that is
configured on this
controller.
ROGUE_SYSLOG-6-AP_IMPERSONATION | 6dnformation | Impersonation of AP | AP ewlc-wips | LOG_STD NO_ACTION
with Radio MAC | imparsoation
[chars] using source | attack has
MAC address been
[chars] has been detected
detected by AP
[chars] with Radio
MAC [chars], Slot
[dec]
ROGUE SYSLOG-6-MAX NUM ROGUE AP | 6dnformation | Rogue AP count for | Rogue AP | ewlc-wips | LOG_STD NO ACTION
the system has maximum
reached the scale has
maximum limit of |been
[dec] entries. reached
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ROGUE SYSLOG-6MAX NUM ROGUE AP (1EAR | 6dnformation | Rogue AP count for | Number | ewlc-wips | LOG STD NO ACTION
the system is within | of Rogue
the limit of [dec] APs is
entries. below
system
limit
ROGUE_SYSLOG-6-MAX ROGUE PER AP | 6dnformation | The average number | The ewlc-wips | LOG_STD NO_ACTION
of Rogue APs per |average
detecting AP radio | number of
has crossed the Rogue
threshold of [dec] on | APs per
AP [chars] with detecting
radio MAC [chars]. | AP radio
has
crossed
the
threshold.
ROGUE SYSLOG-6-MAX ROGUE PER AP CLEAR | 6dnformation | The average number | The ewlc-wips | LOG_STD NO ACTION
of Rogue APs per |average
detecting AP radio | number of
is below the Rogue
threshold of [dec] on | APs per
AP [chars] with detecting
radio MAC [chars]. | AP radio
is below
the
threshold.
ROGUE_SYSLOG-6-RLDP_ASSOC_FAIL | 6nfomation | RLDP failed with | RLDP ewlc-wips | LOG_STD NO ACTION
error code [dec] failed
while trying to while
associate to Rogue |trying to
AP [chars] using AP | associate
[chars] with Radio |to Rogue
MAC [chars], slot | AP
[dec].
ROGUE_SYSLOG-6-ROGUE_AP_CLEARED | 6Information | Rogue AP [chars] | The ewlc-wips | LOG_STD NO ACTION
removed from Radio | Rogue AP
MAC [chars], Slot | has been
[dec] removed
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ROGUE_SYSLOG-6-ROGUE_AP DETECTED | 6nformation | Rogue AP [chars] | A new ewlc-wips | LOG_STD NO ACTION
detected on Radio | Rogue AP
MAC [chars], Slot |has been
[dec], band [chars], |detected
Channel [dec], RSSI
[dec], SNR [dec],
Classification:
[chars], State:
[chars][chars]
ROGUE SYSLOG6ROGUE AP ON WIRED NETWORK | 6dnformation | Rogue AP with A Rogue |ewlc-wips | LOG_STD NO_ACTION
MAC address AP has
[chars] has been been
detected on the detected
wired network. on the
wired
network
ROGE SYS OG6ROGE AP ON WRED NETWORK (T FAR | 6dnformation | Rogue AP with Rogue AP | ewlc-wips | LOG_STD NO ACTION
MAC address is not
[chars] is no longer |anymore
on the wired on the
network. wired
network
ROGUE SYSLOG-6-ROGUE _CLIENT DETECTED | 6dnfomation | Rogue client with | Rogue ewlc-wips | LOG_STD NO_ACTION
MAC address client
[chars] has been detected
detected by [dec]
APs, rogue client
BSSID [chars], state
[chars], last
detecting AP
[chars], rogue client
gateway MAC
[chars].
ROGUE SYSLOG6ROGUE (TIENT THRESHOLD (D EAR | 6dnformation | Rogue Client [chars] | Number | ewle-wips | LOG_STD NO ACTION
removed from of rogue
Rogue AP [chars], |clients per
state [chars], Rogue AP
channel [dec], is below
detected by AP the
[chars], slot [dec], |threshold

current channel
[dec], band [chars].
Rogue client count
is now below the
threshold for this
Rogue AP.
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ROGQLE SYSLOG6ROGUE (TIENT THRESHOLD EXCHED | 6nformetion | Rogue Client count | Number | ewlc-wips | LOG STD NO_ACTION
threshold exceeded |of rogue
for Rogue AP clients per
[chars] by client Rogue AP
address [chars] threshold
detected by AP has been
[chars], slot [dec], |exceeded
current channel
[dec], band [chars],
state [chars], rogue
AP channel [dec].
ROMMON-5-CPLD UPGRADE STATUS 5-Notice |CPLD upgrade: This axipavehity | No action is required
[chars], install-id: | syslog
[chars], message: | provides
[chars] the result
of the
CPLD
upgrade
ROMMON-5-ROMMON_UPGRADE STATUS | 5-Notice | ROMMON upgrade: | This axkpavehity | No action is required
[chars], install-id: | syslog
[chars], message: | provides
[chars] the result
of the
ROMMON
upgrade
RRM_CLIENT-0-FAILEDTIMERCREATE OEmegency | RRM failed to create | Failed to | ewlc-rrm | LOG_STD ACTION
[chars] timer create
timer
RRM_CLIENT-3-CHD_INV_RF PROF 3-Error | Coverage message |CHD ewlc-rrm | Can be seen during
received profile message configuration changes,if
from [chars] was seen otherwise
received LOG_STD_ACTION
for aradio
which has
anon
existent
RF Profile
Configured.
RRM_CLIENT-3-EWLC_EXEC ERR 3-Error | %% Error: AP Improper |ewlc-rrm | Arguments to be
[chars] MAC: arguments changed
YRRV | or config
Slot-id [dec] -
[chars]
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RRM_CLIENT-3-FAILEDCOVERAGEPROFILE | 3-Error | Coverage profile Coverage |ewlc-rrm |LOG_STD_ACTION
violation on [chars] | profile
AP violation
YERUDYROROARO X
Slot: [dec] Failed
client count: [dec]

Total client count:
[dec]

RRM_CLIENT-3-FAILEDINTPROFILE 3-Error | Interference profile |Interference | ewlc-rrm |LOG STD ACTION
violation on [chars] | profile
AP violation
YEROADURUAPOARO X
Slot: [dec]

Interference in
percentage: [dec] On
channel: [dec]

RRM_CLIENT-3-FAILEDLOADPROFILE 3-Error | Load profile Load ewlc-rrm |LOG_STD ACTION
violation on [chars] | profile
AP violation
YRR ROAROARO X
Slot: [dec] Channel
load in percentage:

[dec] Number of
stations: [dec]

RRM_CLIENT-3-FAILEDNOISEPROFILE |3-Error | Noise profile Noise ewlc-rrm | LOG_STD ACTION
violation on [chars] | profile
AP violation
YEROARUARAROARO X
Slot: [dec] Noise:

[dec] dBm On
channel: [dec]

RRM_CLIENT-3-HA CONFIG_SYNC 3-Error |RRM HA Config |Some ewlc-rrm | If the message appears
tables not yet critical persistently, RRM may
synced: [chars] RRM not function as

configuration configured. System

was found reboot will be required
to be to restore RRM function
missing,

immediately

after

switchover.
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Recommended-Action

RRM_CLIENT-3-RRM_AP_DB_ERR

3-Error

Unable to find AP
VRO ROROARO X
entry in the
database, could not
process [chars]

The
operation
being
performed
for the AP
failed
because
the
internal
entry for
the AP
was not
found. It
is possible
that the
AP has
been
removed
from the
controller.

ewlc-rrm

Use the 'show ap
summary' command to
determine if the AP is
still joined to the
controller. If it is not, the
message may be ignored.
If it is still joined, restart
the AP to ensure that it
has the latest
configuration and contact
technical assistance if the
problem recurs.

RRM_CLIENT-3-RRM_AP_INV_SLOT

3-Error

Invalid slot number
[dec] for AP
YRR PAROAK
could not process
[chars]

AP
included
wrong
slot
number

ewlc-rrm

LOG_STD ACTION

RRM_CLIENT-3-RRM_AP TBL_ERR

3-Error

Unable to find AP
VRO ROAROARO X
slot [dec] [chars]
entry in the
database, could not
process [chars] event

The
operation
being
performed
for the AP
failed
because
the
measurement
or
coverage
entry for
the radio
was not
found.
recreating
the
records.

ewlc-rrm

Collect the controller
logs and contact
technical assistance.
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RRM_CLIENT-3-RRM_CHANNEL 3-Error | RRM Channel Channel |ewlc-rrm |LOG STD NO ACTION
Config Notification: | configuration
Radio Role is is not
AUTO. So, channel |allowed.
change is not
allowed for AP
[chars] on slot [dec].
RRM_CLIENT-3-RRM_CONFIG 3-Error | RRM Config Some ewlc-rrm | If the message appears
Notification: [chars] | critical persistently, for more
RRM than 8 times for each phy
configuration type, RRM may not
still not function as configured.
populated. System reboot will be
required to restore RRM
function
RRM_CLIENT-5-PASSEDCOVERAGEPROFILE | 5-Notice |Coverage profile Coverage |ewlc-rrm | LOG STD NO ACTION
recovery on [chars] | profile
AP recovery
VRO ROAROARO X
Slot: [dec]
RRM_CLIENT-5-PASSEDINTPROFILE 5-Notice |Interference profile |Interference | ewlc-rrm | LOG STD NO_ACTION
recovery on [chars] | profile
AP recovery
YEROARUAROAROAROX
Slot: [dec]
RRM_CLIENT-5-PASSEDNOISEPROFILE | 5-Notice |Noise profile Noise ewlc-rrm | LOG_STD NO ACTION
recovery on [chars] | profile
AP recovery
YRR BAROARO X
Slot: [dec]
RRM_CLIENT-5-RRM_CAC IN PROG 5-Notice | AP [chars]slot [dec] | Setting ewlc-rrm | LOG_STD NO ACTION
[chars] is deferred, |damdtand
till pre-CAC is widhchannel
complete mode are
deferred
until
pre-CAC
is done.
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RRM_CLIENT-5-RRM_NON PSC CHANNEL | 5-Notice |RRM Channel Whennon | ewlec-rrm | LOG_STD NO ACTION
Config Notification: | PSC
Non-PSC channel | channel is
[dec] is configured |used for
for 6 GHz radio on |6GHz
slot [dec], Clients |radio, it is
might fail to possible
connect. that 6GHz
clients
may not
be able to
join the
AP.
RRM_CLIENT-6-MODE_SWITCH_LPI TO_SP | 6Information | 6GHZ Power mode | 6GHZ ewlcafcaim | LOG_STD NO_ACTION
switch from LPI to |Power
SP AP mode
YERVROARVARAROLX | switch
Slot: [dec] Channel: | from LPI
[dec] Channel to SP
Width: [dec]
RRM_CLIENT-6-MODE _SWITCH_SP_TO_LPI | 6dnformation | 6GHZ Power mode | 6GHZ ewlcafcim | LOG_STD NO_ACTION
switch from SP to | Power
LPI AP mode
YERUABOARARAROLX | switch
Slot: [dec] Channel: | from SP
[dec] Channel to LPI
Width: [dec]
RRM_CLIENT-6-PASSEDLOADPROFILE 6Information | Load profile Load ewlc-rrm | LOG_STD NO_ACTION
recovery on [chars] | profile
AP recovery
YRR RO
Slot: [dec]
RMOVMNTRAEVEAFERMACVMNNADIOT | 3-Error Error encountered: |Invalid ewlc-rrm | Please report the error to
[chars] slot technical support
identifier representative
is found
while
processing
RRM
packet
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RRM_MGR _DB-5-DUPLICATE 1P WLC 5-Notice | WLC: [chars] Another |ewlc-rrm |IP address of the
having duplicate IP: | WLC in conflicting controller
[dec].[dec].[dec].[dec] | the should be changed
detected while rf-network immediately
processing RRM is having
pkt. IP address of | duplicate
the conflicting IP, it will
WLC: [chars] should | impact
be changed RRM
immediately to functionality
avoid impact on for the
RRM functionality | conflicting

controllers

RRM MGR TRACE MESSAGEOFAIL EDTIMERCREAIE | O(Emagency | RRM failed to create | Failed to | ewlc-rrm | LOG_STD_ACTION
[chars] timer create

timer

RRM MGR TRACE MESSAGE3-EWLC EXEC ERR | 3-Error | %% Error: [chars] |Improper |ewlc-rrm | Arguments to be

arguments changed
or config

RRM MGR TRACE MESSAGE3-EWLC GEN ERR | 3-Error | Error in [chars] General | sebiosuls | LOG STD ACTION

ewlc
Error
Message.

RRM MGR TRACE MESSAGE3-HA CONHG SYNC | 3-Error | RRM HA Config | Some ewlc-rrm | If the message appears
tables not yet critical persistently, RRM may
synced: [chars] RRM not function as

configuration configured. System

was found reboot will be required
to be to restore RRM function
missing,

immediately

after

switchover.

RRM MR TRACE MESSAGE3RHEG IP CHG NOIIFY FALL | 3-Error | Unable to register | Unable to | ewlc-rrm | LOG_STD ACTION
with platform to get | register
Management IP with
Address Change platform
Notification - error |to get
[dec]. Management

Interface
1P
Address
Change
Notification.
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RRM MGR TRACE MESSAGE3-REG RX PKT FAIL | 3-Error | Unable to register | Unable to |ewlc-rrm |LOG_STD ACTION
with platform to register
receive packets - with
error [dec] platform
to receive
packets
RRM MGR TRACE MESSAGE3RRM IPC EP ERR | 3-Error | IPC Failure: [chars] | Failed to |ewlc-rrm | If the message appears
find IPC persistently, RRM will
endpoint not function as expected.
for AP AP should be
disconnected to restore
RRM function
RRM MR TRACE MESSAGESRRM DURLICAIE IP WIC | 5-Notice | WLC: [chars] Another |ewlc-rrm |IP address of the
having duplicate IP: | WLC in conflicting controller
[chars] detected the should be changed
while processing rf-network immediately
RRM Hello pkt. IP |is having
address of the duplicate
conflicting WLC: | IP, it will
[chars] should be impact
changed RRM
immediately to functionality
avoid impact on for the
RRM functionality | conflicting
controllers
RRM_UTIL-4-INVALIDCHANNELCONFIG |4-Warning | Warning: Update of | Invalid ewlc-rrm | LOG_STD NO_ACTION
the channel list channel
caused invalid pair | configuration
in DCA list for
[chars] band
RRM_UTIL-6-SETCHANNEL 6Information | Set channel on cell | Set ewlc-rrm | LOG_STD NO_ACTION
YABOARAROARLARYA | channel to
[dec] to [chars] reduce
chanwidth [dec] to | co-channel
reduce co-channel | interference
interference from
[dec] to [dec]
Reason [chars]
RRM_UTIL-6-SETCHANNELWIDTH 6Information | Set channel width on | Channel | ewlc-rrm | LOG STD NO ACTION
802.11a for AP width
YERVAROARYAROARY/EIX | configuration
failed 160MHz change
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RRM_UTIL-6-SETCHANNEL DUALBAND | 6dnformation | Set channel [chars] | Set ewlc-rrm | LOG_STD NO ACTION
for AP channel
YERRVRURYRYEX | because
on dual band radio |of
slot: [dec] due to Dualband
[chars] Radio
Role/band
change
RRM UTIL-6-SETCHANNEL ED 6Information | Set channel on cell | Set ewlc-rrm | Investigate the cause of
YEROARRAROAREAX | channel bad air quality on the
[dec] to [chars] due |because channel and eliminate if
to Air Quality of Air possible
voilation reason Quality
[chars] Violation
RRM_UTIL-6-SETCHANNEL NONOPTIMAL | 6dnformation | Set non-optimal Set ewlc-rrm | LOG_STD NO ACTION
channel on cell channel
YERUABOARARABOAX | on user
[dec] to [chars] input
because of lack of | (non-optimal)
information
RRM_UTIL-6-SETTXPOWER 6Information | Tx power changed | Set ewlc-rrm | LOG_STD NO_ACTION
from [dec] to [dec] |transmit
for AP power
YRRV
slot [dec] band
[chars] due to
[chars]
RRM_UTIL-6-UPDATECHANNEL 6Infomuation | Set channel on Channel |ewlc-rrm |LOG STD NO ACTION
[chars] AP configuration
YABOARAROAROARYL | change
[dec] to [chars] by
configuration
change due to
[chars]
RRM_UTIL-6-UPDATETXPOWER 6Information | Tx power changed | Transmit |ewlc-rrm | LOG STD NO ACTION
from [dec] to [dec] |power
for AP configuration
YROARUARUAROAROAX | change
slot [dec] band
[chars] due to
[chars]
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RULE_ENGINE-3-EWLC_GEN_ERR

3-Error

Error in [chars]

General
Wireless
LAN
Controller
Error
Message.

LOG_STD_ACTION

RULE ENGNE3EWLC RULE ENGINE REEX (REATE FRR

3-Error

Error in [chars]

Rule
regular
expression
error

iosebnosutls

Recreate regular
expression correctly

RUE BNGNEABWLC RULE BNGNE FRCRTY UPDATE WARN

4-Warning

Warning: [chars]

rule_engine
priorities
are
overridden,
old
rule_engine
will be
invalid

osebnosuls

LOG_STD_ACTION

SCOOBY-0-SERIAL BRIDGE CRITICAL ERROR

Reloading [chars]
due critical event
%#x in block
[chars]/[dec] of
serial bridge [dec]

A critical
serial
bridge I/O
event has
occurred.

axllenfaatml

The system
automatically reloads the
hardware component
experiencing the error. If
the problem persists,
copy the message exactly
as it appears on the
console or in the system
log, collect the output of
show tech-support and
any other relevant logs,
and contact your Cisco
technical support
representative.
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SCOOBY-OSSERIAL BRIDGE CRITICAL ERROR RATE | O-Emergency | Reloading [chars] | A Serial | axlkanfiaziiml | Copy the message

due to critically high | Bridge exactly as it appears on
serial bridge error | has the console or in the
rate. experienced system log, collect the
a output of show
persistently tech-support and any
high error other relevant logs, and
rate. The contact your Cisco
condition technical support

is serious representative.

and the
card must
be
reloaded.
This
could be
duetoa
hardware
or
software
driver
defect.

SCOOBY-0-SERIAL BRIDGE DRIVER ERROR | O-Emergency | Kernel Module A Serial | axlkafaatnl | Copy the message

failed in [chars] Bridge exactly as it appears on
has the console or in the
experienced system log, collect the
a Init output of show
failure. tech-support and any
The other relevant logs, and
condition contact your Cisco
is serious technical support
and the representative.
card must
be
reloaded.
This
could be
due to a
hardware
or
software
driver
defect.
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SCOOBY-2-FPGA_VERSION CHECK ERR |2-Critical | LEDA FPGA LEDA astlk-etherlc | Copy the message
version does not FPGA exactly as it appears on
meet minimum minimum the console or in the
required version. version system log, collect the
[chars] requirement output of show
not met. tech-support and any
other relevant logs, and
contact your Cisco
technical support
representative.
SCOOBY-5-SERIAL BRIDGE BLOCK EVENT | 5-Notice |Block [chars]/[dec] |A serial | alknfaatnl | No user action is
of serial bridge [dec] | bridge I/O required.
had I/O event %#x | event has
occurred.
This event
is not
serious
but is
logged for
diagnostic
purposes.
SCOOBY-5-SERIAL BRIDGE EVENT RATE |5-Notice |The [chars] event |A Serial |alkfaatnl | No user action is
rate of [dec] has Bridge required. If this message
exceeded the has persists, a serial bridge
threshold of [dec] on | experienced critical message that
serial bridge [dec] |a high needs to be addressed
interconnect [dec] |eventrate. will appear.
This
condition
is not
considered
serious,
but is
logged for
diagnostic
purposes.
This
could be
duetoa
hardware
or
software
driver
defect.
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MesgiSinin

Recommended-Action

SDWAN BOOTSTRAP-2-ROLLBACK PREVIOUS

2-Critical

Rolling back to
previous image

This
critical
syslog is
generated
when the
device
rolls back
to
previous
image
because
of config
which is
incompatible
in new
version

This syslog is typically
accompanied by another
log which will describe
the problem. Please fix
unsupported config
before retrying upgrade

SDWAN BOOTSIRAP3BOOTSIRAP (FG LOAD FALLRE

3-Error

Loading [chars]
bootstrap failed,
reason: [chars]

This error
syslog is
generated
when
loading of
initial
config
from
bootstrap
file fails.
Device
will come
up with
day-0
config

Inspect the bootstrap file
for any XML error or
uuid mismatch
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SDWAN_ BOOTSTRAP-3-CONFD_EXITED |3-Error |ConfD (PID: [dec]) | This error | exiperfistp | Please consult with
exited with code: syslog is Cisco TAC about this
[dec], system will | generated failure. Although we
reboot now when have mechanisms in
ConfD place to recover from
process ConfD failure, Cisco
exits/ would like to gather
dies. information about this
ConfD is failure from customers
a critical
daemon in
SD-WAN
and if it
fails to
come up,
SD-WAN
system
cannot
function.
System
goes for a
reboot
when
ConfD
exits

SDWAN BOOTSTRAP-3-CONHG RESTORE FAILURE | 3-Error | Failed to restore last | This error | experfiatp | Please open a ticket with
saved config syslog is Cisco TAC when this
snapshot, device will | generated error syslog is observed
come up with day-0 | when the for analyzing the issue
config last saved
config
snapshot
cannot be
restored

658



Facility-Severity-M nemonic
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Recommended-Action

SDWAN BOOTSTRAP-4-CDB_CORRUPTED

4-Warning

CDB corruption
detected, will try to
recover config from
last saved snapshot

This
warning
syslog is
generated
when
I0S-XE
software
detects
corruption
of config
database
(CDB).
CDB is
persisted
on hard
disk and
can get
corrupted

10S-XE software will try
to restore config from
config snapshot. If the
last snapshot is not
recovered, please create
a ticket with Cisco TAC

SDWAN BOOTSTRAP4-NO CONFIG BACKUP

4-Warning

No config backup
found, device will
come up with day-0
config

This
warning
syslog is
generated
when
config
backup is
not found
during
config
recovery
(typically
triggered
due to
CDB
corruption
or some
file
missing)

Please open a ticket with
Cisco TAC when this
syslog is observerd.
IOS-XE software takes a
snapshot of config every
time control connectivity
with SD-WAN Manager
is established and config
backup is expected to be
present
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Recommended-Action

SDWAN BOOTSIRAPSBOOTSIRAP (FG 10AD SUCCESS

5-Notice

Successfully
extracted and
committed config
from [chars]

This
notice
syslog is
generated
when
initial
config is
successfully
extraced
and
loaded
from
bootstrap
file

No action is needed

SDWAN BOOTSIRAPSCONHG RESTORE IN PROGRESS

5-Notice

Config restoration in
progress. Will try to
load last backed up
config file as
bootstrap

This
notice
syslog is
generated
when
I0S-XE
software
detects
that
config has
to be
restored
from
previous
snapshot.
This
typically
happens if
CDB gets
corrupted
or config
related
file goes
missing

No action is needed
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SDWAN BOOTSTRAPS-CONFIG RESTORE SUCCESS

5-Notice

Last saved config
restored successfully

This
notice
syslog is
generated
when last
saved
config is
restored
successfully.
Please
note that
this might
not be the
latest
config

No action is needed

SDWAN BOOTSTRAP-5-CONFIG UPGRADE

5-Notice

Device upgraded
with new software,
config will be
upgraded/migrated

This log
is
generated
when
config is
migrated
as a result
of
software
upgrade

No action is required

SDWAN BOOTSTRAP-5-DAY0 BRINGUP

5-Notice

Device coming up
with day-0 config

This log
is
generated
when
device
comes up
with
day-0
config

No action is required
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SDWAN BOOTSTRAPSOBSOLETE CONAIG REMOVED

5-Notice

Obsoleted xpath
[chars] removed

This
notice
syslog is
generated
during
upgrade
when
10S-XE
device
detects
obsolete
config
and
removes it
from
config
database

No action is needed

SDWAN_ BOOTSTRAP-5-PROGRESS

5-Notice

Status: [chars]

This
notice
syslog is
generated
to indicate
current
status of
bootsrap
process

No action is required

SDWAN_ BOOTSTRAP-5-SYSTEM_READY

5-Notice

All daemons up

This
notice
syslog is
generated
to indicate
bootstrap
procedure
is
completed

No action is required

SDWAN_IPSEC-5-PWK_SETTING

5-Notice

New pairwise key
setting will take
effect only after
reboot!

This
syslog is
generated
when
security
pairwise
keying
configuration
is
changed

New pairwise key setting
will take effect only after
reboot
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D ROUING BOOISIRAP3BOOISIRAP (FGIOAD RALLRE | 3-Error | Loading [chars] This error | entimngitg | Inspect the bootstrap file
bootstrap failed, syslog is for any XML error or
reason: [chars] generated uuid mismatch

when
loading of
initial
config
from
bootstrap
file fails.
Device
will come
up with
day-0
config

SD ROUTING BOOTSTRAP-3-CONFD EXITED | 3-Error | ConfD (PID: [dec]) | This error | ecntimng-tg | Please consult with
exited with code: syslog is Cisco TAC about this
[dec] generated failure. Although we
when have mechanisms in
ConfD place to recover from
process ConfD failure, Cisco
exits/ would like to gather
dies. information about this
Confd isa failure from customers
restartable
daemon.
SD-Routing
server
will
restart
when
ConfD
exits

D ROUING BOOISIRAPSBOOISIRAP (PG TOAD SUAESS | 5-Notice | Successfully This cntrinng4tg | No action is needed
extracted and notice
committed config |syslog is
from [chars] generated
when
initial
config is
successfully
extraced
and
loaded
from
bootstrap
file

663



Facility-Severity-M nemonic
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SD_ROUTING_BOOTSTRAP-5-PROGRESS

5-Notice

Status: [chars]

This
notice
syslog is
generated
to indicate
current
status of
bootsrap
process

No action is required

SD ROUTING BOOTSTRAP-5-SYSTEM READY

5-Notice

All daemons up

This
notice
syslog is
generated
to indicate
bootstrap
procedure
is
completed

No action is required

SERDES-3-SERDES CRITICAL ERROR

3-Error

Critial error [chars]
in FRU [chars] when
[chars]

A critical
error was
occurred.
The
condition
is serious
and the
card must
be
reloaded.
This
could be
due to bad
or
unknown
hardware
(chassis
or
modules).
Chassis
Manager
could also
initialize
the Serdes
library
with
incorrect
input
parameters.

aylentiadntml

Copy the message
exactly as it appears on
the console or in the
system log. Collect the
output of show platform,
show verson, show log,
sh diag chassis eeprom
detail, show diagnostic
slot &lt;slot#&gt;
eeprom detail, and any
other relevant logs.
Contact your Cisco
technical support
representative.
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Recommended-Action

SERDES-5-SERDES_NOTICE

5-Notice

from FRU [chars],
[chars].

CMAN
sends a
significant
Serdes
event to
10SD to
log it

allanfaatm

No action is required for
this notice.

SERVICES-0-INVALID OWNERSHIP

Error using service
handle %p - invalid
ownership (%p, %op)

A
multi-thread
application
is trying
to
incorrectly
use the
services
library.
Applications
must
follow
thread
confinement
Strategy
with the
services
library.
Each
thread of
the
application
must
initialize
private
managed
context of
the
service
library.

iosebnosutls

Copy the error message,
tracebacks and version
information and contact
a Cisco representative.
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Recommended-Action

SERVICES-2-NOINIT

2-Critical

Error initializing
services: [chars]

An
application
failed to
initialize
the core
services
library.
The
application
will not
be able to
communicate
with other
modules
on the
system.

LOG STD RECUR ACTION

SERVICES-2-NORESOLVE ACTIVE

2-Critical

Error resolving
active FRU: [chars]

An
application
was not
able to
determine
the active
FRU. The
application
was likely
started
incorrectly.

iosebnosutls

LOG STD RECUR ACTION

SERVICES-2-NORESOLVE LOCAL

2-Critical

Error resolving local
FRU: [chars]

An
application
was not
able to
determine
its local
FRU. The
application
was likely
started
incorrectly.

osebnosuls

LOG STD RECUR ACTION
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SatMery

M essage

MesgiSinin

Recommended-Action

SERVICES-2-NORESOLVE _STANDBY

2-Critical

Error resolving
standby FRU:
[chars]

An
application
was not
able to
determine
the
standby
FRU. The
application
was likely
started
incorrectly.

LOG STD RECUR ACTION

SERVICES-3-INVALID CHASFS

3-Error

Thread %p has no
global chasfs context

A
multi-thread
application
is trying
to
incorrectly
use the
services
library.
Applications
must
follow
thread
confinement
Strategy
with the
services
library.
Each
thread of
the
application
must
initialize
private
managed
context of
the
service
library.

iosebnosutls

Copy the error message,
tracebacks and version
information and contact
a Cisco representative.

SESSION_MGR-0-CONFIG_CORRUPT

Checksummed
interface
configuration
corruption detected.

Interface
oconfiguration
field was
modified

unexpectedly.

polaris-smd

No action is required.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
SESSION MGR-4-ILLEGAL TRACE REQ |4-Warning | Component ID [dec] | Component | polaris-smd | No action is required.
not registered. ID %d not
registered.
SESSION MGR-4-TERMINATE 4-Warning | Authentication Session is | polaris-smd | No action is required.
session terminated | being
for client ([chars]) | terminated.
on Interface [chars]
AuditSessionID
[chars] Reason
[chars]
SESSION MGR-4-UNAUTH_MOVE 4-Warning | [chars] MAC Move polaris-smd | No action is required.
address ([chars]) while not
from [chars] to authenticated
[chars] on old
IDB
SESSION MGR-5-FAIL 5-Notice | Authorization failed | Authorization | polaris-smd | Authorization was
or unapplied for was unsuccessful for the
client ([chars]) on | unsuccessful client. Collect the smd
Interface [chars] logs and system console
AuditSessionID logs
[chars]. [chars]
[chars]
SESSION_ MGR-5-MACMOVE 5-Notice | MAC address Client has | polaris-smd | No action is required.
([chars]) moved moved to
from Interface anew
[chars] to Interface |interface
[chars] without
AuditSessionID logging
[chars] off on the
previous
one.
SESSION MGR-5-MACREPLACE 5-Notice | MAC address A new polaris-smd | No action is required.
([chars]) on client has
Interface [chars] is | triggered
replaced by MAC |a
([chars]) violation
AuditSessionID causing
[chars] an
existing
client to
be
replaced
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
SESSION_MGR-5-SECURITY_VIOLATION | 5-Notice |Security violation on | A host on | polaris-smd | Ensure that the port is
the interface [chars], | the configured to support the
new MAC address |specified host count attached.
([chars]) is seen. interface Enter the
AuditSessionID is ShdtiSeth thanSdrooha St
[chars] attempting command followed by
to gain &lt;emdbold&gt;no
access shutdown&lt;nocmdbold&gt;
into the command to restart the
network port.
oris
trying to
authenticate
in a host
mode that
does not
support
the
number of
hosts
attached.
This is
treated as
a security
violation
and the
port has
been
eor-disabled
SESSION MGR-5-START 5-Notice |Starting '[chars]' for | Starting | polaris-smd | Message notification
client ([chars]) on |an informing about the
Interface [chars] authentication session manager client is
AuditSessionID method being started to
[chars] authenticate the endpoint
attached to the interface
SESSION MGR-5-SUCCESS 5-Notice | Authorization Authorization | polaris-smd | Client connected to the
succeeded for client | was switch has been
([chars]) on successful. successfully authorized
Interface [chars] by the session manager
AuditSessionID framework
[chars]
SESSION MGR-5-VLANASSIGN 5-Notice | VLAN [dec] VLAN polaris-smd | No action is required.
assigned to Interface | assignment
[chars] to an
AuditSessionID interface
[chars] for the
session
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
SESSION_MGR-7-NOMOREMETHODS 7-Debug | Exhausted all All polaris-smd | No action is required.
authentication available
methods for client | authertication
([chars]) on methods
Interface [chars] have been
AuditSessionID tried
[chars]
SESSION MGR-7-STOPPING 7-Debug | Stopping [chars] for | Stopping | polaris-smd | No action is required.
client [chars] on the
Interface [chars] current
AuditSessionID aufhentication
[chars] method
SHFWD-6-PACKET TRACE DONE 6Infomation | Packet Trace Packet phgitmny | No action is required
Complete: [chars] |trace cmd
initiated
by admin
is
complete
SHFWD-6-PACKET TRACE FAIL 6Information | Show fwd is failed | Packet pigitmny | Collect the trace from all
at [chars] trace cmd the switch using the cli
initiated (show platform software
by admin trace fed switch &lt;&gt;
is fail )
SHFWD-6-PACKET TRACE FLOW_ID 6Infomation | Packet Trace Flow | Packet phgitmny | No action is required
id is [dec] trace
instance
can be
tracked by
flowid
SIF. MGR-1-FAULTY_CABLE 1-Alert High hardware The isxefvdmgr | Replace the stack cable
interrupt seen on specified connected to the stack
switch [dec]\n stack port.
cable is
..
high
hardware
interrupts
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

SIF_ MGR-1-FAULTY_STACK_CABLE

1-Alert

High hardware
interrupt seen on
switch [dec] on
stack port [dec]\n

The
specified
stack
cable is
..
high
hardware
interrupts

iosxefwdmgr

Replace the stack cable
connected to the stack
port.

SIF MGR-6-STACK_ADAPTER INSERTED

6dnfomation

stack mgr: Stack
adapter [dec] on
switch [dec] is
inserted

The
specific
adapter
has been
inserted
from the
mentioned
switch.

iosxe-fvdmer

No action is required

SIF. MGR-6-STACK_ADAPTER_REMOVED

6Information

stack_mgr: Stack
adapter [dec] on
switch [dec] is
removed

The
specific
adapter
has been
removed
from the
mentioned
switch.

iosxefwdmgr

No action is required

SIG-2-SIG_TUNNEL EVENT FAILURE

2-Critical

Cisco Umbrella SIG
tunnel: [chars] event
failure, [chars]

This
syslog is
generated
when a
IPSEC
tunnel to
Cisco
Umbrella
Secure
Internet
Gateway
runs into
failure(s)
during
state
transition

cedge-sig

No action is required
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SIG-2-TUNNEL TRACKER STATUS DOWN | 2-Critical | Tracker associated | This cedge-sig | No action is required
with SIG tunnel syslog is
[chars] is [chars] generated
when
tracker(s)
associated
with SIG
tunnel
goes
DOWN

SIG-2-ZIA LOCATION _EVENT FAILURE |2-Critical | Zscaler location: This cedge-sig | No action is required
[chars] event failure, | syslog is
[chars] (additional | generated
info: [chars]) when
various
REST
API(s) to
setup ZIA
encounter
errors

SIG-2-ZIA_ TUNNEL EVENT FAILURE 2-Critical | Zscaler SIG tunnel: | This cedge-sig | No action is required
[chars] event failure, | syslog is
[chars] (additional | generated
info: [chars]) when a
IPSEC/GRE
tunnel to
Zscaler
Secure
Internet
Gateway
runs into
failure(s)
during
state
transition
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SatMery

M essage

MesgiSinin

Campoent

Recommended-Action

SIG-5-SIG_TUNNEL_EVENT SUCCESS

5-Notice

Cisco Umbrella SIG
tunnel: [chars] event
success, [chars]

This
syslog is
generated
when a
IPSEC
tunnel to
Cisco
Umbrella
Secure
Internet
Gateway
transitions
to
different
states
successfully

cedge-sig

No action is required

SIG-5-TUNNEL TRACKER STATUS UP

5-Notice

Tracker associated
with SIG tunnel
[chars] is [chars]

This
syslog is
generated
when
tracker(s)
associated
with SIG
tunnel
comes UP

cedge-sig

No action is required

SIG-5-ZIA_LOCATION_EVENT_SUCCESS

5-Notice

Zscaler location:
[chars] event
success, [chars]

This
syslog is
generated
when
various
REST
API(s) to
setup ZIA
location
succeed

cedge-sig

No action is required
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SatMery
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MesgiSinin

Campomant

Recommended-Action

SIG-5-ZIA_TUNNEL_EVENT SUCCESS

5-Notice

Zscaler SIG tunnel:
[chars] event
success, [chars]

This
syslog is
generated
when a
IPSEC/GRE
tunnel to
Zscaler
Secure
Internet
Gateway
transitions
through
different
states
successfully

cedge-sig

No action is required

SIMULATION ERRMSG-3-rw_err

3-Error

Cosim simualation
failed to [chars] %zu
bytes. ret: [chars]

An error
occurred
during
cosim rw
operation.

INVALID

Check if Cima memory
10 socket is over
subscribbed.

SISF_LOG-3-SISF_ TRACEBACK

3-Error

Error in [chars]

General
SISF
Error
Message.

ewlc-sisf

LOG_STD_ACTION

SM-2-INITIALIZATION FAILED

2-Critical

Session Manager
initialization for
[chars] failed.

Initialization
of session
manager
process
failed.

polaris-infta

Review SM logs taking
note of the timestamp
information to select
specific information to
review. Copy the
message and other
related information
exactly as it appears on
the console or in the
system log.

674




Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

SMAN-2-NO_MEMORY

2-Critical

Cannot allocate
memory for an
internal data
structure

An
atofmanay
condition
occurred
when
attempting
to create
an
internal
data
structure.
The
daemon
encountering
the
problem
will exit,
after
which the
process
manager
will
restart.

Check the log files for
the associated daemon.
Monitor processes for
excessive memory
consumption.
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SatMery

M essage

MesgiSinin

Recommended-Action

SMAN-2-TDL_MESSAGE

2-Critical

Cannot construct an
IPC message for

library. The message
name is [chars] and
the reason is: [chars]

A
problem
occurred
while
constructing
atype
definition
language
(TDL)
message
or setting
a field in
aTDL
message.
If the
problem
occurred
during
construction
of a TDL
message,
the
system is
out of
memory.
If the
problem
occurred
while
setting a
field in
the TDL
message,
there is a
library
mismatch
issue.

Check [uipeer] ERR
entries in the log files for
message reporting
problems.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

SMAN-3-CRDU_PATCH_REPLY_TIMEOUT

3-Error

Failed to receive
patch response from
peer process [chars]

During
patch
operation
the Shell
Manager
broadcasts
a request
to all
affected
processes
(peers). If
a peer
does not
respond in
time then
the patch
process
cannot be
completed
correctly

polaris-crdu

Check that the
process(es) that failed to
respond are still active
and check their trace
files for any potential
errors that could prevent
them from responding to
a patch request in a
timely manner

SMAN=3-CRFT CLEARCOUNTERS REQUEST FAIL

3-Error

CRFT clear counters
request finished with
one or more failures.
Check tracelogs for
further details.

After a
request to
clear
CRFT
counters
if any
program
reports an
error or
fails to
respond
within the
timeout
period
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
programs failed and why
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SatMery

M essage

MesgiSinin

Campomant

Recommended-Action

SMAN-3-CRFT_COLLECT REQUEST FAIL

3-Error

CRFT collection
request finished with
one or more failures.
Check tracelogs for
further details.

Aftera
request to
collect
CRFT
data if
any
program
reports an
error or
fails to
respond
within the
timeout
period
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
programs failed and why

SMAN-3-CRFT EXPORT REQUEST FAIL

3-Error

CRFT export request
finished with one or
more failures. Check
tracelogs for further
details.

After a
request to
export
CRFT
data if an
error or
failure
during the
export
stage
occurs
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
operation failed and why
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SatMery

M essage

MesgiSinin

Campoent

Recommended-Action

SMAN-3-CRFT_RELOAD_ REQUEST FAIL

3-Error

CRFT reload request
capture finished with
one or more failures.
Check tracelogs for
further details.

Aftera
request to
capture
CRFT
data on
reload if
an error
or failure
during the
reload
stage
occurs
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
operation failed and why

SMAN3-CRFT UNSUPPORTED REMOTE PATH FAIL

3-Error

CRFT remote
requested using an
unsupported remote
path. Check
tracelogs for further
details.

After a
request to
remotely
capture
CRFT
data an
error or
failure
during the
remote
stage
occurs
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
operation failed and why
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SatMery

M essage

MesgiSinin

Campomant

Recommended-Action

SMAN3CRFT UNSUPPORTED REMOTE SCHEMVE FAIL

3-Error

CRFT remote
requested using an
unsupported scheme.
Check tracelogs for
further details.

Aftera
request to
remotely
capture
CRFT
data an
error or
failure
during the
remote
archive
stage
occurs
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
operation failed and why

SMANS3-CRFT UNSUPPORTED REMOTE TAG FAIL

3-Error

CRFT remote
requested using an
unsupported tag
format. Check
tracelogs for further
details.

After a
request to
remotely
capture
CRFT
data an
error or
failure
during the
remote
archive
stage
occurs
this
message
will be
emitted.

polaris-crft

Inspect btrace logs for
information about which
operation failed and why
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

SMAN-3-HOSTINFO_MONITOR_FAILURE

3-Error

Error initializing
host info
monitoring: [chars]

During
initialization,
the Shell
Manager
monitors
changes
to
host-related
information,
such as
the
hostname.
This error
occurs if
initialization
fails.

Check the Shell Manager
trace file for related
details.

SMAN-3-HOSTINFO READ FAILURE

3-Error

Error reading host
info ([chars]):
[chars]

During
process
startup
and when
changes
occur, the
Shell
Manager
reads
host-related
information,
such as
the
hostname.
This error
occurs if
there is a
failure
reading
information.

isesuimg

Check the Shell Manager
trace file for related
details.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

SMAN-3-INVALID EPOCH_FILE

3-Error

An upgrade or
installation has
produced an invalid
messaging
configuration file
[chars], [chars]

During an
upgrade
or
installation
of a new
package,
an invalid
messaging
oconfiguration
file was
produced.
The file is
either
empty or
has
invalid
permissions
and
cannot be
read.

Repeat the installation or
upgrade. If the problem
persists, revert to a
previous known good
package.

SMAN-3-NO_CDL FILE

3-Error

Could not access
command definition
file [chars]: [chars]

During
the Shell
Manager
loads a
XML
CDL file
to load all
the CLI
structure.
This file
is for
some
reason not
found.

iosceshelimgr

Check the Shell Manager
trace file for related
details.
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Facility-Severity-M nemonic

SatMery

M essage

Recommended-Action

SMAN-3-PTL_RENDERER_FAILURE

3-Error

Rendering error with
[chars].[chars].
Transform is
missing or invalid
for data.

This error indicates a
configuration issue
resulting from bad or
mismatched packages.
Review the Shell
Manager trace files and
log files. Uninstall, then
reinstall, any new
packages.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

The Shell
Manager
process
attempted
to render
a
command
response
but the
tansfomation
failed due
to an
internal
error. The
failure
may have
been
caused by
a missing
transform
file or an
included
file
cannot be
found.
The
tansfomation
may also
fail if the
data
returned
in the
response
is binary
and has
not been
processed
correctly.
In this
case, the
rendering
engine is
unable to
interpret
the data
resulting
ina
failure.
The
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

tansfommation
may also
fail if
there is a
mismatch
of
packages
installed
on the
system. In
this case,
incompetible
messages
are
exchanged
between
the Shell
Manager
and the
daemon
servicing
the
command
request
and
incorrect
data is
passed to
the
rendering
engine.

SMANSCRFT (1FARCOUNTERS RBQUEST SUCCESS

5-Notice

CRFT clear counters
completed
successfully.

This
message
serves to
inform the
user of
exactly
when the
clearcounters
operation
completes
and they
are no
longer
waiting
for
additional
processes

polaris-crft

No action required. This
message is expected
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SatMery

M essage

MesgiSinin

Campomant

Recommended-Action

SMAN-5-CRFT COLLECT REQUEST INPROGRESS

5-Notice

CRFT collection
already in progress.
Please try again later

CRFT
collection
is
something
that
should
happen
infrequently
so if there
is already
a
collection
request in
progress
we reject
the
incoming
request
and emita
message
to the user
informing
them that
their
request is
rejected.

polaris-crft

Try the request again
later if necessary
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SatMery

M essage

MesgiSinin

Campoent

Recommended-Action

SMANS-CRFT COLLECT REQUEST NOT SUPPORTED

5-Notice

CRFT collection
request not
supported on peer
[chars]

Some
processes
may not
support
CRFT
collection
for any of
a number
of
reasons.
This
message
serves to
alert the
user so
that they
do not go
searching
for CRFT
stats for
the
process in
question
and
determine
an error
has
occurred
when they
cannot
find them

polaris-crft

None. Information only.

SMAN-5-CRFT COLLECT REQUEST SUCCESS

5-Notice

CREFT collection
completed
successfully.

This
message
serves to
inform the
user of
exactly
when the
collection
completes
and they
are no
longer
waiting
for
additional
processes

polaris-crft

No action required. This
message is expected
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SatMery
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MesgiSinin

Campomant

Recommended-Action

SMAN-5-CRFT_EXPORT REQUEST SUCCESS

5-Notice

CRFT export
completed
successfully.

This
message
serves to
inform the
user of
exactly
when the
export
operation
completes
and they
are no
longer
waiting
for
additional

auputecheck

polaris-crft

No action required. This
message is expected

SMAN-5-CRFT RELOAD REQUEST SUCCESS

5-Notice

CRFT reload
collection completed
successfully.

This
message
serves to
inform the
user of
exactly
when the
export
operation
completes
and they
are no
longer
waiting
for
additional

auputechak

polaris-crft

No action required. This
message is expected

SPECTRUM-3-EWLC_EXEC ERR

3-Error

%% Error: AP
YERUABARAROABO X
[chars]

Improper
oconfiguration
for dual
band AP

ewlc-rrm

please check the
requested configuration

against ap type
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
SS-2-INITIALIZATION_FAILED 2-Critical |Initialization of Initialization | polaris-infra | Review ioxss logs taking
[chars] failed for of IOx note of the timestamp
I0x Secure Storage | Secure information to select
storage specific information to
process review. Copy the
failed. message and other
related information
exactly as it appears on
the console or in the
system log.
SSLMGR-0-ASYMMETRIC KEY FAIL OEmagency | Asymmetric key Asymmetric | iosxe-ssl | No action required -
failure: [chars]. key forwarding processor
failure. (ESP) rebooted
automatically.
SSLMGR-0-N2_ VSERVER FAIL OFmegency | Virtual server Ciypogaphic | iosxe-ssl | forwarding processor
context failure: COprocessor (ESP) is rebooted
[chars]. critical automatically. no action
operation needed
failed.
Further
data
processing
on ESP is
halted
SSLMGR-0-SYMMETRIC KEY FAIL OEmegency | Symmetric key Symmetric | iosxe-ssl | No action required -
failure: [chars]. key forwarding processor
failure. (ESP) rebooted
automatically.
SSLMGR-3-N2 CONTEXT_FAIL 3-Error | Context failure: Coprocessor | iosxe-ssl | Monitoring required
[chars]. context
operation
failed due
to
resource
limit
SSLMGR-5-GATEWAY UPDOWN 5-Notice |sslvpn gateway : sslvpn iosxe-ssl | ACTION NONE REQUIRED
[chars] changed state | gateway
to [chars] changed
state
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SatMery

M essage

MesgiSinin

Campomant

Recommended-Action

SSLVPNMGR-S-HTTP REQUEST NOT AUTHORIZED

5-Notice

HTTP request
without login
cookie. [chars]\n

This
message
indicates
that
HTTP
request
doesn't
have valid
login
cookie
and is not
authorized
to access
the
resource

iosxe-ssl

ACTION NONE REQUIRED

SSLVPNMGR-5-LOGIN_AUTH FAILED

5-Notice

Failed to contact
authentication
server. [chars]\n

hertic
server is
unavailable
because it
is down
or
unreachable

10sxe-ssl

Verify if routes are
configured correctly to
reach authentication and
the server is configured
correctly

SSLVPNMGR-5-LOGIN_AUTH_PASSED

5-Notice

Authentication
successful, user
logged in. [chars]\n

This
message
indicates
that login
bentica
succeeded
for user

10sxe-ssl

ACTION NONE REQUIRED

SSLVPNMGR-5-LOGIN_AUTH_REJECTED

5-Notice

Failed to
authenticate user
credentials. [chars]\n

Authenticafion
server
failed to
validate
credentials
provided
by the
user to
login
under
webvpn
context

10sxe-ssl

Check username and
password configured on
authentication server
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Campoent

Recommended-Action

SSLVPNMGR-5-SSL_CONNECT_OK

5-Notice

SSL/TLS connection
successful with
client [chars]\n

This
message
indicates
that
SSL/TLS
handshake
with peer
was
successful

iosxe-ssl

ACTION NONE REQUIRED

SSLVPNMIGR6CONTEXT MAX USERS LOGIN DENIED

6dnfomation

Login denied for
user [chars]. Max
users exceeded for
context [chars]\n

This
message
indicates
that user
was
denied to
login
because
the the
max users
for the
context
has been
exceeded

10sxe-ssl

Check the gateway
configuration and
reconfigure the
maximum allowed users
in the context

SSLVPNMGR6GLOBAL MAX USERS LOGIN DENIED

6Information

Login denied for
user [chars]. Global
max users limit
reached\n

This
message
indicates
that user
was
denied to
login
because
the the
max users
limit
reached

10sxe-ssl

ACTION NONE REQUIRED

SSLVPNMGR-6-SESSION TERMINATE

64nfomation

Session terminated.
[chars]\n

SSLVPN
session
was
terminated

10sxe-ssl

ACTION NONE REQUIRED
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Recommended-Action

STACKMGR-1-DUAL_ACTIVE_CFG_MSG

1-Alert

Dual Active
Detection [chars]\n

Switch
detected
availability
or
unavailability
of Dual
Active
Detection
ports.

iosxefwdmgr

No action is required

STACKMGR-1-EPA MISMATCH

1-Alert

[chars]. The
mis-match may
caused by hardware
failure or different
EPA types.\n

The
Standby
EPA
mismatch
with
Active
EPA.

iosxe-fvdmgr

Need to make them
match

STACKMGR-1-FATAL ERR

1-Alert

Stack manager
encountered an
unrecoverable error.
[chars]\n

The stack
manager
process
has
encountered
an
unecoverable
error and
the switch
is being
reloaded.

iosxefwdmgr

Please ensure valid
switch numbers are
being used. If you still
believe there is an error
in the system, please
send the system report to
a TAC representative

STACKMGR-1-LIC_MISMATCH

1-Alert

License level is
[chars] and needs to
be upgraded to
[chars] for
Stackwise Virtual to
function.\n

Current
Licnese
level on
active
switch
does not
support
Stackwise
Virtual.

iosxe-fvdmgr

Need to be upgraded to
supported license level

STACKMGR-1-RELOAD

1-Alert

Reloading due to
reason [chars]\n

The
specified
switch has
received a
reload
request
and is
being
reloaded.

iosxefwdmgr

No action is required
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STACKMGR-1-RELOAD REQUEST 1-Alert |Received reload The iosxefwdmgr | No action is required
request for [chars], |specified
reason [chars]\n switches
are being
reloaded.
STACKMGR-1-STACK_MERGE IGNORE |1-Alert |Stack Merge Ignored | Switch iosxefwdmgr | No action is required
[chars]\n detected
multiple
Active
switches.
But
stack-merge
is being
ignored.
STACKMGR-4-SWITCH_ADDED 4-Warning | [chars] [dec] has The iosxefwdmgr | No action is required
been added to the |specified
stack.\n switch has
been
added to
the stack.
STACKMGR-4-SWITCH_REMOVED 4-Warning | [chars] [dec] has The isxefvdmgr | No action is required
been removed from | specified
the stack.\n switch has
been
removed
from the
stack.
STACKMGR-5-CHASSIS ROLE UPDATE FAIL | 5-Notice |Failed to Set [chars] | This is iosxefwdmer | This is a rare failure
Chassis [dec] used to condition. Please reach
chassis_role [chars] | indicate out to TAC
that
update to
new role
failed
STACKMGR-5-FAST RELOAD DONE 5-Notice |Fastreload operation | This is accsw-p-fsu | No action needed. This
completed used to is not an error.
successfully on indicate
entire stack that the
fast reload
on stack
is
complete.
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STACKMGR-6-ACTIVE_ELECTED 6Infomation | [chars] [dec] has The isxefvdmgr | No action is required
been elected specified
ACTIVE.\n switch has
been
elected
active.
STACKMGR-6-ACTIVE_READY 6Information | Active [chars] [dec] | The active | iosxefimdmgr | No action is required
is ready.\n switch is
ready.
STACKMGR-6-CHASSIS ADDED 6Information | [chars] [dec] has The iosxefwdmgr | No action is required
been added to the | specified
stack.\n chassis
has been
added to
the stack.
STACKMGR-6-CHASSIS READY 6Information | [chars] [dec] is The isxefvdmgr | No action is required
ready.\n specified
chassis is
ready.
STACKMGR-6-CHASSIS REMOVED 6Information | [chars] [dec] has The iosxefwdmgr | No action is required
been removed from |specified
the stack.\n chassis
has been
removed
from the
stack.
STACKMGR-6-CHASSIS REMOVED KA | 6Infomation | [chars] [dec] has Chassis | iosxefwdmgr | No action is required
been removed from | has been
the stack due to removed
keepalive failure. \n | due to the
keepalive
failure.
STACKMGR-6-DISC_DONE 6Information | [chars] [dec] has The iosxefdmer | No action is required
finished stack specified
discovery.\n switch has
completed
stack
discovery
and is
moving to
the
election
phase.
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STACKMGR-6-DISC_START 6Information | [chars] [dec] is The isxefvdmgr | No action is required
starting stack specified
discovery.\n switch is
starting
stack
discovery.
STACKMGR-6-KA MISSED 6Information | Keepalive missed | Chassis | iosxefidmgr | No action is required
for [dec] times for |has been
[chars] [dec] \n removed
due to the
keepalive
failure.
STACKMGR-6-STACK LINK CHANGE 6Information | Stack port [dec] on | The iosxefwdmgr | No action is required
[chars] [dec] is specified
[chars]\n stack port
has
changed
status.
STACKMGR-6-STANDBY ELECTED 6Information | [chars] [dec] has The isxefvdmgr | No action is required
been elected specified
STANDBY.\n switch has
been
elected
standby.
STACKMGR-6-SWITCH_READY 6Information | [chars] [dec] is The iosxefwdmgr | No action is required
ready.\n specified
switch is
ready.
STATSMGR-3-ZIP_FAILURE 3-Error |[[chars]] Failed to | This shaxtsin? | Please contact Cisco
compress file notice TAC regarding this
[chars], reason: syslog is issue. Compression of
[chars] generated stats file should always
when succeed
statistics
file
cannot be
compressed
because
of an
error
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STATSMGR-5-STATS DISABLED 5-Notice |Table [chars] is This shengsigs? | No action is needed
disabled on notice
SD-WAN Manager |syslog is
generated
when a
table has
been
disabled
on
SD-WAN
Manage

STATSMGR-5-ZIP TIME EXCEEDED 5-Notice |[chars] compressed |This shaxtsis? | No action is needed
([chars] -&gt; notice
[chars]) in [chars] |syslog is
generated
when
zipping a
file takes
more than
5 seconds

SUBSYS-3-SUBSYS CLASS 3-Error | [chars] subsystem |The task |isebiosutk |LOG _STD ACTION
[chars] has class has
[chars] detected a
subsystem
which has
an
unsupported
class in its
header.

SUBSYS-3-SUBSYS_RECURSION 3-Error | [chars] subsystem |The task |isebnsus |LOG_STD ACTION
[chars] maxiumum | has
sequence depth [dec] | detected
exceeded that a
subsystem
upon
insertion
has
exceeded
the depth
of
insertion.
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M essage

MesgiSinin

Recommended-Action

SUBSYS-3-SUBSYS_VERSION

3-Error

[chars] subsystem
[chars] has
unsupported version:
[dec]

The task
has
detected a
subsystem
which has
an
unsupported
version in
its header.

LOG_STD_ACTION

SUBSYS-6-SUBSYS_SEQUENCE

6dnfomation

[chars] subsystem
[chars] has cross
class sequence for
[chars]

The task
has
detected a
subsystem
which has
an
incorrect
class for
which it is
being
considered
for.

iosebnosutls

LOG_STD ACTION

SUBSYS-6-SUBSYS UNORDERED

6Information

Subsystem class
[dec] ([chars]) has
no order

The task
has
detected a
class
which has
an
unknown
order
upon
initialization.

osebnosuls

LOG_STD_ACTION

SWITCH-3-L2_L3 CONVERT

3-Error

Failed to convert
interface [chars] into
an [chars] port

An error
occured
while
changing
the port
mode
from L2
toL3 or
vice
versa.

fotatepltorm

Try reloading the device.
If the reload fails to
correct the problem,
collect the output of the
error message, the logs
and the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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SYSHW-3-SYSHW_READ 3-Error | A read operation has | A syshw | polaris-infia | The error message
failed for device: read indicates a read failure

[chars] error: [chars]

operation

for the device. No action

failed for is needed from the user.
the However, if these errors
mentioned come continuously or
device frequently, it may
indicate permanent fault
with the specific
device/component.
SYSHW-3-SYSHW_ REG READ 3-Error | A register read A syshw | polaris-infra | The error message
operation has failed | register indicates a read failure
for device: [chars] |read for the device. No action
register: [chars] operation is needed from the user.
error: [chars] failed for However, if these errors
the come continuously or
mentioned frequently, it may
device indicate permanent fault
with the specific
device/component.
SYSHW-3-SYSHW_REG_WRITE 3-Error | A register write A syshw | polaris-infra | The error message
operation has failed | register indicates a read failure
for device: [chars] |read for the device. No action
register: [chars] operation is needed from the user.
error: [chars] failed for However, if these errors
the come continuously or
mentioned frequently, it may
device indicate permanent fault
with the specific
device/component.
SYSHW-3-SYSHW_WRITE 3-Error | A write operation | A syshw | polaris-infia | The error message
has failed for device: | write indicates a write failure
[chars] error: [chars] | operation for the device. No action
failed for is needed from the user.
the However, if these errors
mentioned come continuously or
device frequently, it may

indicate a permanent
fault with the specific
device/component.
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SYSPLAT-3-PLIM_BRIDGE CRITICAL ERROR |3-Error |Reloading [chars] | A critical | alkinfiaimml | The system
due critical event | PLIM automatically reloads the
%*#x in block device /O hardware component
[chars]/[dec] of event has experiencing the error. If
PLIM device occurred. the problem persists,
copy the message exactly
as it appears on the
console or in the system
log, collect the output of
show tech-support and
any other relevant logs,
and contact your Cisco
technical support
representative.
SYSPLAT-3-PLIM_CRITICAL ERROR RATE |3-Error |Reloading [chars] | A Serial |alknfaatnl | Copy the message
due to critically high | Bridge exactly as it appears on
PLIM device error |has the console or in the
rate. experienced system log, collect the
a output of show
persistently tech-support and any
high error other relevant logs, and
rate. The contact your Cisco
condition technical support
is serious representative.
and the
card must
be
reloaded.
This
could be
due to a
hardware
or
software
driver
defect.
SYSPLAT-5-PLIM_BLOCK _EVENT 5-Notice |Block [chars]/[dec] |A PLIM | aslkanfiaitnl | No user action is
of PLIM device had | device /O required.
I/O event %#x event has
occurred.
This event
is not
serious
but is
logged for
diagnostic
purposes.
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SatMery

M essage

MesgiSinin

Recommended-Action

SYSPLAT-5-PLIM_EVENT RATE

5-Notice

The [chars] event
rate of [dec] has
exceeded the
threshold of [dec] on
interconnect [dec]

A Serial
Bridge
has
experienced
a high
event rate.
This
condition
is not
considered
serious,
but is
logged for
diagnostic
purposes.
This
could be
dueto a
hardware
or
software
driver
defect.

allanfiaatm

No user action is
required. If this message
persists, a PLIM device
critical message that
needs to be addressed
will appear.

SYSTEM-2-REBOOT ABORTED

2-Critical

System reboot
aborted due to
[chars]

This
syslog is
generated
when
system
reboot is
aborted
due to an
error

If reboot is aborted due
to software error, please
contact Cisco TAC

SYSTEM-3-CONFIG_BACKUP_FAILURE

3-Error

Failed to backup
config

This error
syslog is
generated
when
config
cannot be
backed up
by
SD-WAN
Edge
device

Please create a ticket
with Cisco TAC
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SYSTEM-4-SSL._ CERT_WARNING 4-Warning | SSL certificate This cedge-install | Customers are expected
warning: [chars] syslog is to delete self-signed
(code: [chars]) generated certificates and replace
when with them Enterprise
self-signed certificates

certificates
are used
for
amctn
Self
signed
certificates
are not
considered
secure
and must
be
replaced
with
certificates
provided
by
verified
distributors

SYSTEM-5-CONFIG_BACKUP_SUCCESS |5-Notice |Config backedup |This alpartiatp | No action is required
successfully notice
syslog is
generated
whenever
config is
backed up
by
SD-WAN
Edge
device.
This is
typically
done
whenever
control
connectivity
with
SD-WAN
Manager
is
established
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SatMery

M essage

MesgiSinin

Recommended-Action

SYSTEM-5-REBOOT _ISSUED

5-Notice

System reboot
issued, reason:
[chars]

This
syslog is
generated
when
system
reboot is
issued

cedge-install

No action is required

SYSTEM-5-SOFTWARE INSTALL STATUS

5-Notice

Software install
stage: [chars],
install-id: [chars],
message: [chars]

This
syslog is
generated
during
software
installation
which
goes
through
multiple
stages

No action is required

SYSTEM-6-CLI_ COMMIT

6Information

CLI commit done by
user [chars]

This info
syslog is
generated
when a
user alters
config via
CLI. CLI
is usually
locked
when a
device is
managed
by Cisco
SD-WAN
Manager,
however
when the
control
connection
is down,
CLI
session is
unlocked
for users
and user
can
commit
via CLI

vipvdaemon

No action is required
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SYSIEMCONHG VESSA2APH E TRANHR HITESABTRRT | 2-Critical | CRITICAL, [chars] | General | sebinosus | LOG_STD_ACTION
WLC

critical
message

SYSTEM CONFIG MESSAGE-3-ACL FLEX ERR | 3-Error | Error in [chars] ewlc ACL | sxebiosuis | LOG_STD_ ACTION
flex push
error

message.

SYSTEM CONFIG MESSAGE-3-ACL INDEX ERR | 3-Error | Error in [chars] ewlc ACL | msebiosus | LOG_STD_ACTION
flex index
error

message.

SYSIEM (CONHG MESAESUNSLFORIED HEX ALRULE | 5-Notice | Unsupported rule: | unsupported | scebinosits | LOG_STD ACTION
[chars], in flex acl: |rule in
[chars] flex acl

TAGMR DB SYS OGTAGMR RF TAG (REAIERRR(R | 3-Error | Failure during RF | Failed to |ewlc-rrm | Please delete the RF tag
tag [chars] creation, | add RF and configure again
could not add to rf |tag to RF
profile tag list profile tag
list

TAGVIR TRACE MSG3TAG FASY PSK CONHG WARNING | 3-Error | Easy-PSK config Easy-PSK | ewlc-spwifi | LOG_STD_ACTION
validation error: CONFIG

[chars] warning
message
TAGMGR TRACE MSG3TAG MPSK CONHG WARNNG | 3-Error MPSK config MPSK ewlc-ap |LOG_STD ACTION
validation error: CONFIG
[chars] warning
message

TAGMGR TRACE MSG4TAG CONFIG WARNING | 4-Warning | Warning: [chars] General |ewlc-ap |LOG _STD ACTION
Wireless
LAN
Controller
warning
message

TAGMGR TRACE MSG-5-WLC MODE CHANGE | 5-Notice | Mode Change: Msg ewlc-ap |LOG_STD ACTION
[chars] indicating
AP reboot
during
Mode
Change
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SatMery

M essage

MesgiSinin

Campomant

Recommended-Action

TDLDB-3-DATABASE MEMORY_LEAK

3-Error

Database memory
leak detected in
[chars] database,
[chars]/[chars]/[chars]
size: [dec] bytes

A
memory
leak has
been
detected
in the
database
memory.
The
leaked
object is
identified
by name

iosxe-p-db

LOG STANDARD ACTION
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SatMery

M essage

Campoent

Recommended-Action

TDLDB-3-DBPERSIST OPERATION_FAILURE

3-Error

Operation: [chars],
DB: [chars], Failure
reason: [chars]

iosxe-p-db

LOG_STD_ACTION
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M essage

MesgiSinin

Recommended-Action

Database
persistent
operation
can be
triggered
by 1.
Persist :
write
memory
or reload
CLI 2.
Delete :
write
erase CLI
3. Restore
: During
boot time,
when
database
is first
opened
When
error
occurs, it
can
impact the
customer
in this
way 1.
Persist :
DB
content
can not be
persisted,
data will
be lost
after
system
reload. If
reload
CLI
command
fails, it
does not
allow the
system
getting
reloaded.
2. Delete :
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M essage

MesgiSinin

Recommended-Action

There
may be
database
residue in
the
persistent
storage
media. 3.
Restore :
Persistent
content
cab be
lost

TDLDB-3-INVALID TABLE FREE

3-Error

Invalid table free by
process [chars] in
[chars] on table with
luid [chars]

In shared
databases,
only the
garbage
collector
should be
performing
table and
record
deletes on
tables that
have read
cursors
enabled.
A non-gc
process
has
performed
a table
deletion.

iosxe-p-db

LOG_STD ACTION
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SatMery

M essage

MesgiSinin

Recommended-Action

TDLDB-3-SESSION_LOCK_TIMEOUT

3-Error

Owner: user-proc:
[chars], DB: [chars].
Lock expired [chars]
ago.

An
application
running in
a process
wishes to
have an
exclusive
write
access to
DB. It
acquires a
session
lock with
for a
specific
period
and is
expected
to release
Or renew
the
session
lock. The
appication
has failed
to do so
and hence
the
unexpected
timeout
has
occured

polaris-infia

This is unexpected.
Report this to Cisco
TAC.

TDLDB-3-WRITE ON_SNAPSHOT

3-Error

Process writing on
snapshotted DB
[[chars]]

Application
is trying
to write
ona
snapshotted
DB. A
snapshotted
DB is
read-only
and any
write
operation
is not
effective.

LOG_STD ACTION
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SatMery

M essage

MesgiSinin

Campoent

Recommended-Action

TDLDB-4-LONG_READ WRITE _LOCK_HELD

4-Warning

Process held [chars]
lock on DB [[chars]]
for [[dec]] ns

Application
has held
the
read/write
lock for
fairly long
time. If
this error
is thrown,
it means
that the
lock has
been held
for more
than 1
sec.

iosxe-p-db

LOG_STD_ACTION
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M essage

MesgiSinin

Campomant

Recommended-Action

TDLDB-6-DBPERSIST OPERATION_INFO

6Infommation

Cancelled [chars]
operation and is
intended - DB:
[chars], Reason:
[chars]

When this
message
is
observed,
the reason
can be 1.
DB
format
version
mismatched
- database
format
definition
can be
changed.
If
mismatched,
the
operation
is
cancelled
and this is
an
intended
behavior.
2.DB
base
pointer
mismatched
- database
base
pointer
can be
modified.
If
changed,
the
operation
is
cancelled
and this is
an
intended
behavior.

iosxe-p-db

LOG_STD_ACTION
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TDLDB-6-SUBSCRIPTION DAMPENING INACTIVE | 6dnfomation | Subscription On-change | iosxe-p-db | LOG_STD_ACTION
dampening inactive | Subscription
for DB [chars] on |enabled
table [chars]. All with
on-change updates | dampening
for the table will be | will be
sent. Consider temporarily
re-adjusting the in-active
dampening period | due to
load on
system or
due to
incorrect
dampening
interval
configured.
TDLDB-6-SUBSCRIPTION DAMPENING REACTIVATE | 6nfommation | Dampening On-change | iosxe-p-db | LOG _STD ACTION
subscription Subscription
re-activated for DB | re-activated
[chars] on table with
[chars] dampening
resumed
after it got
paused
THERMAL-1-THERMAL GREEN THRESHOLD | 1-Alert | Hotspot temperature | The phgitmny | Check the switch's
has exceeded switch is environment is a safe
GREEN threshold\n | too cold. operating temperature. If
problem persists, replace
the switch.
THERMAL-1-THERMAL RED THRESHOLD | 1-Alert |Hotspot temperature | The pgitmny | Check the switch's
has exceeded RED | hotspot environment is a safe
threshold. Switch | temperature operating temperature. If
will shutdown is problem persists, replace
soon.\n critically the switch.
overheated.
The
switch
will soon
shutdown
to prevent
permanent
damage.
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THERMAL-2-THERMAL YELLOW THRESHOLD | 2-Critical | Hotspot temperature | The phttmny | Check the switch's
has exceeded hotspot environment is a safe
YELLOW temperature operating temperature. If
threshold\n is too problem persists, replace

high. the switch.
Improve

cooling

immediately.

TH WARN MGR2ZWRH ESS A IENIS THREHOLD O EAR | 2-Critical | Current percentage | The sebinosutls | If this message occurs,
of joined wireless | number of you need to carefully
clients ([dec]) clients check if you need a more
returned below the | currently capable controller for the
configured threshold | joined to number of wireless
([dec]) the clients you are trying to

wireless serve
controller

returned

below the

configured

threshold

for the

device

TH WARN MGR2WIRH ESS (T IENTS THRESHOLD HIT' | 2-Critical | Current percentage | The isebinosus | If this message occurs,
of joined wireless | number of you need to carefully
clients ([dec]) clients check if you need a more
exceeded the currently capable controller for the
configured threshold | joined to number of wireless
([dec]) the clients you are trying to

wireless serve
controller

has

exceeded

the

configured

threshold

for the

device
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TIMINGD-0-EVENT LIBRARY An event facility An event | iotHtrtiming | In most cases, the
initialization or facility problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
dueto a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical
support representative.
TIMINGD-0-IPC_CONNECTION INVALID An IPC connection |AnIPC | iottriming | In most cases, the
has invalid state. connection problem can be corrected
has an by reloading the
invalid impacted hardware using
state. This the hw-module [slot |
could be subslot] slot-number
due to a reload command. If the
software reload fails to correct the
defect or problem, collect the
system output of the error
resource message, the logs, and
exhaustion. the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
TIMINGD-0-IPC_CONNECT_MASTER IPC connection to | IPC fiottriming | In most cases, the
the active RSP failed | connection problem can be corrected
because [chars] to the by reloading the
active impacted hardware using
RSP the hw-module [slot |
failed. subslot] slot-number
This reload command. If the
could be reload fails to correct the
duetoa problem, collect the
software output of the error
defect or message, the logs, and
system the output of show
resource tech-support and provide
exhaustion. the gathered information

to a Cisco technical
support representative.
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TIMINGD-0-IPC_INITIALIZATION IPC initialization | IPC foHtriming | In most cases, the
failed because initialization problem can be corrected
[chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
duetoa subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
TIMINGD-0-MESSAGE REGISTER Failed to register The active | fiotat-timing | In most cases, the
with active RSP RSP problem can be corrected
because [chars] failed to by reloading the
register. impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
TIMINGD-0-MESSAGE RELAY Failed to relay a Failed to | iiottrtiming | In most cases, the
message because relay a problem can be corrected
[chars] message. by reloading the
This impacted hardware using
could be the hw-module [slot |
due to a subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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TIMINGD-0-MESSAGE _RESPONSE An invalid message | An fottr-timing | In most cases, the
response was invalid problem can be corrected
received because message by reloading the
[chars] response impacted hardware using
was the hw-module [slot |
received. subslot] slot-number
This reload command. If the
could be reload fails to correct the
dueto a problem, collect the
software output of the error
defect or message, the logs, and
system the output of show
resource tech-support and provide
exhaustion. the gathered information
to a Cisco technical
support representative.
TIMINGD-0-MQIPC_ADVANCE Failed to advance | The iiottriming | In most cases, the
MQIPC queue MQIPC problem can be corrected
because [chars] initialization by reloading the
failed. impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
TIMINGD-0-MQIPC_INITIALIZATION MQIPC MQIPC | iiotatriming | In most cases, the
initialization failed | initialization problem can be corrected
because [chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
due to a subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and

the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
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TIMINGD-0-PEER_TABLE A peer table A peer fiottr-timing | In most cases, the
initialization or table problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
dueto a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered information
exhaustion. to a Cisco technical

support representative.

TIMINGD-0-RESOURSE

Resource allocation
failed in [chars]
because [chars]

The
system is
unable to
allocate
the
requested
resource.

fiottr-ming

In most cases, this
message is seen as a
result of a temporary
resource issue. Retry the
request for the resource
when the system is
experiencing lower
traffic volumes. If the
message persists, reload
the router using the
reload command.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

TLSCD-4-DNS_RESOLVER_FAILURE

4-Warning

DNS resolver failed
for url [chars]
session [chars].

The TLS
Client
daemon
attempted
to resolve
the server
url and
APl is
eilingfim
out. The
failure
may have
been
caused by
a miss
oconfiguration
of
nameserver
or url
string in
crypto
tls-tunnel
configuration.
Daemon
shall be
retrying to
resolve
the url
periodically.

This error indicates a
configuration issue for
url resolution.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

TLSCD-4-TPS_CERT RESP_FAILURE

4-Warning

TPS certificate
response failed for
session session
[chars].

The TLS
Client
daemon
process
attempted
to get the
ceritificate
from
10Sd and
APl is
eilingfim
out. The
failure
may have
been
caused by
a miss
oconfiguration
of pki
trustpoint
crypto
tls-tunnel

configuration.

This error indicates a
configuration issue for
pki trustpoint.

TLSCD-5-SESSION_UPDOWN

5-Notice

Session [[chars]] to
TLSGW: [[chars]] is
[chars].

The TLS
Client
daemon
process
session
status
notification.

isepluita

The TLS Client daemon
process session status.
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Facility-Severity-M nemonic

M essage

Recommended-Action

TTYMON-3-AGETTY

3-Error

Cannot initiate a
switch in console
ownership. A
required program
could not be
launched
successfully.

Some required programs
are either not available
or not configured
correctly or are failing
for some reason. If this
occurs after a recent
upgrade it is possible that
the upgrade has
corrupted the current
installation.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

The Host
Manager
process
on the
Route
Processor,
and only
the Route
Processor,
is
responsible
for
determining
which
process
has
control of
the
console
port,
either
10Sd or
an IOSXE
process.
A user
can
initiate a
switch in
ownership
by by
entering
the 'send
break'
command
at a telnet
prompt to
switch
from
I0Sdtoa
shell
instance.
Control is
returned
to IOSd
by exiting
the shell
instance.
Switching
ownership

720




Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

of the
console
port is
initiated
by the
user
entering a
'send
break'
command
at a telnet
prompt.
The Host
Manager
launches
one or
more
programs
to
authenticate
users and
to provide
a shell
instance.
One or
more of
these
programs
has not
been
configured
correctly.

721



Facility-Severity-M nemonic

M essage

Recommended-Action

TTYMON-3-CHASFS

3-Error

The software which
monitors ownership
of the console port
cannot [chars] a
filesystem
configuration value.

Check the log files for
the Host Manager and
search for entries related
to 'ttymon' and 'chasfs'
and this should give an
indication as to why the
operation failed. Check
available resources and
see if other daemons are
also experiencing
problems with the
chassis filesystem since
this may indicate a more
pervasive problem. If so
the reboot the box.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

The Host
Manager
process
on the
Route
Processor,
and only
the Route
Processor,
is
responsible
for
determining
which
process
has
control of
the
console
port,
either
10Sd or
an IOSXE
process.
A user
can
initiate a
switch in
ownership
by by
entering
the 'send
break'
command
at a telnet
prompt to
switch
from
I0Sdtoa
shell
instance.
Control is
returned
to IOSd
by exiting
the shell
instance.
The
component
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

within the
Host
Manager
responsible
for
monitoring
a change
of console
ownership
uses the
filesystem
to store
various
settings.
This error
indicates
that the
daemon
encountered
a problem
either
reading or
writing a
value
from/to
the
filesystem.
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Facility-Severity-M nemonic

M essage

Recommended-Action

TTYMON-3-INIT

3-Error

The software which
monitors ownership
of the console port
cannot be initialized
correctly

Check the status of the
Host Manager process.
Check the Host Manager
log files for further
indications as to why the
initialization failed and
if necessary restart the
machine.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

726

The Host
Manager
process
on the
Route
Processor,
and only
the Route
Processor,
is
responsible
for
determining
which
process
has
control of
the
console
port,
either
10Sd or
an IOSXE
process.
A user
can
initiate a
switch in
ownership
by by
entering
the 'send
break'
command
at a telnet
prompt to
switch
from
I0Sdtoa
shell
instance.
Control is
returned
to IOSd
by exiting
the shell
instance.
The
component




Facility-Severity-M nemonic M essage Mesgixgian | Campanatt | Recommended-Action
within the
Host
Manager
responsible
for this
has
encountered
an
initialization
error and
console
monitoring
is no
longer
available.
UtoZ
Facility-Severity-M nemonic M essage Mesgixgian | Campanatt | Recommended-Action
UBD-0-EVENT LIBRARY An event facility An event | polaris-infra | In most cases, the
initialization or facility problem can be corrected
maintenance initialization by reloading the
function failed or impacted hardware using
because [chars] maintenance the hw-module [slot |
function subslot] slot-number
failed. reload command. If the
This reload fails to correct the
could be problem, collect the
due to a output of the error
software message, the logs, and
defect or the output of show
system tech-support and provide
resource the gathered inforation to
exhaustion. a Cisco technical support

representative.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UBD-0-MQIPC_ADVANCE OEmegency | Failed to advance | The polaris-infra | In most cases, the
MQIPC queue MQIPC problem can be corrected
because [chars] initialization by reloading the
failed. impacted hardware using
the hw-module [slot |
subslot] slot-number
reload command. If the
reload fails to correct the
problem, collect the
output of the error
message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
UBD-0-MQIPC_INITIALIZATION 0Bmagency | MQIPC MQIPC | polaris-infra | In most cases, the
initialization failed | initialization problem can be corrected
because [chars] failed. by reloading the
This impacted hardware using
could be the hw-module [slot |
due to a subslot] slot-number
software reload command. If the
defect or reload fails to correct the
system problem, collect the
resource output of the error
exhaustion. message, the logs, and
the output of show
tech-support and provide
the gathered information
to a Cisco technical
support representative.
UBD-2-INITTALIZATION_FAILED 2-Critical | URSA Bootstrap Initialization | polaris-infra | Review UBOOTD logs
initialization for of ursa taking note of the
[chars] failed. bootstrap timestamp information
process to select specific
failed. information to review.

Copy the message and
other related information
exactly as it appears on
the console or in the
system log.

728




Facility-Severity-M nemonic

M essage

MesgiSinin

Campoent

Recommended-Action

UICFGEXP-3-LIBRARY_ ERROR

3-Error

Error loading library
'[chars]': [chars]

A
oconfiguration
message
was
received
which
required a
library to
be loaded.
The
library
failed to
load.

108Xxe-ui

LOG_STD_ACTION

UICFGEXP-3-MESSAGE ERROR

3-Error

Unable to process
message for
'[chars]': [chars]

A
message
was
received
by the
configuration
export
module
which
could not
be
processed.
The
message
has been
discarded.

10sxe-ui

LOG_STD ACTION

UICFGEXP-3-SYMBOL ERROR

3-Error

Error loading library
symbol '[chars]'
from '[chars]":
[chars]

A
oconfiguration
message
was
received
which
required a
library to
be loaded.
The
library
failed to
load all
required
symbols.

10sxe-ui

LOG_STD_ACTION
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

UICFGEXP-3-WRITE_FAILED 3-Error | Unable to write The iosxe-ui |LOG _STD_ACTION
configuration for oconfiguration
'[chars]': [chars] export
module
failed to
write the
server
oconfiguration
files. The
server
oconfiguration
change
has not
occurred.

UICFGEXP-6-SERVER _NOTIFIED START | 6dnfommation | Server [chars] has | The iosxe-ui | LOG_STD NO ACTION
been notified to start | server has
been
notified to
start.

UICFGEXP-6-SERVER NOTIFIED_ STOP 6Information | Server [chars] has | The iosxe-ui |LOG _STD NO ACTION
been notified to stop | server has
been
notified to
stop.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

UIPEER-2-TDL_MESSAGE 2-Critical | Cannot construct an | A ossebinosuts | Check [uipeer] ERR
IPC message for problem entries in the log files for
library. The message | occurred message reporting
name is [chars] and | while problems.

the reason is: [chars] | constructing
atype
definition
language
(TDL)
message
or setting
a field in
a TDL
message.
If the
problem
occurred
during
construction
ofa TDL
message,
then the
system is
out of
memory.
If the
problem
occurred
while
setting a
field in
the TDL
message,
there is a
library
mismatch
issue.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

UIPEER-3-INVALID DEBUG_MESSAGE

3-Error

The peer process
was unable to
process an incoming
message for 'debug
all' from the
shell-manager

When the
'debug all'
command
is issued,
the Shell
Manager
broadcasts
a
notification
of the
command
request to
its peers.
If the
notification
message
has been
corrupted
or
incorrectly
created,
the peers
cannot
complete
the
requested
operation.

Check the trace files for
the Shell Manager failed
process. Restart the
system.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

UIPEER-3-INVALID EPOCH_MESSAGE

3-Error

The peer process
was unable to
process an incoming
epoch update
message from the
shell-manager

For each
new type
definition
language
(TDL)
epoch, the
Shell
Manager
broadcasts
a change
notification
message
to its
peers. If
the Shell
Manager's
message
is
incorrect
or
corrupt,
the peers
are unable
to identify
the new
epoch. In
this case,
the peers
reject the
proposed
epoch.

Check the trace files for
the Shell Manager failed
process. Check or undo
any recently installed
packages, then restart the
system.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

UIPEER-3-INVALID HOSTINFO_MESSAGE

3-Error

The peer process
was unable to
process an incoming
message for host
info from the
shell-manager

When
host
information,
such as
the
hostname,
changes,
the Shell
Manager
broadcasts
a
notification
of the
change to
its peers.
If the
notification
message
has been
corrupted
or
incorrectly
created,
the peers
cannot
complete
the
requested
operation.

Check the trace files for
the Shell Manager failed
process. Restart the
system.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

UIPEER-3-NO_PEER

3-Error

A process was
unable to retrieve a
shell-manager peer
handle.

A process
was
attempting
to
communicae
with the
Shell
Manager
daemon
using the
integrated
[uipeer]
component.
The error
occurred
because
the peer
instance
could not
be found.

Check [uipeer] ERR
entries in the log files for
message reporting
problems.

UIPEER-3-SET LOG TRACELOG NUM

3-Error

Tracelog number for
process [chars]
changed to [dec]

Tracelog
number to
keep for a
process is
changed
using set
logging
taochpunber
.. CLI

polaris-trace

No action is required.
This is informational
message

UIPEER-5-TIMER ACCURACY_TEST

5-Notice

Timer Accuracy
Test [chars].

Test result
of Timer
Accuracy
Test

osebnosuls

No action is required.
This is informational
message

UPGRADE-3-AP_SW UPDATE ERR LOG MSG

3-Error

AP SW update
[chars]

AP
Software
Update

logging

ewloupgade

AP software update
failed. ISSU image
upgrade or SMU
patching could be
aborted. The user needs
to initiate ISSU
upgrade/SMU patch
again. If the error
occured during manual
operation, operation can
be initiated again
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
URGRADE3AP URRADE (D FAR REFORT NAME FRRCR | 3-Error | AP Upgrade clear | Error ewlcupgiade | LOG_STD_ACTION
report error, failed to | occured in
find upgrade report | deleting
name : record
&lt;[chars]&gt; from | from
upgrade report table | upgrade
report
table.
Operation
aborted.
URABEBAPURAEAERRRRMNAVENFORESHRR | 3-Error | Staggered AP Error ewlcupgiade | LOG_STD_ACTION
Upgrade in progress, | occured in
failed to delete deleting
upgrade record with | record
report name : from
&lt;[chars]&gt; from | upgrade
upgrade report table | report
table.
Operation
aborted.
UPGRADE-3-AP UPGRADE FALLBACK ERROR |3-Error | AP Upgrade fallback | Error ewlcupgade | LOG_STD NO_ACTION
error occured in
upgrade
fallback
process.
Operation
aborted.
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

UPGRADE3-AP UPGRADE FALIBACK. INIT TIMEOUT

3-Error

Timeout occurred
either source
controller is not
responding or has
responded with
invalid software
version. Aborting
fallback process

Timeout
occurred.
Source
controller
is not
responding
to the
upgrade
fallback
version
request
message
or it has
responded
with an
invalid
software
version.
Aborting
fallback
process

ewlcupgrade

Please reload source
controller with valid
image and initiate
upgrade process from
destination controller by
using CLI: 'ap image
move destination
&lt;Destination
Name&gt;
&lt;Destination
IPv4/IPv6 address&gt;
&lt;Report name&egt;'

URGRADE3AP URGRADE FALLBACK TYPE MSG FRROR

3-Error

AP upgrade process
aborted. Failed to
send fallback type
message to peer

Error
occured
while
sending
fallback
type
message
to peer.
Operation
aborted.

ewloupgrade

Please restore the
mobility status between
source and destination
controller

URABAPUTRRAERATBAK VIRIENWIDATNIAILRE

3-Error

Source controller is
not responding or
has responded with
invalid software
version

Source
controller
is not
responding
to the
upgrade
fallback
version
request
message
or it has
responded
with an
invalid
software
version

ewlcupgrade

Please reload source
controller with valid
image
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UPGRADE-3-DESTINATION NOT_READY |3-Error | Destination Destination | ewlcupgrade | Please wait for the
controller not ready. | controller current ap upgrade to
Aborting upgrade | may be finish before triggering
process going this command.
through
another
AP
upgrade
or move
UPGRADE-3-DESTINATION NOT RESPONDING | 3-Error | AP upgrade process | Destination | ewlcupgiace | Destination Controller
aborted. Destination | controller may be down or
controller is not is not unreachable. Please
responding responding restore the mobility
to the status between source
upgrade and destination
request controllers before
message initiation of AP
move/upgrade to
destination
UPGRADE-3-MOBILITY _TUNNEL DOWN |3-Error | AP upgrade process | If the ewlcupgade | Please restore the
aborted. Mobility | mobility mobility status between
tunnel is down for |tunnel source and destination
more than the with the controllers before
permissible amount | peer is initiation of AP
of time down for move/upgrade to
more than destination
the
permissible
amount of
time, the
current
upgrade
process is
aborted
URGRADE3STAGGERED URGRADE ABORT DEST FRROR | 3-Error | Trigger abort CLI | AP ewlcupgiade | LOG_STD NO ACTION
from source WLC, |upgrade
fail to abort AP abort CLI
upgrade should be
triggered
from
source
WLC.
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UPGRADES3-STAGGERED UPGRADE ABORT FRROR | 3-Error | Staggered AP Error ewlcupgade | LOG_STD NO ACTION
Upgrade not in occured in
progress, fail to AP
abort AP upgrade |upgrade
abort
process.
Operation
aborted.
UPGRADE-3-STAGGERED UPGRADE ERROR |3-Error | Staggered AP Error ewlcupgiade | LOG_STD NO ACTION
Upgrade error: occured in
[chars] upgrade
reset
process.
Operation
aborted.
UPGRADES-STAGGERED UPGRADE IN PROGRESS | 3-Error | AP upgrade is in Ifanap |ewlcupgade | Please wait for the
progress. New ap | upgrade current ap upgrade to
upgrade process is | process is finish before triggering
not allowed already this command.
running,
either in
source or
destination
mode,
new ap
upgrade
process is
not
allowed
URGRADE3SIAGIRED URRADE MOVE REFORT FRROR | 3-Error | Invalid ap upgrade | Upgrade |ewlupgrade | Please enter a valid ap
report name report upgrade report name.
name
entered is
invalid
UPGRADE-5-AP_SW_UPDATE LOG _MSG |5-Notice |AP SW update AP ewloupgrade | No action required
[chars] Software
Update
logging
UPGRADE-S-AP UPGRADE AP RESET FAILURE | 5-Notice | AP with MAC: AP has | ewlupgade | LOG STD NO ACTION
[chars] has not not
rejoined after rejoined
software upgrade. | the
No longer controller

accounting for this
AP

739



Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UPGRADE-5-AP UPGRADE EVENT 5-Notice |Staggered AP Staggered | ewlcupgade | LOG_STD NO ACTION
upgrade event: AP
[chars] upgrade
event
message
UPGRADESAP UPGRADE SITE FI'TER ANY IGNORE | 5-Notice | Site-filters for Site-filters | ewlcupgrade | LOG_STD NO ACTION
any-image will be | added
ignored for with
APSP/APDP. any-image
are only
applicable
for N+1
upgrades.
UPGRADE-5-AP_ UPGRADE SSO_FAILURE | 5-Notice |Staggered AP Staggered | ewlcupgiade | LOG_STD NO ACTION
upgrade was AP
interrupted due to | upgrade
SSO. The upgrade |was
process will interrupted
continue shortly. due to
SSO. The
process
should
restart
automatically
UPGRADEG-AP UPGRADE ANY IMAGE DB DHLETE | 6dnfomation | Site-filters added Existing | ewlcupgrade | LOG_STD NO _ACTION
with image name | site-filters
'any' deleted. with
image
name
'any' are
deleted.
UPGRADE-6-AP_UPGRADE_ AP _RESET 6Information | AP: [chars] has AP is ewlcupgiade | LOG_STD NO_ACTION
incorrect software. | going for
AP is going for a software
reset. upgrade
UPGRADE-6-AP UPGRADE CLEAR REPORT NAME | 6dnformation | AP Upgrade record | Deleted | ewloupgrade | LOG_STD NO ACTION
deleted successfully | AP
upgrade
record.

740




Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UPGRADE-6-AP UPGRADE DB DELETE | 6dnformation | Site filters for APSP | Existing | ewloupgrade | LOG_STD NO ACTION
deleted for the site-filters
image version for APSP
[chars]; new image |are
version is [chars] deleted
since the
base
image is
upgraded.
UPGRADEG-AP UPGRADE FALI BACK COMPLETE | 6dnformation | AP Upgrade fallback | AP ewlcupgrade | LOG_STD NO ACTION
process completed | Upgrade
succesfully fallback
process
completed
UPGRADE-6-AP UPGRADE FALLBACK START | 6dnformation | AP Upgrade fallback | Starting | ewloupgrade | LOG_STD NO_ACTION
process started AP
upgrade
fallback
process
UPGRADE-6-STAGGERED UPGRADE ABORT | 6nfomtion | Aborted AP Aborted | ewlcupgade | LOG STD NO ACTION
Upgrade AP
successfully upgrade
process.
UPGRADE6STAGGERED UPGRADE ABORT DEST | 6dnfomation | Aborted AP AP ewlcupgiade | LOG_STD NO_ACTION
Upgrade forcibly on | upgrade
destination was
controller forcibly
stopped
on
destination
controller
by the
user
UPGRADE-6-STAGGERED UPGRADE COMPLETE | 6dnfommation | Staggered AP All APs | ewloupgrade | LOG_STD NO_ACTION
Upgrade completed |in current
succesfully upgrade
process
rebooted
with the
new

version
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
UPGRADE-6-STAGGERED UPGRADE START | 6dnfommation | Staggered AP Rebooting | ewlcupgade | LOG_STD NO_ACTION
Upgrade reboot given APs
process started in
staggered
way
UCRAESACHRDURA EWHRSTAITBAKOVREE | 6dnformation | Staggered AP All APs | ewlcupgrade | LOG_STD NO_ACTION
Upgrade with in current
fallback type as upgrade
either reset or reset | process
with fallback rebooted
completed with the
succesfully new
version
UPGRADE LSC RENEW-3-AP LSC RENEW ERR | 3-Error | AP LSC renew, Error ewlc-ap |LOG STD NO ACTION
[chars] syslog
msg for
AP LSC
renewal
UPGRADE LSC RENEW4-AP [ SC RENEW WARN | 4-Warning | AP LSC renew, Warning |ewlc-ap |LOG STD NO ACTION
[chars] syslog
msg for
AP LSC
renewal
UPGRADE LSC RENEW-6-AP LSC RENEW INFO | 6Information | AP LSC renew, Info ewlc-ap |LOG_STD NO ACTION
[chars] syslog
msg for
AP LSC
renewal
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

VDAEMON-3-NO_ACTIVE_VBOND

3-Error

Device does not
have an active
connection to
SD-WAN validator

This error
syslog is
generated
when
there are
no active
control
connections
to Cisco
SD-WAN
Validator.
This
couldbe a
temporary
situation
where
control
connections
flap
because
of some
network
issue.
This
could also
imply
some
issue with
SD-WAN
Validator

vip-vdaemon

If the issue persists, i.e.
control connections to
SD-WAN Validator do
not come up for long, use
vdiagnose utility to
identify the reason
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

VDAEMON-3-NO_ACTIVE_VSMART

3-Error

Device does not
have an active
connection to
SD-WAN Controller

This error
syslog is
generated
when
there are
no active
control
connections
to Cisco
SD-WAN
Controller.
This
couldbe a
temporary
situation
where
control
connections
flap
because
of some
network
issue.
This
could also
imply
some
issue with
SD-WAN
Controller(s)

vip-vdaemon

If the issue persists, i.e.
control connections to
SD-WAN Controller(s)
do not come up for long,
use vdiagnose utility to
identify the reason

VDAEMON-3-NO_SDWAN MODE

3-Error

Device does not
suppport SD-WAN
control mode

This error
syslog is
generated
when
SD-WAN
Edge
virtual
machine
is
instantiated
on an

unsupported

hypervisor

vip-vdaemon

Please check SD-WAN
documentation on which
all hypervisors are
supported for SD-WAN
mode
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

VDAEMON-5-CONTROL CONN_STATE CHANGE

5-Notice

Control connection
to [chars] [chars]
(TLOC:
[chars]/[dec]/[chars]
via [chars]) is
[chars]

This
notice
syslog is
generated
when
control
connection
to Cisco
SD-WAN
Validator,
Controller
or
Manager
goes
down or
comes
back up

vip-vdaemon

No action is required

VDAEMON-5-PEER AUTH FAILED

5-Notice

Auth failed for
[chars] ([chars]),
reason: [chars].
Control connection
attempt via [chars]
(color: [chars])

This
notice
syslog is
generated
when
control
connection
to peer
device
(Cisco
SD-WAN
Validator,
Manager
or
Controller)
cannot be
established
due to
various
reasons

vip-vdaemon

for troubleshootin
control connection
failures

VDAEMON-6-DOMAIN ID CHANGED

6Information

Domain id changed
from [dec] to [dec]
via config

This info
syslog is
generated
when
domain-id
is
changed
via config

vipvdaemon

No action is required
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

VDAEMON-6-IPSEC_REKEY 6Information | IPSec SA [chars] This info | vipvdaemon | No action is required
rekey done for syslog is
tunnel established | generated
via [chars] (color: | when
[chars]) auto/manual
IPSEC
rekey is
initiated
for
tunnels
established
over a
WAN
interface

VDAEMON-6-ORG_NAME CHANGED 6Information | Organization name | This info | vipvdaemon | No action is required
changed from syslog is
[chars] to [chars] generated
when
organization
name is
changed
via config

VDAEMON-6-SITE ID_CHANGED 6Information | Site id changed from | This info | vipvdaemon | No action is required
[dec] to [dec] via syslog is
config generated
when
site-id is
changed
via config

VDAEMON-6-SYSTEM 1P CHANGED 6Information | System [P changed | This info | vipvdaemon | No action is required
from [chars] to syslog is
[chars] via config | generated
when
system IP
is
changed
via config
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M essage

MesgiSinin

Recommended-Action

VDAEMON-6-SYSTEM_LICENSE MISMATCH

6Infommation

There is a license
association
mismatch. [chars]
instance is being
associated to [chars]
license

This info
syslog is
generated
when
there is a
license
association
mismatch.
Pay As
You Go
instance
cannot be
associated
with
Bring
Your
Own
instance
or vice
versa

vip-vdaemon

Contact Cisco TAC for
assistance
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Recommended-Action

VDAEMON-6-TLOC_IP_CHANGE

6Infommation

Control connection
TLOC changed from
[chars]:[dec] to
[chars]:[dec]

This info
syslog is
generated
when
TLOC IP
and port
changes
as a result
of static
oconfiguration
change,
DHCP
renewal
or when
the edge
device
learns
about
public
IP/port
via Cisco
SD-WAN
Catalyst
validator
(which
behaves
as STUN
server in
such
cases)

vip-vdaemon

No action is required

VDARMONGVMANAGE CONNECTION PREF CHANGED

6dnfomation

vManage connection
preference for
interface: [chars]
(color: [chars])
changed to [dec]

This info
syslog is
generated
when
vmanage
connection
prefernce
value for
a WAN
interface
is
changed
via config

vip-vdaemon

No action is required
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VMAN-2-ACTIVATION_STATE 2-Critical | [chars] '[chars]' The vman In the failed case, check
[chars] [chars] activation Virt-manager's logs for
state of the cause of the failure.
the named In the successful case,
virtual this notification can be
service ignored.
has
changed
as notified
by
Vitmanager:
VMAN-2-ALLOC_VIRT INST RCS 2-Critical | Virtual A vman Enable the Virt-manager
Service[chars] memory trace logs and repeat the
allocation activation of the virtual
request service. Collect the
failed to Virt-manager logs and
allocate a scan them for the cause.
data
structure
required
to activate
the virtual
service.
VMAN-2-COMMIT VIRT INST RCS 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] request to trace logs and repeat the
commit activation of the virtual
the service. Collect the
resources Virt-manager logs and
required scan them for the cause.
by the
named
virtual
service
failed.
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VMAN-2-CPUSHARES_LIMIT 2-Critical | Virtual The vman Deactivate any other
Service[chars] virtual virtual services to free up
service CPU share resources and
machine activate this virtual
definition service. If that does not
file is address the problem,
requesting then enable the
more Virt-manager trace logs
CPU and repeat the activation
shares of the virtual service.
than the Collect the Virt-manager
system logs and scan them for
has the cause.
available
for virtual
services.
VMAN-2-CPUTUNES INTERNAL ERROR |2-Critical | Virtual Virtmanager | viman Enable the Virt-manager
Service[chars] and its trace logs and repeat the
associated activation of the virtual
infrastructure service. Collect the
experienced Virt-manager logs and
an scan them for the cause.
internal
error.
VMAN-2-CPUTUNES SHARES LIMIT 2-Critical | Virtual The vman Deactivate any other
Service[chars] virtual virtual services to free up
service CPU share resources and
machine activate this virtual
definition service. If that does not
file is address the problem,
requesting then enable the
more Virt-manager trace logs
CPU and repeat the activation
shares of the virtual service.
than the Collect the Virt-manager
system logs and scan them for
has the cause.
available
for virtual
services.
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VMAN-2-CREATE VIRT INST ENTRY 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] request to trace logs and repeat the
create a activation of the virtual
DB entry service. Collect the
for the Virt-manager logs and
named scan them for the cause.
virtual
service
failed.

VMAN-2-DEACT_FOR_ISSU 2-Critical |[chars] Max ([dec]s) | An ISSU | vman None. Allow the ISSU to
event is continue and the VMs
pending. will restart when the
Any ISSU completes; or
active cancel the ISSU and
VMs will vman will automatically
be restart the VMs.
automatically
deactivated
to allow
ISSU
preprocessing
to validate
the
environment.
Any
U dkadvaed
VMs will
be
automatically
restarted
if the
ISSU is
cancelled.

VMAN-2-DEFER VIRT INST PROC 2-Critical | Virtual The final |vman Enable the Virt-manager

Service[chars] activation trace logs and repeat the

processing activation of the virtual
failed to service. Collect the
successfully Virt-manager logs and
defer. scan them for the cause.
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M essage

MesgiSinin

Recommended-Action

VMAN-2-DISK IMAGE PATH

2-Critical

Virtual
Service[chars]

The
virtual
service
machine
definition
file
contains
an invalid
disk
image
path for
one of the
disk
devices.
This may
bea
Harddisk,
CDROM
or USB
storage
device.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.

VMAN-2-FIND VIRT INST ENTRY

2-Critical

Failed to find virtual
service with id [dec]
in the Virt-manager
DB

The
virtual
service
with the
ID named
could not
be located
in the

Virtmanager
DB.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.

VMAN-2-GENERAL FAILURE

2-Critical

Virtual
Service[chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

752




Facility-Severity-M nemonic
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M essage
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Recommended-Action

VMAN-2-GUESTSHELL ENABLED

2-Critical

The guest shell has
been enabled. The
command '[chars]'
may be used to
access it, '[chars]
destroy' to remove it.

Informs
the user
that the
guest
shell
virtual
service
has been
enabled
(which is
done by
default).

vman

The user may use or
remove the guest shell
with the commands
specified.

VMAN-2-HA STATE

2-Critical

[chars] [chars]
[chars] [chars]

VMAN
tries to
detect the
role/slot
of various
nodes on
HA
events
from the
platform.
If any of
those
event
callbacks
fail, this
notification
would be
raised.

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.

VMAN-2-HA SWITCHOVER_STATE

2-Critical

[chars] [chars]
[chars] [chars]

VMAN
HA
switchover
state
related
messages
for a
vituakservice
whilst it is
being
recovered
on newly
active RP
after a
HA
switchover.

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.
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VMAN-2-HA SYNC ERR 2-Critical | [chars] '[chars]' The vman Collect the Virt-manager
[chars] ha-sync logs and scan them for

persistent the cause.
storage

disk for

the virtual

service

cannot be

watched

for sync

to standby

RP.

VMAN-2-HA SYNC THREAD STATE 2-Critical | HA remote VMAN |vman In the failed case, check
sychronize thread | tries to Virt-manager's logs for
has failed and remote the cause of the failure.
exited. sync the Check for the pthread

OVA error msg and root cause
repository the same.
to all

online

nodes

using a

separate

thread. If

that

thread

fails, this

notification

would be

raised.

VMAN-2-INCONSISTENT CPUTUNES CONFIG | 2-Critical | Virtual The vman Use a different valid

Service[chars] virtual machine definition file
service for the virtual service. If
machine the problem persists,
definition then enable the
file is Virt-manager trace logs
requesting and repeat the activation
invalid of the virtual service.
CPU Collect the Virt-manager
tunes logs and scan them for
parameter. the cause.
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VMAN-2-INCONSISTENT MEM_CONFIG |2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] virtual trace logs and repeat the
service activation of the virtual
machine service. Collect the
definition Virt-manager logs and
file is scan them for the cause.
inconsistent
in the
specification
of
required
memory
via the
Syt
and
Simvinu&y
nodes.
VMAN-2-INSERT VIRT INST ENTRY 2-Critical | Virtual Inserting | vman Enable the Virt-manager
Service[chars] the named trace logs and repeat the
virtual activation of the virtual
service service. Collect the
into the Virt-manager logs and
virtual scan them for the cause.
service
DB
tracked by
Virtmanager
failed.
VMAN-2-INSTALL FAILURE 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] installation trace logs and repeat the
of the installation of the virtual
virtual service. Collect the
service Virt-manager logs and
failed. scan them for the cause.
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M essage

MesgiSinin

Recommended-Action

VMAN-2-INSTALL LOG

2-Critical

[chars] [chars]
[chars] [chars]

The
installation
log of the
named
virtual
service, is
to provide
more
information
about
long
running
operation,
that could
affect the
control of
CLI

vman

No action is required

VMAN-2-INSTALL MEDIA RETRY

2-Critical

VMAN, VM install
media still
unavailable.[chars]

The
install
media
was not
detected.
Waiting
for udev
to
complete
install

mtadi)

detection.

vman

After VMAN exceeds
the maximum retry limit,
verify if install media
(harddisk) is accessible
and retry the installation
again.

VMAN-2-INSTALL STATE

2-Critical

[chars]
'[chars]'[chars]
[chars]

The
installation
state of
the named
virtual
service
has
changed
as notified
by
Vitimanager:

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
In the successful case,
this notification can be
ignored.
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VMAN-2-INVALID ACT MSG 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] virtual trace logs and repeat the
service activation of the virtual
activate service. Collect the
message Virt-manager logs and
was scan them for the cause.
received,
however,
the data it
contained
could not
be
interpreted
VMAN-2-INVALID DEACT MSG 2-Critical | Failed to process The vman Enable the Virt-manager
virtual service virtual trace logs and repeat the
deactivate message |service activation of the virtual
deactivate service. Collect the
message Virt-manager logs and
was scan them for the cause.
received,
however,
the data it
contained
could not
be
interpreted
VMAN-2-INVALID PACKAGE 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] package trace logs and repeat the
definition activation of the virtual
file for service. Collect the
the named Virt-manager logs and
virtual scan them for the cause.
service The most likely cause
has failed would be that the
to be package file has been
validated corrupted during file
and the transfer. The suggested
virtual action would be to redo
service the file transfer.
will not
run
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VMAN-2-INVALID UNPROV_MSG 2-Critical | Failed to process The vman Enable the Virt-manager
virtual service virtual trace logs and repeat the
unprovision message | service activation followed by
unprovision deactivation and then
message unprovision of the virtual
was service. Collect the
received, Virt-manager logs and
however, scan them for the cause.
the data it
contained
could not
be
interpreted
VMAN-2-MACHINE TYPE NOT SUPPORTED | 2-Critical | Virtual The vman Enable the support for
Service[chars] virtual the machine type and
service repeat the activation of
cannot be the virtual service.
activated Collect the Virt-manager
as the logs and scan them for
machine the cause.
type
specified
is not
supported
VMAN-2-MACH_PARSE FAILURE 2-Critical | Virtual The vman Fix the .xml file inside
Service[chars] named the .ova package to have
virtual valid values. Then retry
service installing and activating
has an it
invalid
parameter
specified
in the
xml file
inside the
.ova
package
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VMAN-2-MEMORY _LIMIT 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] virtual trace logs and repeat the

service activation of the virtual
machine service. Collect the
definition Virt-manager logs and
file is scan them for the cause.
requesting

more

memory

than the

system

has

available

for virtual

services.

VMAN-2-MEMORY LIMIT WARN 2-Critical | Virtual service The vman Enable the Virt-manager
([chars])[chars] virtual trace logs and repeat the
defines [dec] MB of | service activation of the virtual
Memory exceeding | machine service. Collect the
the maximum [dec] | definition Virt-manager logs and
MB. file is scan them for the cause.

requesting
more
memory
for the
specified
profile,
than the
system
has
available
for virtual
services.

VMAN-2-MORETHANONE CPUTUNES CONFIG | 2-Critical | Virtual The vman Use a different valid
Service[chars] virtual machine definition file

service for the virtual service. If
machine the problem persists,
definition then enable the

file is Virt-manager trace logs
requesting and repeat the activation
more than of the virtual service.
one CPU Collect the Virt-manager
tunes logs and scan them for
parameter. the cause.
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M essage

MesgiSinin

Recommended-Action

VMAN-2-MOVE_STATE

2-Critical

[chars] '[chars]'
[chars] [chars]

The move
of the
core or
log file of
the named
virtual
service
has as
been
successful
or failed
as notified
by
Vitmanager:

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
In the successful case,
this notification can be
ignored.

VMAN-2-NETWORK CONFIG_ERROR

2-Critical

Virtual
Service[chars]

A
network
configuration
error has
been
detected
for the
named
virtual
service.

vman

No action is required

VMAN-2-PROCESS_PKG_DEF

2-Critical

Virtual
Service[chars]

The
virtual
service
package
for the
named
virtual
service
has failed
to be
validated
and the
virtual
service
will not
run.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.
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VMAN-2-PROC _INT LIST 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] interface trace logs and repeat the
list activation of the virtual
embedded service. Collect the
in the Virt-manager logs and
activate scan them for the cause.
request
for the
named
virtual
service
could not
be
processed.
VMAN-2-REMOVE VIRT INST ENTRY 2-Critical | Virtual Removing | viman Enable the Virt-manager
Service[chars] the named trace logs and repeat the
virtual activation of the virtual
service service. Collect the
from the Virt-manager logs and
virtual scan them for the cause.
service
DB
tracked by
Virtmanager
failed.
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M essage

Recommended-Action

VMAN-2-RESET FORCE

2-Critical

Virtual Services
non-recoverable
reset command

processed

vman

Once the command is
entered and accepted,
there is no recourse but
to restart the system.
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M essage
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Recommended-Action

A 'virtual
service
reset
force'
command
has been
entered
and
processed.
This
action
initiates a
cleanup of
last resort.
Occasionally
a VM will
get into
an
uniecoverable
state that
prevents it
from
activating
but also
from
uninstalling.
This is a
rare event
but when
it happens
the only
resort
may be to
remove
the .conf
control
file and
reboot,
which
forces a
cleanup of
all
previously
installed
VM files
and
artifacts.
Note that
once this
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M essage
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Recommended-Action

command
is used,
current
VMs are
considered
tobeinan
unstable
or
unpredictable
state, and
all future
install,
uninstall,
upgrade,
and
activation
commands
will be
blocked.

VMAN-2-RESIZE OPER STATE

2-Critical

Virtual service
'[chars]'
[chars][chars] to
'[dec]' [chars]

VMAN
attempts
to resize
various
VM
parameters
like rootfs
size, CPU
share,
memory if
requested
by user.
Successfaiure
status
messages
for these
resize
operations
are
comnunicaad
by this
syslog.

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
Check for the HA event
error msg and root cause
the same.
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Recommended-Action

VMAN-2-RSYNC_STATE

2-Critical

[chars] [chars]
[chars] [chars]

VMAN
tries to
remote
sync the
vituakinsance
oconfiguration
file and
the OVA
repository
to all
online
nodes. If
rsync fails
even after
consecutive
retries,
this
notification
would be
raised.

vman

In the failed case, check
Virt-manager's logs for
the cause of the failure.
Check for the rsync error
code and root cause the
same.

VMAN-2-SET VTX ROMVAR SPACE

2-Critical

Failed to set ROM
monitor variable
ENABLE VTX:No
space in table

Failed to
set
BNAHEVIX
ROM
monitor
variable
due to no
space in
Monitor
Variable
Table.

vman

Verify number of entries
in Monitor Variable
Table.

VMAN-2-SET_VTX_ROMVAR_STRING

2-Critical

Failed to set ROM
monitor variable
ENABLE VTX:
Invalid string
format: [chars]

Failed to
set
BNAHEVIX
rom
monitor
variable
due to
invalid
string
format.

vman

Verify format of string
from error message.

VMAN-2-START FAILED

2-Critical

Virtual
Service[chars]

The
named
virtual
service
failed to
start.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.
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VMAN-2-UNINSTALL ALL VMS 2-Critical | All Virtual Services | All virtual | vman Examine the reason
are being uninstalled | services given as to why all
[chars][chars] are being virtual services are being
[chars] uninstalled uninstalled for more
by information. If the reason
Virtamanager: indicated is due to some
error condition, check
Virt-manager's logs for
the cause of the failure.
VMAN-2-UPGRADE LOG 2-Critical |[chars] [chars] The vman No action is required
[chars] [chars] upgrade
log of the
named
virtual
service, is
to provide
more
information
about
long
running
operation,
that could
affect the
control of
CLI
VMAN-2-VCPU_INVALID 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] virtual trace logs and repeat the
service activation of the virtual
machine service. Collect the
definition Virt-manager logs and
file is scan them for the cause.
requesting
invalid
VCPU
value.
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SatMery

M essage

MesgiSinin

Recommended-Action

VMAN-2-VCPU_LIMIT

2-Critical

Virtual
Service[chars]

The
virtual
service
machine
definition
file is
requesting
more
VCPUs
than the
system
has
reserved
for virtual
services.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.

VMAN-2-VIRT INST CRIT

2-Critical

VIRTUAL
SERVICE [chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

VMAN-2-VIRT INST DISK

2-Critical

Virtual
Service[chars]

The
virtual
service
requires
Disk
Storage in
excess of
the Free
Disk
Storage
available
to virtual
services.

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.
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M essage
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Recommended-Action

VMAN-2-VIRT_INST INTERFACE

2-Critical

Virtual
Service[chars]

The
number of
configured
virtual
port group
interfaces
must
match the
number of
Ethernet
Network
Interfaces
defined in
the
machine
definition
file

vman

Enable the Virt-manager
trace logs and repeat the
activation of the virtual
service. Collect the
Virt-manager logs and
scan them for the cause.

VMAN-2-VIRT INST LOG UNTHROTTLE

2-Critical

Failed to unthrottle
the log for virtual
service [chars]

The
named
virtual
service
had sent
ovewhdming
sys log
messages
and its log
had been
throttled
as a
result, but
system
has failed
to
unthrottle
it for
some
reason.

vman

For debugging collect
the virt-manager logs
and scan them for the
cause.
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VMAN-2-VIRT INST MEMORY 2-Critical | Virtual The vman Enable the Virt-manager
Service[chars] virtual trace logs and repeat the

service activation of the virtual
requires service. Collect the
physical Virt-manager logs and
memory scan them for the cause.
in excess

of the free

memory

available

to virtual

services.

VMAN-2-VIRT INST MGMT INTERFACE |2-Critical | Virtual service A vman Deactivate the virtual
[chars] has no management service, remove the
management interface management interface
interface defined but | is configuration CLI, and
it is configured in | configured reactivate the
CLL but none virtual-service.

is defined.

VMAN-2-VIRT INST STATE 2-Critical | Virtual The vman An attempt at restarting

Service[chars] named the virtual service can be
virtual made from the I0S
service configuration by doing a
has failed. no activate/activate. For
Itis no debugging collect the
longer Virt-manager logs and
running scan them for the cause.
either
because
the guest
OS has
failed, the
guest OS
has shut
down the
machine
or the
emulator
has failed.

VMAN-3-PSS_ERR 3-Error | Purpose: [chars], Persistent | vman Collect the Virt-manager
URI: [chars], Storage logs and scan them for
errcode: [dec] Service the cause.

handling
error
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M essage

MesgiSinin

Recommended-Action

VMAN-3-PSS_SNAPSHOT ERR

3-Error

Source URI: [chars],
Destination URI:
[chars], errcode:
[dec]

Persistent
Storage
Service
snapshot
error

vman

Collect the Virt-manager
logs and scan them for
the cause.

VMAN-3-SDWRAP_ERR

3-Error

Description: [chars],
errcode: [dec]

Debug
infrastructure

€rror

vman

Collect the Virt-manager
logs and scan them for
the cause.

VMAN-3-VIRT_INST_ERR

3-Error

VIRTUAL
SERVICE |[chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required
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M essage

MesgiSinin

Recommended-Action

VMAN-4-HA_SYNC_NEEDED

4-Warning

If using the guest
shell, please use
'guestshell sync' if
you want to preserve
state on standby in
case of supervisor
switchover

Message
notifying
user that
he needs
to
manually
synchronize
the
Virtual
service
contents
to standby
supervisor
in order to
preserve
these
contents
in case of
a
supervisor
switchover.
Currently
only
applicable
to the
guest
shell

vman

User can type the
'guestshell sync'
command on active
supervisor to
synchronize it's contents
to the standby supervisor
if desired.

VMAN4-PACKAGE SIGNING LEVEL CHANGED

4-Warning

Package signing
level changed from
allow '[chars]' to
allow '[chars]'

The
package
certificate
signing
level
global
setting
has been
changed
via
configuration
under the
virtuakservice
global
sub-mode.

vman

Ensure that this setting
has been changed as
expected by an
authorized user.
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Recommended-Action

VMAN-4-UPDATE_WARNING

4-Warning

Virtual
Service[chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

VMAN-4-VIRT INST WARN

4-Warning

VIRTUAL
SERVICE [chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

VMAN-4-VIRT _SERV_LIBVIRTD WARN

4-Warning

VMAN not able to
connect to the libvirt
daemon after '[dec]'
attempts

VMAN
has been
unable to
connect to
the libvirt
daemon.
Virtualization
services
will not
be
available
until this
connection
is made.

vman

Collect the logs
produced by 'show virt
tech'
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Recommended-Action

VMAN-4-WATCHDOG_TIMER

4-Warning

[chars] '[chars]'
[chars] [chars]

The
watchdog
timer
configured
for the
named
virtual
service
has
expired.

vman

Check any logs produced
by the virtual service to
determine the cause.

VMAN-5-AUX

5-Notice

Virtual
Service[chars]

The AUX
login to a
virtual
service
may allow
the user
access to
system
functions
that may
not have
been
tested or
may
interact
with the
system in
unintended
ways. Use
with
caution.

vman

No action is required

VMANSPACKAGE SIGNING LEVEL ON INSTALL

5-Notice

Package '[chars]' for
service container
'[chars]' is '[chars]',
[chars] '[chars]'

A service
container
software
package
with the
certificate
signing
level
described
is being
installed.

vman

Take note of the service
container and software
package. Verify the
software package is
expected to be
(un)signed as described
and has the appropriate
contents. Uninstall the
package if unsure of the
package origins.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

VMAN-5-PERMISSION_DENIED

5-Notice

Virtual Service
'[chars]' is not
owned by client
10Sd

An
attempt
was made
to modify
a
virtuakservice
that is not
owned by
by the
client.
The
request
was
rejected.

vman

No action is required.

VMAN-5-VIRT INST

5-Notice

LOG FROM
VIRTUAL

SERVICE [chars]:

[chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

VMAN-5-VIRT INST NOTICE

5-Notice

VIRTUAL
SERVICE |[chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required
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Facility-Severity-M nemonic

M essage

MesgiSinin

Recommended-Action

VMAN-6-VIRT_INST_INFO

6Infommation

VIRTUAL
SERVICE [chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

VMAN-7-VIRT INST DEBUG

7-Debug

VIRTUAL
SERVICE [chars]
LOG: [chars]

The
named
virtual
service
has
triggered
the log.
Please
interpret
the log in
the
context of
the virtual
services.

vman

No action is required

WDAD TRAEMESAIEBWM CREI TACRY HEROGESHR

3-Error

Error : [chars]

Error in

regulatory
file

processing

ewlc-rrm

LOG_STD_ACTION

WDAD TRAEMESSA M CRI LACRY HEFROESS WARN

4-Warning

Warning: [chars]

Regulatory
file
processing
warning
message

ewlc-rrm

LOG_STD_ACTION

WADTRAEMSAEWM CROTARY HEROESNOILE

5-Notice

Notice : [chars]

Regulatory
file
processing
notice
message

ewlc-rrm

LOG_STD_ACTION
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
WEBSERVER-5-CONNECTION_FAILED 5-Notice |connection failed |Failure ng-web-infia | No action is required
from host [chars] - |reason for
[chars] SSL
connection
WEBSERVER-5-LOGIN_FAILED 5-Notice |Login Login ng-web-nfia | No action is required

Un-Successful from

unsuccessful

host [chars] by user | when
'[chars]' userpessword
is invalid
WEBSERVER-5-LOGIN_PASSED 5-Notice |Login Successful |Login ng-web-nfia | No action is required
from host [chars] by | successful
user '[chars]'
WEBSERVER-5-MAX CONNECTION REACHED | 5-Notice |HTTP server Maximum | ng-web-nfia | No action is required
maximum HTTP
connection reached | connection
'[dec]' reached.
WEBSERVER-5-SESS LOGOUT 5-Notice |Successfully logged | Logout | ng-web-nfia | No action is required

out from host [chars]
by user '[chars]'

successful

WEBSERVER-5-SESS TIMEOUT

5-Notice

Session timeout
from host [chars] by
user '[chars]'

Session
Timeout

ng-web-infia

No action is required

WEBSOCKET SACES3WS ONBOARDING DECONNECIING | 3-Error | Onboarding Onboarding | spaces-oa | If this message occurs, it
websocket to websocket means onboarding
cisco-spaces is to websocket to
disconnecting for | cisco-spaces cisco-spaces is
reason:[chars] is disconnecting

i .

WEBSOCKET SPACES-3-WS ONBOARDING ERR | 3-Error | Onboarding Onboarding | spaces-oa | If this message occurs, it
websocket to websocket means onboarding
cisco-spaces could |to websocket to
not be established | cisco-spaces cisco-spaces could not be
for error:[chars] could not established due to errors

be
established
due to
errors

WEBSOCKET SACES6WS ONBOARDING DECONNECTHD | 6dnfommeation | Onboarding Onboarding | spaces-oa | If this message occurs, it
websocket to websocket means Onboarding
cisco-spaces is to websocket to
disconnected cisco-spaces cisco-spaces is

is disconnected
disconnected
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
WEBSOCKET SPACES6WS ONBOARDING SUCCESS | 6dnfomation | Onboarding Onboarding | spaces-oa | If this message occurs, it
websocket to websocket means onboarding
cisco-spaces is to websocket to
successfully Cisco-spaces cisco-spaces is
established is successfully established
successfully
established
WEBUI-6-INSTALL OPERATION_INFO 6Information | User: [chars], Install | This weburwickss | No action required. This
Operation: [chars] |message is not an error, it is a log
[chars] is used to message that an install
indicate operation is being
that an performed via WebUI
install
operation
is being
performed
via
WebUI
WLANMR TRAEMESAFFM CWLANMR (RTHER | 2-Critical | Wlanmgr Error: Wilanmgr | iosebiosus | LOG_STD_ACTION
[chars] ewlc
Error
Message.
WAWMRTRAEVEAFEPRMCWAMRMIBRTRAE | 2-Critical | WLANMGR Error: | WLAN | msebiositis | Copy the error message
[chars] configs exactly as it appears on
are not the console or in the
getting system log. Open a case
pushed to with the Technical
Access Assistance Center via the
points. Internet
Make a etz théx ey
note of or contact your Cisco
any recent technical support
changes representative and
made to provide the
the representative with the
network gathered information. It
or the is suggested to collect
device archive traces and live
configuration process core to analyse
which the error.
may have
triggered
this and
proceed to
the
suggested
action.
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Facility-Severity-M nemonic SahMeriy | M essage Mesgixgian | Campanatt | Recommended-Action
3-Error | WLANS associated | Wlanmgr | sebnosuts | LOG_STD ACTION
with policy profile |scheduled
[chars] are disabled | WLAN
by calendar profile |disable
[chars] message.
3-Error | WLANS associated | Wlanmgr | isebnsus | LOG STD ACTION
with policy profile |scheduled
[chars] are enabled | WLAN
by calendar profile |enable
[chars] message.
WLANMR TRACE MESSAEEAEWLC WLANMR WARN | 4-Warning | Wlanmgr Warning: | Wlanmgr | osebiosus | LOG_STD_ACTION
[chars] ewlc
Warning
Message.
WND RROR MESSARBWND (ONHGDONEFCRALLRE | 3-Error | Error: IPC failure to | Critical | ewloappinfia | LOG_STD_ ACTION
notify wnemgrd on | notification
config_done event. |to allow
AP join
WNCD EWC ERRMSG6INSTALL CLEANUP INFO | 6dnformation | INSTALL cleanup | General | ewcapimage | LOG_STD ACTION
after switchover: EWC
[chars] WNCD
message
WNCMGRD ERROR MESSAGE3BULK SYNC FALL | 3-Error | Error: Bulk sync not | Switchover | ewle-ha |LOG_STD_ ACTION
complete. Reloading | happened
the WLC! before
bulk sync
is
complete!
WNCMGRD ERROR MESSAGE-3-HA PAIR ERROR | 3-Error | Error: Number of | Resource |ewlc-ha |LOG_STD ACTION
wncd instances provision
mismatched between | is
active and standby; | different
HA function will not | on active
function correctly. |and
standby
WSA ICAP _MESSAGE-3-EWLC WSA ICAP |3-Error | %% Error: ICap: General | isebiosuls | LOG_STD ACTION
[chars] ewlc ICap
config
failure
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Facility-Severity-M nemonic SahiMeriy | M essage Mesgixgian | Campanatt | Recommended-Action

WUILOGIN2-AUTHENTICATION SYSTEM FAILED | 2-Critical | WebUI standalone |During | isebrosutk | Note the time of the error
authentication the id and and check the web user
process failed. password interface log

Reason: [chars] validation (wuilogin-*.log) for
phase of additional information on
the why the attempt to
wuilogin access the web user
access interface failed.

module
authentication
attempt,
an
exception
occurred.
This
message
usually
occurs as
aresult of
a failure
of the
underlying
PAM
authentication
module.
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Facility-Severity-M nemonic

SatMery

M essage

MesgiSinin

Recommended-Action

WUILOGIN-2-INITIALIZATION_FAILED

2-Critical

WebUI standalone
login initialization
failed.

The
attempt to
access the
web user
interface
using the
wuilogin
access
module
failed.
The
wuilogin
access
module is
used to
authenticate
web user
interface
access
only when
the IOS
integrated
webserver,
which is
enabled
using the
ip http
server
command,
or the IOS
process is
down or
disabled.

Note the time of the error
and check the web user
interface log
(wuilogin-*.log) for
additional information on
why the attempt to
access the web user
interface failed.

Additional References

Technical Assistance

When the recommended action of an error message advises that you contact Cisco technical support, open a case with the Cisco

Technical Assistance Center (TAC).
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Description

Link

The Cisco Support website provides extensive online resources,
including documentation and tools for troubleshooting and
resolving technical issues with Cisco products and technologies.

To receive security and technical information about your products,
you can subscribe to various services, such as the Product Alert
Tool (accessed from Field Notices), the Cisco Technical Services
Newsletter, and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a
Cisco.com user ID and password.

https://www.cisco.com/c/en/us/support/index.html
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