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Introduction

In 2016, Cisco made its debut of the Cisco Nexus® 9000 Series Switch line with products built on the
revolutionary Cisco® Cloud Scale intelligent Application-Specific Integrated Circuits (ASICs). These initial
Cloud Scale platforms enabled customers to establish high-performance, cost-effective data center
networks, offering a transition from 10G and 40G Ethernet to more robust 25G and 100G connectivity
options. Over the following years, Cisco continued to expand and enhance the product family with
additional platforms, introducing numerous innovations to address the evolving demands of Cloud Scale
data centers, converged and hyperconverged infrastructure, and virtualized and containerized applications.

Large-cloud and data-center networking teams require a flexible, reliable solution that efficiently manages,
troubleshoots, and analyzes their IT infrastructure. In addition, they need security, automation, visibility,
analytics, and assurance. Coupled with tools such as Cisco Nexus Dashboard (ND) for visibility and
automation, Cisco N9300 Series switches are ideal platforms to build a high-performance Al/ML network
fabric.

The inclusion of 400G Ethernet technology further enriches the Cloud Scale portfolio by providing platforms
that deliver high-density, top-of-rack aggregation, spine aggregation, and backbone connectivity options.
These platforms utilize the GX, GX2A, GX2B, and the latest additions, H2R, H2 and H1 Cloud Scale ASICs.
With 400G options available for both top-of-rack and modular systems, the Cisco N900O series chassis
stand at the forefront of the industry, incorporating innovations such as 400G QSFP-DD (double density)
transceivers that offer full backward compatibility with existing QSFP28 (100G) and QSFP+ (40G)
transceivers.

This comprehensive document provides an in-depth explanation of Cisco CloudScale LS12800H2R,
LS12800H2 and LS6400H1 ASICs utilized in Cisco N9300-H2R, N9300-H2 and N9300-H1 platfroms. The
primary aim of this document is to highlight the latest feture enhancments with the CloudScale ASICs.

Target Audience

This document is for planning, implementation, and maintenance in DevOps teams.

CloudScale ASIC Family

The Cisco N9000 platform switches are equipped with cutting-edge Cisco Custom CloudScale technology
ASICs. This unique approach of designing and owning both the silicon, Software SDK, and operating system
confers significant competitive advantages to the Cisco N900O series. It serves as a powerful vehicle for
delivering an array of advanced features and functions.

Leveraging the advantages of the latest semiconductor device fabrication, these ASICs boast higher transistor
density and lower power consumption. These features are crucial in enabling the creation of ASICs with
increased bandwidth, a higher number of ports, larger forwarding tables, generous buffers, and the opportunity
to implement novel, advanced capabilities.

Cisco's cloud-scale ASICs introduce a wide range of Ethernet speeds, including 25, 50, 100, 200, and 400
Gigabit Ethernet (GE), to data center networks at a cost point optimized for optimal performance. See Table 1
for the specific Cloud Scale ASICs used in each Cisco N9000 Switch Family. Table 2 highlights the major
feature sets associated with each Cloud Scale ASIC.

Table 1. Cisco CouldScale ASIC family with their corresponding Cisco N9000 switch
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CloudScale ASIC N9000 Family Platforms and Line Cards

LS 1800 EX 9300-EX, X9700-EX (LCs) C93180YC-EX, C93108TC-EX,
C93180LC-EX, X9732C-EX, X9736C-
EX, X97160YC-EX

LS 1800 FX 9300-FX, X9700-FX (LCs) C93180YC-FX, C93108TC-FX,
C9348GC-FXP, X9732C-FX, X9736C-
FX, X9788TC-FX

LS 3600 FX2 9300-FX2 C9336C-FX2, C9336C-FX2-E,
C93240YC-FX2, C93360YC-FX2,
C93216TC-FX2

LS 1800 FX3 9300-FX3 C93180YC-FX3, 93180YC-FX3S,
C93108TC-FX3P, C93108TC-FX3,
C9348GC-FX3, C9348GC-FX3PH

S 6400 9300C, FM-E2 (FMs) 9364C, 9332C,9508-FM-E2, 9516-FM-
E2

LS 6400 GX 9300-GX, X9700-GX (LCs) C9316D-GX, C93600CD-GX, C9364C-
GX, X9716D-GX, 9504-FM-G, 9508~
FM-G

LS 25600 GX2A 9300-GX2A, 9300-GX2B, 9408 9364D-GX2A, 9348D-GX2A, 9332D-

GX2B, C9400-SW-GX2A
LS 12800 GX2B

LS 12800 H2R, LS 12800 H2 9300-H2R, 9300-H2, 9300-H1 9332D-H2R, 9364C-H1, C93400LD-HT1,
9348C8D-H2
LS 6400 H1

Table 2. Cisco CouldScale ASIC family features

ASIC Feature [ES'1800 LS 1800 |[LS 3600 LS 1800 |S 6400 |LS 6400 LS25600 | LS12800 |LS12800 |LS6400
EX FX2 FX3 GX GX2A GX2B H2/R H1

Bandwidth  1.8T 1.8T 3.6T 1.8T 25.6T  12.8T 12.8T
(Tbps)

No. of Slices 2 Slices 1 Slice 2 Slices 1 Slice 4 Slices 4 Slices 8 Slices 4 Slices 4 Slices 2 Slices

Fabrication 16nm 16nm 16nm T4nm 16nm 14nm 7nm 7nm 7nm 7nm
node
Max Ports 0/0/ 0/0/ 0/0/ 0/0/ 0/0/ 16/32/ 64/128/ 32/64/ 32/64/ 16/32/

(400/200/ 18/72 18/72 36/72 18/72 64/0 64/128 256/256 128/128 128/128 64/128
100/50 GE)

Buffer/Max- 37.4/18.7 40/40 40/30 40/40 40/10 80/20 120/30 120/60 80/40 40/40
per-port
(MB)
HBM Packet N/A N/A N/A N/A N/A N/A N/A N/A 8G HBM N/A
Buffer (H2R)
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ASIC Feature |LS 1800 |LS 1800 |LS 3600 LS 1800 |S 6400 |LS 6400 LS25600 | LS12800 |LS12800 |LS6400
EX FX FX2 FX3 GX GX2A GX2B H2/R H1

Telemetry FT, FTE FT, FTE, FT, FTE, FT, FTE, FT, FTE, FT,FTE, FT,FTE, FT,FTE,
SSX SSX SSX, INT-  SSX, SSX, SSX, SSX,

XD, INT- INT-XD INT-XD INT-MX, INT-MX,

Transparent INT-MD, INT-MD,

INT-XD  INT-XD

Hardware 544K/17 1088K/34 544K/17 1088K/34 352K/11 1088K/34 640K/20 1280K/40 1280K/40 1280K/40
Entries/Tiles

Classification 4K/2K 5K/2K 5K/2K  5K/2K 4K/2K  5K/2K 6K/3K 6K/3K 14K 14K
TCAM Shared Shared
(Ingress/

Egress) Per

Slice

Cisco CloudScale LS12800H2R, LS12800H2 and LS6400H1 ASIC Architecture

CloudScale LS12800H2R, LS12800H2 and LS6400H1 ASIC Overview

LS12800H2/R and LS6400H1 are the latest addtions to the Cisco cloudScale ASIC family with multiple
enhacmnets to the privoues ClouldScale ASICs. LS12800H2R comes with dual die, 4 network slices and
High Bandwidth Memory (HBM) and LS6400H1has a single die with 2 slices. We will refer to them as H2R,
H2 and H1 ASICs for the rest of this document. Figure 1 illustrate the H2R and H1 ASICs.

& J - S

LS12800H2R - 32 x 400G LS12800H2 - 32 x 400G LS6400H1 - 16 x 400G
12.8T chip - 4 slices of 8 x 400G 12.8T chip - 4 slices of 8 x 400G 6.4T chip - 2 slices of 8 x 400G

Figure 1. Cisco CouldScale LS12800H2R, LS12800H2 and LS6400H1 ASICs

CloudScale H2R/H2/H1 ASIC Slice

A CloudScale ASIC slice refers to a self-contained forwarding complex responsible for handling both
ingress and egress functions for a specific subset of ports. Each slice is further divided into separate
sections for ingress and egress functions. The ingress portion of each slice is interconnected to all egress
portions of other slices via a slice interconnect, which enables non-blocking any-to-any interconnection
between slices. For a visual representation of the Cisco CloudScale ASIC slice architecture, see Figure 2.
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Ingress Slice 1

Egress Slice 1

Ingress Slice 2

Egress Slice 2

-

Ingress Slice n 1

[ |

L

Egress Slice n

Figure 2. Cisco CloudScale H2R/H1 ASIC slice architecture

CloudScale H2R/H2/H1 ASIC Slice Forwarding Path

Each of the pipeline elements shown in Figure 2 can consist of multiple forwarding processing steps. Figure 3
illustrates the detailed steps in the Cloud Scale ASIC pipelines.

Ingress
Packets

Egress
Packets

SSX
2>
Ll ( Ingress Forwarding Controller )
Ingress Packet Payload
MAC
i Lookup =
i Lookup Key Result | "
Lookup Pipeline
~ ~ Slice
Interconnect
( Egress Forwarding Controller )

v

Packet Egress

Egress

Rewrites }{Classiﬂcatio,HUffleggﬁefd Elltil:;mg

Figure 3. Cisco CouldScale H2R/H2/H1 ASIC Slice Forwarding Path
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CloudScale H2R/H2/H1 ASIC Ingress Forwarding Controller

The ingress forwarding controller operates as follows: when a packet is received from the MAC layer, it
parses the packet headers and conducts several lookups to determine whether the packet should be
accepted and how it should be forwarded to its intended destination. Additionally, the controller generates
instructions for the data path to handle the storage and queuing of the packet. For a visual representation
of this process, see Figure 4, showcasing the CloudScale ASIC ingress forwarding controller.

F
In;:en:s 4 Ingress Forwarding Controller )
MAC
Pack
pac o »To Egress Slice
arser g
A
o P
Lookup Pipeline -
Flex Tiles //
Lookup /'/Lookup
Key Result
) Load
Forwarding Ingress Balancing,
ki lassificati
Lookup Classification AFD / DPP
~ J

Figure 4. Cisco CouldScale H2R/H2/H1 ASIC ingress forwarding controller

CloudScale H2R/H2/H1 ASIC Egress Forwarding Controller

The egress forwarding controller is tasked with receiving packets from the buffer manager, along with their
corresponding metadata, for transmission purposes. Its primary responsibilities include egress
classification and managing all packet rewrites. You can observe the representation of the " Egress
Forwarding Controller" in Figure 5, where the egress classification takes place. Egress RACLs and VACLs
are the most commonly allocated TCAM resources for egress classification. Additionally, Egress PACLs are
also supported with H2R, H2 and H1 ASICs.

( Egress Forwarding Controller )

v
Egress From Ingress
Paskets Rennias [ Clasefieation [@=H Buffering / Queving slice
/ Scheduling

€ Egress

Figure 5. Cisco CouldScale H2R/H2/H1 ASIC egress forwarding controller
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Cisco CloudScale H2R, H2 and H1 ASIC Forwarding lookup

The forwarding lookup is the initial block in the forwarding pipeline. It comprises two components: the
"Forwarding TCAM" and " Flexible tiles" . It's important to note that the Forwarding TCAM is not utilized for
classification ACLs; instead, a separate resource, the ACL/QoS TCAM, is used for this purpose. The
H2R/H2/H1 forwarding lookup block is depicted in Figure 6.

(¢ N N ([ N

Flex Tile | | Flex Tile | | Flex Tile

- VRN J J

e N (O N [ ™
Flex Tile | | FlexTile | | Flex Tile | | 1280K with 40 Tiles

N VAN VAN J (160 x8K)

- N [ N [ N
Flex Tile | | Flex Tile | | Flex Tile

24 x 1K [TCAMJ [TCAMJ [TCAM] - PN - AN )
Lookup Key Forwarding To Classification block
S — ——a
Lookup

Figure 6. Cisco CouldScale H2R/H2/H1 ASIC Forwding Lookup blocks

CloudScale H2R/H2/H1 ASIC Forwarding TCAM

The Forwarding TCAM, a conventional TCAM memory, manages overflow and hash collisions, serving as
the front-end for flexible forwarding lookups. The H2R, H2 and H1 ASICs feature a 24K Forwarding TCAM
divided into smaller 1K banks. The default allocation of the Forwarding TCAM is illustrated in Figure 7. By
default, ten 1K banks are assigned to IPv4, and twelve 1K banks are allocated to IPv6. When Unicast
Reverse Path Forwarding (uRPF) is activated on the Cisco N9300-H, these entries are shared with uRPF.
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uRPF is disabled by s R
9300-H2R# show run all | i urpf —
aysten urpf disable default (reamik])  [7eamak] [Team ik ) (Teamak ]
9300-H2R# show hardware internal forwarding table O Zatlon medule 1 [ I [ ][ ” ] |PV6
TCAM 1K TCAM 1K | | TCAM 1K | | TCAM 1K
IPv4/IPvE hosts and routes summary on medule : 1 [TCAM 1[] [TC»\M 1K ] ['I'U\M 1K ] [mm 1K] 4x 3 x 1K
D) TCAM 1K CAM
Max TCAM table entries : 24576 [ ] [TCAM il ] [TCAM IK] [T IK]
Max V4 Ucast TCAM table entries : 10240
Max V6 Ucast TCAM table entries : 4096 |Pv4 TCAM 1K
Max V4 Ucast DA TCAM table entries : 10240
Max V6 Ucast DA TCAM table entries : 4096 10 x 1K TCAM 1K
L] TCAM 1K
Max Mcast V4 SA TCAM entries (S/m) = 2048 With uRPF Multicast SA
TCAM 1K i
9300-H2R# show run | in urpf —=s enabled 2 x 1K Flex Tile
no system urpf disable TCAM 1K
9300-H2R# show hardware internal forwarding table utilization module 1
TCAM 1K
IPv4/IPvé hosts and routes summary on module : 1 — v =
[-]
Max TCAM table entries : 24576
Max V4 Ucast TCAM table entries : 10240
Max V& Ucast TCAM table entries : 4096
Max V4 Ucast DA TCAM table entries : 5120 o
Max V6 Ucast DA TCAM table entries : 2048 Lookup Key Forwarding To Classification block
Max V4 URPF TCAM table entries : 5120 ——— T e »
Max V6 URPF TCAM table entries : 2048 Lookup

L]
Max Mcast V4 SA TCAM entries (S/m) = 2048

Figure 7. Cisco CouldScale H2R/H2/H1 ASIC Forwding TCAM banks

CloudScale H2R/H2/H1 ASIC Flexible forwarding Tiles (flex tiles)

The " Flexible tiles" serve as the second component of the forwarding lookup. They offer a versatile pool of
table entries for lookups, capable of performing a variety of functions, including:

o IPv4/IPv6 unicast longest-prefix match (LPM)
o IPv4/IPv6 unicast host-route table (HRT)

o IPv4/IPv6 multicast (*,G) and (S,G)

« MAC address table / adjacency table

« ECMP tables

o ACI policy

Figure 8 illustrates the " Flexible tiles" component within the forwarding lookup block.
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FPX 0 FPX 1

9300-H2R# attach module 1

Attaching to module 1 ...

To exit type 'exit', to abort type '$."

module-1# show hardware internal tah logical-tile-types
Logical Tile Types
Instance : 0
Profile: Default

40 x FPX Blocks

y E-depth: Log.TT: IP DS:Hash table TP:Left tilepair
ile: 1 Tile-depth: IP Log.TT: IP DS:Hash table TP:Right tilepair
ile: 2 Tile-depth: IP Log.TT: IP DS:Hash table TP:Left tilepair
3 Tile-depth: IP Log.TT: IP DS:Hash table TP:Right tilepair
ile: 0 Tile-depth: IP Log.TT: IP DS:Hash table TP:Left tilepair
1 Tile-depth: IP Log.TT: IP DS:Hash table TP:Right tilepair
2 Tile-depth: IP Log.TT: IP DS:Hash table TP:Left tilepair
3 Tile-depth: IP Log.TT: IP DS:Hash table TP:Right tilepair
[=1
FPX: 38 Tile: 0 Tile-depth: 8192 TT: L2 Log.TT: Next hop DS:Bitmap TP:Not a tilepair
Tile-depth: 8192 TT: hop DS:Bitmap TP:Not a tilepair
Tile-depth: hop DS:Bitmap TP:Not a tilepair
7 ' hop DS:Bitmap TP:Not a tilepair

tile type Log.TT: Empty tile DS:Dleft TP:Not
tile type Log.TT: Empty tile DS:Dleft TP:Not
Log.TT: RPF DS:Dleft TP:Not a tilepair
Log.TT: RPF DS:Dleft TP:Not a tilepair

Flex Tilel
8K

EEEE
EEE=

40 x 4 x 8K__
1280K

FPX 38

Flex TileD Flex Tilel
BK 8K
Flex Tile2 Flex Tile3
BK 8K

~

FPX 39

=
ES

a tilepair
a tilepair

Each FPX block comes
with 4 x 8K Tiles

Figure 8. Cisco CouldScale H2RH2//H1 ASIC “Flexible tiles”

To Classification block

Lookup Key Fonpvardl'ng

Lookup

The H2R, H2 and H1 ASICs feature a total of 160 x 8K tiles, which can be restructured using the " system
routing template" CLI. Figure 9 shows how users can alter the default template, while Table 3 presents the
supported forwarding templates for the H2R, H2 and H1 ASICs, including the scalability of each profile.

Please refer to the N900O0 Verified Scalability Guide

(VSG) for additional information on scalability.

9300-H2R# show hardware capacity forwarding

“show hardware internal forwarding 12 table utilization sup instance all module 1°

Default” forwarding

d
Vsed Count MAC address entries

‘show hardware internal forwarding table utilization module 1°

Module Mode : Default efault” forwarding
template
Max IPv4 Trie route entries: 1256448

Max IPv6 Trie route entries: 628224 .

Max TCAM table entries 24576 1.25M IPv4 Tire

Max V4 Ucast TCAM table entries : 10240 route

Max V6 Ucast TCAM table entries : 4096

Max V4 Ucast DA TCAM table entries : 10240

Max V6 Ucast DA TCAM table entries 4096

Max native host route entries (shared vd4/v6) : 196608

Max Nexthop table entries 98304

Max ARP entries: 98304

M ND tries: 98304

g L R 32K IPv4
Multicast route

Max Mcast Route Entries Limit = 32768

Max Mcast V4 SA TCAM entries (S/m) = 2048

Max Overflow Mcast w4 SA TCAM entries = 0

Max Overflow Mcast V4 DA TCAM entries = 0

[P

Max IPv6 Mcast Route Entries Limit = 8192

9300-H2R (config)# show system routing mode template

Configured System Routing Mode: Default

Configured System Routing FP Mode: LOW_LATENCY (PARALLEL-LOOKUP)

Applied System Routing FP Mode: LOW_LATENCY (PARALLEL-LOOKUP

Applied System Routing Mode: Max Host (Default)

9300-H2R (config) # system routing ?
13-scale
template-dual-stack-host-scale
template-dual-stack-mcast
template-internet-peering
template-12-heavy
template-13-heavy
template-lpm-heavy
template-mpls-heavy
template-multicast-ext-heavy
template-multicast-heavy
template-service-provider

Enable 13 route scale
Dual Stack Host Scale
Dual Stack Multicast
Internet Peering

L2 Heavy 200k MAC scale profile
L3 Heavy Scale

LPM Heavy

MPLS Heavy Scale

Multicast Extended Heavy Scale
Multicast Heavy Scale
Service Provider

To change system
routing modes

9300-H2R (config) # system routing template-lpm-heavy
Warning: The command will take effect after next reload. Set the LPM scale using
below CLI if multicast is needed

hardware profile multicast max-limit lpm-entries <2048/4096>

Note: This requires copy running-config to startup-config before switch reload.

9300-H2R (config)# copy running-config startup-config
[HE#F 44 AR R4 E LR AR AR E AR A A R4 EH44] 1003

Copy complete, now saving to disk (please wait)...
Copy complete.

9300-H2R (config) # reload

This command will reboot the system.

Requires system
reload

(y/n)? [n]

Figure 9. Cisco CouldScale H2R/H2/H1 ASIC Hardware forwarding templates
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Table 3. Cisco CouldScale H2R/H2/H1 ASIC forwarding templates

Template |[MAC IPv4 IPv6 Trie |IPv4 IPv6 IPv4/IPv6 | Nexthop IPv4 IPv6
Trie TCAM |TCAM | Host Table Multicast Multicast
entries

Default 114,688 1,256,448 628,224 10,240 4,096 196,608 98,304 98,304 32,768 2,048 8,192
L2 Heavy 262,144 1,256,448 628,224 10,240 4,096 196,608 253,952 98,304 0 2,048 0
Dual Stack

Host Scale 114,688 419,430 235,929 10,240 4,096 393,216 131,072 98,304 32,768 2,048 8,192

Ln;ee:izzt 32,768 2,000,000 628,224 10,240 4,096 114,688 49,152 49,152 0 2,048 0
LPM Heavy 114,688 1,256,448 628,224 10,240 4,096 196,608 98,304 98,304 8,192 2,048 2,048
MPLS Heavy 98,304 681,574 383,385 10,240 4,096 196,608 196,608 98,304 0 2,048 0
Multicast

Heavy 49,152 1,256,448 628,224 9,216 4,096 327,680 65,536 65,536 32,768 1,024 8,192
Multicast-

Ext-Heavy 57,344 1,256,448 628,224 9,216 4,096 327,680 65,536 65,536 131,072 1,024 8,192

CloudScale H2R/H2/H1 ASIC Unicast Forwarding

Once the forwarding template configures the flexible tiles, the H2R/H2/H1 ASIC conducts hardware
lookups based on the packet type. Specifically, for IP unicast packets, the lookup key comprises the Virtual
Routing and Forwarding (VRF) and the IP destination address derived from the packet.

At the same time, the ASIC accesses two distinct tables to find the longest prefix match for the packet's IP
address. The first table, the Host Route Table (HRT), includes exact match entries for locally learned /32 or
/128 host addresses. Through a hash-based lookup, the ASIC verifies if there's an existing entry for the
specific IP address. If such an entry is present, it signifies the longest prefix match.

In parallel, the ASIC conducts a lookup in the Longest Prefix Match (LPM) table. This table permits
variable-length prefix matching, enabling the matching of IP prefixes such as /24 or /16. The ASIC
identifies which of the two tables has the longest match.

Once the longest prefix match is established, the ASIC moves on to verify if there are multiple paths to the
destination address. The destination address could be linked with a single interface or multiple next hops.

If the destination is directly connected and not a multi-path entry, the ASIC fetches an adjacency pointer
from the table. This pointer holds information about reaching the next hop, including the output interface,
the new destination MAC address (if crossing an L3 boundary), and the MTU.

For multi-path entries, the ASIC consults an ECMP (Equal-Cost Multipath) or load balancing table to
choose the suitable next hop from the available options. The ASIC determines which path to select, and
the chosen path is assigned an adjacency pointer. Both IPv4 and IPv6 unicast packets undergo these
processes. The IP Unicast lookup process is depicted in Figure 10.
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n Longest

(VRF,IPDA) Hash match N ADI_PTR
—_— Multipath? y S AD]J
LPM
Load
Pivot/trie ECMP_PTR Sharing ADJ_PTR
ECMP/DLB
N Y /N Y /
Longest prefix match for Next-hop selection

Destination IP

Figure 10. Cisco CouldScale H2R/H2/H1 ASIC unicast forwarding

CloudScale H2R/H2/H1 ASIC Multicast Forwarding

The process varies slightly when handling multicast packets. An exact match lookup is conducted in the
Host Route Table (HRT), involving the VRF, IP source address, and IP destination address. These lookups
aim to identify mroute entries by matching the source and destination group IP addresses in the packet.
The objective is to discern whether the mroute is a specific (S,G) or shared tree (star,G) entry.

If a match is detected in the HRT, the system refers to a separate table known as MC info. This additional
table, implemented using flex tiles, holds information like the RFP (Reverse Path Forwarding) interface and
the MET (Multicast Expansion Table) pointer.In multicast, an RPF check is necessary for each packet to
ensure that we are not creating a loop. If a packet arrives from a non-RPF interface, it will be dropped to
prevent looping.

Assuming the RPF check passes, a MET pointer is acquired. The MET table is found at the egress side of
the slice. When the packet reaches the egress side (as seen in the packet walk), the MET table decides the
number of packet copies required based on the OIL (Outgoing Interface List). The OIL designates the
interfaces where the multicast packet should be duplicated.

Overall, this process guarantees efficient multicast forwarding, averting loops and determining suitable
replication of multicast packets based on the mroute entries and OIL. The Multicast lookup process is
illustrated in Figure 11.

q a —_—
(VRF,IPSA,IPDA) el RPF, Replication |
Lookups MET PTR List .

HRT MC_INFO MET
A Y /N Y /
Ingress Slice (Forwarding) Egress Slice (Replication)

Figure 11. Cisco CouldScale H2R/H2/H1 ASIC multicast forwarding
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CloudScale H2R/H2/H1 ASIC VXLAN Forwarding

VXLAN and other tunnel encapsulation/ decapsulation performed in single pass with Cisco CloudScale
H2R/H2/H1 ASIC.

In the ingress direction, the adjacency signifies the existence of a tunnel. This tunnel initiates a rewrite
function for the outer header, including MAC and IP addresses. The actual rewrite operation takes place
during the data processing's egress phase. When a packet enters the H2R/H2/H1 ASIC, it scrutinizes the
inner packet to determine if it's destined for a tunnel. The ASIC then chooses the appropriate tunnel and
appends the necessary information to the packet, such as the outer source MAC address and VXLAN
VNID.

On the other hand, in the reverse direction, after the packets have been subjected to lookup processes, the
parser recognizes them as tunnel packets. It captures both the inner and outer packet header fields. The
ASIC's Tunnel End Point (TEP) table is consulted to ascertain whether the outer header's destination
address corresponds to a local tunnel within the switch. If it does, additional lookup operations are
performed on the inner header. If it doesn't match a local tunnel, the packet is forwarded based solely on
the outer header. For packets destined for local tunnels, packet termination is required. This process
involves conducting inner Layer 2/Layer 3 lookups and, if necessary, the rewrite block removes the VXLAN
encapsulation and makes any necessary adjustments to the original inner frame before forwarding it. Figure
12 depicts both the encapsulation and decapsulation steps.

Encapsulation : Decapsulation
L2/L3 Tunnel Outer MACs/ Tunnel Inner L2/L3 D
Lookup Destination IPs/VNID i Lookup Lookup ecap
MAC/LPM/HRT ADJ Rewrite TEP Table MAC/LPM/HRT Rewrite

Figure 12. Cisco CouldScale H2R/H2/H1 ASIC VXLAN forwarding

Cisco CloudScale H2R, H2 and H1 ASIC Clasification TCAM

Following forwarding lookups, the packet proceeds to ingress classification processing. The ingress
matches are checked against the classification TCAM. These ACLs include various types such as Routed
ACLs (RACLs), VLAN ACLs (VACLs), Port ACLs (PACLs), Quality of Service (QoS), Network Address
Translation (NAT) ACLs, and more.

The classification entries are restricted to individual ASIC slices and are programmed only where needed.
This method enhances the utilization of the classification TCAM in the Cisco N9300-H platform switches.
The H2R, H2 and H1 ASICs share a 14K TCAM space, which caters to both ingress and egress
classifications. The Cisco CloudScale H2R/H1 classification TCAM architecture is demonstrated in Figure
13.

© 2022 Cisco and/or its affiliates. All rights reserved. . Page 14 of 43
Cisco Confidential



Ingress/Egress Regions
RACL/VACL/PACL
QOs
NAT
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Analytics
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LS12800 H2R/ LS12800H2/ LS6400 H1
14K Shared

Figure 13. Cisco CouldScale H2R/H2/H1 ASIC ACL TCAM architecture

CloudScale H2R/H2/H1 ASIC TCAM Scalability

The CloudScale H2R/H2/H1 ASIC TCAM is optimized for scalability through slice-aware policy
programming. PACL and RACLs are programmed only on slices where ports with these ACLs are present,
and port channel ACLs are programmed solely on slices where the respective members exist. Similarly,
VLAN ACLs are programmed exclusively on slices where the corresponding VLAN is present. To enable
policy sharing, labels are used with label space localized to each slice. For Cisco CloudScale H2R/H2/H1
ASIC ACL TCAM scalability numbers, see Table 4. It's important to note that the TCAM scalability numbers
were verified with all TCAM regions freed up except for the 'ing-sup' and 'egr-sup' regions.

Table 4. Cisco Cloud Scale H2R/H2/H1 ASIC ACL TCAM scalability numbers

ASIC Ingress PACL Egress PACL Ingress RACL Egress RACL Ingress VACL Egress VACL

Name/Slices Per Slice Total Per Slice Total Per Slice Total Per Slice Total Per Slice Total Per Slice Total

LS12800 13568 54272 13568 54272 13568 54272 13568 54272 13568 54272 13568 54272
H2/R (4
slices)

LS6400 H1 13568 27136 13568 27136 13568 27136 13568 27136 13568 27136 13568 27136
(2 slices)

CloudScale H2R/H2/H1 ASIC Default ACL TCAM Allocation

The allocation of both ingress and egress ACL TCAM to different ACL types is user configurable. Each ACL
type requires its dedicated bank/banks, and ACL programming is localized on a per ASIC basis. ACL
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entries are programmed into the TCAM only where they are required. By default, all available TCAM

regions are allocated.

For the Cisco N9300-H2R, N9300-H2 and N9300-H1, they are the only N900O0 platforms featuring shared
TCAM space for both Ingress and Egress slices. By default, 10K is assigned for ingress and 4K for egress, but
any bank can be reconfigured to serve either as ingress or egress.

To visualize the default classification TCAM regions for the N9300-H2R/H2/H1 series switches, refer to Figure

14.

9300-H2R# show hardware access-list tcam region
NAT ACL([nat]

Ingress PACL [ing-ifacl]

VACL [vacl]

Ingress RACL [ing-racl]

Ingress LZ QO0S [ing-12-gos]

Ingress L3/VLAN QOS [ing-13-vlan-gos]
Ingress SUP [ing-sup]

Ingress L2 SPAN filter [ing-12-span-filter)
Ingress L3 SPAN filter [ing-13-span-filter]
Ingress FSTAT [ing-fstat]

span [span]

Egress RACL [egr-racl)

Egress SUP [egr-sup)

Ingress Redirect [ing-redirect]

Egress L2 Q05 [egr-12-gos]

Egress L3/VLAN QOS [egr-13-vlan-qos]
Ingress Netflow/Analytics [ing-netflow]
Ingress NBM [ing-nbm]

TCP NAT ACL[tcp-nat]

Egress sup control plane [egr-copp)

Ingress Flow Redirect [ing-flow-redirect]
Ingress PACL IPv4 Lite [ing-ifacl-ipvd-lite]
Ingress PACL IPv6 Lite [ing-ifacl-ipvé-lite]
Ingress CNTACL [ing-cntacl)

Egress CNTACL [egr-cntacl]

MCAST NAT ACL([mcast-nat]

Ingress DACL [ing-dacl]

Ingress PACL Super Bridge [ing-pacl-sb]
Ingress Storm Control [ing-storm-control]
Ingress VACL redirect [ing-vacl-nh]

Egress PACL [egr-ifacl]

Egress Netflow [egr-netflow]

Egress SPAN [egr-span]

size = 512
size = 1536
size = 1024
size = 4096
size = 512
size = 512
size = 512
gize = 256
gize = 256
size = o
size = 512
size = 2816
size = 256
size = o
size = ]
size = 0
size = 512
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =
size =

cococococcooccooooo00

9300-H2R# show system internal access-list globals

INSTANCE 0 TCAM Region Information:

Ingress:
Region TID Base Size Width
Ingress PACL ALL 4 0 1536 1
Ingress RACL ALL 7 0 4096 1
Ingress VACL ALL 11 0 1024 1
Ingress PQOS 15 0 512 1
Ingress L30Q0S ALL 22 0 512 1
Ingress SUP 23 0 512 1
Ingress MAC SPAN 25 0 256 1
Ingress SPAN 28 0 512 1
Ingress Vlan SPAN 29 ] 256 1
Ingress Netflow/Analytics 31 0 512 1
NAT 66 L] 512 1
Total configured tcam size: 10240
Egress:
Region TID Base Size Width
Egress RACL ALL 42 0 2816 1
Egress VACL ALL 46 0 1024 1
Egress SUP ALL 62 0 256 1

Total configured tcam size: 4096

Remaining free tcam size (can be used for ingress and egress)

Unusable tcam size due to fragmentation - ingress: 0, egress: 0

- 3
RACL RACL RACL  RACL
CRACL  RACL | RACL  RACL
RACL  RACL  RACL  RACL
RACL  RACL  RACL  RACL
PACL  PACL  PACL  PACL
PACL  PACL
VAL VACL VAL VACL
aos  qos  @os  Qos

Ingress Slice

Egress Slice

CRACL RACL  RACL  RACL
CRACL  RACL  RACL  RACL
U CRUC <svo |

Figure 14. Default classification TCAM regions for Cisco Nexus 9300-H2R/H2/H1 chassis

CloudScale H2R/H2/H1 ASIC Egress RACL Example

v wa wa v

The H2R, H2 and H1 ASIC offers the greatest number of TCAM entries for both Ingress and Egress regions.
The maximum Egress RACL allocation with H2R/H2/H1 ASICs is illustrated in the example shown in Figure
15. To achieve the maximum Egress RACL, the user must first deallocate the default regions.
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93400LD-H1# sh run |
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list
hardware access-list

in tcam

tcam region nat 0

tcam region ing-ifacl 0
tcam region vacl 0

tcam region ing-racl 0
tcam region ing-12-gos 0
tecam region ing-13-vlan-gos 0
tcam region ing-1l2-span-filter 0
tcam region ing-13-span-filter 0
tcam region span 0

tcam region ing-netflow 0

tecam region egr-racl 13568

93400LD-H1# show hardware access-list tcam region | exclude 0
Ingress SUP [ing-sup] size

Egress RACL [egr-racl] size

Egress SUP [egr-sup] size

oo
"
w
n
@
©

93400LD-H1# show system internal access-list glcbals
(]

INSTANCE 0 TCAM Region Information:

De Allocating default
regions

Reserved Egress Sup

Reserved Ingress Sup

Region

Region

Total configured tcam size: 13824

Remaining free tcam size (can be used for ingress and egress): 0

Unusable tcam size due to fragmentation - ingress: 0, egress: 0

Ingress:
Region TID Base Size Width
Ingress SUP 23 0 512
Total configured tcam size: 512
Egress:
Region TID Base Size
Egress RACL ALL 42 1] 13568
Egress SUP ALL 62 Q 256

13568 Egress RACL

Entries

Figure 15. Maximum Egress RACL allocation with Nexus 9300-H2R/H2/H1 chassis

Cisco CloudScale H2R, H2 and H1 ASIC Hardware Telemetry

Ingress Slice

Egress Slice

Besides Software Telemetry, Cisco H2R, H2 and H1 ASICs also incorporate Hardware Telemetry, further
divided into two primary components. These components include 'data plane flow data,' obtained from the
actual traffic moving through the forwarding pipeline, and 'basic ASIC data.' The latter signifies statistics
that can be extracted from the ASIC at remarkably high rates. These telemetry features are visually
represented in Figure 16. It should be noted that Nexus Dashboard (ND) currently uses Flow table (FT),
Flow Table Events (FTE), and Streaming Statistics (SSX). Furthermore, at FCS, there is no software support

available for In-Band Network Telemetry (INT).

)] Streaming Statistics
) Export (SSX)

'S ™ ™~
In-band Network
\ Flow Table (FT) I Flow Table Events (FTE) I Telemetry(INT)
4 N N )
Captures full data-plane packet || Triggers notifications based on end-to-end, real-time state
flow information, plus thresholds / criteria met by information directly in the
metadata data-plane packet flows Datapath
N VAN VAN J

Streams ASIC statistics based on

user configuration

Figure 16. Cisco CloudScale H2R/H2/H1 ASIC Hardware Telemery
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CloudScale H2R/H2/H1 ASIC Flow Table (FT), Flow Table Event (FTE) and Netflow

The flow table, in conjunction with H2R, H2 and H1 ASICs, serves the purpose of gathering comprehensive
information pertaining to 5-tuple flows and additional metadata related to packet forwarding. This includes:
e 5-tuple flow information
e Interface/queue details
e Flow start/stop timestamps
e Packet disposition indicators (for drop events)
e Burst measurements

A notable feature of the flow table in the context of H2R, H2 and H1 ASICs is that each Egress slice
possesses a dedicated flow table, and the size of each table has been expanded to accommodate 128,000
entries per slice. What sets the Flow table apart is its capability to export flow data directly from the ASIC
without relying on CPU intervention. The ASIC can encapsulate the flow records into packets and transmit
them directly to the front panel port, all without involving the CPU or software. This approach ensures
minimal impact on switch performance.

In addition, flow table event (FTE) triggers notifications based on criteria or thresholds met by data-plane
packet flows.

These recorded flow table entries find application in Nexus Dashboard (ND) and netflow analysis. In Figure
17, we observe the utilization of the Flow table in conjunction with ND, while Figure 18 illustrates the
utilization of the Flow Table in the context of Netflow.

flow exporter telemetryExp 0
destination 10.10.0.97
transport udp 5640
source loopbackQ 3 NDI Nodes
dscp 44

flow exporter telemetryExp 1
destination 10.10.0.95
transport udp 5640
source loopback(
dscp 44

flow exporter telemetryExp_2
destination 10.10.0.94

transport udp 5640
source loopbackd Flo Flow Table (128K)
dscp 44 — W
flow record telemetryRec
match ip source address Record Flow Records
match ip destination address
match ip protocel -
match transpert source-port Event
match transport destination-port M
collect counter bytes throttling :
collect counter packets i
flow monitor telemetryMon Flow dataicollection
record telemetryRec
exporter-bucket-id 1 0 1365 -
exporter telemetryExp 0 Filter
exporter-bucket-id 2 1366 2730
exporter telemetryExp_l
exporter-bucket-id 3 2731 4085 i
exporter telemetryExp 2 ( !
flow profile telemetryProf
collect interval 1000 » ———>To ND
souzce port 787 FT/FTE Export Lookup
£flow event telemetryFlowEvent Pipeline
group drop-events Ingress Packets ———» >
capture buffer-drops .
capture acl-drops |
capture fwd-drops

flow system config
exporter-id 11
moniter telemetryMon input
profile telemetryProf
event telemetryFlowEvent
filter telemetryFP

Global Config

Figure 17. Flow Table useage with Nexus Dashboard (ND)
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93400LD-H1 (config-if) # show run netflow

[-1
feature netflow

flow exporter Hl_FE
destination 171.70.242.48 use-vrf management
source mgmt0
version §
template data timeout 20
flow record H1 FR
match ipvd source address
match ipv4 destination address
collect counter bytes
collect counter packets
flow monitor H1_FM
record H1 FR
exporter H1_FE

interface Ethernetl/51
ip £low monitor H1 FM input

93400LD-H1 (config-if) # show hardware access-list tcam region | in netflow
Ingress Netflow/Analytics [ing-netflow] size = 512
Egress Netflow [egr-netflow] size = 0

Ingress Packets

Figure 18. Flow Table useage with Netflow

Flow Table (128K)

Flow Records

93400LD-H1 {config)# show flow cache
NOTE: Only 10k flows are displayed in XML cutput
Egress IPV4 Entries

sIP DIP BD 1D S-Port D-Port
130.1.1.2 162.1.1.1 4119 60 893
130.1.1.2 162.1.1.1 4151 60 11013
130.1.1.2 162.1.1.1 4145 60 3441

FT Export

NDEvS

To NetFlow
Collector

Pipeline

CloudScale H2R/H2/H1 ASIC Inband Network Telemetry (INT)

INT Is a framework that is designed to monitor, collect, and report flows and network states, by the data
plane. INT sources embed the monitored INT flow information in normal data packets, and all the
downstream devices add the same information with their details that are based on the source information
received. Is used to achieve per-packet network visibility with low overheads. First record (INT instruction
+metadata) will be inserted in data packet at INT Source node where as the second record (INT metadata)
will be appended to same data packet at INT Transit node. The third Record (INT metadata) will be
appended to INT stack at INT Sink. INT Sink will remove INT record and forward to INT Collector while
original packet will be forwarded to server facing port. Figure 19 illustrate the INT architecture while figure
20 extands on the INT modes.

Identify traffic using

Watchlist

Specify flows to monitor:
* Match on packet header fields

* Provide telemetry action parameters

Flows to monitor

¥

Event detection

Triggering Event

Example triggering event:
* Flow events:
* Flow start or terminate
* Timer-based event (first packet of every flow for every second)
* Change of any per-flow latency or path
* Drop Events
+ Queue-related events:
* Queue condition
* Queue latency

Telemetry report

Packet Header +
switch info

-ﬁ

Send telemetry repost to the monitor-collector through
layer 3 routing

Figure 19. INT architecture
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In-Band Network Telemetry (INT)

/

[ Applies to Real Traffic ]

Applies to Synthetic Traffic

EXport MetaData Modify with Instruct(_)lo Modlfy with MetaData CLONE & Embed MetaData

Embed metadata in Copy
Packets/Probes (formerly known a
IFA or INT-C)

INT-CLONE-ED

Clone packet modifications

Classic INT, Embed metadata based on
instructions, export at the sink node
formerly known as End-to-End INT or INT-IS|

INT-MD

Embed Instructions only in the pkt. Each
node exports metadata (formerly known as
INT-ID)

INT-MX

Formerly known as postcards or Hop-by-
hop or per Hop export or INT-D

INT-XD

Figure 20. INT supported modes with H2R/H2/H1 ASIC

Cisco H2R, H2 and H1 ASICs support INT version 1, version 2 and overload-INT for backward
compatibility. ASIC supports all the three INT v2 modes:

e XD: Also called as postcard mode. Each node in the INT domain exports metadata based on the
watchlist configuration.

e MX: Each node exports metadata based on the instructions embedded in the packet. Each
intermediate node embeds instruction set in the packet.

e MD: Each transit node, starting from source, embed instructions and metadata in the packet, at the
end the sink node, strips the complete metadata stack and exports it to the collector.

Figure 21 presents the INT export fields supported by the hardware in the Cisco CloudScale H2R/H2/H1
ASICs.

/" switchio,Noded N/ N/ ™\

Ingress Interface
Egress Interface

Switch ID, Node ID
Ingress Interface

Ingress timestamp Egress Interface

Egress timestamp Ingress timestamp Num of packets

Packet drop count Egress timestamp Drop Reason

Queue Occupancy Queue ID Source Node Id

Switch Occupancy Queue Occupancy Unique Flow Id
Threshold exceeded Buffer Occupancy

Buffer drop, current burst Egress port TX utilization
Queue thresholds Checksum complement

\ Output class / \ / \

Figure 21. Cisco CloudScale H2R/H2/H1 ASIC HW supported Exported Fileds

J
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CloudScale H2R/H2/H1 Streaming Statistics Export (SSX)

SSX swiftly streams ASIC statistics based on user configurations. Here are some of the statistics supported
by SSX:

e Interface counters (RMON counters)

e Ingress/egress queue depth and queue drops
e Egress total buffer depth

e Egress queue microbursts

The user has the ability to define streaming parameters which include deciding which statistics to use,
determining their frequency, and selecting the collector to which they are sent. Another key feature is the
direct export from the ASIC to the front-panel port. This process eliminates the need for switch CPU
involvement, making it more efficient.

SSX Export

SSX

Ingress » -

Ingress Forwarding Controller

Ingress Ingress Packet Packet Payload ASIC Stats
Packets MAC parser (¢ (7
= tookup | Slice
i Lookup Key w Result [ 7 Interconnect
e
Lookup Pipeline
\ J
Egress < € Egress [ Egress Forwarding Controller |<__
Packets {

Figure 22. Streaming Statistics Export (SSX) with Cisco H2R/H2/H1 ASIC

Cisco CloudScale H2R, H2 and H1 Span on Drop (SOD)

Cloudscale H2R/H2/H1 ASICs offer a crucial feature of mirroring dropped packets within the switch, which
could be a result of configuration issues or a lack of buffer/queue space. Packet drops, though generally
unwanted, are sometimes inevitable. The ability to mirror these dropped packets, also known as SPAN on
Drop or SOD, allows network administrators to analyze the situation. This analysis can aid in fine-tuning
system configurations or adjusting traffic flow to reduce packet drops. As displayed with figure 22, the
process of SPAN on Drop involves three steps: detecting the dropped packet, generating a copy of it, and
then transmitting this dropped packet outside the switch.
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93400LD-H1 (config) # show run monitor
<snip>

version 10.4(2) Bios:version 02.07
monitor session 1 type erspan-source
erspan-id 3
vrf default

destination ip 10.20.1.2
source forward-drops rx
no shut

monitor erspan origin ip-address 10.20.1.1 global

3- Packet is redirected to
the parser of the ingress
pipeline of the same slice

93400LD-H1 (config) # sh monitor session i

session 1 ¥
e 3 ErEEREE Va"datettbe r—
tat : SOD config i : Is span destination
:r:p:n—id : ‘:;p il Rewrite in I:fh nt slice?

d I Packet Block a rent slice N

vrf-name : default 2- Col ted o
acl-name : acl-name not specified = py crea L
ip-ttl : 255 -
ip-dscp oL Create co| -
destination-ip  : 10.20.1.2 Py 3-To Egress MAC
origin-ip : 10.20.1.1 (global) of same slice
source intf —

rx 4 >

tx : Lookup

et ; Ingress Packets——# Pipeline
source VLANs

x

tx
both :
filter VLANs : filter not specified

source fwd drops : high priority
marker-packet : disabled
packet interval : 100

packet sent i 0

packet failed : 0
egress-intf : Ethl/51

source VSANs
rx

Figure 22. The process of SPAN on Drop with Cisco CloudScale H2R/H2/H1 ASIC

A packet might be dropped for numerous reasons at different stages. From a mirroring standpoint,
H2R/H2/H1 ASIC support the following types of drops: those occurring in the ingress lookup pipeline or as
a result of ingress forwarding, those happening in the egress buffer manager due to buffer occupancy, and
those in the egress rewrite engine. Figure 23 ilusstrate the potential packet drop points in the H2R/H2/H1
forwarding path.

SSX
2>
CHIEES ( Ingress Forwarding Controller
Ingress Ingress Packet Packet Payload
Packets MAC Parser
T Lookup - S
i Lookup Key Result | .- ——
Lookup Pipeline
= Slice
. Interconnect

Egress Forwarding Controller

Egress Packet Egress

Packets Rewrites Classification Buffering / Queuing

/ Scheduling

€ Egress

Figure 23. The potential packet drop points in the H2R/H2/H1 forwarding path
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CloudScale H2R/H2/H1 ASIC Ingress Forwarding Drop

A packet may get dropped in ingress pipeline due to various reasons including:
e VLAN mismatch
e MTU exception
e Time To Live (TTL) expiration
e Missing Forwarding Information Base (Fib Miss)

If a packet gets discarded, the egress buffer manager won't accept it for any forwarding action. Span
supports all the ingress forwarding drops except ACL drops.

Cloudscale H2R/H2/H1 ASICs use following steps to mirror a dropped packet:

1. SOD cap bit is set in internal header if a dropped packet is to be mirrored. NX-OS implementation
is to have a catch all entry and mark all packets with SOD cap bit.

2. Egress buffer manager will accept a dropped packet if SOD cap bit is set. It will set mirror action in
the opcode and assigns a span index to be this packet.

3. The packet is set to be placed in the replication block, where it locates the span destination port
using span table lookups guided by the span-index. After this, the replication block duplicates the
packet. The replicated packet is then lined up to be transmitted out of the destination.

4. Packet be passed to packet rewrite block which will add ERSPAM-GRE header to the packet and
send packet to egress MAC. Egress MAC will put packet on the wire.

Figure 24 ilusstrate the CloudScale H2R/H2/H1 SOD process.

SSX

3
Ingress a Ingress Forwarding Controller

Ingress Ingress Packet
Packets MAC Parser

T
i Lookup Key

Lookup )
Result e

3- Packet will be replicated

Lookup Pipeline
and enqueued

4- Will add ERSPAN-GRE
header to the packet and Egress Forwarding Controller
send packet to egress MAC

Packet
Rewrites

2- Egress Buffer Manager
will accept a dropped packet
with SOD cap bit is set

Egress
Buffering / Queuing
/ Scheduling

Egress
Packets

Egress
MAC

Egress
Classification

€ Egress

Figure 24. Cisco CloudScale H2R/H2/H1 SOD process

CloudScale H2R/H2/H1 ASIC Egress Buffer Drop

A buffer drop may occur if the egress buffer manager discards the packet due to memory limitations such
as oversubscription drop and tail drop. This is often the case when the ingress rate exceeds the egress
rate, leading to buffer congestion and the subsequent dropping of the unicast packet.
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If the SOD cap bit is set, the egress buffer manager will convert the opcode to span for these packets and
assign a span-index. The rest of the procedures will continue as per the ingress forwarding drop.

CloudScale H2R/H2/H1 ASIC Egress Rewrite Engine Drop

With the H2R/H2/H1 ASIC, any unicast packet that is dropped during the rewrite process can be mirrored.
The Egress Packet Rewrite block conducts an Egress TCAM lookup and during the ACL lookup, a packet
can be tagged with an Egress SOD cap. If a packet is dropped in the Egress Rewrite block, it will assign a
span-index to the packet and notify the buffer manager. The buffer manager then transfers it to the
replication block. Following this, the process continues as it does with an ingress forwarding drop.

CloudScale H2R/H2/H1 ASIC Packet Recirculation

If the span destination is in the same slice where SOD processing is taking place, it's forwarded from the
egress pipeline. However, if it's in a different slice, the packet, after ERSPAN encapsulation in the Egress
Rewrite block, is redirected to the parser of the ingress pipeline of the same slice using the recirculation
port. Afterward, processing occurs as if the packet was received from a normal interface. Therefore,
forwarding is based on the GRE-ERSPAN header. These packets are constrained by the recirculation
bandwidth. The H2R/H2/H1 ASIC provides two recirculation interfaces for each slice of 200 Gig. Span-on-
drop uses one recirculation port, so the rate of span traffic is capped at 200 Gig. Figure 25 ilusstrate the
CloudScale H2R/H2/H1 ASIC Packet Recirculation.

Processing occurs as if
the packet was received

from a normal interface SSX

3 —
Ingress aifig Controller
Ingress Ingress Packet FEETE A
Packets MAC Parser
T Lookup -
{ Lookup Key Result | .= 200GE
e recirculation
Lookup Pipeline it s
o / $lice
Intenconnect
e - ~ Flow . .
Egress Forwarding Controller Table | (RePlication
v v
Egress
Egress Egress Packet Egress . .
Packets MAC Rewrites Classification Buﬁegzﬁe‘:ﬁlij: ; ing
R i a € Egress
Span destination is
in a different slice
Figure 25. Cisco CloudScale H2R/H2//H1 ASIC Packet Recirculation
Cisco CloudScale H2R, H2 and H1 ASIC Packet Buffer
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CloudScale H2R/H2/H1 ASIC On-Die packet Buffer

The shared-memory egress buffered architecture is implemented in the Cisco CloudScale H2R/H2/H1
ASICs. The H2/R ASIC is equipped with an 80MB total, where each slide shares 40MB of the buffer. On the
other hand, the H1 ASIC features a completely shared on-die packet buffer of 40MB. The structure of the
on-die packet buffer for H2R, H2 and H1 ASICs is displayed in Figure 26. The 40MB is distributed into 32
banks, each comprising of 2K cells, with every cell containing 624Bytes.

e R

' M
. /

LS12800H2R LS12800HR LS6400H1
40MB/ Per Slice Pair 40MB/ Per Slice Pair 40MB of fully shared on-
(80MB total on-die buffer) (80MB total on-die buffer) die buffer

Figure 26. the on-dipe packet buffer atricturef for H2R, H2 and H1 ASICs

The CloudScale H2R/H2/H1 ASICs offer two cell allocation modes. In the default allocation, most of the
buffer cells are dedicated to the user-defined space. When set to the 'no drop' mode, a separate space is
created for the 'no drop' traffic classes. The cell allocations for the H2R in both 'drop' and 'no-drop' modes
are illustrated in Figures 27 and 28, respectively. Figures 29 and 30 show these allocations for the H2
ASIC, while Figures 31 and 32 display these allocations for the H1 ASIC across two slices.

9300-HZR# show hardware internal buffer info pkt-stats

Instance Q
Slice 0,1

| Output Pool-Group Buffer Utilization (cells/desc)

| Drop-FG No-drep CPU--PG LCPU-FG RCPU-FG SPAN-FG
Total Instant Usage (cells) ] 0 0 0 0 0
Remaining Instant Usage (cells) 48892 o 2836 2836 0 2836
Peak/Max Cells Used 623 623 N/R N/A N/R N/
Switch Cells Count 48892 0 2836 2836 [ 2836
Total Instant Usage (desc) o o 0 0 0 0
Remaining Instant Usage (desc) 53492 ] 2836 2836 0 2836
Switch Desc Count 53492 0 2836 2836 0 2836

<SNIP>

T 2

|
| Output Pool-Group Buffer Utilization (cells/desc)

| Drop-PG Ne-drop CPU--PG LCPU-PG RCPU-PG SPAN-PG

|

Total Instant Usage (cells) 0 0 0 0 0 0

Remaining Instant Usage (cells) 51728 0 2836 0 3 2836

Peak/Max Cells Used 623 623 N/R N/A N/A N/A

Switch Cells Count 51728 0 2836 0 0 2836

Total Instant Usage (desc) o 0 0 0 0 o I

Remaining Instant Usage (desc) 56328 0 2836 0 0 2836 I LS12800H2R
Switeh Desc Count se3z8 0 2636 0 0 2836 I

40MB/ Per Slice Pair
(80MB total on-die buffer)

Figure 27. The default mode one-die packet buffer allocation for H2R
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Slice 0,1

9300-H2R# show hardware internal buffer info pkt-stats

Output Pool-Group Buffer Utilization (cells/desc)
PG No-drop CPU--PG LCPU-BG RC]

vy

LS12800H2R

40MB/ Per Slice Pair
(80MB total on-die buffer)

LS12800H2

40MB/ Per Slice Pair
(80MB total on-die buffer)

Drop-1 PU-PG SPAN-PG
|
Total Instant Usage (cells) 0 0 a 0 0
Remaining Instant Usage (cells) 14256 34636 2838 2838 0 2836
Peak/Max Cells Used 623 623 N/A N/A N/A N/A
Switch Cells Count 14256 34636 2836 2836 o 2836
Total Instant Usage (desc) o o o o o 0
Remaining Instant Usage (desc) 53492 0 2836 2838 0 2838
Switch Desc Count 53492 o 2836 2836 0 2836
<SNIP>
Instance 2 -

Slice 2,3
I
I Output Pool-Group Buffer Utilization (cells/desc)
| Drop-PG No-drop - = RCPU-PG SPAN-FG
I
Total Instant Usage (cells) o 0 o 0
Remaining Instant Usage (cells) 17092 34836 2836 o 0 2836
Peak/Max Cells Used 623 623 N/A N/B N/R N/R
Switch Cells Count 17092 34636 2836 0 0 2836
Total Instant Usage (desc) 0 0 0 0 0 0 |
Remaining Instant Usage (desc) 56328 o 2838 o o 2836 |
Switch Desc Count 56328 o 2836 o o 2836 1

Figure 28. The no-drop mode one-die packet buffer allocation for H2R
9300-H2# show hardware internal buffer info pkt-stats
Instance 0 Slice
- 0,1
1 Output Pool-Group Buffer Utilization (cells/desc)
I Drop-PG No-drop CPU--PG LCPU-PG RCPU-PG SPAN-PG
Total Instant Usage (cells) o 0 0 0 0 0
Remaining Instant Usage (cells) 51492 o 2836 2836 0 2836
Peak/Max Cells Used 319 319 N/A N/ /A N/R
Switch Cells Count 51452 o 2836 2836 0 2836
Total Instant Usage (desc) a o o o 0 0
Remaining Instant Usage (desc) 53492 o 2838 2838 0 2836
Switch Desc Count 53492 o 2838 2836 0 2836
<SNIP>
Instance 2
] Qutput Pool-Group Buffer Utilization (cells/desc)
1 Drop-PG No-drop PU--PG LCPU-PG RCPU-PG SPAN-PG
Total Instant Usage (cells) a 0 0 0
Remaining Instant Usage (cells) 54328 0 2838 0 0 2836
Peak/Max Cells Used 319 319 NiR N/ N/A N/R
Switch Cells Count 54328 o 2836 0 0 2836
Total Instant Usage (desc) o 0 0 0 0 0
Remaining Instant Usage (desc) 56328 o 2836 0 0 2836
Switch Desc Count 56328 o 2838 o o 2836
Figure 29. The default mode one-die packet buffer allocation for H2

9300-H2# show hardware internal buffer info pkt-stats
Instance S"Ce
—_— 0,1
I Output Pool-Group Buffer Utilization (cells/desc)
I Drop=PG =drop == LCPU=BG RCPU=PG SPAN-PG
I
Total Instant Usage (cells) o L o 0 0 o
Remaining Instant Usage (cells) 16856 34636 2836 2836 0 2836
Peak/Max Cells Used 319 319 N/A N/A N/A N/A
Switch Cells Count 16856 34636 2836 2836 o 2836
Total Instant Usage (desc) o o a o o o
Remaining Instant Usage (desc) 53492 0 2836 2836 [ 2836
Switch Desc Count 53492 o 2836 2836 0 2836
<SNIP>
Instance 2.
I
1 Cutput Pocl-Group Buffer Utilization (cells/desc)
I Drop-PG No-drop CPU--PG LCPU-PG RCPU-PG SPAN-PG
I
Total Instant Usage (cells) o Q o o 0 o
Remaining Instant Usage (cells) 19692 34636 2836 0 L] 2836
Peak/Max Cells Used 319 319 N/A N/R N/R N/A
Switch Cells Count 19692 34636 2836 o o 2836
Total Instant Usage (desc) o o a o o o
Remaining Instant Usage (desc) 56328 L] 2836 0 0 2836
Switch Desc Count 56328 L] 2836 0 0 2836
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Figure 30. The no-drop mode one-die packet buffer allocation for H2

93400LD-H1# show hardware internal buffer info pkt-stats
Instance 0

s ~
|
I Output Pool-Group Buffer Utilizatien (cells/desc)
| Drop-PG No-drop CPU--PG LCPU-PG RCPU-PG SPAN-PG
|
Total Instant Usage (cells) 0 o L] L] L] L]
Remaining Instant Usage (cells) 51492 o 2836 2836 0 2836
Peak/Max Cells Used 319 319 N/A N/A N/A N/A
Switch Cells Count 51452 o 2836 2836 L] 2836
Total Instant Usage (desc) o o o o o o
Remaining Instant Usage (desc) 53492 o 2836 2836 ] 2836
Switch Desc Count 53492 o 2836 2836 0 2836
Instance l
|
I Output Pool-Group Buffer Utilization (cells/desc)
| Drop-PG No-drop CPU--PG LCPU-PG RCPU-PG SPAN-PG
Total Instant Usage (cells) o o o o o o
Remaining Instant Usage (cells) 51492 o 2836 2836 0 2836
Peak/Max Cells Used 319 319 N/A N/A /A N/A
Switch Cells Count 51452 o 2836 2836 L] 2836 \_ J
Total Instant Usage (desc) 0 o o o o o I
Remaining Instant Usage (desc) 53492 o 2836 2836 [ 2836 I L86400H1
Switch Desc Count 53482 o 2836 2836 0 2836 I -

40MB of fully shared on-die buffer
Figure 31. The default mode one-die packet buffer allocation for H1
93400LD-H1# show hardware internal buffer info pkr-stats
pratenee 0
1 Output Pool-Group Buffer Utilization (cells/desc)
1 Drop-BG -drop CPU=-=-PG LCPU RCEU-PG SEAN-BG
Total Instant Usage (cells) 0 0 o 0 o )
Remaining Instant Usage (cells) 16856 34636 2836 2836 o 2836
Peak/Max Cells Used 319 319 N/A N/A N/A H/A
Switch Cells Count 16856 34636 2836 2836 o 2836
Total Instant Usage (desc) 0 0 o L] o 0
Remaining Instant Usage (desc) 53492 0 2836 2836 a 2836
Switch Desc Count 53492 0 2836 2836 o 2836
et U
1 Output Pool-Group Buffer Utilization (cells/desc)
1 Drop-BG m-ﬁmp CPU--FG LCPU-PG RCPBU-BG SBAN-PG
Total Instant Usage (cells) o 0 o 0 o )
Remaining Instant Usage (cells). 16856 34636 2836 2836 o 2836
Peak/Max Cells Used 319 319 N/A N/A N/A H/A
Switch Cells Count 16856 34636 2836 2836 o 2836 “ J
Total Instant Usage (desc) o 0 o o a [+] I
Remaining Instant Usage (desc) 53492 0 2836 2836 b 2836 | L86400H 1
Switch Desc Count 53492 0 2836 2836 o 2838 | -
40MB of fully shared on-die buffer

Figure 32. The no-drop mode one-die packet buffer allocation for H1.

CloudScale H2R/H2/H1 ASIC Intelligent Buffering

The on-die packet buffer, also referred to as smart buffers, of the CloudScale H2R/H2/H1 ASICs are
composed of three primary components:

1. Dynamic Buffer Protection (DBP)
2. Approximate Fair Drop (AFD)

3. Dynamic Packet Prioritization (DPP)

Dynamic Buffer Protection (DBP)

DBP is activated by default and manages buffer allocation for congested queues within the shared-memory
architecture. It is the method through which the ASIC regulates buffer admission, ensuring equitable
access to the available shared memory buffer across all ports and queues. There is a dynamically adjusted
maximum threshold - if this threshold is exceeded, buffer admission is denied. If it is below the threshold,
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buffer admission is granted. This threshold is computed by multiplying the free memory by a configurable,
per-queue Alpha (a) value (or weight). Alpha determines how assertively DBP preserves free buffer pages
during congestion events. Figure 33 displays the buffer allocation for a specific port with varying alpha
values, while Figure 34 provides an illustrative configuration example.

A0MB of packet
buffer par slice pair

Default Alpha on
H2R/H2/H1 ASICs

Alpha (a) = 0.5 Alpha (a) = 1 Alpha (a) = 14
40 40 40
35 35 35
30 Buffer per queue == 30 30
o Y2 free buffer o Buffer per queue == o
2 25 S 25 free buffer =2
£ £ £
5 20 = 20 5 20 Buffer per queue ==
£ = £ 14 x free buffer
> 15 5 15 S 15
M @ @M
10 | I 10 |I 10
5 5 5
0 I I II .I Il - 0 I II ll - 0 l u - I_ l, | -
1 64 1 2 4 8 16 32 64 1 2 4 8 16 32 64
Number of Congested Queues Number of Congested Queues Number of Congested Queues
mBuffer per queue (MB)  mFree buffer (MB) m Buffer per queue (MB)  mFree buffer (MB) u Buffer per queue (MB)  mFree buffer (MB)

Figure 33. Cisco ClouldScale H2R/H2/H1 different alpha values

—
9300-H2R (config) # policy-map type gqueuing shape_gqueues _
9300-H2R (config-pmap-que) # class type queuing c-out-8q-ql -
9300-H2R (config-pmap-c-que) ¥ queue-limit dynamic ? 0 1/8 11%
<0-10> 0-1/8, 1-1/4, 2-1/2, 3-3/4, 4-9/8, 5-15/8, 6-3, 7-5, 8-8, 9-14, 10-18
1 1/4 ~20%
9300-H2R (config-pmap-c-que) ¥ queue-limit dynamic 10
9300-H2R (config-pmap-c-que) # bandwidth remaining percent 100 2 1/2 ~33%
9300-H2R (config-pmap-c-que) ¢ end
9300-H2R#¢ show queuing interface el/4 3 3/4 ~42%
~l
stot 1 X 4 11/8 53%
5 13/4  ~64%
6 3 ~75%
Egress Queuing for Ethernetl/4 [Interface]
7 5 ~83%
QoS-Group# Bandwidth% Prioclevel Shape OLimit
Min Max Units 8 8 ~89%
fault Alpha on
7 - 1 - - - (D)
& [ - - - - 5(D) 9 14 ~9) 5 H2R/H1 ASICs
5l o = = - - (D)
; . - - - z:g; Alpha 10 18 ~95%
2 0 - - - - 90) value of 18 —
1 100 - - - - 10(D) <
(] [ - - - -

Figure 34. Cisco CloudScale H2R/H2/H1 Queue limit (Alpha) configurartion

Approximate Fair Drop (AFD)

AFD is an active queue-management scheme whose fundamental goal is to provide fair bandwidth
allocation among flows that share a common egress queue. The fairness has two aspects. First, AFD
distinguishes long-lived elephant flows from short-lived mice flows and exempts mice flows from the
dropping algorithm so that mice flows will get their fair share of bandwidth without being starved by
bandwidth-hungry elephant flows. Second, AFD tracks elephant flows and subjects them to the AFD
algorithm in the egress queue to grant them their fair share of bandwidth. Figure 35 provides an illustrative
configuration example.
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9300-H2R (config) # hardware gos etrap age-period 500 usac ETRAP
9300-H2R(config)  hardware qos etrap byte-count 1048555 parameters
9300-H2R(config) # hardware gos etrap bandwidth-threshecld 500 by!

9300-H2R (config) # show policy-map type gqueuing afd Bg-out

Type queuing policy-maps

policy-map type queuing afd_8g-out

class type queuing c-out-8q-g7
priority level 1

class type queuing c-out-8g-g6
bandwidth remaining percent 0

class type queuing c-out-8g-g5
bandwidth remaining percent 0

class type queuing c-out-8q-gd
bandwidth remaining percent 0

class type queuing c-out-8g-g3
bandwidth remaining percent 0

class type queuing c-out-8g-g2 | g-ave ot b—NgElephants < | . N e
bandwidth remaining percent 0

class type queuing c-out-8g-gl
bandwidth remaining percent 0

class type queuing c-out-8g-g-defs

No Elephants,
No AFD
x Dropped
afd queue-desired 1500 kbytes .

bandwidth remainin ercent 100
e N AN J

8K flows

Recommended
desired queue
depth for
100GE link

&

9300-H2R (config) # int el/1
9300-H2R (config-if) # service-policy type queuing output afd Bg-out

Could also be applied
to system QoS

Figure 35. Cisco CloudScale H2R/H2/H1 Approximate Fair Drop (AFD)

Y
Ingress Slice Egress Slice

Dynamic Packet Prioritization (DPP)

Dynamic packet prioritization, or DPP, provides the capability to manage mice flows and elephant flows in
the same traffic class separately for queuing. It effectively isolates them in two separate queues despite
the fact that they belong to the same traffic class. This separation is not possible with the traditional simple
queue management technologies because they lack flow awareness within a class. Figure 36 provides an
illustrative configuration example.

DPP Knobs

9300-H2R (conflg) # hardware qos dynamic-packet-prioritizaticn -g--p-zs.ud 5000 usec
9300-H2R (config)# hardware gos dynamic-p prioritization 20
9300-H2R (config) #

9300-H2R (config)# show policy-map type network-qos dpp

The first 120 packets in a flow in class-default
will be set with qos-group 7. They”ll go into
the queue for qos-group 7 on the egress port.

Type network-gos policy-maps

policy-map type network-gos dpp

Max-num-pkts
class type network-qos e-8q-ng-default

between 1to 1023

match gos-group O
mtu 1500
dpp set-gos-group 7
9300-H2R(config)# system gos
9300-H2R (config-sys-qos) # policy-map type network-gos dpp Has this flow exceeded }
9300-H2R {config-pmap-ngos) # end prioritization threshold?”

9300-H2R# show policy-map type queuing afd_Bg-out Drive new,
y
\ 64K flows

higher
priority

b <= 1023 packets
ype queulnq poncy—maps

policy-map type queuing afd_Bg-out q
class type quewing c-out-8g-q7
ype queuing a-q o

priority level 1

class type queuing c-out-8q-q6 Classification Maintain
bandwidth remaining percent 0 Y P
I (e e S A TCAM > 1023 packets original

bandwidth remaining percent 0

class type queuing c-out-8g-gd
bandwidth remaining percent 0

class type queuing c-out-8g-g3
bandwidth remaining percent 0

class type queuing c-out-8g-q2 N FAN
bandwidth remaining percent 0 Y Y

class type quewing c-out-83-ql . .
bandwidth remaining percent 0 Ingress Slice Egress Slice

class type queuing c-out-8q-q-default
afd queue-desired 1500 kbytes
bandwidth remaining percent 100

priority

AFD can be optionally
configured in the same
queueing-policy

Figure 36. Cisco CloudScale H2R/H2/H1 dynamic packet prioritization (DPP)

CloudScale H2R HBM Packet Buffer

Along with Smart buffers, the Cisco LS 12800 H2R ASIC also features an 8GB Deep buffer. The Deep
Buffer, also known as High Bandwidth Memory (HBM), is crucial for handling large traffic surges in the
switch by providing an extra 8GB buffer on top of the existing buffers in the switch. The Deep Buffer
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system is distributed across four slices of the LS12800 H2R, with each slice receiving up to 2GB of buffer

space. If this limit is exceeded, noticeable drops will occur.

The system includes the Deep Buffer feature by default, enabling any queue to tap into the buffers during
periods of congestion. Notably, the Deep Buffer is situated outside the traditional switch pipeline, thereby
offering independent accounting and buffering functions. Packets in the Deep Buffer are stored as 'novels',
with one novel equating to 256KB. The LS12800 H2R handles the conversion each time a packet is added
or removed from the High Bandwidth Memory (HBM). To constrain the queues, Deep Buffer implements
static thresholding, with any packets that surpass this threshold being tail dropped.

The on-chip packet buffer is solely designed to support dynamic alpha configuration, while the High
Bandwidth Memory (HBM) is limited to static thresholding. As a result, the alpha programming is performed
only in the on-chip system, while the off-chip system continues to validate the queue based on maximum
cell/novels thresholds. This architecture ensures that each queue functions optimally based on its particular

supporting configuration.

It's important to mention that the Quality of Service (QoS) Command Line Interface (CLI) does not provide
any specific sub-options for deep buffer. Rather, all existing QoS configurations are reused, and the
internal code base guides the deep-buffer programming using a predefined logic. The architecture of the
H2R ASIC HBM is depicted in Figure 37. Each slice is assigned with 6,881,280 Cells, or 16384 novels.

Here, one cell equals 624 Bytes while one novel amounts to 256K Bytes.

9300-H2R# show hardware internal buffer info pkt-stats deep-buffer detail

<snip>
Instance 0

|
| Output Deep Buffer Utilization (cells/novels) I
| Total Buffer |

Total Instant Usage (cells) 0

Remaining Instant Usage (cells) 6881280 ach Cell is
Switch Cells Count 6881280 624 thes

Total Instant Usage (novels) [1]
Remaining Instant Usage (novels) 16384
Switch novels Count 16384

|
| Instant Buffer utilization per queue per port
| Each line displays the number of cells/desc utilized for a given
1 port for each QoS queue

| one cell represents approximately 624 bytes

[ D S ————
|ASIC Port Q7 Q6 Q5 [+£} Q3 Q2 Q1 Qo
|

(L))
HBEM cells-> 0 L] a 0 0 0 o o
HEM novels->
HBM inflight-> o o a 0 0 0 0 0

=
=
=~
=
=
o
=
=

On Die Shared Buffer (40MB)

On Die Shared Buffer (40MB)

Figure 37. Cisco CouldScale H2R ASIC deepbuffer architecture

Cisco CloudScale H2R, H2 and H1 ASIC Al/ML

LS12800H2R
(8GB total off-die buffer)

Artificial Intelligence and Machine Learning (Al/ML) applications are being used increasingly in today’s data
centers, and the Cisco CloudScale H2R, H2 and H1 ASIC have the hardware and software capabilities to
provide the right latency, congestion-management mechanisms, and telemetry to meet the requirements

of those applications.

Remote direct memory access (RDMA) is a well-known technology used for high performance computing
(HPC) and storage networking environments. The advantages of RDMA are the high throughput and low

latency transfer of information between compute nodes at the memory-to-memory level, without

burdening the CPU. This transfer function is offloaded to the network adapter hardware to bypass the
operating system software network stack. This technology also has the advantage of reduced power
requirements. Figure 38 illustrates the direct GPU memory communication using RDMA..

© 2022 Cisco and/or its affiliates. All rights reserved.

. P38e30
Cisco Confid

of 43
ential



Lossless Ethernet Network powered by H2R/H1 ASICs

¢
} Direct Memory to !
Memory 1 NIC communication ! Memory
R

Figure 38. Direct GPU memory communication using RDMA

In AlI/ML clusters, RDMA is used to communicate memory-to-memory between GPUs over the network.
This implementation is called GPUDirect RDMA. RoCEv2 is an excellent transport for GPUDirect RDMA.

For RoCEv2 transport, the network must provide high throughput and low latency while avoiding traffic
drops in situations where congestion occurs. The Cisco CloudScale H2R, H2 and H1 are built for data
center networks and provide the required low latency. With up to 12.8 Tbps of bandwidth per ASIC, these
switches provide the very high throughput required to satisfy Al/ML clusters running on top of RoCEv2
transport. The CloudScale H2R, H2 and H1 also provide support and visibility in a lossless network through
software and hardware telemetry in both ECN and PFC.

Explicit Congestion Notification (ECN)

In situations where congestion information needs to be propagated end-to-end, ECN can be used for
congestion management. ECN is marked in the network node where congestion is experienced inside the
IP header type of service (TOS) field in the 2 least significant bits. When a receiver gets a packet with the
ECN congestion experience bits set to 0b11, it generates and sends a congestion notification packet (CNP)
back to the sender. When the sender receives the congestion notification, it slows down the flow that
matches the notification. This end-to-end process is built in the data path, and as such is an efficient way
to manage congestion.

Priority Flow Control (PFC)

Priority Flow Control was introduced in Layer 2 networks as the primary mechanism to enable lossless
Ethernet. Flow control was driven by the class of service (COS) value in the Layer 2 frame, and congestion
is signaled and managed using pause frames, and a pause mechanism. However, building scalable Layer 2
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networks can be a challenging task for network administrators. Because of this, network designs have
mostly evolved into Layer 3 routed fabrics.

As RoCEv2 can be routed, PFC was adjusted to work with differentiated services code point (DSCP)
priorities to signal congestion between routed hops in the network. DSCP is a mechanism used for
classifying network traffic on IP networks. It uses the 6-bit differentiated services field in the IP header for
packet classification purposes. Using Layer 3 marking enables traffic to maintain classification semantics
across routers. Since PFC frames use link local addressing, the network devices can receive and perform
pause signaling for both routed and switched traffic. PFC is transmitted per-hop, from the place of
congestion to the source of the traffic. This step-by-step behavior could take time to be propagated to the
source. PFC is used as the primary tool to manage congestion for RoCEv2 transport.

Cisco CloudScale H2R, H2 and H1 ASICs support both PFC congestion management and ECN marking
with either weighted random early detection (WRED) or approximate fair drop (AFD) to indicate congestion
in the network node. Figure 39 illustrates the RoCEv2 configuration example with the Cisco N9300-H1.

93400LD-H1# show run ipgos
<snip>
version 10.4(2) Bios:version 02.07
policy-map type network-qos custom-8q-ng-policy
class type network-qos c-8q-ng3
mtu 9216
pause pfc-cos 3

Hosts send RoCEv2
traffic marked with
a DSCP value of 24

class-map type gos match-all class-q3
match dscp 24
class-map type qos match-all class-q7
match dscp 48
policy-map type qos QO
class class-q3
set gos-group 3
class class-q7
set qgos-group 7
class class-default
set gos-group 0
policy-map type queuing custom-8g-out-policy
class type queuing c-out-8g-g7

congestion notification
packets (CNP) traffic
carries DSCP 48

Queue 3 is assigned 60% of the
bandwidth and g3 has WRED
configured, with a minimum
threshold set to 150 KB and a
maximum threshold set to 3000
KB, and with a drop probability set
to 7 percent.

priority level 1
class type queuing c-out-8g-g6
bandwidth remaining percent 0
class type queuing c-out-8g-g5
bandwidth remaining percent 0
class type queuing c-out-8q-g4
bandwidth remaining percent 0
class type queuing c-out-8gq-q3
bandwidth remaining percent 60
de e mini 1d 150 kbytes maximum-threshold 3000 kbytes drop-probability 7 weight 0 ecn
class type queuing c-out-8g-g2
bandwidth remaining percent 0
class type queuing c-out-8g-ql
bandwidth remaining percent 0
class type queuing c-out-8g-g-default
bandwidth remaining percent 40
system qgos
service-policy type network-gos custom-8q-ng-policy
service-policy type queuing output custom-8g-out-policy

interface Ethernetl/1
service-policy type qos input QOS classification_policy.

priority-flow-control mode on =
priority-flow-control watch-dog-interval on
interface Ethernetl/52
service-policy type qos input QOS_classification_polic
priority-flow-control mode on
priority-flow-control watch-dog-interval on
To Spine

Figure 39. RoCEV2 configuration example with cisco N9300-H1

Cisco N9300-H Switches

Cisco N9332D-H2R

The Cisco N9332D-H2R Switch introduces the first switch with deep-buffer capability to the Cisco N9000
fixed-switch portfolio. The switch is built with backward-compatible 400G optical interface Quad Small
Form-Factor Pluggable-Double Density (QSFP-DD) ports to migrate existing data center fabrics from 40-
Gbps and 100-Gbps speeds to 400 Gbps; it also offers various lower port speeds and densities, including
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10, 25, 40, 50, 100, and 200 Gbps, using breakouts. The Cisco N9332D-H2R Switch is based on Cisco®
CloudScale technology equipped to support next-generation cloud architecture.

The Cisco N9332D-H2R is a 1-Rack-Unit (1RU) 32-port 400 Gigabit Ethernet switch that supports 12.8
Tbps of bandwidth. The switch provides 80MB of on-die packet buffer and 8GB of high bandwidth memory
(or HBM) with MACsec capability on all 32 ports.

The Cisco N9332D-H2R is equipped with support for the Precision Time Protocol (PTP) providing Class C
timing accuracy suitable for telecom and media profiles. Leveraging PTP and Synchronous Ethernet, it

ensures highly accurate frequency and time distribution. The front and rear views of the N9332D-H2R are
depicted in Figures 40 and 41, respectively, while Figure 42 provides a visual representation of the Switch
on Chip (SOC) Architecture.

T L~ == I~ === I = = = T =T T T == === === L U
R ot H - . > e e = bt

MACSec Phys

[i5 =

Figure 42. Cisco N9332D-H2R Switch on Chip (SOC) Architecture

Leveraging the multi-slice architecture of the LS12800H2R ASIC, it's critical to comprehend how the front
panel ports correspond to the CloudScale ASIC slices. The mapping of the front panel ports of the Cisco
N9332D-H2R is depicted in Figure 43.
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9300-H2R# show interface hardware-mappings

<snip>

Name Ifindex Smod] Unit|H t Srcld MacId MacSP VIF Block BlkSrcID InFPort

Eth1/1 1000000 1 |0 1 o 0 1

Eth1/2 12000200 1 |0 5 0 8 2

Ethl/3 1a000400 1 0 0 9 0 16 3:

Eth1/4 1a000600 1 |0 Slice 0 24 4

Eth1/5 12000800 1 |0 0 32 5

Eth1/6 1a000a00 1 |0 Number a 40 6

Ethl/7 1a000c00 1 0 25 0 48 X

Eth1/8 12000000 1 [0 29 0 56 8

Eth1/9 1a001000 1 [0 3 0 56 9

Ethl/10 1a001200 1 0 37 0 48 10

Ethl/11 /\)““"‘“"\\ 0 41 0 40 11

Eth1/12 0 PER 32 12 . . s .
mmay” oMt © o0 a1 Slice 1 Slice 0 Slice 3 Slice 2
Ethl/1 panel 53 0 16 14

Eth1/ o 57 0 8 15 S
Eth1/16 port 0 61 0 0 16 i =
Ethl/17 1 0 65 0 0 17

Ethl/18 a002200 1 0 69 Q 8 18

ech1/194 1a002400 1 |0 73 0 16 19

Eth1/20 | 1a002600 1 |0 7 0 24 20 =3

Ethl/21 1a002800 1 0 81 0 32 21

Ethl/22 1a002a00 1 0 85 0 40 22

Eth1/23 | 1a002c00 1 [0 89 0 a8 23

Eth1/24 | 1a002e00 1 [0 93 0 56 24

Eth1/25 1a003000 1 0 97 Q 56 25

Eth1/26 | 1a0032001 [0 101 0 a8 26

Eth1/27 | 1003400 1 [0 105 0 40 27

Ethl1/28 1a003600 1 0 109 0 32 28

Eth1/29 1a003800 1 0 113 0 24 29

Eth1/30 | 1a003a00 1 [0 117 0 16 30

Eth1/31 | 1a003c00 1 |0 121 0 8 31

Eth1/32 1a003e00 1 o 125 0 0 32

Eth1/33 1a004000 1 0 129 0 72 33

Eth1/38 | 1a004200 1 |0 133 0 72 31

Figure 43. Cisco N9332D-H2R Switch Port-Mapping

Cisco N93400LD-H1

The Cisco N93400LD-H1 Switch introduces Precision Time Protocol (PTP) with Class C timing accuracy to
the Cisco N9000 fixed-switch portfolio. Through PTP and Synchronous Ethernet, it delivers frequency and
time distribution with high accuracy The switch is built with backward-compatible 400G optical interface
Quad Small Form-Factor Pluggable-Double Density (QSFP-DD) ports for high density aggregation at 400
Gbps speed; it also offers various lower port speeds and densities, including 10, 25, and 50 Gbps. The
Cisco N93400LD-H1 Switch is based on Cisco® CloudScale technology equipped to support next-
generation cloud architecture.

The Cisco N93400LD-H1 is a 1-Rack-Unit (1RU) switch featuring 48 ports of 50 Gigabit Ethernet and 4
ports of 400 Gigabit Ethernet, supporting a bandwidth of 4 Tbps. The switch includes a fully shared on-die
packet buffer of 40MB, with MACsec capability available on all ports. Figures 44 and 45 display the front
and rear views of the N93400LD-H1, and Figure 46 shows the Switch on Chip (SOC) Architecture.

Figure 45. Cisco N93400LD-H1 Switch, rearside
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MACSec Phys

Figure 46. Cisco N93400LD-H1 Switch on Chip (SOC) Architecture

Figure 47 provides a visual representation of the front panel port arrangement of the Cisco N93400LD-H1.

93400LD-H1# show interface hardware-mappings

<snip>

Name Ifindex Smod| Unit|HPort FPort NPort VPory Slide SPort SrcId MacId MacSP VIF Block BlkSrcID InFPort
Eth1/1 12000000 1 [0 |38 255 o -1 |1 0 0 1
Ethl/2 1000200 1 o |39 255 4 -1 |1 0 2 2
Ethl/3 12000400 1 o |40 255 8 -1 |1 0 4 3
Eth1/4 12000600 1 [0 |41 255 12 -1 |1 (] 6 4
Eth1/5 12000800 1 [0 |42 255 16 -1 |1 0 8 5
Ethl/6 12000200 1 [0 |43 255 20 -1 |1 0 10 6
Eth1/7 1a000c00 1 0 |44 255 24 -1 |1 0 12 7
Eth1/8 1a000e00 1 [0 |45 255 28 -1 |1 0 14 8
Ethl/9 1a001000 1 [0 |46 255 32 -1 |1 0 16 9
Eth1/10 /b‘”‘"‘u\ o |47 255 36 -1 |1 0 18 10 |
<snip> H
Eth1/2 Front 1 28 56 15 O 13 0 56 29 Slice 1 SIICE 0
Eth1/3| panel 1 29 58 15 2 117 0 58 30
Eth1/3 1 30 60 15 4 121 0 60 3
Eth1/32 port 0 1 31 6 15 6 125 0 62 32
Eth1/33 1 o 0 28 56 7 [) 129 0 56 33
Eth1/34 2004200 1 |0 0 29 58 1 2 133 0 58 34
eth1/35/ 1a004400 1 |0 0 30 60 7 4 137 0 60 35
Eth1/36 | 1a004600 1 |0 0 31 62 1 6 141 0 62 36
Eth1/37 | 1a004800 1 |0 0 24 48 6 0 145 0 48 37
Eth1/38 | 1a004a00 1 |0 0 25 50 6 2 149 0 50 38
Etn1/39 | 1a004c00 1 |0 0 26 52 6 4 153 0 52 39
Eth1/40 | 1a004e00 1 |0 0 271 54 6 6 157 0 54 40
Eth1/41 | 1a005000 1 |0 0 20 40 5 0 161 0 40 a1
Eth1/42 | 1a005200 1 |0 0 21 42 5 2 165 0 42 42
Eth1/43 | 1a005400 1 |0 0 22 445 ) 169 0 a4 43
Eth1/44 | 12005600 1 |0 0 23 46 5 6 173 0 46 44
Eth1/45 | 1a005800 1 |0 0 16 32 4 0 177 © 32 45
Eth1/46 | 1a005a00 1 |0 0 17 34 4 2 181 0 34 46
Eth1/47 | 1a005c00 1 |0 0 18 36 4 4 185 0 36 47
Eth1/48 | 1a005e00 1 |0 0 19 38 4 6 189 0 38 48
Eth1/49 | 1a006000 1 |0 0 12 220 3 0 193 0 24 49
Eth1/50 | 1a006200 1 |0 0 8 16 2 0 197 0 16 50
Eth1/51 | 1a006400 1 |0 0 4 8 1 0 201 0 8 51
Etn1/s2 | 1a006600 1 Lo | Lo:" o 0 0 (] 205 0 0 52

No port-channels configured (0x0

Figure 47. Cisco N93400LD-H1 Switch Port-Mapping

Cisco N9364C-H1

The Cisco N9364C-H1 switch introduces high-density 100G aggregation for the data center fabric. It also
offers various lower port speeds and densities, including 10, 25, and 40 Gbps. The Cisco N9364C-H1
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switch is based on Cisco® Cloud Scale technology equipped to support next-generation cloud
architecture.

The Cisco N9364C-H1 is a 2-Rack-Unit (2RU) 64-port 100 Gigabit Ethernet switch that supports 12.8
Tbps of bandwidth and 2.5 bpps across all ports. The switch provides 40MB of on-die packet buffer with
MACsec capability on 16 ports. Figures 48 and 49 display the front and rear views of the N9364C-H1, and
Figure 50 shows the Switch on Chip (SOC) Architecture.

Re-timers MACSec Phys

Figure 50. Cisco N9364C-H1 Switch on Chip (SOC) Architecture
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Figure 51 provides a visual representation of the front panel port arrangement of the Cisco N9364C-H1.

N9364C-H1# show interface hardware-mappings

<snip>

Name Ifindex Smod] Unit|HPort FPort NPort VPorfl Slige SPort Srcld MacIld MacSP VIF Block BlkSrcID InFPort
Ethl/1 1a000000 1 o 38 255 0 =3 1 0 0 8 0 1 0 0 1
Ethl/2 1a000200 1 0 39 255 4 Lt & 1 1 2 0 2 2
Eth1/3 1a000400 1 |0 |40 255 8 -1 |1 2 4 0 4 3
Ethl/4 1a000600 1 0 41 255 12 =] x: 3 6 0 6 4
Ethl/5 1a000800 1 0 42 255 16 =1 1 4 8 0 8 5
Eth1/6 1a000a00 1 |0 |43 255 20 -1 |1 5 g T 10 6
Ethl/7 1a000c00 1 0 44 255 24 =1 1 6 9 4 25 0 12 7
Ethl/8 1a000e00 1 0 45 255 28 =1 E ~ ¥ 6 29 0 14 8
Eth1/9 12001000 1 o f46 255 32 -1 |1 8 16 10 0 33 0 16 9 4 3
Slice 1 Slice 0
Eth1/22 Front (/] 59 255 84 -1 ik 21 42 13 2 85 0 42 22
Eth1/2, 60 255 88 -1 |1 22 44 13 4 89 0 a4 23
Eth1/2) panel 61 255 92 -1 1 23 46 13 6 93 0 46 24
Ethl/2 0 62 255 96 -1 1 24 48 14 0 97 0 48 25
Eth1/26 port o |63 255 100 -1 |1 25 50 14 2 101 0 50 26
Eth1/27 1 |o |64 255 104 -1 |1 26 52 14 4 105 0 52 27
Eth1/28 a003600 1 0 65 255 108 =1 1 27 54 14 6 109 0 54 28
Eth1/29 1a003800 1 0 1 28 56 15 0 113 0 56 29
Eth1/30 | 1a003a00 1 |0 1 29 58 15 2 17 0 58 30 |
Ethl/31 1a003c00 1 o 1 30 60 15 4 121 0 60 31 |
Ethl1/32 1a003e00 1 0 1 3 62 15 6 125 0 62 32
Eth1/33 | 1a004000 1 |0 0 28 56 7 0 129 0 56 33
Eth1/34 | 1a004200 1 |0 0 29 58 7 2 133 0 58 34
Ethl1/35 1a004400 1 0 0 30 60 7 4 137 0 60 35
Eth1/36 | 1a004600 1 |0 0 31 62 7 6 141 0 62 36
Eth1/37 | 1a004800 1 |0 24 48 6 0 145 0 48 37
Ethl1/38 1a004a00 1 0 25 50 6 2 149 0 50 38
Eth1/39 | 1a004c00 1 |0 26 52 6 4 153 0 52 39
Eth1/40 | 1a004e00 1 |0 0 271 54 6 6 157 0 54 40
Ethl/41 1a005000 1 0 0 20 40 5 0 161 0 40 41
Ethl/42 1a005200 1 0 0 21 42 5 2 165 0 42 42
Eth1/43 | 1a005400 1 |0 0 22 44 5 4 169 0 a4 43
Ethl/44 1a005600 1 0 0 23 46 5 6 173 0 46 44
Ethl/45 1a005800 1 0 0 6 32 4 o 177 0 32 45
Eth1/46 | 1a005a00 1 |0 0 7 34 4 2 181 0 34 16
Ethl/47 1a005c00 1 0 0 8 36 4 4 185 0 36 19
<snip>

Eth1/60 | 1a007600 1 |0 |7 255 236 -1 |0 7 14 1 6 237 0 14 60
Ethl/61 1a007800 1 0 0 255 240 s 0 0 0 0 0 241 0 ) 61
Ethl/62 1a007a00 1 0 1 255 244 -1 0 1 2 0 2 245 0 2 62
Eth1/63 | 1a007c00 1 |o |2 255 248 -1 |o© 2 4 0 4 249 0 4 63
Eth1/64 | 1a007e00 1 [0 |3 255 252 -1 |o 3 6 0 6 253 0 6 64
Ethl1/65 1a008000 1 0 34 255 256 =i 0 34 12 65 0 257 0 72 65
Eth1/66 | 1a008200 1 o |72 255 260 -1 |1 3 72 6 0 261 0 72 66
Wo-port=rhannels configured (0x0) —_

Figure 51. Cisco N9364C-H1 Switch Port-Mapping

Cisco N9348C8D-H2

Data center networks are evolving in more than one direction. Spine and core links may move to 400G or
800G, while many server-facing connections remain at 10G, 25G, 50G, or 100G. That leaves a clear design
challenge at the leaf: add more 100G capacity while making efficient use of rack space.

Al, high-performance computing (HPC), and hyperscale cloud environments are increasing demand for
high-throughput connections. For many deployments, 100G remains a cost-efficient workhorse, and the
move to faster spine links can increase the need for dense 100G leaf capacity.

The Cisco N9348C8D-H2 addresses this need by combining dense, flexible 100G access with higher-
speed uplinks in a compact 1RU design.

The Cisco N9348C8D-H2 is a fixed 1RU switch that brings together 48 100G SFP-DD ports and eight
400G QSFP-DD uplinks. SFP-DD ports support 10G, 25G, 50G, and 100G; QSFP-DD uplinks support 40G,
100G, 200G, and 400G. Together, these options let organizations connect varied endpoints at the leaf and
link to faster spine layers as the fabric grows. Figures 52 and 53 display the front and rear views of the
N9348C8D-H2, and Figure 54 shows the Switch on Chip (SOC) Architecture.

Figure 52. Cisco N9348C8D-H2 Switch, frontside
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Figure 54. Cisco N9348C8D-H2 Switch on Chip (SOC) Architecture

Figure 55 provides a visual representation of the front panel port arrangement of the Cisco N9348C8D-H2.
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N93A11-DH-664 NO348CBD-H24 show interface hardware-mapping

<Snip>

Name Ifindex Smod[UNIt]HPort FPort NPort VPorf SIide SPort Srcld Macld MacSP VIF Block BlkSrcID InFPort
Eth1/1 12000000 1 o f38 255 o -1 |1 0 0 8 0 1 0 0 1
Eth1/2 12000200 1 |0 fa0 255 4 -1 |1 2 4 8 4 5 0 4 2
Eth1/3 12000400 1 Jo f42 255 & -1 |1 4 8 0 8 3
Eth1/4 1a000600 1 0 |44 255 12 -1 |1 6 1 0 12 4
Eth1/5 12000800 1 |0 f46 255 16 -1 |1 8 1 0 16 5
Eth1/6 1a000a00 1 [0 |48 255 20 -1 |1 1 2 0 20 6
Eth1/7 1a000c00 1 |0 fs2 255 24 -1 |1 1 0 28 7
<snip>

eth1/11 | 1a001400 1 fo 1 4 13 a4 a0 4 1
Eth1/12 | 1a001600 1 [0 17T 20 a0 13 o 45 0 40 12
Eth1/13 | 1a001800 1 [0 1 24 48 14 0O 49 0 48 13
Ethl/14 0 1 26 52 14 4 53 0 52 14
Eth1/15 Front o 1 28 5 15 0 57 0 56 15
Eth1/1 1 30 60 15 4 61 0 60 16
:m]/1< panel 2 0 0 6 7 4 65 0 60 17
Eth1/18 0 28 56 1 0 69 0 56 18
Eth1/19 port 0 0 24 48 6 [ 13 0 48 19
Eth1/20 02600 1 |0 9 26 52 6 4 77 0 52 20
Eth1/21 2002800 1 |0 0 22 4 s 4 81 0 44 21
etn1/22 ¢ 1a002a00 1 |0 0 20 40 5 0 85 0 40 22
£th1/23 | 1a002c00 1 fo 0 18 36 4 4 89 0 36 23
Eth1/24 | 1a002e00 1 |0 0 16 32 4 [ 93 0 2 24
Eth1/25 | 1a003000 1 |0 ) 14 28 3 4 97 0 28 25
Eth1/26 | 1a003200 1 |0 0 12 24 3 [ 101 0 24 26
Eth1/27 | 1a003400 1 |0 0 8 16 2 0 105 0 16 27
Eth1/28 | 1a003600 1 |0 0 10 20 2 4 109 0 20 28
Eth1/29 | 1a003800 1 |0 4 8 1 0 13 0 8 29
Eth1/30 | 1a003a00 1 |0 6 12 1 4 17 0 12 30
Eth1/31 | 1a003c00 1 fo 0 0 0 [ 121 0 0 31
Eth1/32 | 1a003e00 1 |0 0 2 4 0 4 125 0 4 32
Eth1/33 | 1a004000 1 fo f114 255 128 -1 |3 0 0 24 0 129 0 0 33
Eth1/34 | 1a004200 1 o f116 255 132 -1 |3 2 4 24 4 133 0 4 34
£th1/35 | 1a004400 1 fo f118 255 136 -1 |3 4 8 25 0 137 0 8 35
Eth1/36 | 1a004600 1 [0 f120 255 140 -1 |3 6 12 25 4 141 0 12 36
Eth1/37 | 1a004800 1 o f122 255 144 -1 |3 8 16 26 0 145 0 16 37
Eth1/38 | 1a004a00 1 fo f12a 255 148 -1 |3 10 20 26 4 149 0 20 38
Eth1/39 | 1a004c00 1 o f128 255 152 -1 |3 14 28 27 4 153 0 28 39
Eth1/40 | 1a004e00 1 |0 126 255 156 -1 |3 12 24 27 0 157 0 24 40
Eth1/41 | 1a005000 1 fo |13z 255 160 -1 |3 18 36 28 4 161 0 36 41
Eth1/42 | 1a005200 1 o f130 255 164 -1 |3 16 32 28 0 165 0 32 42
Eth1/43 | 1a005400 1 o f136 255 168 -1 |3 22 44 29 4 169 0 a4 43
Eth1/44 | 1a005600 1 o f13a 255 172 -1 |3 20 40 29 0 173 0 40 44
Eth1/45 | 1a005800 1 o f138 255 176 -1 |3 24 48 30 0 177 0 48 45
Eth1/46 | 1a005a00 1 o f140 255 180 -1 |3 26 52 30 4 181 0 52 46
Eth1/47 | 1a005c00 1 o f142 255 184 -1 |3 28 56 31 0 185 0 56 47
Eth1/48 | 1a005e00 1 o [14a 255 188 -1 |3 30 60 31 4 189 0 60 48
Eth1/49 | 1a006000 1 fo fi00 255 192 -1 |2 24 48 2 0 193 0 48 49
Eth1/50 | 1a006200 1 o f10a 255 196 -1 |2 28 56 23 0 197 0 56 50
eth1/51 | 1a006400 1 o |96 255 200 -1 |2 20 4 21 0 201 0 40 51
Eth1/52 | 1a006600 1 o fe2 255 200 -1 |2 16 32 20 0 205 0 32 52
Eth1/53 | 1a006800 1 o fss 255 208 -1 |2 8 16 18 0 209 0 16 53
Eth1/54 | 1a006200 1 fo fes 255 212 -1 |2 12 24 19 0 213 0 24 54
Eth1/55 | 1a006c00 1 o fso 255 216 -1 |2 4 8 17 0 217 o 8 55
Erni/se ] 1a006e00 1 Lo 76 255 220 -1 L2 o 0 6 0 221 0 0 56
No port-channels configured (0x0)

Slice 1 Slice 3 Slice 2

A0S AR LRy TRELE O A B
e e e
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Figure 55. Cisco N9348C8D-H2 Switch Port-Mapping

Cisco N9300-H MACsec Hardware Encryption

MACsec offers encryption at the line rate on a link-level, hop-by-hop basis. Both Cisco N9332D-H2R and
N93400LD-H1 models support MACsec across all ports. Cisco N9364C-H1 provides MACsec on the last
16 ports. They also support IEEE 802.1AE 128-bit and 256-bit AES encryption with MKA Key Exchange. An
example of a MACsec configuration with the Cisco N9300-H is demonstrated in Figure 56.
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93400LD-H1# show run macsec
<snip>

Leaf
version 10.4(2) Biosiversion 02.06 Config
feature macsec

interface Ethernetl/52
macsec keychain 1 policy system-default-macsec-policy

93400LD-H1# show macsec mka summary

Interface Status Cipher (Operational) Rey-Server MACSEC-policy

Keychain

Fallback-keychain

Ethernetl/52

9300-HZR(config)# feature macsec Spine
9300-HZR (config) # key chain 1 macsec Confi
9300-HZR{config-macseckeychain) § key 1000 onfg

Secursd GCM-AES-XEN-256 Yes system-default-macsec-policy 1

no keychain

256-bit
AES
encryptio

~algorithm AES_256_CMAC

Original Frame

9300-HZR(config i v # key t-string abcdef0123456 123456789 12345678 23456789
9300-H2R (config-macseckeychain-macsecksy) # int el/3

9300-H2R(config-if) # macsec keychain 1

9300-H2R(config-if)# interface ethernet 1/4

9300-HZR(config-if)# macsec keychain 1

9300-H2R {config-if) # exit

9300-HZR (config)# show macsec mka session

Interface Local-TxSCI + Peers Status Key-Server Ruth Mode
Ethernetl/3 c47e.e0da. £750/0001 1 Secured No PRIMARY-FPSK
Ethernetl/d c47e.elda. £754/0001 1 Secured No PRIMARY-FSK

Encrypted Frame Encrypted|Frame

Total Number of Sessions : 2
Secured Sessions : 2
Pending Sessions : 0

0

MACsec
256-bit

Figure 56. Example of MACsec encryption on Cisco N9300-H

Cisco N9300-H SyncE and PTP

Original[Frame

Qrigind| Frame

The advent of 5G networks creates unprecedented opportunities and challenges for telcos and enterprises
to deliver secure services and new user experiences. Each new generation of mobile networks has driven
the need for increased precision and accuracy in synchronization standards and solutions. 5G technology is
needed to support Ultra-Reliable Low-Latency Communications (URLLC) services, and new revenue
generating services like autonomous vehicle connectivity and eHealth services are simply not possible
without highly accurate and reliable time synchronization. Even services like massive Industrial Internet of
Things (lloT) and other industrial automation services require reliable time synchronization. Figure 57

showcases the time synchronization within DC Fabric.

O/vDU
o Al/ML Clusters
Timing Timing
DAY | N .
£
RAN Transport DC Fabric

*«  On Fronthaul, Radios should be within 400ns
budget from UTC for efficient performance

= O/vDU may have control to decide if RU is out of
sync and needs reboot / reset to align with time

+  O/vDU may or may not support SynckE, but it is
must for RU

Figure 57. The Time Synchronization within DC Fabric
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The Open Radio Access Network Architecture (O-RAN) or virtual RAN (VRAN) present a novel approach for
service providers to meet the requirements of 5G networks. The Cisco N9300-H holds a significant role in
the O-RAN/VRAN transition, as the currently deployed solution for far edge Data Centers (DC) necessitates
the following features:

e Telecom profile G.8275.1(Full timing)

e Telecom profile G.8275.2 (Partial timing support) whenever G.8275.1 is not possible
e Synchronous Ethernet (SyncE)

e Line rate 10G/25G/50G, 100G/400GE interfaces

The PTP telecom profile G.8275.1 necessitates both PTP and SyncE across the entire path from T-GM to
T-TSC. Furthermore, each network node requires boundary clock support, with PTP frames distributed
using L2 multicast. This makes the Cisco N9300-H an ideal candidate due to its Class-C accuracy. Figure
58 depicts the deployment of O/vRAN aided by Far Edge DC, while Figure 59 showcases the deployment
of the Far Edge DC using the Cisco N9300-H that operates PTP 8275-1 telecom profile.

T-GM (Telecom Grandmaster)

T-BC (Telecom Boundary Clocks)

T-TSC (Telecom Time Slave Clocks)
O/VRU (O-RAN or Virtual Radio Unit)
O/vDU (O-RAN or Virtual Distributed Unit)
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Figure 58. O/VRAN Architecture with Far Edge DC deployment
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93400LD-H1 (config) # feature ptp Both 8275-1 and
93400LD-H1 (config) # ptp profile ? _
8275-1 PTP telecom profile matching 8275.1 8275 2 are Supported
8275-2 PTP telecom profile matching 8275.2 with 9300-H2R/H1

default Default profile

93400LD-H1 (config-ptp-profile) # ptp profile 8275-1

Please enable SyncE ('feature frequency synchreonization') on at least one port
to operate correctly in hybrid mode (default for 8275.1 profile)

NOTE: All PTP configurations have been reset to default values corresponding
to the configured profile except on interfaces with profile override. Some
parameters (transport, cost, anno timeout, anno intv, dreq intv, sync intv)
remain unchanged on such interfaces

%@ | (O/VRAN Radio Unit)

[ GNSS NQK 693400LD H1 N9K—CQS4OOLD H1
(O/vRAN Distributed Unit)

T-GM T-BC T-BC
(Telecom (Telecom (Telecom
Grand Master) @ p— Boundary Clock) St Boundary Clock)

Figure 57. Cisco N9300-H deployments in Far Edge DC with 8275-1 PTP telecom profile

T-TSC
(Telecom Time
Slave Clock)

In addition to 8275-1 telecom profile, Cisco N9300-H also supports the G.8275.2 teleome profile which is
based on the partial timing support from the network, hence nodes are not required to be directly
connected. This profile is aimed at operation over existing networks, where Boundary clocks are placed at
strategic locations to reduce noise and it uses PTP over IPv4 and IPv6 in unicast mode instead of L2
multicast frames used in G.8275-1. Figure 58 showcases the deployment of the Far Edge DC using the
Cisco N9300-H that operates PTP 8275-2 telecom profile.

%Q (O/VRAN Radio Unit)
Q) eNss NOK-C93400LD-H1 N9K-C93400LD-H]

T-BC-P i=BC=R T-TSC
(Telecom ST (Telecom T (Telecom (Telecom Time
Grand Master) @ suppc()jrtlng Boundary C|OCk) supp%ning Boundary ClOCk) Slave CIOCk)
node node

Figure 59. Cisco N9300-H deployments in Far Edge DC with 8275-2 PTP telecom profile

Conclusion

The Cisco N9300-H platform switches, incorporating Cisco's cutting-edge CloudScale H2R, H2 and H1
ASICs, establish a benchmark for contemporary data center switching solutions. These switches offer a
variety of features including adaptable forwarding tiles, enhanced ACL TCAM regions, smart buffer
management, deep buffer, advanced hardware telemetry and visibility, MACsec, and PTP with Class C
timing accuracy. These features equip customers with the necessary tools to optimize performance and
efficiency in their data center operations.

Additional Resources

o Cisco Nexus 9500 Cloud Scale Line Cards and Fabric Modules White Paper

o Flexible Forwarding Table on Nexus 9000
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https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-737199.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/flexible-fwd-nexus-9000-wp.html

e Cisco Data Center Networking Blueprint for AI/ML Applications

o Cisco Validated Design for Data Center Networking Blueprint for AI/ML Applications

o Classification TCAM with Cisco CloudScale ASICs for Nexus 9000 Series Switches White Paper
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https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-data-center-networking-blueprint-for-ai-ml-applications.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cvd-for-data-center-networking-blueprint-for-ai.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/acl-tcam-in-cisco-cloud-scale-asics-for-nexus-9000-series-switches-white-paper.html
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