NIr
CISCO

Managing Security Advisories and
Protecting Devices Using Nexus
Dashboard, Release 4.2.1



Table of Contents

New and changed information
Device security overview
Security advisories
Topology
Live Protect overview
Prerequisites
Live Protect workflow
Deploy Live Protect Shield
Copyright

o o1 o0 B~ B W NN =



New and changed information

The following table provides an overview of the significant changes up to this current release. The
table does not provide an exhaustive list of all changes or of the new features up to this release.

Release Version Feature Description
Nexus Dashboard Live Protect Beginning with Nexus Dashboard 4.2.1 you can protect your
4.2.1 network from active threats by deploying Live Protect

shields directly to switches, without requiring a
maintenance window or immediate software upgrade. For
more information, see Live Protect overview.



Device security overview

The Device Security page in Nexus Dashboard provides a unified interface for monitoring, evaluating,
and responding to security advisories that affect your network devices. It allows you to efficiently
manage vulnerabilities and enhance the protection of your Cisco Nexus environment.

You can view the security advisories that apply to your devices on the Device Security page by
navigating to Manage > Device Security.
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You can also view the Device Security page from the Nexus Dashboard Overview
o page. Click the number of active advisories or the impacted devices from the
Advisory level card.
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The Device Security page includes the following tabs.

- Security advisories

- Topology

Security advisories

The Security advisories tab displays a comprehensive list of current advisories detected across your
network. You can assess potential risks, prioritize remediation, and search, filter, or sort the
advisories. You can also select one or more advisories and deploy Live Protect shields.



For more information, see Live Protect overview.

The Security advisories table displays the following details.

Field Description

Advisory Id Specifies a unique identifier for the advisory

Title Provides a brief summary of the advisory and affected
vulnerability.

Advisory level Indicates the severity or priority of the advisory.

Status Indicates the current state of the advisory.

CVSS Indicates the Common Vulnerability Scoring System (CVSS) value,
that represents the severity of the vulnerability.

Nodes Indicates the devices or endpoints affected by the advisory.

Fabric Specifies the network fabric or logical domain impacted by the
advisory.

Detection time Indicates when the advisory was first detected.

Last scan time Specifies the date and time when the system most recently

scanned for this advisory.

Live Protect shield Indicates if a Live Protect shield (such as a Tetragon policy) is
available or deployed to address the advisory.

Topology

The Topology tab provides a visual representation of the managed fabrics within your network. It
allows you to quickly assess the security status of various fabrics and view details for specific devices
to view their security status and Live Protect availability.

Follow these steps to view the Topology page.
1. Navigate to Manage > Device Security.
The Device Security page displays.
2. Click the Topology tab.
Nexus Dashboard displays the graphical view of all managed fabrics and their security status.
3. (Optional) To view specific device details within a fabric, click a fabric icon in the topology map.
The Topology page displays the following details.

* Fabric map —provides a high-level overview of the network hierarchy.

* Security Overview —provides details about specific devices and Live Protect availability.



Live Protect overview

Live Protect is a Cisco Nexus feature that enables rapid mitigation of certain security advisories on
eligible Nexus 9000 Series switches. By deploying Live Protect shields directly to switches, you can
protect your network from active threats without requiring a maintenance window or immediate
software upgrade.

For more information, see Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

Live Protect identifies security advisories affecting your devices. If an advisory can be mitigated, the
system provides a signed Live Protect shield (Tetragon policy) in the form of an RPM package. You
can deploy these controls to eligible switches in either monitor or protect mode. Live Protect tracks
the status and impact of each control, providing visibility through the Cisco Nexus user interface.

* Protect mode—Policy actively blocks threat attempts, enforcing protection on the device.
* Monitor mode —Policy logs exploit attempts but does not enforce protection.

* Disable mode —Disables specific policy on the switch without removing the policy.

Prerequisites

- Live Protect requires either connectivity from Nexus Dashboard to Cisco Intersight or a manual
upload of the security advisory metadata using the air-gapped process. Ensure you provide one
of these methods to fetch the latest security advisory metadata.

« Ensure that telemetry is enabled and operational on all relevant devices.

- Ensure that you enable Live Protect on devices.
Follow these steps to enable Live Protect.
1. Navigate to Manage > Device Security.
The Device Security page displays.

2. Under the Security advisories tab, click the Devices tab.
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3. Locate devices with a Live Protect status of Not enabled.
4. Choose device(s) you want to include.

5. Click Enable Live Protect.


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-secure-nxos-with-cisco-live-protect.html

Live Protect workflow

The Live Protect workflow guides you through mitigating security advisories on eligible Nexus 9000
Series switches. It includes detecting advisories, assessing device impact, deploying Live Protect
shields, monitoring status, and clearing advisories after software updates. This process helps ensure
your network remains protected from active threats with minimal operational disruption.

1. Detect advisories: Nexus Dashboard identifies active security advisories affecting your managed
devices.

2. Assess impact: Review the devices impacted by advisories and eligible for Live Protect in the
Security advisories table.

3. Deploy Live Protect shield: Choose the advisory and impacted devices. Choose Monitor
(observe only) or Protect (block exploits) mode, then deploy the control.

4. Monitor status: Track deployment progress, policy status, and exploit hit counts directly in Nexus
Dashboard.

5. Upgrade and clear: When a software fix becomes available, upgrade your devices. Nexus
Dashboard automatically clears the advisory and removes the Live Protect shield.

Deploy Live Protect Shield

You can deploy Live Protect shields only for detected security advisories. Certain security advisories
are detected as part of Bug scan. To detect these advisories, run an on-demand Bug scan or wait for
the next timer-based Bug scan. A Bug scan is attempted for each device approximately every 7 to 14
days, depending on the number of nodes and fabrics in the Nexus Dashboard cluster. For information
about Bug scan, refer to the " Collecting information on bugs that might affect your network using Bug
scan" section in Analyzing and Troubleshooting Your Network.

Follow these steps to deploy the Live Protect shield.
1. Navigate to Manage > Device Security to view all the security advisories.
The Device Security page displays. For information, see Advisories.

2. Under the Advisories tab, identify a security advisory that has the Live Protect Shield status as
Available.

Following are the Live Protect Shield statuses.

© Protected—All impacted devices have control in protection mode.
© Monitoring —All impacted devices have control in monitoring mode.
© Partially applied—Some devices are protected, others are not.

© Available —Control exists but not deployed.

© Not available —No control exists.

3. Click the check box next to the Advisory ID.

4. From the Deploy drop-down list, choose Protect Mode.
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The advisory details page displays.
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5. Under What’s the impact, click Deploy Protect mode.
The status of the advisory changes to Protected in the Security advisories table.

You can view the following statuses for the security advisories.

© Active—No Live Protect shield applied (Red).
© Protected—All impacted devices have a Live Protect shield in protection mode (Green).
© Partially protected—Some devices protected, others monitoring or not deployed (Orange).

© Monitoring—Nexus Dashboard deploys a Live Protect shield in monitor mode on all impacted
devices, logging threat attempts without enforcing protection.

© Cleared—Displayed when advisory is cleared (SW version upgrade).

6. In the Device Security page, click the Topology tab.

7. Double-click the fabric to view the switches with security advisories.
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10.
11.

In the Security Overview pane on the right, under Advisories, you can view the current
advisories for the switch and under Devices, you can view the affected devices.

Choose the advisory.
Click the box next to Name to choose devices.

From the Deploy Live Protect drop-down list, choose Protect Mode.
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