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Document purpose and use

The purpose of this document is to outline the typical Common Policy deployment profile that Cisco
Systems recommends. It provides guidelines for a typical deployment that includes the Catalyst Center for
managing SD-Access networks, SD-WAN Manager for managing the SD-WAN fabric, Cisco Application
Policy Infrastructure Controller (APIC) for managing Application Centric Infrastructure (ACI) data centers,
and Cisco Secure Firewall Management Center (formerly Firepower Management Center) for managing
Cisco Firepower platforms. This document's theoretical sections should be used in conjunction with its
practical sections to help a deployment engineer understand the service requirements. The document will
also help the deployment engineer make the best decisions for their network during deployment and
configuration.
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Target audience

The target audience for this Common Policy profile is the technical staff that is responsible for engineering
and operating the network, as well as the implementation teams.
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Introduction

The significant rise in hybrid workspace since the pandemic has led to the increase in remote and in-
office workers accessing applications that are hosted in both the private data centers and in the public
cloud. Moreover, many IoT devices are being connected to enterprise networks, further aggravating the
complexity of securing user and device traffic. Applying consistent security policies across hybrid
environments is complex and often inconsistent because each domain has its own policy models and
enforcement points. For example, campus and remote users, data center, and workloads in private and
public clouds can each have different policy enforcement points. The result is siloed islands of access
policies.
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The Common Policy Architecture addresses this concern by enabling contextual information about users,
endpoints, and applications to be shared across domains. This gives IT Security administrators the ability
to create and enforce consistent access policies at different enforcement points.

This guide describes the validated Common Policy solution, where Cisco Identity Services Engine (ISE)
acts as the hub to normalize context information that can be shared and understood by each domain. In
this solution testing, ISE is already integrated with various controllers such as Catalyst Center, SD-WAN
Manager, and Cisco Secure Firewall Management Center (FMC). ISE is then connected with Application
Centric Infrastructure (ACI) and cloud providers. Context information received from Cisco ACl is
normalized as Security Group Tags (SGTs) on ISE and shared with ISE ecosystems. Campus SGTs shared
with ACI are converted to External Endpoint Groups (EEPGs). Consumer and provider contracts can be
applied to the EEPGs for policy enforcement in ACI. In addition, ISE can connect to AWS, Azure, GCP, and
vCenter deployments, to download workload information and assign SGTs to the workloads. This solution
testing validates the context exchange between domains and consistent policy enforcement applied to
different enforcement points.

Common policy overview

Common Policy Framework enables consistent policy in a hybrid environment. In Common Policy, Cisco
ISE acts as the hub to learn context information, normalize it, and share context with different domains.
ISE forms a secure connection to ACl and AWS, Azure, GCP, and vCenter deployments through the
workload connector.
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Policy can then be applied to different enforcement points of the network, whether that be in the data

center, campus, SD-WAN Edge, or Cisco Firepower.
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ISE 3.4 Patch 1 capabilities that enable the Common Policy Architecture include:

« ISE ACI Connector creates connections to Cisco APIC to discover endpoint groups (EPGs) and endpoint

security groups (ESGs), then maps these to SGTs.

e ISE Cloud Connector creates connections to vCenter, AWS, Azure, and GCP deployments to learn the

application workloads, virtual machines, and maps these to SGTs.

» ISE then communicates the context (IP to SGT bindings) to pxGrid destinations (Catalyst Center, SD-
WAN Manager, Cisco FMC, APIC) or SXP devices so that a consistent policy can be enforced at different

domain enforcement points.
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Consider this use case demonstrating the flexibility of applying a policy at different enforcement points in
the network.

Allow Employees SGT access to web-app SGT on http/https
Allow Contractors SGT access to cloud-app SGT on http/https @ cloud-app
Contractors - " Cloud Provider -. ,

NN Firepower
[ T]

Employees

Campus Site

@ web-app

ACl Leaf

ACI Datacenter

Allow Employees EEPG access to web-app EPG on http/https

The firewall at the campus site permits users classified as Employees connecting to the network to access
the web application (classified as web-app SGT) in the data center. Also, the firewall only permits users
classified as Contractors to access the cloud application (classified as ‘cloud-app’ SGT by a workload
classification rule).

Additionally, APIC can have a policy applied to the ACI leaf switch to permit only Employees users
(classified as Employees EEPG) to access the web-app EPG.
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Hardware and software specifications

The solution is validated with the hardware and software listed in this table.

Catalyst Center
Controller

DN2-HW-APL

Identity Management, ISE-VM-K9

RADIUS Server

Cisco SNS-3600

Catalyst Center Appliance 3-
Node Cluster

Cisco Identity Services Engine
on Virtual Appliance and on

Cisco Catalyst Center

2.3.7.7

Cisco Identity

Services Engine 3.4

Catalyst
Center 2.3.7.9

Cisco Identity
Services Engine 3.4

Cisco SNS Appliance Patch 1 Patch 1
Cisco SNS-3700
Cisco SD-WAN SD-WAN Cisco SD-WAN Manager 20.15.1 20.15.1
Manager
C8300 Cisco Edge Services Router 17.9.5f, 17.12.4b, 17.9.5f, 17.12.4b,
17.15.1a 17.15.1a
C8500
Cisco Core and C9500H Cisco Catalyst 9500 Series 17.9.6a, 17.12.4, 17.9.6a, 17.12.5,
Distribution Node Switches 17.15.1 17.15.3
C9600
Cisco Catalyst 9600 Series
Switches
Cisco Access Node  C9300-48P Cisco Catalyst 9300 Series 17.9.6a, 17.12.4, 17.9.6a, 17.12.5,
Switches 17.15.1 17.15.3
C9300-24P
Cisco Wireless C9800-40-K9 Cisco Catalyst 9800 Series 17.9.6, 17.12.4, 17.9.6,
Controller Wireless Controller 17.15.1 17.12.5,17.15.3
Cisco Access Points  9120-AXI Cisco Catalyst Access Points  17.9.6, 17.12.4, 17.9.6,
17.15.1 17.12.5,17.15.3
9130-AXI
Cisco Firepower FPR2110 Firepower 2100 7.25 7.2.5
Threat Defense
Security Appliances
Cisco Secure Firewall FMCv Cisco Firewall Management 7.2.5 7.2.5
Management Center Center Virtual
Cisco APIC Controller APIC-SERVER- Cisco APIC Appliance 6.1.2 6.1.2
M3
Cisco ACI Switches  N9K-C93240YC- Cisco Nexus 9000 ACI-Mode 16.1.2 6.1.2
FX2 Switches
N9K-C9332C
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Solution topology
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The solution test bed used to validate the Common Policy solution consists of three ACI data centers,

\ SDATransit Site | | SDA Main Site
SD-Access sites, and TrustSec sites without SD-Access. The enforcement points are ACI Border Leafs,
SD-Access Fabric Borders, SD-WAN Edge, and Cisco Firepower device.

@ Policy Enforcement Point

The three ACI data centers have separate ACI fabrics and use the multi-fabric design through Layer
3-only connectivity across sites. Each ACI fabric is autonomous with unique IP subnets and establishes
Layer 3 connectivity to other ACI fabrics through a Layer 3 Out (L30ut) data path.

Note: The L30ut can be deployed with border leafs in both pods in the multi-pod fabric.

The main campus site and branch campus sites are connected across the SD-WAN fabric. Data plane,
control plane, and policy plane integration is achieved using eBGP, VRF-lite and inline SGT between
SD-Access Border Node and SD-WAN Edge devices. The deployment procedure is based on Cisco SD-
Access | SD-WAN Independent Domain Pairwise Integration Prescriptive Deployment Guide.

SXP is configured between ISE and the SD-Access Main site Border Nodes for each Virtual Network (VN).
SGTs learned from the SXP subscription are propagated inline towards the SD-Access Fabric and the
SD-WAN Edges to maintain consistent policy plane across SD-Access and SD-WAN fabrics.
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Solution use cases

o e

ISE integrations

Policy enforcement

Network robustness

Day-n operations

IPv6 scenarios

ISE and ACI integration

ACI Multi-Tenant and Multi-VRF

Context exchange between ACI fabrics

ISE and Catalyst Center integration

ISE and SD-WAN Manager integration

ISE and Secure Firewall Management Center integration
Policy enforcement on ACI leaf switches

Policy enforcement on SD-Access Border nodes
Policy enforcement on SD-WAN Edge nodes
Policy enforcement on Firepower appliances
Link failures

Node failures

Add, remove, and modify configurations

Context exchange for IPv6 bindings
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Scale

This solution test verified the scale numbers listed in this table.

Table 1. Scale per ACI fabric

ACI tenants 10

ACI VRFs 50
EPGs and ESGs 1000
Max number of IPv4 + IPv6 combined 64,000
Number of endpoints 32,000
Number of SGTs from ISE to L30ut as EEPG 500
Number of Mappings per EEPG 8000

ACI has limit of receiving maximum of 64,000 IP-SGT bindings from ISE. See Performance and Scaling
Guide for Cisco Identity Services Engine for ISE scale information on:

e Cisco ISE and Cisco application centric infrastructure scaling

o Cisco ISE and workload connector scaling
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Solution keynotes
ISE integrations

This section covers the ISE integrations to ACI and cloud providers with workload connectors and ISE
integration with other domain controllers, Catalyst Center, SD-WAN Manager, and FMC.

Cisco ISE and ACI integration

Cisco ISE and ACI Integration is a part of the Common Policy architecture. To enable this integration, a
secure connection is built between Cisco ISE and Cisco APIC. ISE imports the workload context,
normalizes the context into SGTs, and shares the context with other domains to build consistent policies.

Cisco ISE and ACI Integration in Cisco ISE 3.4 Patch 1 and ACI release 6.1(2) supported features include:
« Multiple Cisco ACI fabrics, which can be individual or Multi-Pod
e Cisco ACI multi-tenant, multi-VRF, and multiple L30uts
e Inter-VRF and shared L30Out
« Context sharing between different ACI fabrics

e |ISE learns ACI contracts and allows the admin to choose existing contracts along with the shared SGTs
(EEPGS)

ISE supports packets coming from the Cisco ACI domain to the TrustSec domain by synchronizing EPGs
and ESGs to SGTs in Cisco ISE. The ACI endpoints associated with the EPGs and ESGs are mapped to
corresponding IP-SGT bindings in Cisco ISE.

Cisco ACI supports packets coming from the TrustSec domain to Cisco ACI domain by synchronizing
SGTs to EEPGs and creating endpoint bindings based on the received IP-SGT bindings.

ISE prerequisites:
e pxGrid and SXP services are enabled.
« DNS is configured to resolve APIC node hostnames.

« Delete the legacy ACI Integration if one exists.

ACI prerequisites:
« Tenants, VRFs, application EPGs or ESGs, L30uts, and contracts are already configured in APIC.

« DNS is configured to resolve ISE pxGrid hostnames.

Procedure 1. To integrate Cisco ISE and ACI:

Step 1. Under Administration > Deployment > Deployment Node, choose Enable SXP Service and
Enable pxGrid Cloud.
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ty Services Engine

)| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

8% Dashboard

~ Policy Service
| Context Vi

 Enable Session Services (1)
‘\ Operations
Include Node in Node Group

Polic —
' L/ None ~ (D

£ Administration

Enable Profiling Service (1)
mli  Work Centers

D Enable Threat Centric NAC Service (1)

?) Interactive Features ~ Enable SXP Service ()

Use Interface GigabitEthernet 0 ~

(] Enable Device Admin Service (1)

(] Enable Passive Identity Service (1)

- . pxGrid (O

B Enable pxGrid Cloud (1)

Step 2. Delete the legacy ACI Integration if one exists.

Identity Services Engine Work Centers / TrustSec

) Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
]
ACI ~
1 BETA
] Overview ACI Connections
I ACI Connections
Y Cisco ISE learns endpeint group (EPG) and endpoint security group (ESG) context data from connected ACI
controllers, and then saves the required data as security group tags (SGT) in its database.
[ Marald ? After you set up an ACI controller connection, you can:
» Create inbound & outbound domain rules to define and manage the data shared between Cisco ISE and
Cisco ACI,
]
"

Please delete the phase 1 ACI integration before going through this flow.

Go ACI Settings

Step 3. Under Work Centers > Workload Connections, click Add Connection.
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Work Centers / TrustSec

P’ Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

B% Dashboard
Workload Connectors -

12! Context Visibility Cverview Workload Connections

Workload Connections

i workload classifica i i i Manage inbound SGT
\ Operations Create workload classif to assign SGTs to IP and receive nbound S5

Attributes Dictionary domain rules to define the SXP domains that must receive the mappings. Manage Outbound SGT domain rules to
define the data shared from Cisco ISE to Cisco ACI

U Policy Worklosd Ciassification

4. Administration Meraki > ) ACI workload connection can be added but available system resources only allows up to 2 other types of cannection.

Ali Waork Centers

) Interactive Help

No Workload Connected

Add Cannection

Step 4. In the Welcome window, under Add Connection, click Let’s Do it.

I Identity Services Engine Work Centers / TrustSec

J| Bookmarks

o Welcome @ Workload Platform «. | Configuration «. Summary
BT Dashboard
Izl context Visibility Welcome
'\ Operations Use this wizard to set up a connection with a
workload platform, and choose the attributes
' Policy that you want to import into Cisco ISE : -
After the completion of this workflow, you N\ G ﬁ.
4. Administration can create workload classification rules, S =
create ingress filters, and more, in Cisco ISE
TrustSec pages.
m  Work Centers - pag o (,

?) Interactive Help

[> Exit Wizard

Step 5. Choose Cisco ACI as the Workload Platform.
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il Identity Services Engine Work Centers / TrustSec

cisco

Bookmarks
@ Welcome e Workload Platform «. Configuration «s | Summary
Dashboard
Context Visibilit:
2 Select Workload Platform

Operations Choose a workload platform to configure the connection with.

Policy @) @)
alvaln ° AWS Azure
cisco ACl

Administration ACI

Work Centers Connect with Cisco ACI to share Create a connection with your AWS Create a connection with your Azure
SGTs and IP-SGT bindings with a account to import your application account to import your application

workloads into Cisco ISE. workloads into Cisco ISE.

Cisco ACI fabric and/or receive
Endpoint Group (EPG), Endpoint

> Security Group (ESG), and endpoint
Interactive Help configuration information from a
Cisco AClI fabric.

O O
‘(JJ VCenter > GCP

Create a connection with your Create a connection with your GCP
VMware VCenter account to import account to import your application
your application workloads into Cisco workloads into Cisco ISE.

ISE.

[ Exit Wizard

Step 6. Configure the ACI Connection.

X
(
a2

Al

2

‘il 1dentity Services Engine Work Centers / TrustSec

cisco

Bookmarks
T
Workload Create ACI Naming Selact catood,
Dashboard @ Welcome Platform Connection e Convention %) Ero/ 8 ) Numbering Z) Sumimary
ashboar ESGs Range

Context Visibility

Create ACI Connection

Operations
. Enter the FQDN or IP address for an ACI controller and its access credentials. Upon connecting to this controller,
Policy Cisco ISE automatically fetches the FQDNs and IP addresses of other controllers connected to the same Cisco
APIC site.
Administration ACI Connection Name* FQDN or IP Address*
Work Ganters ( DC3_ACI ] [ 172.23.203.36 }

Non-editable after creation
ACI Username* ACI Password*

= )

Login Domain

[ No Domain ]

Show ]

Interactive Help

View Details

Validate ACI certificate @

[> Exit Wizard

« If ACI certificate validation is required, check the Validate ACI certificate check box. The ACI
Certificates need to be added to the certificate Trust Store in ISE.

« If the connection succeeds, a Connected status displays. Click Continue.
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vea' ldentity Services Engine Work Centers / TrustSec

J! Bookmarks
8% Dashboard
11 Context Visibility
% Operations
' Policy ”
4. Administration Connected

Al Work Centers LEARNED FQDN OR IP ADDRESSES @

172.23.203.36 @ In Service

Interactive Help

(] Don't show this to me again

Step 7. Choose the naming convention for SGTs. The attributes can be based on the Connection Name,
Tenant, VRF, Application Profile, and Endpoint Group Type.

dentity Services Engine Work Centers / TrustSec

J' Bookmarks

Workload Create ACI Naming Select Set SGT.

- @ Welcome = 2 5 EPG/ 6 ing 7 y
| Dashboard Platform Connection Convention ESGs Range

Izl Context Visibility

. .
W Operations Naming Convention
) To set a naming convention for the SGTs created from the EPGs and ESGs ingested from the connected ACI
' Policy controllers using two types of naming conventions, follow these steps:
1. Use ACI attribute values: Select EPG/ESG attributes whose values must be combined to form the name of the

&. Administration newly created SGTs.

1 Work Cant 2. Append prefix or suffix: Enter a prefix or suffix that will be added to the existing name the EPG or ESG.
" ork Centers

Ensure that the combined name does not exceed the maximum character limit of 64. Note that if the Cisco Catalyst
Center is below version 2.3.7.6, the character limit will be 32.

2] BTACRAE Naming Convention

@ Use ACI attribute values O Append prefix or suffix
Name Attributes

C] Connection Name Tenant D VRF D Application Profile Endpoint Group Type

EPG/ESG SGT

R v » [EPG/ ]_[Tenant]_[I Group Type]

Attribute Values

@ Use default attribute values O Use custom values

[> Exit Wizard m

Step 8. Choose the EPGs and ESGs.
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il |dentity Services Engine Work Centers / TrustSec

A Select Set SGT
@ Welcome Wor;(load @ greate A,CI @ ‘I:amlng . ° EPG/ 6  Numbering 7  Summary
J! Bookmarks Platform ESGs Range
8%  Dashboard
! Context Visibility Select EPG/ESGs
. Choose the EPGs and ESGs to be fetched into Cisco ISE and converted to SGTs. You cannot choose the select
A Operations all option if the number of listed EPG/ESGs is greater than the numbering range configured. Note that a number
from the configured range is allotted only to newly created SGTs. If an SGT name populated from this
Polic: connection already exists in the Cisco ISE database, the SGT isn't assigned a new number.
Y
4. Administration
m  Work Centers Q VRF1 ®n
2 Selected <
2 Interactive Help
8 EPG/ESG name ~ Generated SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
O DC3-T2-APP DC3_T2_APP_TENANT_2_EPG TENANT-2 VRF1-T2 D3 EPG

VRF1_APP_PROF_T2

- DC3-
a DC3-T2-WEB DC3_T2_WEB_TENANT_2_EPG TENANT-2 VRF1-T2 VRF1_APP_PROF.T2 EPG

DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG

26 Record(s) Show Records: 10 v 1-10 Q2 3 >

[> Exit Wizard

Note: The administrator can choose EPGs/ESGs and corresponding IP bindings from the ACI connection. If
no EGPs/ESGs are chosen, the connection remains in the suspended state upon creation.

Step 9. (Optional) Reserve SGT Numbering Ranges.

I Identity Services Engine Work Centers / TrustSec
s Select Set SGT
@ Welcome ::::::::‘d @ grea(e Act @ 23"""9 N EPG/ Numbering 7 | Summary
J' Bookmarks ESGs Riénge

8% Dashboard

Context Visibility Set SGT Numbering Range

R Enable this option to manually configure a numbering range for the new SGTs that will be created from the EPGs

A Operations and ESGs ingested from the ACI connector. When setting a numbering range, account for existing and

anticipated EPGs and ESGs.

()R eollcy, @D st SGT Numbering Range for EPG/ESGs (Optional)

Available Range19-49 , 90-99 , 756-2499 , 2509-3099 , 3300-3999 , 4043-4043 , 4225-4227 , 4251-4309 ,
4351-5000 , 5007-5999 , 16000-65534

4. Administration

Work Centers
SGT Numbering Range

3300-3399 t

Specify ranges from 2-65535, eg. 2-1000
2 Interactive Help

2 new SGTs must be created for the chosen EPGs and ESGs. The current SGT numbering range allows
® for 100 new SGTs.

OCCUPIED RANGES

Others0-18 , 50-89 , 100-255 , 256-755 , 2500-2508 , 4000-4042 , 4044-4224 , 4228-4250 , 4310-4350 ,
5001-5006 , 6000-15999 , 65535-65535

DC1_ACI 3100-3199

DC2_ACI 3200-3299

[> Exit Wizard m

Note: By default, all selected SGTs are automatically assigned with available SGT tags. This option is useful
to assign specific SGTs to EPGs/ESGs learned from an ACI data center to identify them by a numbering range.
For example, 3100s SGTs are coming from DC1, 3200s SGTs are sourced from DC2, and so on.
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Step 10. Review the Summary window then click Create to make the connection.

Identity Services Eng

Work Centers / TrustSec

J! Bookmarks

L Dashboard

Context Visibility
9, Operations

| Policy

4. Administration

Work Centers

?) Interactive Help

Summary

Review the Cisco ISE - ACI Connector configurations defined through this workflow. Click Edit for the section in
which you want to change any configurations.

v Create ACI Connection  Edit

ACI Connection Name
FQDN/IP Address

ACI Username

Learned FQDN or IP Addresses

~ Naming Convention  Edit

Naming Convention
Name Attributes

DC3_ACI
172.23.203.36
admin
172.23.203.36

NAME

Login Domain
ACI Password

Tenant,Endpoint Group Type

P

EPG/ESG saT
® » _[Tenant]_| int Group Type]
Attribute Values DEFAULT
v Select EPG/ESGs  Edit
Q  search Table
J] name * SGT Name Tenant VRF Application Profile Endpoint Group Type
DC3-APP DC3_APP_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
DC3-WEB DC3_WEB_TENANT_1_EPG TENANT-1 VRF1 DC3_VRF1_APP_PROF EPG
2 Record(s) Show Records: 10 v 1-2 [1]
v Set SGT Numbering Range  Edit
SGT Numbering Range 3300-3399

(> Exit Wizard

Step 11. Verify the ISE integration in ACI. Verify that the ACI connection has been made in APIC under
Integrations > ISE Integrations.
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Al
cisco

APIC

System Tenants Fabric Virtual Networking Admin

Operations

Integrations

ISE Integrations | I

=Y 1-Y-X X

ISE Integrations

B pcaac

Properties

Connecti

Servers:

Topics:

Adm

Connection Type: p

Username: a

Name: DC3_AC1

Description:

State: publish-and-listen

on Mode: ooband

rid connection

1P Address
172.23.203.85

172.23.203.86

Topic Name

Define Inbound SGT domain rules and Outbound SGT domain rules

Inbound SGT domain rules

(1]

Connection Details History

Summary Endpoints  Configuration

(o) A%

Domain Name
ISE-PSN1.cdp.com

ISE-PSN2.cdp.com

Role
Publisher

Subscriber

Inbound SGT domain rules allow the administrator to map incoming SGT bindings to specific SGT
domains. If no Inbound SGT domain rule is defined, the bindings are sent to the Default SGT domain. The
Default SGT domain is enabled automatically and cannot be disabled.

ty Services Engine

Work Centers / TrustSec

A Evaluation Mod

P! Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot
8% Dashboard SXP Devices
SoT Bomains Inbound & Outbound SGT Domain Rules *™

Context Visibility

Inbound & Outbound SGT
X Operations Domain Rules ACL.
SGT Bindings

{0 Policy

4. Administration

Inbound SGT Domain Rules

Outbound SGT Domain Rules

Al Work Centers

Q. Search table

2) Interactive Features

The default rule will be applied to bindings that do not match any customized rule.

+ Add Inbound Rule

Inbound Rule Name =

Default-inbound-rule

Status Destinations

° default

1 Record(s)

Outbound SGT domain rules
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Outbound SGT domain rules define what data is shared from Cisco ISE to Cisco ACI.

Procedure 2. To define an Outbound SGT domain rule:

Step 1. Go to Work Centers > Inbound & Outbound SGT Domain Rules > Outbound SGT Domain Rules
then click + Add Outbound Rule.

The administrator creates the Outbound SGT domain rule to define conditions for sharing IP
bindings to ACI connections.

By default, ACI does not learn any context from ISE. Configure an outbound rule on ISE to
determine which SGTs to share with the ACI connection. This is required for ACI to learn
context from ISE.

Step 2. Enter an Outbound Rule Name.
Step 3. In the Destinations field, choose the ACI connection.

Step 4. Choose the L3 Outs that this rule will be applied to.

Add Outbound Rule

Rule Settings

Qutbound Rule Name* Status

| to_bc3 @® Enabled () Disabled

Destination Configuration
Destinations *

| bpca_acix @V |

L3 Outs *

Destinations

DC3_ACI ‘ L3-OUT-VRF1 (TENANT-1) x (G2

Rule Configuration O

| SGT Domain ‘ ‘ Equals | | defauitx ®Jd 0}

( SGT Name ‘ ‘ Equals ! | contractors x Developers X ®J P
]
Employees X
SGT Name | | Equals DC1_SCALE1_VRF1_DCI_ACLV.. X @ ¥ | f
{- Add AND/OR Statement {- Add Condition
- Add AND/OR Statement - Add Condition

The Rule Settings define two conditions:
e SGTs from the default SGT domain.
« SGT names matching Contractors, Developers, Employees or DC1_SCALE_VRF1_DC1 (learned through
DC1 ACI) will be propagated to this DC3 ACI connection.

For each selected SGT, ISE pushes configurations to ACI to create an EEPG in the selected L30ut. After
the conditions have been defined, an option to choose the contract configuration becomes available. ISE
attaches provider and consumer contracts defined in the rule for the EEPG in ACI.
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Below the Rule Configuration section, the administrator has the option to choose the Consumed
Contract and Provided Contract to apply to the chosen SGTs. The chosen SGTs appear as EEPGs in ACI
under the chosen L30ut. The contracts are applied to EEPGs.

Contract Configuration

SGT Name Connection/ Tenant/ L3out Consumed Contract (O Provided Contract ~ ()

DC3_ACIl/ TENANT-1/ L3-
TENANT-1 CONTRACT N
Contractors OUT-VRF1 ‘ X ® ‘ ‘ v ‘

DC3_ACI/ TENANT-1/ L3-

NANT-1 CONTRACT X
Developers TVAE ‘ TE CONTRAC ®v ‘ \ v |
DC3_ACI/ TENANT-1/ L3-
Employees gt ‘ TENANT-1 CONTRACT X ey | | $ |
DC3_ACI/ TENANT-1/ L3-
DC1_SCALE1_VRF1_DC1_ACI_VRF1 OUT-VRF1 J S ‘ ‘ ¢ ‘
‘ ) Search ‘
4 Record(s)
C] common CONTRACT N

() common CONTRACT INTERFACE 4

() TENANT-1 CONTRACT v

Step 5. Click Save to submit the new outbound rule.

‘il Identity Services Engine Work Centers / TrustSec

cisco

J| Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

BT Dashboard

SXP Devices
.
Inbound & Outbound SGT Domain Rules
! Context Visibility SeDgmyliy
Inbound & Outbound SGT Create inbound and outbound SGT domain rules to define and manage the data shared between Cisco ISE and
Domain Rules Cisco ACI.

9, Operations
SGT Bindings = !
(' Policy .

4. Administration Inbound SGT Domain Rules Outbound SGT Domain Rules

n  Work Centers
Q  search table =

2 -+ Add Outbound Rule =
?) Interactive Help
Outbound Rule Name ~ Status Destinations Actions
to_DC1_VRF1 © DC1_ACI
to_DC1_VRF2 (] DC1_ACI
to_DC2 [] DC2_ACI
to_DC3 (] DC3_ACI
4 Record(s) Show Records: 10 v 1-4 (1]
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ISE to vCenter integration

Besides creating the connection to ACI, the workload connector can also create connections to AWS,
Azure, GCP, and vCenter deployments. Workload Connector configurations for AWS, Azure, and GCP
deployments are similar.

Procedure 1. To use the workload connector to connect to the vCenter to learn-workloads:

Step 1. Choose Work Centers > Integrations > Workload Connections > + Add Connection.
Step 2. In the Welcome window, click Let’s Do it.

Step 3. Choose VCenter under Workload Platform.

@ Welcome o Workload Platform - Configuration «. Summary

Select Workload Platform

Choose a workload platform to configure the connection with

'e) O (@) (-]
alaln % aws
cisco -ACl i AWs A Azure I VCenter
Aci E

Connect with Cisco AC! to share SGTs and IP-SGT Create a connection with your AWS account to Create a connection with your Azure account to Create a connection with your VMware VCenter
bindings with a Cisco ACI fabric andfor receive import your application workloads into Cisco ISE. import your application workloads into Cisco ISE. account to import your application workloads into
Cisco ISE

Endpoint Group (EPG), Endpoint Security Group
(ESG), and endpoint configuration information from
a Cisco ACI fabric.

s GCP

Create a connection with your GCP account to
import your application workloads into Cisco ISE.

Step 4. Enter Workload Connection parameters.
@ Welcome @ Workload Platform ° Create Workload Connection 4 | Manage Attributes 5 Summary

Create Workload Connection

Workload Connector Services are running

Workload Connection Name*
[ vCenter_DMZ ]

Non-editable after creation

Description

Sync Interval* FQDN or IP address*

[ = ] [ Minutes J [ 10.14.0.250 ]
Hint

User* Password*

[ root ] { ........ -

Validate vCenter certificate. ®

Step 5. When Validate vCenter certificate is chosen, ensure vCenter certificates have been uploaded
to the ISE Trusted Certificate Store.

Step 6. Choose the Attributes to classify the workloads in the SGTs.
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@ Workload Platform @ Create Workload Connection

@ Welcome

Manage Attributes

° Manage Attributes 5) Summary

All the attributes learned from the workload connection is listed here. For optimum use of search lists and memory, include in the Cisco ISE dictionary only those attributes that you want to use to create classification policies, inbound and outbound SGT domain rules,
and in authorization policies. At least one attribute must be added to dictionary to proceed to next step. If you have an existing connection with the same platform, any attributes already added to the Cisco ISE dictionary are automatically enabled in this list as well.

You can also edit the attribute name to be displayed in the Cisco ISE dictionary.

Include All in Dictionary

Q  search Table

Included in Dictionary Workload Attribute Attribute Name in Dictionary References

uuid i uuid -

quest CouestouestFulName | o
@ VM-Name VM-Name .

host Thest -
@ Power Power

os .

[» Exit Wizard

Step 7.

(©) create Workioad Connection

© welcome

(@ Workicad Piatform

Summary

Review the Cisco ISE - Workload Connector configurations defined through this workfiow. Click Edit for the section in which you want to change any configurations.
Select Workload Platform Edit
Workload Piatform  V-CENTER
Create Workioad Piatform Edit
vCenter_DMZ Description

2 Minutes Host

User root Password

Enabled

Vandate vCenter certificate

Manage Attributes Edit

Included in Dictionary Workioad Attribute Attribute Name In Dictionary

vmid vmid
uuld wuld
guest guestFullName

guest.guestFullName

VM-Name

@ VM-Name

[+ Exit Wizard

Workload classification rules
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Review Summary window information then click Create.

o Summary

@ Manage Attributes

1014.0.2:

Back
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After the vCenter connection is established, from Work Centers > Workload Connectors > Workload

Classification > + Add Classification Rule, create Workload Classification rules to define how the

workloads will be classified.

il 1de

ty Services Engine

J!  Bookmarks Overview Components
B%  Dashboard
Workioad Connectors v
Il Context Visibility Overview
Workload Connections a8

‘\ Operations
Attributes Dictionary

{ Policy I Workload Classification

4. Administration Meraki >

Al Work Centers

2 Interactive Help

Figure 1.
Classification Rule Details

RULE SETTINGS
Rule Name* Status

\ IP-150.1.1.0

AUTHORIZATION CONFIGURATION
Primary SGT *

TrustSec Policy

@ Enabled

Policy Sets SXP Integrations

Workload Classification

Classification rules allow you to assign primary and secondary SGTs
to workloads. The primary SGT is marked as “Security Group” in
pxGrid session topic and is used to publish IP-to-SGT mappings via
SXP. Secondary SGTs are published on the pxGrid session topic as
an ordered array named “Secondary Security Groups”.

If multiple classification rules are matched and multiple primary
SGTs are assigned, only the first assigned SGT is considered as the
primary SGT and the remaining SGTs are taken as secondary SGTs.
The order of secondary SGTs depend on the order of classification
rule execution. When a second primary SGT is assigned, it will be

added to the end of “Secondary Security Groups” and any secondary

SGTs in the same rule will then be added. Manage Inbound SGT
domain Rules to define the SGT domains for these IP mappings.

Troubleshoot

Reports

External Workload

from ACI connections

©

Set Primary SGT
om EP

Set Secondary SGTs (Optional)
Order of assignment maintained

Settings

Primary SGT

from first matched rule

Primary SGTs

from subsequent rules

Secondary SGTs
>

All Matched Rules

o | SGT binding

External Workload

from non-ACI connections

©

DR set Primary SGT

Set Secondary SGTs (Optional)
Orde! ignment maintained

Stored in ISE

B For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.

Q  search table

-+ Add Classification Rule

Example of a Classification Rule based on an IP address

() Disabled

Secondary SGTs (Optional)

SGT106 @Y | | seriorx ®d
RULE CONFIGURATION ®
‘ Source ‘ ! Equals ‘ ‘ veenter1 ® 4 ‘ @
Value*
i | 1P Address | | PEquas | | 150.1.1.0/24 | 8
{- Add AND/OR Statement {- Add Condition
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Figure 2. Example of a Classification Rule based on operating system type (os-type)
Classification Rule Details

RULE SETTINGS
Rule Name* Status

[ Windows-0S ] @ Enabled () Disabled

AUTHORIZATION CONFIGURATION
Primary SGT * Secondary SGTs (Optional)
{ SGT116 [OR2 ] [ SGT126 x @V ]

RULE CONFIGURATION ©®

[Source ] IEquaIs ] I veenter1 ® ¥ | @
Label
AND
: [Vcen!er - os-type ] [ Equals ] [ Microsoft Windows 10 (64-bit) ] &
Enter text to search
+ Add AND/OR Statement + Add Condition

(o

The primary SGT is marked as Security Group in the pxGrid session topic and is used to publish IP-to-
SGT mappings through SXP. The secondary SGT is sent out through the pxGrid session topic as an
ordered array named Secondary Security Groups.

Procedure 1. To display the result of the Classification Rule:

Step 1. Use the Preview Rule window with a search criterion.
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Add Classification Rule / Preview Rule

Preview Rule

SGT Bindings (7144/25310)

Q  windows-0s

IP Address “

10.1.0.161

150.1.10.1

150.1.10.10

150.1.10.100

150.1.10.101

150.1.10.102

150.1.10.103

150.1.10.104

150.110.105

150.110.106

150.1.10.107

150.1.10.108

7144 Record(s)

Primary SGT

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

SGT116

Secondary SGTs (in order)

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

SGT126

Matching Rules (@ Source

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Windows-0S

Processed 25310 out of 25310 records

Step 2. Click Save to submit the Classification Rule.
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Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Vcenter

Show Records: 25 v/

Learned From
172.23.203.1
172.23.2031
172.23.2031
172.23.203.1
172.23.203.1
172.23.203.1
172.23.203.1
172.23.2031
172.23.2031
172.23.2031
172.23.203.1

172.23.2031

1-25 0 >

®

Learned By

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

Session

n}

®
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I Identity Services Engine Work Centers / TrustSec

Ji  Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
—_—
. considered s the primary SGT and the remaining SGTs s
SLLLLECE Wérkioid Coaaétars - are taken as secondary SGTs. The order of secondary RS s
SGTs depend on the order of classification rule execution. H £
! Context Visibility Overview When a second primary SGT is assigned, it will be added SGT binding
to the end of “Secondary Security Groups” and any o @ stored in ISE
\ Operations Workdad Corineations 8 secondary SGTs in the same rule will then be added.
Attributes Dictionary Manage Inbound SGT domain Rules to define the SGT
domains for these IP mappings.
{ Policy I Workioad Classification
2 Administration Meraki > @ For a workload from an ACI connection, the primary SGT is always the one derived from its EPG/ESG.

Al Work Centers

Q  search table =

Interactive Help

~+ Add Classification Rule < Asof:Jan 9, 2025 4:14 PM
# Rule Name Status Primary SGT Secondary SGTs SGT Bindings Actions

0 1P-150.1.4.0 (] SGT106 SGT107 103

1 IP-150.1.3.0 (] SGT106 SGT107 103

2 1P-150.1.2.0 o SGT106 SGT107 103

3 IP-150.1.1.0 (] SGT106 SGT107 103

4 Windows-0S © SGT116 SGT126 7144

5 Default-classifi... ] Unknown 0

6 Record(s) 1-6

After the vCenter workloads are mapped to SGTs, a policy can be applied to these workloads at different
enforcement points, such as ACI Leafs, SD-Access Border nodes, SD-WAN Edge nodes, and Cisco
Firepower devices.

ISE integration with Cisco Catalyst Center

In this solution test, ISE is integrated with Cisco Catalyst Center as described in Catalyst Center and Cisco
ISE Integration.

Catalyst Center is configured to be the policy administration point. TrustSec policy configuration is done
from Catalyst Center. Security groups, access contracts, and policies in ISE are read-only.

= dul Catalyst Center OED@EDO | QO amin v
Overview | Configurations
R Policy Settings

Analytics Settings
Administration Mode View migration log  Last migration: Jan 9, 2025 4:29 PM

Manage Group-Based Access Control in
© Catalyst Center, policy Ul in Cisco Identity Services Engine will be read-only

For emergent Center not responding, you can o

ectly in Cis

e read-only m Services Engine Security Group settings so

Identity Services Eng

s out of sync. A full re-sync might be

O Cisco Identity Services Engine, Group-Based Access Control Ul in Catalyst Center will be inactive
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ISE integration with Cisco SD-WAN Manager

Cisco Catalyst SD-WAN Identity-Based Firewall Policy Enhancement for SGT integration with Cisco ISE is
supported since Cisco SD-WAN Release 20.10.1 and Cisco IOS XE Catalyst SD-WAN Release 17.10.1a.

ISE Integration with Cisco SD-WAN Manager is initiated from the Cisco SD-WAN Manager Ul under
Administration > Integration Management > Identity Services Engine. The procedure is found in
Configure PxGrid in Cisco ISE for Connectivity to Cisco SD-WAN Controller.

View/Edit ISE Server

ISE Server IP Address

Username*

‘ admin ‘

Password*

512

ISE Server CA

ISE-CA.cer

PXGrid Server CA

ISE-pxgrid.cer

Feature Subscription*

ve the metadata information from ISE

Cancel m

Verify ISE pxGrid integration on the SD-WAN Controller:

sdwan-controller# show idmgr pxgrid-status
idmgr pxgrid-status default

State Connection and subscriptions successful
Current event EVT-None
Previous event SXP websocket create eveent

Session base URL
Session pubsub base URL
Session topic
UserGroups topic

Session Websocket status ws—-disconnected

SXP base URL https://ISE-MNT1.cdp.com:8910/pxgrid/ise/sxp
SXP pubsub base URL wss://ISE-PSN1.cdp.com:8910/pxgrid/ise/pubsub
SXP topic /topic/com.cisco.ise.sxp.binding

SXP Websocket status ws—connected

Last notification sent Connection successful

Timestamp of recent session

After integration is enabled, the SD-WAN administrator can configure a Cisco Catalyst SD-WAN Identity-
Based Firewall Policy. SGTs are sent to SD-WAN Manager (formerly vManage) for policy configuration.
IP-SGT mappings are sent to SD-WAN Controller (formerly vSmart). Based on the configured SGT domain
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inbound rule, ISE sends IP-SGT bindings, learned from ACI, to a specific SD-WAN VPN that matches the
SGT domain name.

ISE integration with FMC

FMC integration with ISE using pxGrid 2.0 has been supported since release 6.7. The integration is
initiated from the FMC UI.

Procedure 1. To configure ISE integration with FMC:

Step 1. Configure ISE integration with FMC under Integration > Identity Sources > Identity Services

Engine.
F_Ire‘v_va” M,a‘nagemrer,]t C‘enter‘ — Overview Analysis Policies Devices Objects Integration
Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
—
Service Type:
None @ |dentity Services Engine

Primary Host Name/IP Address* Secondary Host Name/IP Address

172.23.203.85 172.23.203.86

px@Grid Client Certificate* MNT Server CA* pxGrid Server CA*

pxGrid_FMC + ISE_rootCA + ISE_rootCA G

ISE Network Filter

31.0/24
Subscribe To

Session Directory Topic
SXP Topic

[ Test |

Step 2. Click Test to verify that the pxGrid connection to ISE succeeds.

Status X

o ISE connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Primary host:

[INFO]: PXGrid v2 is enabled

[INFOJ: pxgrid 2.0: account activate succeeded
[INFO]: Successful connection to ISE-
MNT2.cdp.com:8910

The detailed procedure to integrate ISE with FMC is found in Configure and Troubleshoot ISE 3.2 with
EMC 7.2.4 Integration.
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ISE subscribes to selected EPGs and ESGs in the ACI fabric, which are sent to FMC for traffic
enforcement.

Policy enforcement points

ACI leaf policy enforcement

ISE learns the IP-SGT binding of the user or device that connects to the campus network, either through
dot1x, or MAC Authentication Bypass (MAB). This context is propagated to ACI data centers through the
outbound SGT domain rule to enable policy enforcement on the ACI Leafs.

The policy control enforcement direction can be set to either Ingress (default) or Egress under the ACI
VRF Policy configuration.

VRF - VRF1 O

Summary Palicy Route Control Operational Stats Health Faults History

@ i o5

Properties
Name: VRF1

Alias:

Description:

Annotations: )

Global Alias:
Routing Domain ID: 0

Segment: 2785280

™\
.f-
Palicy Control Enforcement Direction: ‘.\ Egress

BD Enforcement Status: []

~
Preferred Group: Enabled /"

BGP Timers:
BGP Context Per Address Family: +
~ BGP Address Family Type BGP Address Family Context
BGP Route Target Profiles: +
Address Family Route Targets

In this example procedure, we apply the contract to allow Employees SGT users to reach the web server
behind the ACI data center on TCP ports 22, 80, 443. The web server belongs to the WEB EPG.

Procedure 1. To apply a contract:

Step 1. In the Contract Configuration section under Outbound Rule Details, for the Employees SGT, in
the Consumed Contract drop-down list, choose the ALLOW_WEB_SSH contract.

In this case, the Consumed Contract of ALLOW_WEB_SSH applies to the Employees SGT.
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Outbound Rule Details

[ SGT Name ] [ Equals i Contractors X Developers X ®V

=]}

Employees X Production_Servers X

Production_Users X BYOD x

[SGT Name ] [Equals } [ DC2_SCALE1_VRF1_DC2_ACI.V.. x ® ¢ ] @
[ SGT Name ] [ Equals ] SGT5001 X  SGT5002 X ®d =
uw
SGT5005 x
+ Add AND/OR Statement + Add Condition
+ Add AND/OR Statement -+ Add Condition

Contract Configuration

SGT Name Connection/ Tenant/ L3out Consumed Contract (@ Provided Contract ~ (D
Contractors DC1_ACI/ prod/ L3-OUT-VRF1 [ prod CONTRACT - Allow_All_Prod x ® & ] [ + ]
Developers DC1_ACI/ prod/ L3-OUT-VRF1 prod CONTRACT - Allow_All_Prod x ® ¥ ] [ ¥ ]
d CONTRACT - v
Employees DC1_ACI/ prod/ L3-OUT-VRF1 ek ® [ ¢ ]
ALLOW_WEB_SSH

Step 2. Verify in ACI that the consumed contract applies to the corresponding EEPG.

Note: In this example, only the Consumed Contract configuration is applied to the SGT because data center
devices do not need to access campus devices. However, if data center devices require access to campus
devices, a provided contract must be configured.

‘dih APIC o @ QO @ O

© Heaithy 0 3 %

Name « Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label
Consumed

Step 3. Ensure that there is a corresponding provided contract applied to the WEB EPG, which the web
server belongs to.
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‘dics’ APIC o @ @ CO @O

Consumed

Policy enforcement in SD-Access Border Nodes

Outbound filtering from the SD-Access campus to ACI data center on the SD-Access Border Nodes
requires SXP connection between ISE Policy Service Nodes (PSNs), enabled with SXP service, and the
SD-Access Border Nodes. IP-SGT bindings sourced from ACI are learned by ISE and propagated to the
SD-Access Border Nodes. With this context, the SD-Access Borders Nodes can filter traffic from campus
towards the ACI data centers.

Note: The SD-Access Border Nodes are configured to be a listener for SXP because ISE does not need to
learn IP-SGT bindings from the SD-Access Border Nodes through SXP. Instead, ISE learns campus IP-SGT
bindings through Dot1x and MAB authentications from the SD-Access Edge Nodes through RADIUS.

Procedure 1. To create an SXP connection between ISE PSNs and the SD-Access Border Nodes:

Step 1. In ISE, configure the SD-Access Border Node as an SXP device under ISE SXP > SXP Devices >
Add.
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‘dses Identity Services Engine Work Centers / TrustSec

P’ Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

BT Dashboard SXP Devices

SXP Devices > SXP Connection

! Context Visibility Sar:Comainy » Upload from a CSV file

Inbound & Outbound SGT
Domain Rules
%, Operations
v ingl i
SGT Bindings ~ Add Single Device
' Policy
Input fields marked with an asterisk (*) are required.

&. Administration
Name

S5-FB1-VN1
Work Centers

IP Address*®
Interactive Help 51.51.51.1

Peer Role*

LISTENER v

Connected PSNs*
ISE-PSN1 =

SGT Domains*
default = <

Status*
Enabled v

Password Type*
CusTOM v

Step 2. Apply SXP configurations to the SD-Access Border Node.

Figure 3. Example of the SXP configuration applied to the SD-Access Border Node

!Create a new loopback interface in VRF to be used as the source of the SXP connection
to ISE-PSN1 and ISE-PSNZ2, which are enabled with SXP service

interface Loopback 51
vrf forwarding VN1
ip address 51.51.51.1 255.255.255.255

!Define SXP connection to ISE-PSN1 per VRF

cts sxp enable

cts sxp default password 7 060506324F41

cts sxp connection peer 111.30.0.85 source 51.51.51.1 password default mode local
listener hold-time 0 0 vrf VN1

!Define SXP connection to ISE-PSN2 per VRF
cts sxp connection peer 111.30.0.86 source 51.51.51.1 password default mode local
listener hold-time 0 0 vrf VN1

!Enable cts enforcement on SVIs towards fusion router
cts role-based enforcement
cts role-based enforcement vlan-1list 2003,2005

Step 3. Configure the Catalyst Center policy to deny traffic from Employees to WEB_prod_EPG, which is
the SGT learned from ACI.
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= dule Catalyst Center Policy / Group-Based Access Control

Overview Policies Security Groups Access Contracts
° Migration is complete. Catalyst Center will be the policy administration point, and screens of Security Groups, Access Contracts and Policies in Cisco Identity Services Engine will be
Group-Based Access Control Configurations

Policies (‘\) [ J Enter full screen

¥ Filter Deploy v 3 Refresh

m Permit m Deny Custom Default

o

Employees > Deny IP > WEB_prod_EPG
WEB_prod_EPG > Default Policy > Employees

Destination

3
&

Source

Coe— .

Step 4. Verify traffic enforcement on the SD-Access Border Node.

Figure 4. Example of traffic enforcement verification on an SD-Access Border Node

S5-FBl#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 4:Employees to group 3103:WEB prod EPG:
Deny IP-00

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

S5-FBl#show cts role-based counters
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
B B 0 0 987 353681 0 0

4 3103 0 5 0 0 0 0

S5-FB1#

S5-FBl#show cts role-based sgt-map vrf VN1 all | i 111.1.1.101
111.1.1.101 3103 SXP

Policy enforcement on the SD-WAN Edge

To enable traffic enforcement on the SD-WAN Edge, an Inbound SGT domain rule is configured to send
context to specific SD-WAN VPN #. The SGT domain name matches the SD-WAN VPN number. For
example, Inbound rule with destination SGT domain '1' will send SGT context to SD-WAN VPN '1".

Procedure 1. To configure an Inbound SGT domain rule:
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Add Inbound Rule

Rule Settings

Inbound Rule Name* Status

[ DC1_ACI_to_1 ] @® Enabled () Disabled

Destination Configuration
Destinations *

(o o)

Rule Configuration @

{Snurce ] {Equals ] [ DC1_ACI @4 | w
AND Vv ) ‘
{EPG ] [Equals ] [ DB ® 4 J U
- Add AND/OR Statement -+ Add Condition

o

Step 1. Verify bindings are received in VPN 1 on the SD-WAN Edge.

S3-CEl#show cts role-based sgt-map vrf 1 summary
-IPv4-

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500
-IPv6—

IP-SGT Active Bindings Summary

Total number of OMP bindings = 500
Total number of active bindings = 500

S3-CEl#show cts role-based sgt-map vrf 1 all | inc 111.11.0.31
111.11.0.31 3101 OMP

Step 2. Verify bindings received on the SD-WAN Controller.

sdwan-controller# show idmgr omp ip-sgt-bindings | inc 111.11.0.31
111.11.0.31/32 1 3101 omp-updated

Policy enforcement in SD-WAN Edge

Procedure 1. To create the SD-WAN Security Policy:

Step 1. Choose Configuration > Security > Add Unified Security Policy.
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*  Catalyst SD-WAN

® = ® Q| A amn
Q
Monitor
7l Custom Options
A
e
Q Search =
]
Analytics
Add Security Policy Add Unified Security Policy
Workflows.

Total Rows: 1 o B
Step 2. Click Add NG Firewall Policy then choose Create New.
Security > Add Unified Security Policy
@ NG Firewall @ DNS Security @ Policy Summary
Create 5-tuple and Application behavior and add the VPN zones
[ Add NG Firewall Policy - ]
Create New
Copy from Existing
Import Existing
Step 3. Enter a Name and Description for the Unified Security Policy, then click Add Rule.
Add Unified Security Policy
Name® [ Unified-Security-Policy J Description* { Unified-Security-Policy ]
[ Q Search = ]

Add Rule/Rule Set Rule

Add Rule

Add Rule with Rule Sets

Craer TaTe Rule Sets Action

Total Rows: 0 ﬁ?\,}

Advanced Inspection Profile Source Destination Protocol Application List

Step 4. Enter a Name for the firewall rule

© 2026 Cisco and/or its affiliates. All rights reserved.

No data available

. For Action choose Inspect, then click + Destination.
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Edit Firewall Rule

Name [ Inspect S3 Traffic to DC1-DB

)

Source [ Destination

Log @

Advanced Inspection
Profile

-+ Source -+ Destination

Step 5.

Edit Firewall Rule

[Select an Advanced Inspection Profile

]

-+ Protocol

Any

Inspect S3 Traffic to DC1-DB

)

—+ Application List

For Type, choose Identity. For the Identity List, click New Identity List.

Action Log () Advanced Inspection
Profile
Source [ Destination
+ Source Object Group
Select an object group
Any
Type Identity List
Identity v Select an identity list ] ®
Search
Cancel m
Step 6. Enter an Identity List Name and Description, choose the Security Group Tag, then click Save.
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Identity List .

Identity List Name

[ DC1-DB ]
Description
[ DC1-DB ]

Select Security Group Tag (SGT)

DB_prod_EPG - 3101 x

& ]

DB_prod_EPG - 3101

Step 7. After creating a new identity list, it becomes available for choosing in the Destination section
Identity List. Choose the identity list you created in Step 6, then click Save.

Destination

Object Group

Type Identity List

Identity v [ DC1-DB x ']

Step 8. Click Save Unified Security Policy at the bottom of the window.

Edit Unified Security Policy

Name*

[ Unified-Security-Policy ] Description*

[ Unified-Security-Policy

[ Q Search

Add Rule/Rule Set Rule

Default Actiun Total Rows: 0 {C‘}'}
©  oOrder Name Rule Sets Action Log Advanced Inspection Profile Source Destination Protocol Application List
@ Inspect S3 Trafficto N/A B Inspect N/A Any DC1-DB Any Any

Step 9. After the unified security policy has been created, click Add Zone Pair.

© 2026 Cisco and/or its affiliates. All rights reserved.

Page 37 of 45



Security > Add Unified Security Policy

@ NG Firewall @ DNS Security @ Policy Summary

(@ seaer =

Add NG Firewall Policy ~~  (Add a NG Firewall configuration)

Total Rows: 1 - {é}

Name Type Description Reference Count Zone Pairs Updated By Last Updated

Unified-Security-Policy zoneBasedFW Unified-Security-Policy 0 Add Zone Pair admin 07 Mar 2025 12:27: 24 PM P +2s

Step 10. Under Apply Zone-Pairs, choose the relevant service VPN for the Source Zone and Destination
Zone. In this example, VPN1 is chosen. Click Save.

Apply Zone-Pair(s)

Target Zone-Pair

Source Zone VPN % =*  Destination Zone VBN % ®

m Cancel

Step 11. Click Next at the bottom of the window to proceed. Under the DNS Security section (not
shown), click Next again at the bottom of the window to proceed.

Security > Add Unified Security Policy

@ NG Firewall @ DNS Security ® Policy Summary

[ Q Search

Add NG Firewall Policy ~  (Add a NG Firewall configuration)

Total Rows: 1 o
Name Type Description Reference Count Zone Pairs Updated By Last Updated
Unified-Security-Policy zoneBasedFW Unified-Security-Policy 0 14 admin 07 Mar 2025 12:27:24 PM P »=«

Step 12. Under Policy Summary, enter the Security Policy Name and Security Policy Description, then
click Save Policy.
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Security > Add Security Policy

Provide a name and description for your security master policy and configure additional security settings. Click Save Policy to save the security master policy configuration.

Security Policy Name

Security Policy
Description

Step 13. From Configuration> Templates, choose an existing device template that is attached to a

@ NG Firewall

@ DNS Security

@ Policy Summary

[Tc:,Lme;urilvauhcy

[ Test-Security-Policy

device. From the Additional Templates section, click Security Policy and choose the Security
Policy called Test-Security-Policy that was created previously.

el Catalyst SD-WAN

Q
Monitor

X

Configuration

Analytics

"4

Workflows

\\

Tools
E
Reports

Q

Maintenance

(-}

Administration

()

Explore

[ Additional Templates

AppQoE

Global Template *

Cisco Banner

Cisco SNMP

ThousandEyes Agent

TrustSec

CLI Add-On Template

Policy

Probes

Tenant

Choose...

Factory_Default_Global_CISC...

Choose...

Choose...

Choose...

Choose...

configure-register

Choose...

Choose...

Choose...

Security Policy

1l — — — — —/ —/ —/ — — —

Test-Security-Policy

Firewall Threat Defense (FTD) policy enforcement

After the FMC has been integrated with ISE, it is able to get SGTs and associated IP-SGT bindings. The
Access Policy rule shows the available SGTs that can be chosen as the source and destination attributes
under the Dynamic Attributes tab.
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Editing Rule - Inside-to-Outside

Name
Inside-to-Outside Enabled
Action
| © Allow v B
Zones Networks VLAN Tags A Users

Available Attributes
Q_ Search by name or value |

Security Group Tag

APP_prod_EPG

Auditors

BYOD

Contractors
T

DC1_SCALE1_VRF1_prod_EPG

Developers

Neualonment Saniers

K< Viewing 1-100 of 10522 >l

Move
Time Range
None v [k
Applications Ports URLs Dynamic Attributes

Selected Source Attributes (3)
I Security Group Tags
Contractors
Developers

Employees

Add a Location IP Address

Inspection Logging Comments

Selected Destination Attributes (1)
Security Group Tags
DB_prod_EPG

) = =
[ ]

[ Add |

[ Cancel | m

The firewall policy permits traffic from campus SGTs (Contractors, Developers, and Employees) to
DB_prod_EPG, which is the SGT learned from ACI.

Firewall Management Center

b c QOverview Analysis Policies
antral | Policy Editor
«| Test-FTD1-Policy
Enter Description
Rules Security Intelligence HTTP Responses Logging Advanced
—
Filter by Device ¥ Search Rules
Name Sou... Dest Sou... Dest VLAN Users A Sou...
# N Zon... Zon... Net... Net... Tags PP Ports
~ Mandatory - Test-FTD1-Policy (1-1)
1 Inside-to-Oul  INSIDE QuTSID
v Default - Test-FTD1-Policy (-)
Add Rule or Add Category

Devices

Q@ % @adminv Uy

Cancel

Objects Integration Deploy

Try New Ul Layout (_IB| Analyze Hit Counts |

Prefilter Policy: Custom-Prefilter SSL Policy: None Identity Policy: None

x Show Rule Conflicts @  + Add Category  [SEECERIE
Dest Source Destination
Ports URLs Dynamic Dynamic Action ROK AT EW™ 1t
Attribut... Attributes
Contractors i
Developers DB_prod_EPG Allow B osw
Employees

Access rule policy enforcement based on SGTs can be verified by using the packet-tracer command or
through the Analysis > Connection Events > Table View of Connection Events window.

Figure 5.

Example verification with the packet-tracer command

> packet-tracer input FB1-VN1-INSIDEl tcp 25.1.10.5 1024 111.11.0.31 443

-——-Truncated---

Phase: 13

Type: SNORT
Subtype: firewall
Result: ALLOW
Elapsed time:
Config:

202428 ns
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Network 0, Inspection 0, Detection 0, Rule ID 268435456

Additional Information:

Starting rule matching, zone 1 -> 2, geo 0 -> 0, vlan 0, src sgt: 4, src sgt type:
sxp, dst sgt: 3101, dst sgt type: sxp, user 9999997, no url or host, no xff
Matched rule ids 268435456 - Allow

Figure 6. Example verification with the Connection Events table
Firewall Management Center

QOverview Analysis Policies Devices Objects Integration
Ar Events
—
Bookmark This Page | Reporting | Dash
Connection Events tuieh sotion
No Search Constraints (Edit Search)
Connections with Application Details Table View of Connection Events
Jump to...
Ingress Egress . .
Action X Initiator P X ResponderIP X  Security X  Security X ?uurcc Port/ICMP fDIECSr\:gacm: Port DNS ::nlru?\un % .:cﬁcss Control :clcnss Control :Z#mc x ?g_srtmalmn «
Zone Zone ype ode Query vents olicy ule
v Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.105 111.11.0.31 INSIDE QUTSIDE 1024 [ tcp 443 (https) [ tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 / tcp 443 (https) [ tcp Test-FTD1-Policy  Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE QUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) [ icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.10.5 111.11.0.31 INSIDE OUTSIDE 8 (Echo Request) / icmp 0 (No Code) / icmp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
A Allow 25.1.10.5 111.11.0.31 INSIDE QOUTSIDE 1024 / tcp 443 (https) / tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
v Allow 25.1.105 111.11.0.31 INSIDE OUTSIDE 1024 / tcp 443 (https) [ tcp Test-FTD1-Policy Inside-to-Outside Employees DB_prod_EPG
Page 1 of 1 Displaying rows 1-10 of 10 rows
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Workload reports

Workload reports provide information about workloads received from Cisco ACI controllers and
on-premises vCenter controllers to show how an IP-SGT binding is classified. Reporting is useful for
checking which IPs are present in the domain and how they are classified. They can also be exported for

recording purposes.

Figure 7.

= il Identity Services Engine

Example ACI report

Work Centers / TrustSec

J' Bookmarks Overview

8% Dashboard Sepess oy
! Context Visibility My Reports

% Operations Reports

1) Policy

4. Administration

Al Work Centers

Interactive Help

VCenter

Scheduled Reports

Troubleshooting

Components  TrustSec Policy

Policy Sets ~ SXP  Integrations  Troubleshoot  Reports  Settings

Multi ACI Report Add to My Report

Application Profile EPG / ESG SGT Name SGT Binding Inbound SGT Domain Rules SGT Domalns

RF1_APP_PROFILE 0B DB_prod_EPG 11.11.1.26 Default Filter,DC1_ACI_t

This section explains the basic steps for troubleshooting.

Procedure 1.

To troubleshoot campus to data center communication:

Step 1.

Verify that the campus user and device are assigned the correct SGT.

S5-FEl#show authentication sessions interface gigabitEthernet 1/0/1 details

Interface:
ITF-ID:

MAC Address:
IPv6 Address:

IPv4 Address:
User—-Name:
Device-type:
Device-name:

VREF':

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Acct update timeout:
Common Session ID:
Acct Session ID:

GigabitEthernetl1/0/1
0x1B62F583
0050.56a4.d8c0
fe80::4f:5b8c:c44:58ed
2001:db8:51:1::403
2001:db8:51:1::402
35.1.1.252

employee-user
VMWare-Device

VMWARE, INC.

VN1

Authorized

DATA

multi-auth

both

N/A

172800s (local), Remaining:
0100011900026ARA971A16340
0x0001967b

85286s
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Handle:
Current Policy:

Local Policies:
Server Policies:

Vlan Group:
SGT Value:

0x0b00057c
PMAP DefaultWiredDotlxClosedAuth 1X MAB

Vlan:
4

1023

Step 2.

‘tet Identity Services Engine

P! Bookmarks Overview Components
(]
Deshbesd SXP Devices

| Context Visibility SGT Domains

Inbound & Outbound SGT
- Domain Rules

% Operations
I SGT Bindings

/' Policy
4. Administration

Al Work Centers

2) Interactive Help

ity Services Engine

Ensure IP-SGT binding exists for the campus host and data center endpoint in ISE.

Work Centers / TrustSec r'y Q 6 ® .|
TrustSec Policy Policy Sets sXp Integrations Troubleshoot Reports Settings
SGT Bindings o
This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.
Rows/Page 1 v 1.2 n 1 Total Rows
5 AddSGT Domainfiter  Manage SGT Domain fiters Fiter v @
IP Address Primary SGT N Learned From Learned.. SGTDomain  PSNsInvolved  Inbound SGT Do... V
X 35.1.1.252 % Primary SGT N Learned From Leamed By  SGT Domain PSNs Involved
35.1.1.252/32 Employees (4/0004) DEFAULT_VN 111.30.0.86,25.1.0.1 Session default ISE-PSN2

Work Centers / TrustSec

J' Bookmarks Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings
BT  Dashboard SXP Devices ) )
. — SGT Bindings ©

Context Visibility

Inbound & Outbound SGT

in Rul
.\ Operations Domain Rules

I SGT Bindings
' Policy

2 Administration

nl Work Centers

?) Interactive Help

Step 3.

© 2026 Cisco and/or its affiliates. All rights reserved.

This page displays all the configured SGT bindings, giving you an easy view of assigned primary SGTs, the source
of the learned data, and any workload classifications applied. You can review classification details and the
specifics of defined inbound & outbound SGT domain rules by clicking the corresponding column values.

Rows/Page 1 v 1 N 1 Total Rows
) SGT Domain filter Manage SGT Domain filters Filter v~
IP Address Primary SGT VN Learned From Learned .. SGTDc
X 11101 x
111.1.1.101/32 WEB_prod_EPG (3103/0C1F) DEFAULT_VN 111.30.0.85,172.23.203.121  Session default

Ensure IP binding is present in ACI EEPG SGT bindings.
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hay: .APIC anin @) @ OO @ O

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant prod | Infra | mgmt | staging

prod

ﬁ prod
= Summary Policy Health Faults
Applical
Contracts
& VXLAN Str
Sy
[ Bridge Domains
B VRFs Bindings SGT Name Campus SGT
B L20uts 2001:db8:51:1::400/128 Employees a
=] uts Employees 4
& L3-OUT-VRF1 Employees 4
cal Node Prof 25110 Employees 4
2001:db8:51:1::403/128 Employees 4
351 Employees 4
001:db8:51:1 Employees 4
3510.0.102/32 Employees 4

Step 4. Ensure consumed and provided contracts are assigned to EEPG and EPG.

dics APIC QOO OO

System nts (| Wirtual Networking

Admin Operations Integrations

| prod| infra | mgmt | staging

External EPG - Employees:ISE_Employees O
Summary Policy Operaticna Health Faults History
General Inherited Contracts Subject Labels EPG Labels
Healthy O & WK
Name + Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label
Consumed
3 Contract Typs: Contract
Allow_Al_Prod p tract nsumed Unspecified Formed

dics’ APIC @ QOGO

system [RCUCHCHE  Fabric Virtual Networking Admin  Operations  Integrations

| add seorch. | IR | o prod | infra | momt |

ging

Contracts o
ntras Inherited Contracts
0 & %
Name ~ Tenant Tenant Alias Contract Type Provided / QoS Class State Label Subject Label

Consumed

S Contract Type: Contract

ALLOW_WEB_SSH  prod Contract ided

Allow_All_Prod prod Contract Provided
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