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4900-4990 MHz frequency support for US and canada with
license enforcement

From UIW Release 17.16.1, the Cisco Catalyst IW9167E, IW9165D, and IW9165E APs introduces additional
support 4.9 GHz frequency band in URWB mode for Canada (-A) and -B (United States) domains.

When operating in the 4.9 GHz frequency bands for -A and -B domains, devices use 10 MHz and 20 MHz
channel bandwidths with 5 MHz channel spacing.

The 4.9 GHz frequency bands are available on both the radio slot 1 and slot 2 and is disabled by default.

)

Note The -A and -B domains do not support IEEE 802.11ax rates when operating in 4.9 GHz.
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. Enable 4900-4990 MHz frequency bands

Table 1: 4.9 GHz frequency bands supported for the 10 MHz and 20 MHz channel bandwidth

Channel Channel bandwidth (10 MHz) Channel bandwidth (20 MHz)
11 4945 NA

19 4985 NA

20 4950 4950

21 4955 4955

22 4960 4960

23 4965 4965

24 4970 4970

25 4975 4975

26 4980 4980

Enable 4900-4990 MHz frequency bands

Use this task to enable the 4.9 GHz frequency bands on the AP.
The IW Service sends the 4.9 GHz frequency band enablement configuration to the AP.

Procedure

Step 1 Configure the 4.9 GHz frequency band enablement using IW Service Cloud-Managed or offline deployment mode.

For more information on how to configure the 4.9 GHz band enablement from IW Service, see the Introduction to Industrial
Wireless.

Step 2 Use the configure dot11Radio interface 4.9G high-throughput enable command to enable 802.11an/ac rates. When
enabled, the radios are allowed to operate at higher rates, limiting the power profile.

Device# configure dotllRadio 1 4.9G high-throughput enable

Note
You can use the configure dot11Radio interface 4.9G high-throughput disable command to disable high-throughput.
When disabled, the radio interface operates only at 802.11a rates, unlocking high-power profile.

5855-5935 MHz frequency support

The Intelligent Transport Systems (ITS) frequency band is a radio spectrum allocation that
* spans 5875-5935 MHz and is subdivided for specific applications
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Restrictions for wireless frequency configuration .

* designates 5875-5915 MHz for Road ITS applications

» allocates 5915-5935 MHz for Urban Rail Systems, such as automatic train control systems
Communications-Based Train Control (CBTC), and

* requires license approval from the relevant national regulatory authority.

Channel allocation and power table specifications

From UIW Release 17.18.1, the Cisco Catalyst IW9167E, IW9165D, and IW9165E APs support the ITS
frequency band within the European regulatory domain (-E PID).

A new power table is introduced for the -E domain. This allows for various frequencies from 5860 MHz to
5930 MHz at 10 MHz intervals.

Table 2: 10 MHz channel allocation in the 5.9 GHz band

Channel width Frequency (MHz) Channel number
10 MHz 5860 172
10 MHz 5870 174
10 MHz 5880 176
10 MHz 5890 178
10 MHz 5900 180
10 MHz 5910 182
10 MHz 5920 184
10 MHz 5930 186

Restrictions for wireless frequency configuration

Here are some unsupported scenarios:

* The 5 MHz channel width option is not supported.

» Using frequencies from 5860 MHz to 5930 MHz is allowed only for customers who have obtained local
regulatory approval.

* 5930 MHz is not supported in the IW9165E AP in 17.18.1 release.

Enabling 5855-5935 MHz frequency bands

Summary

The key components involved in enabling 5855-5935 MHz frequency bands are:
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. Configure operating channel and bandwidth using CLI

* IW Service: Sends the 5.9 GHz frequency band enablement configuration to the access point and manages
the deployment mode selection

* Access Point (AP): Receives the configuration and initiates the frequency band activation process

* Deployment Modes: Cloud-Managed Mode and Offline Deployment Mode provide different configuration
approaches

Workflow
These stages describe the process to configure the 5.9 GHz frequency band using the IW service.
1. Choose one of the two available deployment modes for the IW Service

* Cloud-Managed Mode

* Offline Deployment Mode

2. Use the IW Service to enable the 5.9 GHz frequency band based on your selected deployment mode

3. The IW Service transmits the 5.9 GHz enablement configuration to the target AP.

Configure operating channel and bandwidth using CLI

Step 1

Step 2

Step 3

This task configures the operating channel and bandwidth settings for a dotl1Radio interface to optimize
wireless network performance.

Use this procedure when you need to set specific channel and bandwidth parameters for wireless radio interfaces
in your network configuration.

Procedure

Use the configure dot11Radio interface channel channel-id command to set the operating channel.

Example:

Device# configure dotllRadio 1 channel 172

Valid channel-id range is from 1 to 256.

Use the configure dot11Radio interface band-width bandwidth command to set the bandwidth.
Example:

Device# configure dotllRadio 1 band-width 10

Valid bandwidth is 10 MHz.

Use the configure dot11Radio interface maximum-link-length distancedistance {km| miles} command to set the
maximum wireless link distance the radio assumes for the dot11 radio interface.

Example:

Device# configure dotllRadio 1 maximum-link-length distance 70 km

Valid distance is 1-99.
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Configure operating channel and bandwidth using CLI .

The radio does not actually measure the peer's distance. Instead, it operates on timing assumptions tailored for links up
to the configured distance.

Use Cases
* Fixed outdoor URWB links
* Point-to-point links
* Point-to-multipoint fixed infrastructure links

* Longer-distance outdoor wireless paths

Impact on Radio Timing and MAC Behavior
The configured maximum-link-length affects timing-sensitive MAC behaviors, including:
* ACK timing
* Block ACK timing
* AMPDU behavior
» Long-distance propagation tolerance

* Rate-control interpretation of retries and loss

Conseguences of Misconfiguration

When the configured distance is set shorter than the physical distance, the radio's timing windows (slots) close before
the signal has physical time to travel the distance and return. This causes the radio to prematurely assume the packet was
lost, leading to:

» Excessive retries
* MCS fallback
» Lower effective transmit rates

* Rate-control getting stuck at a low rate

Example

If the maximum-link-length is configured as 3000 meters, the radio assumes timing suitable for links up to 3000 meters,
not that it has measured the peer at 3000 meters.

Proper configuration of this parameter is critical for optimal wireless performance, especially in fixed outdoor point-to-point
or point-to-multipoint deployments.

Step 4 Use the end command to return to privileged EXEC mode.

Example:

Device# end
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Validate operating channel and bandwidth using CLI

To validate radio channel and bandwidth, use the show command to display configuration parameters and
verify operational status.

Device# show dotllRadio 1 config

Interface: enabled
Mode: fixed infrastructure
Frequency: 5860 MHz
Channel: 172

Channel width: 10 MHz
Antenna number: 2

TX power level: 8

TX power: 2 dBm
Antenna gain: unselected
Maximum tx mcs: 9
High-efficiency: disabled
Maximum tx nss: 2

RTS protection: disabled
guard-interval: 800 ns

ampdu max length: 255
distance: 3000 m

The ampdu T

priority 0: enabled
priority 1: enabled
priority 2: enabled
priority 3: enabled
priority 4: enabled
priority 5: enabled
priority 6: disabled
priority 7: disabled
Enhanced Distributed Channel Access (EDCA) configuration
vo: ailfs=1 cw _min=2 cw max=3 txop=15
vi: aifs=1 cw_min=3 cw_max=4 txop=31
be: aifs=3 cw_min=4 cw_max=6 txop=31
bk: aifs=7 cw_min=3 cw max=4 txop=0
Passphrase: 33322£268bd38d6307fb52ffec9f515fe15303ac62ed375b397716bd810d511c
AES encryption: disabled
AES key-control: disabled
Key rotation: disabled
Key rotation timeout: 0 (second)
DFS region: E

DFS radar role: auto

Radar detected: 0

Indoor deployment: disable
Rx-SOP Threshold: 0 dBm (AUTO)
Max packet retries: 32
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Configure operating channel and bandwidth using GUI .

Configure operating channel and bandwidth using GUI

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

This task allows you to set the frequency range and channel width for wireless radio operations to ensure
optimal network performance.

Use this procedure when you need to configure wireless radio SETTINGS for your network device. This
configuration affects the radio's operating parameters and bandwidth allocation.

Procedure

Choose GENERAL SETTINGS > wirelessradio and go to Radio 1 Settings:

From the Role drop-down list, select Fixed or Fluidity.

From the Freguency (M Hz) drop-down list, select the frequency range. See Table 1 for a list of valid frequencies.
From the Channel Width (M Hz) drop-down list, select 10 MHz.

Click Save.

(Optional) Choose MANAGEMENT SETTINGS > status. This page displays the status of radio channel, bandwidth
configuration, and specific information of each wireless interface.

UNII-3 band with DFS support

Dynamic Frequency Selection (DFS) is a wireless communication feature that scans for radar signals in
real-time, automatically adjusts the frequency on a DFS-enabled radio to avoid interference with radar systems,
and ensures coexistence with radar systems, especially in the 5 GHz frequency band. DFS is a regulatory
requirement for devices operating in the 5 GHz band to prevent interference with critical radar systems, such
as weather or military radars.

The Unlicensed National Information Infrastructure (UNII-3) frequency band is part of the radio frequency
spectrum ranging from 5725 MHz to 5825 MHz, as defined by the US Federal Communications Commission
(FCC).

UNII-3 frequency band support in Great Britain

From Cisco UIW Release 17.18.1, the Cisco Catalyst IW9165D and IW9167EH APs support the UNII-3 band
with DFS channels. These channels range from channel 149 (5745 MHz) to channel 165 (5825 MHz) under
the country code GB in the Rest of the World (ROW) regulatory domain (-ROW PID).

Table 3: UNII-3 band support on Cisco Catalyst IW9165 and 9167 APs (Great Britain)

Cisco UIW Release |Access Points Regulatory Domain | Country Code Frequency Range
17.18.1 IW9165D -ROW GB 5745 to 5825 MHz
IW9167EH
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. How DFS works

Table 4: Supported UNII-3 band channels (Great Britain)

Channel Number Center Frequency (MHz)
149 5745
153 5765
157 5785
161 5805
165 5825

How DFS works

Workflow
These stages describe how the DFS process works:

1. Radar signal scanning: DFS-enabled radios continuously monitor the operating frequency band for radar
signals to ensure compliance with regulatory requirements.

2. Radarssignal detection: If a radar signal is detected, the device identifies the specific frequency being used
by the radar.

3. Frequency avoidance: The radio dynamically selects and prepares to switch to a new frequency within
the allowed spectrum to avoid interference with the radar.

4. Channel availability check: Before switching, the device performs a channel availability check to confirm
that the new frequency is clear of radar signals or other interference.

5. Seamless communication: Once the new frequency is validated, the device switches to it and resumes
normal communication without disrupting network operations.

Benefits

APs operating in the UNII-3 band provide enhanced wireless connectivity and performance advantages in
radar environments.

APs operating in the UNII-3 band
» operates within the 5.8 GHz frequency range of 5745 MHz to 5825 MHz

* helps to avoid radar interference by switching frequencies, and

* improves wireless connectivity and performance in radar environments.

Restrictions for UNII-3 band with DFS support

These are the restriction for the UNII-3 band with DFS support.
* Supports 10 MHz and 160 MHz channel width only.
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Configure DFS channel .

* Use of 5.8 GHz frequencies from 5745 MHz to 5825 MHz is permitted only for customers with local
regulatory approval.

Configure DFS channel

Step 1

Step 2

Configure the DFS (Dynamic Frequency Selection) channel to enable wireless operation on specific regulatory
frequencies.

Use this procedure to configure the DFS channel. DFS channels allow wireless devices to operate on specific
frequencies while avoiding interference with radar systems.

Before you begin
Ensure that the device's regulatory domain is ROW.

Follow these steps to configure DFS channel:

Procedure

Use the configure countrycode country-code command to set the country code.

Example:

Device# configure countrycode GB

(Optional) Use the show controllersdot11Radio radio frequency command to verify the UNII-3 band with DFS support
channels.

Example:

Device# show controllers dotllRadio 1 frequency

wifil Link encap:Ethernet HWaddr 8C:84:42:92:EA:CO
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:2699
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

Configured Frequency: 5745Mhz Channel: 149 20MHz (DFS enabled)

Serving Frequency: 5745Mhz Channel: 149 20MHz

Allowed Frequency: * Dynamic Frequency Selection (DFS) only
*5500MHz (100) *5520MHz (104) *5540MHz (108) *5560MHz (112) *5580MHz (116) *5600MHz (120) *5620MHz (124)
*5640MHz (128)
*5660MHz (132) *5680MHz (136) *5700MHz (140) *5745MHz (149) *5765MHz (153) *5785MHz (157) *5805MHz (161)
*5825MHz (165)

Configure operating channel using CLI

Configure the operating channel for wireless devices to operate in the 4.9 GHz frequency band with URWB
mode support.
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. Configure channel bandwidth from CLI

From UIW Release 17.15.1, the Cisco Catalyst IW9167E, IW9165D, and IW9165E AP supports 4.9 GHz
frequency band in URWB mode for -Q domain (Japan). When operating at 4.9 GHz frequency band, the
device supports only 20 MHz channel bandwidth.

The -Q domain supports 802.11ax rates when operating in 4.9 GHz.

Table 5: Supported channels and frequencies for the 4.9 GHz band

Channel number Frequency (MHz)
184 4920
188 4940
192 4960
196 4980
Procedure
Step 1 Use the configure dot11Radio interface command to configure the wireless device with radio interface number.

Example:

Device# configure dotllRadio 1

The valid values are 1 and 2.

Step 2 Use the configure dot11Radio interface channel channel-id command to set the operating channel id.

Example:

Device# configure dotllRadio 1 channel 192

The valid range for the channel is 1 to 256.

Step 3 Use the end command to return to privileged EXEC mode.

Example:

Device# end

Configure channel bandwidth from CLI

This task configures the channel bandwidth for radio interfaces to optimize wireless network performance
and manage spectrum usage.

Channel bandwidth configuration is performed on radio interfaces to set the appropriate bandwidth for wireless
communication. Different radio interfaces support different bandwidth options depending on their capabilities.
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Step 1

Step 2

Step 3

Validate operating channel and bandwidth from CLI .

Procedure

Use the configure dot11Radio interface command to configure the radio interface number.

Example:

Device# configure dotllRadio 1

The valid values are 1 and 2.

Use the configure dot11Radio interface band-width bandwidth command to set channel bandwidth.

Example:
Device# configure dotllRadio 1 band-width 20

* Radio 1 supports 20, 40, and 80 MHz bandwidths.
* Radio 2 supports 20, 40, 80, and 160 MHz bandwidths.

Use the end command to return to privileged EXEC mode.

Example:

Device# end

Validate operating channel and bandwidth from CLI

To validate radio channel and bandwidth, use the show command shown in the example:

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5785 MHz

Channel : 157

Channel width : 40 MHz

Configure radio channel and bandwidth from GUI

Configure Radio channel and bandwidth to set the operating channel ID, Radio mode as Fluidity or fixed
infrastructure and set the Radio frequency range and bandwidth.

Use this configuration to optimize wireless network performance by properly setting radio parameters for
your environment.
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Procedure

Radio Channel and Bandwidth |

Step 1 Configure Radio channel and bandwidth to set the operating channel ID, Radio mode as Fluidity or fixed infrastructure
and set the Radio frequency range and bandwidth.

N
Cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service [ ormiine |
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS:

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

The following image shows the configuration of Radio channel and bandwidth:

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO
Wireless Settings
*Shared Passphrase" is an alphanumeric string or special characters excluding ‘[apex] *[double apex] '[backtick]

$ldollar] =[equal] \{backslash] and whitespace (e.g. “mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same natwork.

Shared Passphrase: CiscoURWB
In order 1o establish a wireless connection between Cisco URWE units, they need Lo be operating on the same
frequency.
Radio 1 Settings
Role: Fixed
Frequency (MHz): 5260
Channel Width (MHz): 20
Radio 2 Settings
Role: Fixed

Frequency (MHz): 5180

Channel Width (MHz): 80

Reset l Save

- reboot
- logout
Step 2 Following image shows the status of Radio channel and bandwidth configuration and specific information of each wireless
interface.
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ULTRA RELIABLE

WIRELESS BACKHAUL

IW Service [ ormiine |
IW Monitor

GENERAL SETTINGS
- general mode
- wireless radio

- antenna alignment and stats

NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
=snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
- reboot

-logout

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

Geial vr i INEUUOULN
Operating Mode: Mesh Point
Uptime: 4 days, 16:23 (hh:mm)
Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.118
Netmask: 255.255.255.0
MAC address: 40:36:5a:15:c9:58
Configured MTU: 1530
WIREDO

Status: up

Speed: 1000 Mb/s
Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Passphrase: CiscoURWB-118
Operating region: B

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5260 MHz
Channel: 52

Channel Width: 20 MHz
Current tx power; 25 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5180 MHz
Channel: 36

Channel Width: 80 MHz
Current tx power: 19 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

©2023 Clsco andlor its affiliates. All rights reserved.

Configure VLAN SETTINGS

Configure VLAN SETTINGS to enable the access point to connect to VLANs within the local wireless
network using specific management and native VLAN identifiers.

Step 1

Configure VLAN SETTINGS .

Default VLAN configuration parameters for the access point are:

Parameter

Default value

Management VLAN ID (MVID)

Native VLAN ID (NVID)

Procedure

In the ADVANCED SETTINGS, click VLAN SETTINGS.

The VLAN SETTINGS window appears.
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. Rules for packet management

Step 2
Step 3

Step 4
Step 5

VLAN SETTINGS

When the Native VLAN is enabled (VID != 0), untagged packets received on the trunk port will be assigned to
the specified VLAN ID. When disabled (VID = 0), VLAN trunking will operate according to the IEEE 802.1Q
standard, i.e. only tagged packets will be allowed on the port (including those of the management VLAN).

VLAN Settings
Enable VLANs: []

Management VLAN ID: 1

<>

Native VLAN ID: 1

=

Check the Enable VL ANs checkbox to connect the access point to a VLAN that is part of the local wireless network.

<>

Enter the management identification number of the VLAN in the Management VLAN ID field.
For detailed info about VLAN SETTINGS and packet management, see Rules for Packet Management.

Note
The same M anagement VLAN I D must be used on all the access points that are part of the same mesh network.

Enter the native identification number of the VLAN in the Native VLAN | D field.
Click Save.

Rules for packet management

This topic provides the rules for packet management in traffic management scenarios, including classification
parameters for incoming and outgoing data packets.

Traffic management

The incoming data packets are classified based on these parameter values:

Table 6: Access port rules management for incoming packets with an access point in smart mode

Untagged packet If native VLAN is ON, then the packet is allowed
(tagged with NVID) If native VLAN is OFF, then the
packet is dropped

Tagged packet (any VID without any check) Packet allowed with original tag

Table 7: Access port rules management for outgoing packets with an access point in smart mode

Packets from the access points (for example: IW Packet tagged with MVID
Service interface)
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Configure Fluidity using GUI .

Signaling traffic Packet tagged with MVID

Tagged with valid VID (1-4094), but not with NVID | Packet allowed (tagged)

Tagged with null VID (0) or NVID Packet allowed (untagged)

\}

Note The packets transmitted through the Cisco VIC SFP+ interface is always tagged with a VLAN header. The
interface transmits outgoing packets are classified as untagged with an IEEE 802.1p header with a VLAN ID
tag of 0.

Configure Fluidity using GUI

Procedure

Step 1 In the GENERAL SETTINGS, click wirelessradio .
The WIRELESS RADI O window appears.

atfrar] e
CIsCo Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

IW Service ortine WIRELESS RADIO
IW Monitor Wireless Settings

*Shared Passphrase” is an alphanumeric siring or special characters excluding ‘fapex] "[double apex] ‘[backlick]
GENERAL SETTINGS ${dollar) =[equall \[backsiash] and whitespace (e.g. "mysecurecamner’) that indenlifies your network. It MUST be
the same for all the Cisco URWB units belonging (o the same network
- general mode
wireless radlio Shared Passphrase: PASSWORD
- antenna alignment and stats

In order to establish a wireless connectien between Cisco URWB units, they need to be operating on the same
NETWORK CONTROL . 4 peraing

frequency.

- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings Role: Fluidity v
- static routes

- allowlist / blocklist
- multicast

Frequency (MHz): 5180 v

Channel Width (MHz): 80 v
~snmp
- radius Radio 2 Settings
-nt
. Role: Disabled v

- 12tp configuration

- vian settings

- Fluidity o
esel
- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

- logout
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Step 2 Choose Fluidity from the Role drop-down list.
Step 3 In the ADVACED SETTINGS, click Fluidity .

The FLUIDITY window appears.
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. Configure Fluidity using GUI

Step 4

Step 5

In the Fluidity Settings, choose a Unit Role from the drop-down list:

« Infrastructure

* Infrastructure (wireless relay)

* Vehicle

Note

* Vehicle ID must be unique among all the mobile devices installed on the same vehicle.

* Devices installed on different vehicles must use different Vehicle IDs.

Check the Automatic Vehicle ID check box to automatically set the Vehicle ID for mobile units.

]
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service w

IW Monitor

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.
The unit must be set as Infrasiructure when it acts as the entry point of the infrastructure for the mabile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this perating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units

‘The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit s configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicies must use different Vehicie IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadeast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Vehicle ~

Automatic Vehicle ID: [_] Enable

Vehicle ID:| 1234

Network Type: Flat v

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment, Please do not alter this settings unless you have read the manual first and you know what you are
doiny

The Handoff Logic controls the algorithm used by a mobile radio to selact the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried

Handoff Logic: Standard hd

©2022 Cisco andlor Its affiliates. All rights reserved.
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ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service w
IW Monitor

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools

ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY

Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.
The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and itis connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireloss relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbane as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mabile. Vehicle 10 must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicies must use different Vehicie IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 reuting domeains.

Unit Role:  Vehicle ™

Automatic Vehicle 1D: [% Enable

Configure Fluidity using GUI .

multicast Network Type: Flat v
~snmp
5 The following advanced settings allow to fine-tune the performance of the systern depending on the specific
- radius enviranment. Please do not aller this settings unless you have read the manual first and you know what you are
~ntp

“The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connact
- 12tp configuration to. In Nermal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

-vlan settings
=« Fluidity Handoff Logic: Standard v
-misc settings
- smart license
MANAGEMENT SETTINGS

- remote access.

- firmware upgrade

- status.

- configuration settings
- reset factory default

= reboot

- logout

©2022 Cisco and/or its affiliates, All rights reserved.

The Fluidity configuration is applied. The following images illustrate the wireless interface configured in
infrastructure mode and the requirement that both radios must be configured as Fluidity when the role is set
to Vehicle.

Him
Cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

IW Service @ WIRELESS RADIO
IW Monitor Wireless Settings

*Shared Passphrase" is an alphanumeric string or special characters excluding '[apex] "[double apex] ‘[backtick]
GENERAL SETTINGS $ldollar] ={equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network
- general mode
i Shared Passphrase: PASSWORD
= antenna alignment and stats

NETWORK CONTROL In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

frequency.

- advanced tools Radio 1 Seftings

ADVANCED SETTINGS

- advanced radio settings Role:  Fluidity h

- static routes

~allowlist / blocklist Rretiser ek, D150 Y

- multicast Channel Width (MHz): 80 v

- snmp

- radius Radio 2 Settings

-ntp .
. Role: Disabled ~

- 12tp configuration

- vian seftings

- Fluidity
Save
- misc settings -

- smart license
MANAGEMENT SETTINGS
=remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
=reboot

- logout

© 2022 Cisco andlor its affliates. All rights reserved.
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. Configure Fluidity using GUI

afra]en
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service w
IW Monitor Disabled
GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I2tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

- logout

The following image
interface is configure
cannot be selected.

11D
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

IW Service @
IW Monitor

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout
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Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicies
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireloss relay) ONLY when it is used as a wireloss relay agent to other
Infrastructure units. I this operating mode, the unit MUST NOT be connected to the wired network backbone as
itwill use the wireless connection to reiay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicies must use different Vehicie IDs.

The Network Type filed must be set according o the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if thay are
organized as different layer-3 routing domains.

Unit Role: Infrastructure

Network Type: v

Flat
The following advanced setiings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing,

‘The Handoff Logic controls the algorithm used by a mobile radio to Select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic:  Standard 24

save

©2022 Ciseo andlor Its affillates. All rights reserved.

shows, both radios must be configured as Fluidity for role Vehicle. if one wireless
d in fixed mode and the other one is configured in Fluidity mode then unit role Vehicle

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH POINT MODE

WIRELESS RADIO

Wireless Settings
“Shared Passphrase" is an alphanumeric string or special characiers excluding Tapex] “[double apex] ‘(backtick]
${dollar] =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network.

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: Fixed v
Frequency (MHz): 5260 v
Channel Width (MHz): 20 v
Radio 2 Settings
Role: ~
Frequency (MHz): 5500 v
Channel Width (MHz): 80 ~

©2023 Cisco andlor lts affllates. All rights reserved.
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10.115.11.118 says

Error: unit role vehicle is not compatible with radio configuration.

DARNRIAN]
I I Both radios must be configured as fluidity for role vehicle.

cisco

ULTRA RELIABLE

WIRELESS BACKHAUL “

IW Service m Configuration contains changes. Apply these changes? Discard Review
IW Monitor Disabled

or

GENERAL SETTINGS FLUIDITY
- general mode
g9 Fluidity Settings
- wire radi
ireless radio The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle,

- antenna alignment and stats The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit

NETWORK CONTROL must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as

- advanced tools it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobille. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unigue among all the mebile units installed on the same vehicle. Unit
- advanced radio settings installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
- static routes the infrastructure networks belong 1o a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

ADVANCED SETTINGS

- allowlist / blocklist

-snmp Unit Role: Vehicle v
-radius N
Automatic Vehicle ID: & Enable
-ntp
- ethernet filter Network Type: Flat v
- 12tp configuration The following advanced settings allow to fine-tune the performance of the system depending on the specific
- vian settings environment. Please do not alter this settings unless you have read the manual first and you know what you are
doin

- Fluidity The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point 1o connect

. . 0. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mede, the mobile
- misc settings radio prefers the point which provides the best balance between signal strangth and amount of traffic carried
MANAGEMENT SETTINGS .

Handoff Logic: Standard v

-remote access
- firmware upgrade
- status

- configuration settings
- reset factory default

- reboot

- logout

©2023 Clsco andor its affiliates. All rights reserved.

Configure fluidity using CLI

Configure Fluidity mode on radio interfaces to enable enhanced wireless connectivity and performance for
vehicle communications.

Fluidity mode is configured on radio interfaces to support specific communication roles.
Before you begin
Follow these steps to configure fluidity using CLI:

Procedure

Step 1 Use the configuredot11Radio interface modefluidity command to configure Fluidity mode on the desired radio interface:

Example:
configure dotllRadio 1 mode fluidity

Note
At least one radio interface should be in Fluidity mode.

Step 2 For Vehicle role, configure both radios in Fluidity mode:

Example:

configure dotllRadio 1 mode fluidity
configure dotllRadio 2 mode fluidity

Radio Channel and Bandwidth
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. Configure fluidity role using CLI

If the desired Fluidity role is Vehicle both radios should be in Fluidity mode.

Configure fluidity role using CLI

Step 1

Step 2

Step 3

Step 4

Configure the Fluidity role to establish whether the device operates in infrastructure mode, vehicle mode, or
as a wireless relay.

The Fluidity role determines how the device functions within the network topology. Infrastructure mode
provides fixed network services, while vehicle modes support mobile connectivity with automatic or manual
ID selection.

Procedure

Use the configure fluidity id command to configure the Fluidity role (infrastructure or mobile).

Example:
Device# configure fluidity id

Use the configurefluidity id [vehicle-auto| infrastructur € vehicle-id| wireless-relay] command to configure Fluidity
id mode.

Example:

Device# configure fluidity id wireless-relay

Mode is one of the following values vehicle-auto - vehicle mode with automatic vehicle ID selection vehicle ID -
(alphanumeric) vehicle mode with manual ID. infrastructure - infrastructure mode wireless-relay - wireless infrastructure
with no ethernet connection to the backhaul

Use the end command to return to privileged EXEC mode.
Example:

Device# end

Use the write command to save the configuration.

Example:

Device# write

Configure fluidity coloring

Fluidity coloring enables wayside or outside devices (Fluidity infrastructure devices) to be given specific
color codes to enhance or drive the handoff process. With the standard configuration handoff decision is made
based on received signal strength indication (RSSI).

Typical use case: When a train is travelling on one side of the track in one direction (metro line with single
tunnel for both track directions) and does not need to connect to the access point located on the opposite side

. Radio Channel and Bandwidth
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of the tunnel, so mark the access point on each side with a different color to prevent occasional handovers to
infrastructure devices on the opposite track.

Fluidity Coloring is introduced from UIW Release 17.12.1. The painter is a key role for wayside or outside
device (Fluidity infrastructure device).

This image explains the Fluidity coloring logic and painter is a key role for wayside or outside device (Fluidity
infrastructure device):

Figure 1: Fluidity coloring

= =
= >
S \\ I
Do not parform handolt: Do not perform handod: \/
ailorent color COLOR CODE 2 = cillerant color COLOR CODE 2
— = ® =
= > =

No color code assigned. S | /
pearform handolf and get
color code from painter Parform handofl. Paviorm handol. |

COLOR CODE1

The process of Fluidity coloring as follows:

* Based on the color code, painter notifies the Fluidity vehicle device which Fluidity infrastructure devices
are suitable for the handoff.

* The Fluidity vehicle device ignores the color settings and continues to use the standard handoff mechanism
(based on RSSI level) until it detects a painter.

* Once the Fluidity vehicle device completes the handoff on a Fluidity infrastructure device with the painter
configuration, it starts considering only Fluidity infrastructure devices with the same color code or other
painters Fluidity infrastructure devices.

* Multiple Fluidity infrastructure devices acting as painters are allowed.

The following table explains the Fluidity color role and its corresponding options:

Table 8: Fluidity coloring role

Fluidity Coloring Role Options

Wayside painter (Fluidity infrastructure device) Only one color code can be assigned to a Fluidity
infrastructure device configured as a painter

Wayside standard (Fluidity infrastructure device) A non-painter Fluidity infrastructure device can be
configured with multiple color codes

Fluidity vehicle Only one color can be assigned to Fluidity vehicle
device

Procedure

Step 1 Use the configure fluidity color mode {disabled | enabled} command to configure the Fluidity color mode.

Radio Channel and Bandwidth .
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. Configure fluidity coloring

Step 2

Step 3

Step 4

Example:

Device# configure fluidity color mode enabled

Use the configure fluidity color value command to configure the Fluidity color value.

Example:

Device# configure fluidity color
WORD quoted list of colors from 1 to 7 or "p X" for painter (for example: "1 2 6","4", "p 1"). "clear"
to reset

Example (painter):

Device# configure fluidity color mode enabled
Device# configure fluidity color value "p 1"
Device# write

Device# reload

Example (non-painter):

Device# configure fluidity color mode enabled
Device# configure fluidity color value "3 4 5"
Device# write

Devie# reload

Example (clear):

Device# configure fluidity color value clear

Use the show fluidity config command to verify the Fluidity color configuration.

Example (painter):

Device# show fluidity config

Color: enabled, current: p 1

Example (non-painter):

Device# show fluidity config

Color: enabled, current: 3 4 5

Example (clear):

Device# show fluidity config

Color: enabled, current: O

Use the configure fluidity color rssi-threshold threshold command to configure fluidity coloring RSSI threshold.

Example:

. Radio Channel and Bandwidth
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Device# configure fluidity color rssi-threshold
<0-96> COLOR RSSI_ THRESHOLD

Device# configure fluidity color rssi-threshold 55

The Fluidity vehicle device temporarily ignore the Fluidity coloring settings if there is a coverage hole and the current
RSSI is less than the configured RSSI threshold. In this case, the Fluidity vehicle device retain it's Fluidity coloring
settings and ignores them until it receives a handoff from a Fluidity infrastructure device that has the current color code.
The Fluidity vehicle device resets its Fluidity coloring settings to the default value (no color) after four consecutive
handoffs on a Fluidity infrastructure device with color codes differs from the present value.

Step 5 Use the show fluidity config command to verify the fluidity coloring RSSI threshold configuration.

Example:

Device# show fluidity config

Color: enabled, current: O
Color min RSSI threshold: 55

Radio Channel and Bandwidth .
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