Troubleshoot Wireless Speed | ssues

Contents

Introduction
Prerequisites
Requirements
Components Used
Speed Issuesin Wir eless Networ k
Checks on Client Devices
Configuration Checks on WLC
Use Case 1 - Data Rates

Use Case 2 - Regulatory Domain
Use Case 3 - Band Select
UseCase4 - 802.11K

Use Case 5 - Channel Width

Use Case 6 - QoS

I ntroduction

This document describes multiple use cases and configurations on Wireless Local Area Network (LAN)
Controllers (WLCs).

Prerequisites

Requirements

Cisco recommends that you have knowledge of WL Cs along with basic knowledge of Routing and
Switching.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.




Speed Issuesin Wireless Networ k

Wireless Local-Area Network (WLAN) speed issues can be caused by avariety of factors, both on the
wireless network and on client devices. Troubleshooting these issues requires examining both the network
and devices. When working with WLCs, there are several configuration checks you must perform to ensure
your wireless network is optimized for speed and performance. These are some checks that can be
completed on both the WL C and the client side.

Checkson Client Devices

The most important thing to check on the client machineis signal strength.

1. Signal Strength: Check the Wi-Fi signal strength on the client device. If the signal isweak, the
device can have trouble connecting or can experience slow speeds. Move closer to the wireless access
point (AP) or Wi-Fi router to seeif the signal improves.

2. Signal Strength and SSID check on Windows Machine: Start by checking the client devices
experiencing slow network performance. Verify clients who are connected to the correct wireless
network and they have astrong signal.

C:\Users R netsh wlan show interfaces|
There is 1 interface on the system:

ETTS : Wi-Fi

Description : Intel(R) Wi-Fi 6 AX201 160MHz
GUID : cef8e258-3571-UcTe—-afec—-alfcb5b852d5
Physical address : bc:6e:e2:b0:53:33

Interface type : Primary

State : connected

SSID

BSSID :at:97:0a:

Network type : Infrastructure

Radio type : 802.11lac

Authentication : WPA2-Personal

Cipher : CCMP

Connection mode : Profile

Band : 5 GHz

Channel : 36

Receive rate (Mbps) : 702
“Transmit rate (Mbps) : 585

Signal : 86%
“Profile - -




3. Signal strength and SSID check on MacBooks: On Macs, checking the Wi-Fi signal strength is a one-
click operation. Press and hold the option key while clicking the Wi-Fi icon in the menu bar at the top. You
can see the Wi-Fi signal strength (RSSI value in dBm) alongside a host of other network-related infoin a
drop-down menu.

Known Networks

e .

IP Address: 192.168.0.103
Router: 192.168.0.1

Security: WPA/MWPAZ Persona
BSSID; ac;84:c6:f5:f8:4¢
Channel: 1 (2.4 GHz, 20 MHz)
Country Code:

Noise: -85 dBm

Tx Rate: 144 Mbps

PHY Mode: 802.11n

MCS Index: 15

MNES: 2

Sgnal Strength for MAC

Configuration Checkson WLC

Here are afew use cases related to slowness issues due to configuration issues on WLCs:

Use Case 1 - Data Rates

Data rates refer to the transmission speeds that wireless devices can communicate with the network. These
datarates are typically measured in megabits per second (Mbps) and vary based on the wireless standards
and technol ogies supported by the WLC. One of the major reasons for slownessis due to lower data rate
statuses set to mandatory and the supported states.

Cisco recommends disabling low data rates on wireless networks to improve performance and efficiency.
Thisis because client devices can connect at higher data rates, which results in faster speeds and better
performance.

Note: It iscrucia to thoroughly assess the impact and compatibility of this change with your client
devices.




1. Default data rate configuration:

» By default, lower data rates are set to mandatory and supported states.
» To view the parameters set for a particular radio on awireless controller, navigate to the GUI of the
controller, select the WIRELESS tab, and then select the desired radio.

MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless 802.11a Global Parameters
w Access Points
All APs General Data Rates**
» Radios
802.11afn/ac/ax §02.11a Network Status Enabled & Mbps
802.11b/g/n/ax
Dual-Band Radios Beacon Pericd (millisecs) |1t}0 | 9 Mbps
Dual-5G Radios .
Global Configuration Fragmentation Threshold (bytes) | 2348 | 12 Mbps
» Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |2(}G | 24 Mbps
» AP Group NTP RSSI Low Check [ Enabled 36 Mbps
- ;Rg?qIJThreshold {-80 to -50 |—8Gl | 48 Mbps
- 54 Mbps
RF Profiles 802.11a Band Status
FlexConnect ;
Groups Low Band Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled . B
E:;ﬁ:;::}:iﬂ sl TWT Configuration ***
Network Lists BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color ([ enabled Broadcast TWT Support Enabled
Metwork

Default Data Ratesin 5 GHz Radio




CISCO

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

Wireless 802.11b/g Global Parameters
+ Access Points
All APs General Data Rates**
» Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled 1 Mbps
802.11bfg/nfax
Dual-Band Radios 802.11g Support Benabled 2 Mbps
Dual-5G Radios . period (mill |lDD 5.5 Mb -
Global Configuration Eachin:Rerind finilisecs) = P
» Advanced Short Preamble Enabled 6 Mbps
Fragmentation Threshold
et (btes) [2346 9 Mbps Supperted v
b AP Group NTP DTPC Support. Enabled 11 Mbps
» ATE Maximum Allowed Clients |2IJD 12 Mbps
RE Profiles RSSI Low Check [ Enabled 18 Mbps _m
RSSI Threshold (-850 to -S0
FlexConnect dBm) |'BU | 24 Mbps Supported ¥
Groups 36 Mbps
CCX Lecation Measurement
¥ FlexConnect ACLs 48 Mbps
FlexConnect VLAN Mode Uenabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration **#*
v E:::\iflkal n/ac/ax BSS Coler [ Enabled Target Waketime Enabled
- REM Broadcast TWT Support Enabled
RF Grouping

Default Data Ratesin 2.4 GHz Radio

Fix:

Y ou can disable and enable the required data rates either by using CLI or GUI:

1. Stepsto perform through CLI for radio 802.11b:

config 802.11b disable network
config 802.11b 11gSupport enable
config 802.11b 11nSupport enable
config 802.11b rate disabled 1
config 802.11b rate disabled 2
config 802.11b rate disabled 5.5
config 802.11b rate disabled 11
config 802.11b rate disabled 6
config 802.11b rate disabled 9

config 802.11b rate mandatory 12



config 802.11b rate supported 18
config 802.11b rate supported 24
config 802.11b rate supported 36
config 802.11b rate supported 48
config 802.11b rate supported 54

config 802.11b enable network

2. Disable/Enable through GUI:

» To change the datarates for a wireless network on awireless controller, navigate to the GUI of the
controller, select the Wir eless tab, then select 802.11b/g/n/ax, then select the Network tab, and
finaly select the desired option for Datarates (Disabled, Supported, or Mandatory.)

3. Steps to complete for CLI for radio 802.11a:

config 802.11a disable network
config 802.11a 11nSupport enable
config 802.11a 1lacSupport enable
config 802.11a rate disabled 6
config 802.11a rate disabled 9
config 802.11a rate disabled 12
config 802.11a rate disabled 18
config 802.11a rate mandatory 24
config 802.11a rate supported 36
config 802.11a rate supported 48
config 802.11la rate supported 54

config 802.11a enable network

4. Disable/Enable through GUI:



» To change the datarates for a wireless network on awireless controller, navigate to the GUI of the
controller, select the Wireless tab. Then select 802.11a/n/ac/ax and select the Networ k tab. Select
the desired option for Data rates (Disabled, Supported, or Mandatory.)

5. Post verification check:

CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS  HELP
rS
Wireless 802.11b/g Global Parameters
+ Access Points
All APs General Data Rates™*
= Radios
802.11a/n/ac/ax 802.11b/g Network Status Enabled L Mbps
802.11b/a/n/ax
Dual-Band Radios 802.11g Support Eenzbled 2 Mbps
Dual-5G Radios B Beriod Coili [100 | 5.5 Mb i R
Global Configuration N g : P
» Advanced Short Preamble Enabled & Mbps
e (F;:?;r;)entatlon Threshold |2346 | 9 Mbps
} AP Group NTP DTPC Support. Enabled 11 Mbps
b ATE Maximum Allowed Clients [200 | 12 Mbps
B o RSSI Low Check [ Enabled 18 Mbps
RSSI Threshold (-60 to -20
FlexConnect dBm) |'SD | 24 Mo Sugposted ¥
Groups 35 Hbps
CCX Location Measurement
b FlexConnect ACLs 48 Mbps
FlexConnect VLAN Mode Uenabled 54 Mbps
Templates
Network Lists BSS Color Configuration *** TWT Configuration ***
w 802.11a/n/ac/ax BSS Color ] Enabled ThngeE WaksH iy
Network
« RRM Broadcast TWT Support Enabled
RF Groupina

Recommended Data Rates on Radio 802.11 b




CISCO MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless 802.11a Global Parameters
v Access Points
All APs General Data Rates**
» Radios : ik
532-11_5'-"”-"3':"'3’( 802.11a Network Status Enabled & Mbps
802.11b/g/nfax
Dual-Band Radios Beacon Period (millisecs} | 100 | 9 Mbps
Dl 35 Kenlhos F tation Threshold (byt [2345 | 12 Mb i v
Global Configuration ragmentation Threshold (bytes) ps
b Advanced DTPC Support. Enabled 18 Mbps
Mesh Maximum Allowed Clients |200 | 24 Mbps
» AP Group NTP RSSI Low Check (] Enabled 36 Mbps
v Kt EBS?HI]ThrEShD1d {-60 to -90 |_80 | 48 Mbps
RF Profiles 802.11a Band Status =g [Supported v |
FlexConnect :
Croups o Eand Enabled CCX Location Measurement
b FlexConnect ACLs Mid Band Enabled Mode (] Enabled
High Band Enabled . 2
;Len):;?;'ltr;ct sl TWT Configuration ***
Network Licts BSS Color Configuration *** Target Waketime Enabled
+ 802.11a/n/ac/ax BSS Color ) Enabled Broadcast TWT Support Enabled
Metwork

Recommended Data Rates on Radio 802.11 a

Use Case 2 - Regulatory Domain

Each country hasits own regulatory body that governs the usage of wireless spectrum to avoid interference
and ensure efficient wireless communications. However, there are countries with the same regulatory
domain that often share similar rules and regulations related to wireless communication, including frequency
bands, power levels, and other parameters. This harmonization allows devices that are compliant with the
regulations of one country to operate seamlessly in another country within the same regulatory domain.

When aregulatory domain is not supported, it means a specific wireless device or technology is not
compliant with the rules and regulations set by the regulatory authority of a particular country or region.

In this scenario, it is essential to ensure the controller is correctly configured to handle access pointsin
different regulatory domains. When access points from China are incorrectly mapped with the country code
for India, it can lead to non-compliance issues and Radio slot 1 displays with a"not supported” regul atory
domain status.

Y ou can detect thistype of issue when you observe users at the site solely connected to 802.11b (2.4 GHz),
and the operational status of Radio 1 (802.11a) isinoperative.

These are the steps for identifying and resolving issues caused by incorrect country code mapping:



1. Verify the status of radio slots by accessing the Status section and navigate to wireless> AP > <desired AP> >
Interfaces. Check for the Regulatory Domain: Not Supported.

All APs > Dotails for

[ - = | migh s -2 | 1
Eihomat Intarlaces
SO Condiguaration
e R L facss 0P S1ate
a
1 =
Crpmrational Slalus  Tu Unscest Fackels e Undcast Fackels  Tu oo Unicast fackiets e Moo Lnbkcast S bels
ue Az%01 1440660 Aw04z 3s71327
Do ATREDETIHD o 3 o
Hadio Intartaces
Musnber of Radus Eobeiaoss 2
S Coliauration
asbo Share o S1ane
a =
(]
Haden Slot®  Radio Intecfson Typs Modals Typs Sl Band Ademin Status Opor Status Clnanmir 1 Admin Status  Cheantir/ 51 Oper Status v Domain
a B3 abdan - - Enabie DOWN Enable DOWN Supparted
1 BEX. 1 Laln e - . Cralde CErwWn Enalde DOWN (MOl Sirpeedi T
LAM Ports

802.11 a Radio Down Dueto Regulatory Domain Support Issuein the Access Point Operation
Country

2. Ensure the Admins status is in the Enable state:

MONITOR. WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless 802.11a/n/ac/ax Cisco APs > Configure

+ Access Points

All APs
» Radios

802.11a/n/acfax General
802.11b/g/nfax
Dual-Band Radios AP Mame e ——
Duzal-5G Radios Adiiiiy:Statie e

Global Configuration

b Advanced Operational Status DOWN
Slot = 1
Mesh

Admin Status of the Access Point on Radio 802.11 a

3. Ensure the Country code of the APsresided location is Enabled under Wireless > Country:




CISCO MONITOR  WiLAN: CONTROLLER - WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP

Wireless Country
* Access Points
All AP List of access pomnt models and protocols supported per
= Radios gountry and requiatory demain
B2 11afnacs ax
802, 11k:'g/n/ o Configured Country CH, TN
Dusl-Band Radsos Code(s)
Dual-5G Radios .
Glabal Canfiguratson L |$ Of

Country Codes Enabled on the Controller

Fix:

1. Map the desired country code on the APs to bring Radio 1 (802.11 a) up:

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANMDS  HELP
Wireless All APs > Details for IS
v TI:IC:::; Points & ] e l R T High Availability f Inventory I Advanced |_
. General ! “‘!!h ; :
» Radios
802.11a/n/ac/ax Regulatory Domains
802.11b/g/nfax
Dual-Band Radios Country Code
D“a"5G_ F{adl_os Cisco Discovery Protocol
Global Configuration
b Ad d AP Group Name
vance
Statistics Timer
Mesh ;
Rogue Detection |:|
b AP Group NTP ;
£ Telnet Global Config v
F ATF
2 ggH Global Config v
RF Profiles NSI Ports State Global Config ¥
FlexConnect Groups TCP Adjust MSS (IPv4: 536 - 1363, IPv6: 1220 - 1331) [ |
b FlexConnect ACLs LED State [ Enable w
FlexConnect VLAN ]
LED Brightl | i-8
Templates HEAREEE é||:|[ )
. LED Flash Stat o 1-3600 d
Network Lists e ¢ Jegoncs
b} 802.11a/nfac/ax Or1ndefinite
b 802.11bfg/n/fax @ Disable

Select the Country that Access Point is Operated In

2. Ensure both are up and users are connected to 5 GHz:



General | Credentials | Interfaces | High Availability | Inventory | Advanced | Intelligent Capture |

Ethemnet Interfaces

COP Configuration

Ethernaet Interfaces CDP State

0

Interface Operational Status Tx Unicast Packets Rx Unicast Packets Tx Non-Unicast Packets Rx Non-Unicast Packets
GigabitEtherngtn e 84856797 261418906 0 156158298

Radio Interfaces
Rumbar of Radio Interfaces 2

CoP Configuration

Radio Slots CDP State
]
1
2 O
Radio Cleanfir /ST Admin CleanAir/S1 Oper
Slot# Radio Interface Type Module Type Sulb Band Admin Status Oper Status Status Status Regulatory Bomain
L1} BO02. 11b/g/nfax - = Enalile ue Enabla up Supported
1: 502, 113/n/ac/ax - - Enabile 3 Enable [ Supported_|
2 802,113/ n/ac/ ax “ = Disabla DOWN LY NA Supparted

Ensure the AP Admin Sate is Up and Regulatory Domain is Supported

Use Case 3 - Band Select

Band direction enables clients who are capable of dual-band (2.4 and 5 GHz) operation to moveto aless
congested 5 GHz AP. It alows 5 GHz channels more attractive to clients by delaying probe responses on 2.4
GHz channels and clients can choose to connect on 5 GHz.

Recommendation: Although this feature is designed to help 802.11n capable dual-band clients select the
5GHz band, it must be used with caution on voice-enabled WLANS (with time-sensitive voice clients) asit
can cause roaming delays or dropped calls.

S

Note: Ensure you test thoroughly in your environment with dual-band clients before enabling.

Steps to enable band selection on WLAN:

* GUI: Navigateto WLAN > Advanced > Client Band Select and enable Band Select > Apply:




WLANs > Edit T

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override Enabled
Coverage Hole Detection Enabled

Enable Session Timeout 36000

Session Timeout (secs)

Aironet IE PdEnabled

Diagnostic Channel 18 [CEnabled
Override Interface ACL

IPv4 | None
Layer2 Acl None ~
URL ACL None v
P2P Blocking Action Disabled
Client Exclusion 2

Enabled

Maximum Allowed Clients 0
&

Static IP Tunneling 41 [TJEnabled
Wi-Fi Direct Clients Policy Disabled

Band Select Option under WLAN

Timeout Value (secs)

IPv6
None

DHCP

DHCP Server L] override

DHCP Addr. Assignment Required

Management Frame Protection (MFP)

MFP Client Protection 4 | Disabled w

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) |1

802.11b/g/n (1 - 255) |1
NAC

NAC State | ISE NAC v

Load Balancing and Band Select

Client Load Balancing

I Client Band Select

IE_D

CLI:

(WLC) >config wlan band-select allow enable

Use Case 4 - 802.11K

802.11k: 802.11k or the Neighbor list feature provides alist of al neighbor APs to the client. The client can
check all options available with their RSSI value and can decide whether to roam. The client receives better
signals on the selected AP viathe neighbor list and has better wireless performance and speed. This option

works for clients who are 802.11k capable.

Steps to enable Neighbor List:

* GUI: Navigateto WLAN > Advanced > Neighbor List and enable Apply:




MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEME

WLANSs > Edit T

General | Security | QoS | Policy-Mapping | Advanced

Lync
Lync Server | Disabled wv |
11k
_NeighborList {4 Enabled

Neighbor List Dual Band Enabled

Enabled

00

Assisted Roaming Prediction Optimization

802.11ax BSS Configuration

Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled
Up Link OFDMA Enabled

Enabled Neighborlist

CLI:

config wlan assisted-roaming neighbor-Tist {enable | disable} wlan-id

Use Case 5 - Channd Width

Channel width is afeature you can club two, four, or more channels in one to increase the throughput. For
example, if you merge two channelsin one, this allows the client to pass more data and provides better
Speed.

Thisfeature is designed for the 5 GHz band as there are better non-overlapping channelsin 5 GHz that can



be combined to provide enhanced speed on wireless. By default, the channel width is 20 MHz and you can
increase to 40 MHz, 80 MHz, or 160 MHz. If you merge two channels, the overall non-overlapping channels
decrease. Asaresult, you must be cautious while using this feature if there are alarge number of APs on the
floor.

Steps to enable channel width to 40 MHz:

» GUI: Navigate to Wireless > 802.11a/n/ac/ax > DCA > Channel Width > 40 MHz > Accept
Prompt > Apply:

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®Automatic Interval: 10 minutes v | AnchorTime: 0 v
OFreeze Invoke Channel Update Once |
()OFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [_] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wlcl (10.229.242.8)
Last Auto Channel Assignment 190 secs ago
DCA Channel Sensitivity Medium v (15 dB)
| Channel Width ®20 MHz |0 40 MHz (080 MHz (0160 MHz (O80+80 MHz (Best
Avoid check for non-DFS channel [*] Enabled

Default Channel Width Set to 20 MHz



802.11a > RRM > Dynamic Channel Assignment (DCA)

Dynamic Channel Assignment Algorithm

Channel Assignment Method (®Automatic Interval:| 10 minutes v | AnchorTime: 0 v |
OFreeze Invoke Channel Update Once ]
OOFF

Avoid Foreign AP interference Enabled

Avoid Cisco AP load [7] Enabled

Avoid non-802.11a noise Enabled

Avoid Persistent Non-WiFi Interference Enabled

Channel Assignment Leader ors04-wl-wicl (10.229.242.8)

Last Auto Channel Assignment 190 secs ago

DCA Channel Sensitivity 'Medium v | (15 dB)

Ichannel Width (020 MHz ® 40 MHz )80 MHz (0160 MHz ()80+80 MHz ()Best
Avoid check for non-DFS channel D Enabled

DCA Channel List

Channel_width set to 40Mhz

CLI:

(WLC) >config 802.11a disable network

y

(WLC) >config advanced 802.11a channel dca chan-width-11n 40
(WLC) >config 802.11a enable network

Use Case 6 - QoS

QoS or Quality of Service can be used to prioritize traffic per the WLAN requirement. Y ou can configure
the voice traffic WLAN to use Platinum QoS by assigning the low-bandwidth WLAN to use Bronze QoS
and assign all other traffic between the remaining QoS levels.

Steps to configure Platinum Qos on WLAN:

* GUI: Navigateto WLANS, select WLAN ID > QoS and set the Quality of Service (QoS)
to Platinum (voice):




MONITOR  WLANs CONTROLLER  WIRELESS  SECURITY MANAGEMENT

WLANSs > Edit '

. General | Security | QoS | Policy-Mapping | Advanced

Quality of Service (QoS) Platinum (wvoice) -
Application Visibility Enabled

AVC Profile AUTOQOS-AVC-PROFILE +~
Flex AVC Profile nong

Netflow Monitor none B
Fastlane Enable

QOS Value et to Platinum

CLI:

(WLC)> config wlan gos wlan_id platinum



