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This document describes how to get afree SSL certificate and the way to install it on CMX
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
- A domain name which can be resolved externally
- Basic linux skills

- Basic knowledge of PKI (Public Key Infrastracture)
Components Used
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

The information in this document is based on these software and hardware versions:

-CMX 10.5

Prepare and backup

Web certificate islocated in the following folder:

[root@cmxtry ss1]# pwd
/opt/haproxy/ssi



Backup the old certificate and key:

<#root>

[cmxadmin@cmxtry ss1]$cd /opt/haproxy/ssl1/

[cmxadmin@cmxtry ss1]$su root
Password: (enter root password)

[root@cmxtry ss1]# mkdir ./oldcert
[root@cmxtry ss1]# mv host.* ./oldcert/

[root@cmxtry ss1]#

I's ./oldcert/
host. key host. pem

In case you are not very familiar with Linux, the commands can be interpreted in the following way:

[cmxadmin@cmxtry ss1]$cd /opt/haproxy/ssl1/

[cmxadmin@cmxtry ss1]$su root
Password: (enter root password)

[root@cmxtry ss1]# mkdir /opt/haproxy/ssl1/oldcert
[root@cmxtry ss1]# mv host.pem /opt/haproxy/ssl1/oldcert/
[root@cmxtry ss1]# mv host.key /opt/haproxy/ssl1/oldcert/

[root@cmxtry ss1]# 1s /opt/haproxy/ssl/oldcert/
host.key host.pem

Configure

Generate a private key:

openss1 genrsa -out cmxtry.com.key 2048

<#root>
[root@cmxtry ss1]# openss] genrsa -out
cnmxtry. com key

2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)



[root@cmxtry ss1]# 1s
cnxtry. com key

oldcert

Generate a CSR (certificate signing request) using the private you key generated in the previous step.

<#root>

[root@cmxtry ss1]#
openssl req -new -sha256 -key cnxtry.com key -out cnxtry.com csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [AU]:BE

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:DIEGEM

Organization Name (eg, company) [Internet Widgits Pty Ltd]:CMXTRY
Organizational Unit Name (eg, section) []:CMXTRY

Common Name (e.g. server FQDN or YOUR name) []:cmxtry.com

Email Address []:avitosin@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Ciscol23

An optional company name []:CMXTRY

[root@cmxtry ss1]# 1s
cmxtry.com.csr cmxtry.com.key oldcert

Display the CSR:

[root@cmxtry ss1]# cat cmxtry.com.csr

MIIDZTCCAKOCAQAWgYOxCzAJBgNVBAYTAkJFMRMwWEQYDVQQIDApTb21T1LVNOYXR1
MQ8wDQYDVQQHDAZESUVHRUOXxDzANBgNVBAOMBKNNWFRSWTEPMAOGALIUECwwGQO1Y
VFJZMRMwEQYDVQQDDApjbXhOcnkuY29tMSEwHWYJKoZIhvcNAQkBFhIhdm10b3Np
bkBjaXNjby5jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQCKEIGO
AxV/3HxAxUu7UI/LxkTP+DZJvvuualWgyQ+t1D4rl+k1lWv1leINCIqywglCKt9vVg
a1Yp4JAKL28TV7 rtSKgNFNWDMtTKOYRKkYWI3L48r9Mu9Tt3zDCGO9ygnQFi6SnmX
VmKx7Ct/wIkkBXfkqlng4vqosCry8SToS1PThX/KSuwIF6w2aKjlFbrw3ewW4XJIxc
5hoQFrSsqugmbi5IZWgH/zMZUZTdWYvFc/h50PCB]sAa9HTYO0sgUe/nyjHdt+V/1
a1NSh41jsrulhWiPzgbaPW/Fej9/5gtPG5LReWuS20uTAnso4tdcST1lvVietoXIw
F58S8AgeVrcOVISnAgMBAAGYgZEWFQYJIKoZIhvcNAQkCMQgMBKNNWFRSWTAXBgkq
hkiG9w0BCQcxCgwIQ21zY28xMjMwXwYIKoZIhvcNAQkOMVIwWUDAJBgNVHRMEAGAA
MBcGA1UdEQQQMAG6CDF9fSEITVESBTUVFXzAdBgNVHSUEFjAUBggrBgEFBQCDAQYI
KwYBBQUHAwWIwCwYDVROPBAQDAgOOMAOGCSqGSIb3DQEBCWUAA4IBAQCBsTfRzbiw



WBBBN74aWm6YwkO00YexpR2yCrQhcOsxWTujPVvzNPOWaDNxulrw603iZc1Gi6D61
gFsKtchQhnclv0j7rNI8TInaxIorR2zMy0TF2vtImvY4YQFso9qzmuaxkmttEMFU
FjObxKh6SpvxePh6+BDcwt+kQExK5aF3Q6cRIMyKBS2+I5]5eddJ0cdIgTfwZOGD
5dMDWgHGd7IZyrend8AMPZvNKm3Sbx11Uqg+A/fa7f91ZE002Q9h3s13hj3QIPU6s
w1lPyd66/0X04yYIvMyjI8xpJGigNWBOvQ+GLVKOce441h2u20IoPe60sDOY1dL+X
JsnSbefiJ4Fe

Copy the CSR (include the "beginning of certificate request” line and "end of certificate request” line).

In case of my lab, | was using the free certificate from Comodo (https://www.instantssl.com/)

o8]


https://www.instantssl.com/

Free SSL Certificate 90 days
+ COMODO SSL TrustLogo 90 days

Step 1: Provide your CSR

You must generate a Certificate Signing Request (CSR) on your webserver. Click here for help

generating your CSR. When you have created your CSR you may continue with the
enroliment.

After you have generated a CSR using your server software copy and paste the CSR text
using an ASCII text editor into the CSR box below. Your CSR should look something like this:

—-—BEGIN CERTIFICATE REQUEST-----
MIIDUDCCArKkCAQAwWdTEWMBQGA1UEAXMNIGYzdC50ZXNOLmNvbTESMBAGATUECxM.
TWFya2V0aWsnMREwDwYDVQQKEWhUZXNOIESyZzESMBAGATUEBxMJVGVzdCBDaXR5
(more encoded data).......

Rg+blLr5X5iQdzyF 1pLgP1MckSVe1eCz0R9/0OekGSRno7owd TVyxAFBJBozDawTe
GisfZwd0VLTO/BI GvKZX0i+t58RFQEWYTOCTRIPnkGEB/UY
——END CERTIFICATE REQUEST-—-

1. Copy and paste your
CSR into this box:

2. Select the server _
software used to Select from list: 2]
generate the CSR:

3. Select the subscription

period for your certificate: 90 days

Mote: You will be licensed to use this Certificate on an unlimited number of servers.

4. COMODO Newsletter: Opt in?

5. Comodo
HackerGuardian Free Include Comodo HackerGuardian Free Scan?

Sean:

Total Cost:  $0.00

Mext =



