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Introduction

This document describes how to get a free SSL certificate and the way to install it on CMX

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

- A domain name which can be resolved externally

- Basic linux skills

- Basic knowledge of PKI (Public Key Infrastracture)

Components Used

The information in this document was created from the devices in a specific lab environment. All of the 
devices used in this document started with a cleared (default) configuration. If your network is live, ensure 
that you understand the potential impact of any command.

The information in this document is based on these software and hardware versions:

- CMX 10.5

Prepare and backup

Web certificate is located in the following folder:

 

[root@cmxtry ssl]# pwd 
/opt/haproxy/ssl



 

Backup the old certificate and key:

 
<#root>

[cmxadmin@cmxtry ssl]$cd /opt/haproxy/ssl/ 
  
[cmxadmin@cmxtry ssl]$su root 
Password: (enter root password) 
  
[root@cmxtry ssl]# mkdir ./oldcert 
[root@cmxtry ssl]# mv host.* ./oldcert/ 
  
[root@cmxtry ssl]# 

ls ./oldcert/ 

host.key  host.pem 

 

In case you are not very familiar with Linux, the commands can be interpreted in the following way:

 

[cmxadmin@cmxtry ssl]$cd /opt/haproxy/ssl/ 
 
[cmxadmin@cmxtry ssl]$su root 
Password: (enter root password) 
 
[root@cmxtry ssl]# mkdir /opt/haproxy/ssl/oldcert 
[root@cmxtry ssl]# mv host.pem /opt/haproxy/ssl/oldcert/ 
[root@cmxtry ssl]# mv host.key /opt/haproxy/ssl/oldcert/ 
 
[root@cmxtry ssl]# ls /opt/haproxy/ssl/oldcert/ 
host.key  host.pem

 

 Configure

Generate a private key:

 

openssl genrsa -out cmxtry.com.key 2048

 
 
<#root>

[root@cmxtry ssl]# openssl genrsa -out 

cmxtry.com.key

 2048 
Generating RSA private key, 2048 bit long modulus 
............ 
............... 
e is 65537 (0x10001) 
 



[root@cmxtry ssl]# ls 

cmxtry.com.key

  oldcert

 

Generate a CSR (certificate signing request) using the private you key generated in the previous step.

 
<#root>

   
[root@cmxtry ssl]# 

openssl req -new -sha256 -key cmxtry.com.key -out cmxtry.com.csr 

You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [AU]:BE 
State or Province Name (full name) [Some-State]: 
Locality Name (eg, city) []:DIEGEM 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:CMXTRY 
Organizational Unit Name (eg, section) []:CMXTRY 
Common Name (e.g. server FQDN or YOUR name) []:cmxtry.com 
Email Address []:avitosin@cisco.com 
  
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []:Cisco123 
An optional company name []:CMXTRY 
 
 
[root@cmxtry ssl]# ls 
cmxtry.com.csr  cmxtry.com.key  oldcert

 

Display the CSR:

 

[root@cmxtry ssl]# cat cmxtry.com.csr 
-----BEGIN CERTIFICATE REQUEST----- 
MIIDZTCCAk0CAQAwgY0xCzAJBgNVBAYTAkJFMRMwEQYDVQQIDApTb21lLVN0YXRl 
MQ8wDQYDVQQHDAZESUVHRU0xDzANBgNVBAoMBkNNWFRSWTEPMA0GA1UECwwGQ01Y 
VFJZMRMwEQYDVQQDDApjbXh0cnkuY29tMSEwHwYJKoZIhvcNAQkBFhJhdml0b3Np 
bkBjaXNjby5jb20wggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQCkEIg0 
AxV/3HxAxUu7UI/LxkTP+DZJvvuua1WgyQ+tlD4r1+k1Wv1eINCJqywglCKt9vVg 
aiYp4JAKL28TV7rtSKqNFnWDMtTKoYRkYWI3L48r9Mu9Tt3zDCG09ygnQFi6SnmX 
VmKx7Ct/wIkkBXfkq1nq4vqosCry8SToS1PThX/KSuwIF6w2aKj1Fbrw3eW4XJxc 
5hoQFrSsquqmbi5IZWgH/zMZUZTdWYvFc/h50PCBJsAa9HTY0sgUe/nyjHdt+V/l 
alNSh41jsrulhWiPzqbaPW/Fej9/5gtPG5LReWuS20ulAnso4tdcST1vVletoXJw 
F58S8AqeVrcOV9SnAgMBAAGggZEwFQYJKoZIhvcNAQkCMQgMBkNNWFRSWTAXBgkq 
hkiG9w0BCQcxCgwIQ2lzY28xMjMwXwYJKoZIhvcNAQkOMVIwUDAJBgNVHRMEAjAA 
MBcGA1UdEQQQMA6CDF9fSE9TVE5BTUVfXzAdBgNVHSUEFjAUBggrBgEFBQcDAQYI 
KwYBBQUHAwIwCwYDVR0PBAQDAgOoMA0GCSqGSIb3DQEBCwUAA4IBAQCBslfRzbiw 



WBBBN74aWm6YwkO0YexpR2yCrQhcOsxWTujPVvzNP9WaDNxu1rw6o3iZclGi6D61 
qFsKtchQhnclvOj7rNI8TInaxIorR2zMy0lF2vtJmvY4YQFso9qzmuaxkmttEMFU 
Fj0bxKh6SpvxePh6+BDcwt+kQExK5aF3Q6cRIMyKBS2+I5J5eddJ0cdIqTfwZOGD 
5dMDWqHGd7IZyrend8AMPZvNKm3Sbx11Uq+A/fa7f9JZE0O2Q9h3sl3hj3QIPU6s 
w1Pyd66/OX04yYIvMyjJ8xpJGigNWBOvQ+GLvK0ce441h2u2oIoPe60sDOYldL+X 
JsnSbefiJ4Fe 
-----END CERTIFICATE REQUEST-----

 

Copy the CSR (include the "beginning of certificate request" line and "end of certificate request" line).

In case of my lab, I was using the free certificate from Comodo (https://www.instantssl.com/)

 ￼

https://www.instantssl.com/


You paste the CSR in the window and select RedHat as software used to generate the CSR:

You have to validate the domain using either an e-mail address or other ways to validate the domain, such as

When you did complete the process of validation, you will be able to download a certificate from here:

When you download the certificate, you have to upload it to CMX box:



[ avitosin > ~/Desktop/cmxtry_com ] ls�

cmxtry_com.ca-bundle  cmxtry_com.crt

[ avitosin > ~/Desktop/cmxtry_com ] scp ./* cmxadmin@cmxtry.com:/home/cmxadmin�

cmxtry_com.ca-bundle                          100% 4103     4.0KB/s   00:00    


    �




Verify the certificates

Verify that the certificate was successfully copied to CMX: 



[root@cmxtry ssl]# cd /home/cmxadmin/�




Public certificate:



[root@cmxtry cmxadmin]# cat 

cmxtry_com.crt

-----BEGIN CERTIFICATE-----�




Chain of trust:



[root@cmxtry cmxadmin]# cat 

cmxtry_com.ca-bundle

-----BEGIN CERTIFICATE-----�




Alternative way to take a look inside the certificate:

CHAIN OF TRUST:



 �

openssl x509 -in cmxtry_com.ca-bundle -text -noout

Certificate:�

        Validity


        Subject: C=GB, ST=Greater Manchester, L=Salford, O=COMODO CA Limited, CN=COMODO RSA Domain Validation Secure Server CA�




PUBLIC CERTIFICATE:



[root@cmxtry cmxadmin]# openssl x509 -in cmxtry_com.crt -text -noout�

        Validity


        Subject: OU=Domain Control Validated, OU=Free SSL, CN=cmxtry.com�




 Install the certificates on CMX

CMX requires the certificate in the following format:

+++PRIVATE KEY+++

+++PUBLIC CERTIFICATE+++

+++CHAIN OF TRUST CERTIFICATE+++

    The Private Key - your_domain_name.key

    The Primary Certificate - your_domain_name.crt

    The Intermediate Certificate - issuer-certificate.crt

    The Root Certificate - TrustedRoot.crt

Basically we have the following situation:



cmxtry.com.key contains the Private Key�




All of those have to be concatenated together to form .PEM certificate:



[root@cmxtry cmxadmin]# cat cmxtry.com.key cmxtry_com.crt cmxtry_com.ca-bundle > cmxtry_com.pem



Next step will be changing the ownership of the certificate:



[root@cmxtry cmxadmin]#chown cmx:cmx /opt/haproxy/ssl/cmxtry_com.pem�




When this is done, you can rename the certificate to host.pem
(considering the backup of the certificate was done beforehand):



[root@cmxtry cmxadmin]#mv ./cmxtry_com.pem /opt/haproxy/ssl/host.pem



Now enabling the sslmode:



[root@cmxtry ssl]# cmxctl node sslmode enable�




Troubleshoot
If you do not see the COMODO (other vendor) certificate in the CMX GUI after enabling the SSL, try reboo


