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This document describes design and configuration guidelines to optimize the performance of Wi-Fi 7 and
fully leverage the 6 GHz spectrum.

CX Design Guide



\ Design Guide

CX Design Guides are written by specialists from Cisco CX in collaboration with engineers from other
departments and peer-reviewed by experts within Cisco; the guides are based on Cisco leading practices as
well as knowledge and experience gained from countless customer implementations over many years.
Networks designed and configured in line with the recommendations in this document help avoid common
pitfalls and improve network operation.

Why 6 GHz and Wi-Fi 7

The 6 GHz band became available for WLAN operations in 2020 and was required for Wi-Fi 6E
certification. While Wi-Fi 6 operatesin the 2.4 GHz and 5 GHz bands, Wi-Fi 6E utilises the same |IEEE
802.11ax standard but extends its functionality to the 6 GHz band, provided specific requirements are met.

The new Wi-Fi 7 certification is based on the | EEE 802.11be standard and supports operationsin the 2.4
GHz, 5 GHz, and 6 GHz bands. Wi-Fi 7 also introduces new features and enhancements compared to
previous certifications.

Supporting the 6 GHz band and/or Wi-Fi 7 comes with specific requirements, often necessitating new
configurations and RF designs, especially when compared to the established practices for the 2.4 GHz and 5
GHz bands with Wi-Fi 6.

For instance, just as using outdated WEP security prevents the adoption of 802.11 standards beyond
802.11a/b/g, newer standards impose even stricter security prerequisites to encourage the deployment of
more secure networks.

Conversely, the introduction of the 6 GHz band offers access to cleaner frequencies, improved performance,
and support for new use cases. It also enables a more seamless implementation of existing applications, such
as voice and video conferencing.

Base requirementsfor 6 GHz operations and Wi-Fi 7
These are the security requirements specified by the certifications for 6 GHz and Wi-Fi 7 operations.
6 GHz band requirements

The 6 GHz band only allows WPA3 or Enhanced Open WLANS, which means one of these security options:



» WPA3-Enterprise with 802.1X authentication

* WPA3 Simultaneous Authentication of Equals (SAE) (a.k.a. WPA3-Personal) with a passphrase.
SAE-FT (SAE with Fast Transition) is another possible AKM and is recommended because the SAE
handshake is not trivial, and FT allows that longer exchange to be skipped.

» Enhanced Open with Opportunistic Wireless Encryption (OWE)

Although the WPA3 v3.4 specification (Section 11.2) states that Enhanced Open transition mode is not
supported on 6 GHz, many vendors (including Cisco up to Cisco |OS XE 17.18) do not enforce this
restriction yet. Therefore, it istechnically possible to configure, for example, an Open SSID on 5 GHz and a
corresponding Enhanced Open SSID on 5 and 6 GHz, both with Transition Mode enabled, without
complying with the standard specifications. However, in such a scenario, configure instead an Enhanced
Open SSID without transition mode that is available only on 6 GHz (clients supporting 6 GHz typically
support Enhanced Open too), while keeping our regular Open SSID on 5 GHz, also without transition mode.

There are no new specific cipher or algorithm requirements for WPA3-Enterprise, apart from
802.11w/Protected Management Frame (PMF) enforcement. Many vendors, including Cisco, consider only
802.1X-SHA256 or "FT + 802.1X" (whichis 802.1X with SHA256 and Fast Transition) to be WPA3
compliant. Plain 802.1X (which uses SHA1) is considered part of WPA2 and is therefore not suitable or
supported for 6 GHz.

Wi-Fi 7 requirements

With the Wi-Fi 7 certification of the 802.11be standard, the Wi-Fi Alliance increased the security
requirements. Some of these requirements allow the use of 802.11be data rates and protocol improvements,
while others support Multi-Link Operations (MLO), allowing compatible devices (clients and/or APs) to use
multiple frequency bands while maintaining the same association.

In general, Wi-Fi 7 mandates one of these security types:

* WPA3-Enterprise with AES(CCMP128) and 802.1X-SHA256 or FT + 802.1X (which still uses
SHA256, even if it is not explicit in its name). The newer WPAS3 specification (v3.4) changes the
requirement to "The AP has to offer GCMP256 algorithm," even if the client is still allowed to use
AES128. This creates differences in client behavior: some clients attempt to use Wi-Fi 7 Enterprise
with AES128, while others aready expect GCMP256.

* WPAS3-Personal with GCMP256 and SAE-EXT-KEY and/or FT + SAE-EXT-KEY (AKM 24 or 25).
Wi-Fi 6E mandates WPA3 SAE and/or FT + SAE with regular AES(CCMP128) and no additional
extended key usage; this means that a new cipher was specifically introduced for Wi-Fi 7.

» Enhanced Open / OWE with GCMP256. While AES(CCMP128) can still be configured on the same
SSID, clients using AES 128 do not support Wi-Fi 7. Before Wi-Fi 7, most clients supporting
Enhanced Open were using AES 128 only, so thisis a new, stronger requirement. Asfor 6 GHz
support, no transition mode is allowed.

Regardless of the selected security type, Protected Management Frames (PMF) and Beacon Protection are
required to support Wi-Fi 7 on the WLAN.

Because Wi-Fi 7 is still arecent certification at the time of this writing, many vendors did not enforce all
these security requirements from the beginning.


https://www.wi-fi.org/system/files/WPA3%20Specification%20v3.4.pdf

More recently, Cisco has been progressively enforcing the configuration options to be compliant with the
Wi-Fi 7 certification. Here are the version-specific behaviors:

Cisco 1OS® XE 17.15.3 and later 17.15.x versions

In this branch, all WLANS are broadcast as Wi-Fi 7 SSIDs, provided that Wi-Fi 7 isenabled globally,
regardless of the security settings.

A client can associate as a Wi-Fi 7-capable device and achieve Wi-Fi 7 data rates regardless of the security
method it uses, provided that method is supported by the WLAN. However, the client can associate as MLO
capable (on one or more bands) only if it meets the strict Wi-Fi 7 security requirements; otherwise, it is
rejected.

This could cause issues when early Wi-Fi 7 clients that do not support more secure ciphers, such as
GCMP256, attempt an ML O association with a WLAN whose security settings do not meet the Wi-Fi 7
requirements. In such a situation, the client is rejected because of the invalid security settings, even though
those settings can still be configured on the WLAN.

Cisco IOS XE 17.18.1/17.18.2

Beacon Protection is automatically enabled if your WLAN is Wi-Fi 7 compliant, regardless of whether you
enabl e the checkbox.

Cisco IOS XE 17.18.1 and later releases advertise aWLAN as Wi-Fi 7 and MLO capable only if the
appropriate security requirements are enabled in the WLAN settings. For example, aWLAN advertising
only SAE, not SAE-EXT, is broadcast as MLO incapable.

The 17.18 branch introduces an 802.11be Profile that can be attached to a WLAN Profile to control Wi-Fi 7
activation on a per-SSID or even per-radio basis.

A preconfigured 802.11be Profile named “default-dot11be-profile” is available by default under the new
Configuration > Tags & Profiles > 802.11be menu.



anfiguraticn

The four main settings for enabling or disabling Wi-Fi 7 are under the “MLO Group” section. Disabling all
four settings disables Wi-Fi 7 on every band in any WLAN Profile to which the 802.11be Profile is attached.
Enabling some or al of them enables Wi-Fi 7 on the corresponding bands/radios of the attached WLAN
Profile.

The “default-dot11be-profile” enables MLO and Wi-Fi 7 on al radios, and it is attached by default to every
WLAN Profile.

By creating a new 802.11be Profile with all "MLO Group" settings disabled and attaching it to specific
WLAN Profiles, we can, for example, selectively disable Wi-Fi 7 for some of our SSIDs.

Under the “ Advanced” settings tab of each WLAN Profile, a corresponding 802.11be Profile is attached:




Edit WLAN x

Dual Neighbor List
Device Analytics
BSS Max Idle Service v
BSS Max Idle Protected .
Advertise Support v
Directed Multicast Service v
Advertise PC Analytics v
Support @
Configuration of '11v BSS Disassociation Imminent' is
supported from Command Line Interface (CLI) only Share Data with Client v
11be 11k Beacon Radio Measurement
Client Scan Report
802.11be Profile default-dot11...
On Association N
11ax
On Roam v
Enable 11ax €@ v Geolocation
OFDMA Downlink v
Fine Time Measurement
. FTM) Responder
OFDMA Uplink v (Pisiiiesp
MU-MIMO Downlink v
MU-MIMO Uplink v
BSS Target Wake Up Time
) Update & Apply to Device

Aswe can see in the example, the “default-dot11be-profile’ is attached by default to any WLAN Profile.

Note: If Wi-Fi 7 isnot globally enabled on the controller, as explained later, Wi-Fi 7 is disabled for
all WLAN Profiles and 802.11be Profiles are not applied.

17.18.2 introduces a small wizard in the WLAN edit page that helps you visualize whether your WLAN is
Wi-Fi 7 compliant and shows you what is missing:



W Wi-Fi 7 Compatibility ~ 3/3 requirements met g

Q WPA3 should be Enabled
Current Status: Enabled

° Supported Ciphers and AKMs are:

GCMP256 + SAE-EXT-KEY / FT=SAE-EXT-KEY / OMWE
AES + 802.1X-5HA256 / FT-802.1X
GCMP256 + Sulte-B-192

Current configured Cipher(s) + AKM(s):

CCMP128 / GOMP256 + SAE / FT-SAE / SAE-EXT-KEY /
FT-SAE-EXT-KEY

o PMFE state should be Optional or Required
Current Status: Required

Per Band Enablement Status

6 GHz 5 GHz 2.4 GHz

+ Enabled + Enabled © Disabled
Dependencies: Dependencies: Dependencies:
# Global 11be # Global 11be # Global 11be
* MLO Primary * MLO Primary o MLO Primary

* MLO Secondary

" Enabled — band is enabled and all dependencies have been met
Downgraded — band is enabled but dependencies are not mat
@ Disabled — band is disabled as per the Radio Policy configuration

Click here to Enable/Disable global 802. 1 1be configuration.
Click here to Enable/Disable MLO configuration on the associated
BOZ2.11be profile

17.18.2 security wizard

Cisco |OS XE 17.18.3 and later

Cisco 10S 17.18.3 allows you to configure the GCMP256 cipher for an 802.1X Enterprise SSID, which was



not possible in earlier versions. This satisfies some clients' requirement for Wi-F 7 Enterprise SSIDs to
offer GCMP256 in addition to AES128 ciphers and complies with the WPA3 v3.4 specification.

GCMP256 is automatically added to your configuration upon upgrade if your SSID was Wi-Fi 7 compliant

before the upgrade, to avoid having it degrade to a Wi-Fi 6E SSID if GCMP256 were not enabled after
upgrading to 17.18.3.

Radio design consider ationsfor 6 GHz coverage

Without attempting to be afully prescriptive guide to site surveys, this section briefly describes some basic

considerations when designing for 6 GHz coverage, especially when migrating an existing 2.4/5 GHz
installation to Wi-Fi 6E or 7.

Aswith any new Wi-Fi deployment in the 2.4 GHz and/or 5 GHz bands, a new 6 GHz wireless project must
also include a dedicated 6 GHz site survey.

When pre-Wi-Fi 6E/7 APs are already positioned to meet specific 5 GHz coverage needs, in some cases, we
can expect to replace them with Wi-Fi 6E/7-capable APs and still obtain good coverage on 6 GHz. For this
approach to work, our existing APs must already provide adequate 5 GHz coverage for the intended needs
(data only, voice, specific applications, and so on) while operating at least 3-4 transmit power levelsless
than their maximum. APs typically have 7 to 8 power levels, and each successive power level halvesthe

transmit power. A comfortable operating point is therefore near the middle of the allowed transmit power
range.

According to free-space loss calculations, 6 GHz signals experience 2 dB more attenuation than 5 GHz
signals. In addition, 6 GHz signals can be more affected by obstacles than their 5 GHz equivalents.

q | distance (m)

: \ Free Space Path Loss, FSPL (dB) = 201og,,(d) + 201log,,(f) + 92.45

, d = distance (km)
'. f = frequency (GHz)

. FSPL (-dB)

When a Cisco AP increases or decreases its transmit power by onelevel, it doesso ina*“jump” of 3 dB. For



example, an AP moving from power level 4, with a transmit power of 11 dBm, to power level 3 increasesits
transmit power to 14 dBm. The values of 11 dBm for power level 4 and 14 dBm for power level 3 are only
generic examples, as different AP models and generations can have dlightly different transmit power values
in dBm for the same power level number.

6 GHz

Assuming similar antenna gains/patterns and
the same transmit power level, the 6 GHz

radio is expected to cover slightly less than
the 5 GHz radio.

The overall 6 GHz coverage throughout
multiple APs could be more comparable,
especially if those APs are already dense
enough for good 5 GHz coverage.

If apre-Wi-Fi 6E/7 AP aready provides good coverage at 5 GHz on power level 4, for instance, a newer
Wi-Fi 6E/7 AP with similar 5 GHz radio patterns could replace that former AP without any significant
impact on the existing 5 GHz network.

Also, the 6 GHz radio of the new Wi-Fi 6E/7 AP could provide coverage similar to that of the 5 GHz radio
by operating one transmit power level (3 dB) higher.

If adequate 5 GHz coverageis already provided by the AP 5 GHz radio at 3-4 power levelslessthan its
maximum, the corresponding 6 GHz radio could therefore be set at 2-3 power levels less than its maximum
for comparable coverage. This assumption works provided that regulations in the deployment country allow
6 GHz radios and EIRP levels to use higher power than at 5 GHz. Channel aggregation and the specific AP
model can also need to be considered; refer to each AP model power settings table for country-specific
information.

Also, if the 6 GHz radio aready provides adequate coverage at 2-3 power levels less than its maximum, it
could still increase by a couple of levelsin exceptional situations, for example, to work around temporary,
unexpected coverage holes caused by a neighboring AP failure, unannounced obstacles, new RF
requirements, and so on.

Roaming behavior s between pre-Wi-Fi 6E/7 and Wi-Fi 6E/7 APs

Deploying APs that support different standards and/or frequency bands in the same coverage area has never
been recommended, especially if different generations of APs areinstalled in a*“ salt and pepper” fashion
(that is, mixed in the same zone).



While awireless controller can handle operations (for example, dynamic channel assignment, transmit
power control, PMK cache distribution, and so on) for agroup of several AP models, clients moving
between different standards and frequency bands sometimes do not handle those transitions properly and can
experience roaming issues.

In addition, Wi-Fi 6E/7 APs support GCMP256 ciphers for WPAS, but the same is not always true for some
Wi-Fi 6 and earlier AP models. For passphrase/WPA 3-Personal and Enhanced Open/OWE SSIDs that
require both AES(CCMP128) and GCMP256 ciphers, certain Wi-Fi 6 APs (such as the 9105, 9115, and
9120 series, aswell as 802.11ac Wave 2 x800 series APs) do not support GCMP256 and can offer only
AES(CCMP128) to associating clients, including Wi-Fi 6E/7-capable clients. If these Wi-Fi 6E/7 clients
need to roam between neighboring Wi-Fi 6E/7 APs that support GCMP256, they must complete a new
association because renegotiating ciphers between AES(CCMP128) and GCMP256 is not supported for
transparent roaming. Moreover, it is generally not optimal to have APs offering different capabilitiesin the
same area: such a deployment does not allow clients to use these capabilities reliably while moving and can
lead to stickiness or disconnections.

Although this scenario is a corner case, keep in mind that, with GCMP256 ciphers configured on the
WLAN, roaming of Wi-Fi 6E/7 clients between 9105/9115/9120 APs and 9130/9124/916x/917x APs can be
impossible, as the latter series support GCMP256 and the former do not.

Channel widths of 40 MHz or more on 6 GHz can also cause stickiness for 6 GHz-capable clients, which
can refuse to reassociate on other bands. This is another reason not to mix 6 GHz-capable APs and non-6
GHz-capable APs in the same roaming area.

Enabling Wi-Fi 7 globally

Enabling Wi-Fi 7 globally on Cisco |OS XE

When installing or upgrading to an Cisco 10S XE version that supports Wi-Fi 7, support for Wi-Fi 7 is
globally disabled by default.

To activate it, we need to navigate to the High Throughput configuration menu for each 2.4/5/6 GHz band
and check the box to enable 11be.



= » High Throughput

6 GHz Band

Tax

~ 11be

Alternatively, run these three commands via SSH or console in terminal configuration mode:

ap dotll 24ghz dotllbe
ap dotll 5ghz dotllbe
ap dotll 6ghz dotllbe

As mentioned in the warning note, when trying to modify these settings, changing the status of 802.11be
support resultsin abrief loss of connectivity for al clients across radios of Wi-Fi 7 APs. If you want to do
ML O, which means clients connecting to several bands at the same time, you need to enable 11be on all the
bands you want the client to connect to. It is not necessary to enable all the bands, but recommended simply
for performance.

Enabling Wi-Fi 7 globally on Cisco Meraki Dashboard

When adding Wi-Fi 7-capable APs (for example, CW9178] or CW91761/D1) to a Cisco Meraki Dashboard
network for the first time, support for 802.11be operation is enabled in their default RF Profile.

To activate it, navigate to Wireless > Radio Settings, click the RF Profile tab, and select the profile
assigned to the AP (the default is'Basic Indoor Profile' for indoor APS).

In the General section, enable 802.11be (on) as shown in this screenshot:

802.11be

If one or more WLANS are configured with security settings weaker than those required by the Wi-Fi 7
specification, the Dashboard displays an alert banner, as shown in the next image.



While the Dashboard allows the configuration to be saved, Wi-Fi 7 is not enabled on the flagged SSIDs until
they comply with the Wi-Fi 7 requirements. As of thiswriting, for Wi-Fi 7 to be enabled on firmware
version MR 31.1.x and later, all WLANS enabled in the network must meet the Wi-Fi 7 specification
requirements (this behavior changesin afuture version of firmware MR 32.1.x).

802.11be - ot

A Wi-Fi 7 requires higher wireless security encryptions. Below SSIDs do not meet the minimum criteria:
SSID 0 - Cisco-Meraki-Example-WLAN

Please check documentation for more details.

Once the configuration of the SSID meets the Wi-Fi 7 minimum criteria, the banner disappears.
In the same RF Profile, make sure to enable 6 GHz operation on the APs.

This can be done either for al the SSIDs in bulk or per individual SSID.

Note that Band Steering is available only between 2.4 and 5 GHz.

Example of 6 GHz enablement for all the SSIDs.

General
Band selection ‘E Per SSID
e

Enable operation on 2.4 GHz band

SSID will be broadcast on 2.4 GHz. This band does not support 802.11a devices.

Enable operation on 5 GHz band

SSID will be broadcast on 5 GHz. This band does not support 802.11b/g devices.

Enable operation on 6 GHz band

SSID will be broadcast on 6 GHz.

Enable band steering

Attempt to steer clients from 2.4 GHz to 5 GHz.

Example of 6 GHz enablement for asingle SSID.



General

Band selection All SSIDs Per SSID
"
i
meraki-wpa3-ent-transition a a
Show disabled SSIDs

802.1X / WPAS3-Enterprise networ ks

WPA3-Enterprise configuration on Cisco | OS XE

Enterprise WLANSs based on WPA2/3 with 802.1X authentication are the easiest to migrate to 6 GHz.

Enabling your 802.1X SSID for 6 GHz requires enabling PMF support, even if it isoptional, aswell as
802.1X-SHA256 and/or FT + 802.1X AKMs, both of which are WPA3 compliant.

We can keep offering WPA2 with standard 802.1X (SHA1) on the same WLAN, which is advertised on the
5 GHz band only.

Wi-Fi 7 support requires enabling Beacon Protection; WPA2 802.1X (SHA1) can remain on the WLAN asa
backward-compatibility option.

Enabling AES128 and GCMP256, setting PMF as optional, and allowing WPA2 AKMs such as regular
802.1X can potentially support many devices for compatibility. However, this presents clients with many
choices. If clients advertise Wi-Fi 7 support but select a security configuration that is not Wi-Fi 7 compliant,
the AP must reject them, which can cause compatibility issues.

However, Cisco 10S XE 17.18.2 and earlier versions do not support GCMP256 for an Enterprise SSID. The
main recommendation is to reserve this use case for enterprise environments running mainly Windows 11

|aptops.

When running 17.18.3 or later, you can enable GCMP256 and properly support broader mobile device
categories (some clients refuse to connect if the SSID claimsto be Wi-Fi 7 but supports only AES128).

The Meraki Cloud dashboard supports GCM P256 and requiresit to enable Wi-Fi 7 on the SSID. Although a



Wi-Fi 7 client can support only AES128, a certified Wi-Fi 7 AP must provide both AES128 and GCM P256.

From atypical WPA2 SSID with these L2 security settings:

(O WPA + WPA2 @® WPA2 + WPA3 () WPA3 () Static WEP () None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
WPA Palicy WPAZ Policy v Status . Enabled v '
GTK Randomize WRPA3 Policy
Over the DS
WPA2/WPAS Encryption Reassociation Timeout * . 20
AES(CCMP128) v CCMP256 )
GCMP128 GCMP256
Auth Key Mgmt (AKM)
Protected Management Frame 802.1X v FT + 802.1X v
- - 802.1X-SHA256 CCKM £\
PME Optional v | PSK FT + PSK
Association Comeback Timer* 1 PSK=SHAZGS Easy-PaK
SA Query Time* 200 _ MPSK Configuration
Enable MPSK

We can migrate the configuration for WPA3, 6 GHz, and partial Wi-Fi 7 support as shown here:



O WPA + WPA2 @ WPA2 + WPA3 ) WPA3 O Static WEP ) None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
WPA Policy WPAZ Policy o Status Enabled v
GTK Randomize WPA3 Policy v
Over the DS
Transition Disable Beacon Protection |~ veriie
Reassociation Timeout * 20

WPAZ2/WPA3 Encryption

AES(CCMP128) v CCMP256
GCMP128 GCMP256 Auth Key Mgmt (AKM)
802.1X v FT + 802.1X v
Protected Management Frame 802.1X-SHA256 |~ CCKM
PSK FT + PSK
PMF fisquired v PSK-SHA256 SAE
Association Comeback Timer* 1 F¥ '+ SAE SAE-EXT=REY
FT + SAE-EXT-KEY
SA Query Time* 200

This last screen capture is missing GCMP256 for proper Wi-Fi 7 support. Offering this many different
ciphers can also cause client compatibility issues, so consider moving as soon as possible to afull WPA3
WLAN with AES128+GCMP256.

WPAS3-Enter prise configuration on the Cisco Meraki dashboard

At the time of thiswriting, WPAS3-Enterprise operation is available only with an external RADIUS server
(aka"my RADIUS server").

WPAS-Enterprise is not available with Meraki Cloud Authentication.



Secu rity WPA3 Enterprise with 1 RADIUS server

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

Password

Users must enter a passphrase to associate i

MAC-based access control (no encryption)

RADIUS server is queried at association time

© Enterprise with
my RADIUS server =

User credentials are validated with 802.1X at association time

ldmmdibe. ACE ikl RARI IO

Starting with MR 31.x, the WPA types are:

* 'WPA3 only', which uses the same ciphers as WPA2, but requires 802.11w (PMF).
* 'WPA3 192-hit’, which alows only the EAP-TLS method with ciphers

TLS ECDHE_ECDSA_ WITH_AES 256 GCM_SHA384,
TLS ECDHE_RSA_WITH_AES 256 GCM_SHA384, or

TLS DHE RSA_WITH_AES 256 _GCM_SHA384. The same ciphers must be configured on the

RADIUS server to enable this mode.

* 'WPA3 Transition Mode' (aka mixed mode), which allows the coexistence of WPA?2 clients on the

same WLAN used for WPA3.

WPA encryption @

802.11r

8021w ©

WPA3 only ~

WPAZ2 only

WPA1 and WPA2

WPA3 only

clients)

WPA3 192-bit Security Hciients)

WPA3 Transition Mode

When using 'WPA3 only' or "WPA3 192-bit Security’, PMF is mandatory for al clients.



In most applications, FT (802.11r), while not mandatory, is recommended to be enabled to mitigate the
impact of roaming and reauthentication latency when using an external RADIUS server.

6 GHz operation requires enabling PMF (802.11w).

WPA encryption @ WPA3 only ~

80211r O Q© Enabled

Disabled

8021w @

| O Required (reject unsupported clients)

When selecting WPA3 Transition Mode, al the clients capable of using WPA3 default to using PMF. All
the clients operating on 6 GHz use WPA3.

In this mode, you can select whether legacy clients using WPA2 must use PMF (802.11w required) or
whether that feature is optional (802.11w enabled).

WPA encryption @ WPA3 Transition Mode ¥

80211r @ Q© Enabled
Adaptive
Disabled
8021w O @ Enabled (allow unsupported clients)

Required (reject unsupported clients)

Regardless of the WPA3 selection, Cisco Meraki APs require the GCMP 256 cipher suite to be enabled to
operate in Wi-Fi 7 mode.

Furthermore, Beacon Protection is enabled by default on 2.4, 5, and 6 GHz when the APs are operating in
Wi-Fi 7 mode.



Advanced WPA3 settings  (cipher and axM suite settings) v

I WPA3 Cipher Suite GCMP 256

("1 Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to

./ documentation for more details.

Passphrase/ WPA3-Personal / 10T networks

Enabling a passphrase SSID for 6 GHz, up to Wi-Fi 6E support, is simple and requires SAE and/or FT +
SAE, along with other WPA2 PSK AKMsiif needed. However, for Wi-Fi 7 support, the certification
mandates adding SAE-EXT-KEY and/or FT + SAE-EXT-KEY AKMs, aong with the GCM P256 cipher.

Cisco IOS XE 17.18.1 and later allow you to configure WPA2-PSK in addition to the four SAE AKMs
mentioned above. However, this can present too many AKMs to poorly implemented client drivers, even
though the configuration is supported by the standard. We recommend verifying in practice whether your
WPA2 clients can handle all the AKMs enabled on the WLAN. In this situation, clients that connect using
WPA2 cannot use ML O or Wi-Fi 7, but clients connecting with SAE-EXT can. The WLAN itself till
advertises Wi-Fi 7 and ML O capabilities.

In such cases, we can configure a dedicated WPA3-only SSID with SAE, FT + SAE, SAE-EXT-KEY, and
FT + SAE-EXT-KEY, offering both AES(CCMP128) and GCMP256 ciphers for more recent Wi-Fi 6E and
Wi-Fi 7 clients.

In all these scenarios, we strongly recommend enabling FT when using SAE. The SAE frame exchangeis
more resource-intensive and takes longer than the WPA2 PSK four-way handshake.

Some device manufacturers, such as Apple, expect FT to be enabled when SAE is used, and their devices
can refuse to connect if FT is unavailable.

WPA3-SAE configuration on Cisco |OS XE



O WPA + WPA2

MAC Filtering

Lobby Admin Access

WPA Parameters

WPA Palicy
GTK Randomize

Transition Disable

WPA2/WPA3 Encryption

() WPA2 + WPA3

WPA2 Palicy

@® WPA3

() Static WEP

WPA3 Policy

Beacon Protection

<

AES(CCMP128)

W

CCMP256

GCMP128

GCMP256

Protected Management Frame

PMF Required
Association Comeback Timer* 1
SA Query Time* 200

Fast Transition

() None

Status

Enabled -

Over the DS

Reassociation Timeout *

Auth Key Mgmt (AKM)

20

FT + 802.1X 802.1X-SHA256
SUITEB192-1X OWE

SAE v FT + SAE v
SAE-EXT-KEY v FT + SAE-EXT-KEY v

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

1500

400

S

Note: If (FT +) SAE isenabled on the WLAN and a Wi-Fi 7 client tries to associate with it instead
of (FT +) SAE-EXT-KEY, itisrgected. Aslong as (FT +) SAE-EXT-KEY isaso enabled, Wi-Fi

7 clients must use the latter AKM), so this issue does not occur.

Although using alegacy PSK-only WLAN in addition to aWPA3-only WLAN increases the total number

of SSIDs, it allows us to maintain maximum compatibility on one SSID. We can a so disable advanced
features that could affect compatibility, which can help in many I0T scenarios, while offering maximum

features and performance to more recent devices through the other SSID. This can be a preferred approach if

you have older or more sensitive 10T devices deployed. If you do not have 10T devices, using asingle

transition mode WLAN can be more efficient because you advertise only one SSID.

WPA3-SAE configuration on the Cisco Meraki dashboard




Securit WPA3 SAE configured
g

Open (no encryption)

Any user can associate

Opportunistic Wireless Encryption (OWE)

Any user can associate with data encryption

© Password

Users must enter this key to associate: @

MAC-based access control (no encryption)

Up to firmware MR 30.x, the only supported WPA type is 'WPA3 only', and the dashboard does not let you
select a different method.

PMF is mandatory in this configuration, while FT (802.11r) is better enabled when using SAE.

WPA encryption @ WPA3 only +
80211 @ O Enaed
Disabled

8021w @

© Required (reject unsupported clients)

To allow Wi-Fi 7 operation, the GCMP 256 cipher suite and SAE-EXT AKM suite must be enabled when
configuring the SSID.

They are disabled by default and can be enabled under 'Advanced WPAS settings.'

Advanced WPA3 Setlings (Cipher and AKM suite settings)

w
WPA3 Cipher Suite GCMP 256
WPA3 AKM Suite SAE
SAE-EXT

7\ Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
—/ documentation for more details.



As of thiswriting, all WLANS enabled in the network must meet the Wi-Fi 7 specification requirements to
be enabled on firmware version MR 31.1.x and later.

This means that a Wi-Fi 7 SSID configured as described previously cannot coexist with another SSID using
WPA2-Personal or WPA3-SAE Transition Mode.

If aWPA2-Personal SSID is configured in the dashboard network, all the Wi-Fi 7 APswould revert to Wi-
Fi 6E operation.

This behavior changesin afuture version of firmware MR 32.1.x.

Open / Enhanced Open / OWE / Guest networks

Guest networks come in many flavors. Typically, they require no 802.1X credentials or passphrase to
connect and can include a splash page or portal that requires credentials or acode. Thisistraditionally
handled with an Open SSID and either alocal or external guest portal solution. However, SSIDs with open
security (no encryption) are not allowed on 6 GHz or for Wi-Fi 7 support.

A conservative approach is to dedicate guest networks to the 5 GHz band and Wi-Fi 6 at best. This leaves
the 6 GHz band reserved for corporate devices, reduces complexity, and provides maximum compatibility,
but it does not provide Wi-Fi 6E/7 performance.

Although Enhanced Open is a strong security method that provides privacy while retaining the “ open”
experience (end users do not need to enter 802.1X credentials or a passphrase), endpoint support remains
limited. Some clients still do not support it and, even when they do, the experience is not always smooth: a
device can show the connection as unsecured when it is secure, or it can display the connection as
passphrase-protected even though OWE requires no passphrase. Because a guest network is expected to
work with all unmanaged guest devices, it can be too early to provide only an Enhanced Open SSID. We
recommend providing both options through separate SSIDs: an Open SSID on 5 GHz and an OWE-enabled
SSID on 5 and 6 GHz, both using the same captive portal if required. The two networks must use different
SSID names because, according to the 802.11 standard, the SSID name identifies all BSSs where a client
can roam seamlessly. Using the same SSID name with different security settings is therefore invalid and
dangerous. Transition Mode is not supported on Wi-Fi 6E, 6 GHz (even though the software can still allow
it), or Wi-Fi 7, so it is not recommended. All portal redirection techniques (internal or external web
authentication, Central Web Authentication, and so on) are still supported with OWE.

OWE configuration on Cisco |OS XE

To provide 6 GHz service to guests, we recommend creating a separate SSID with Enhanced Open / OWE
(Opportunistic Wireless Encryption). It could offer both the AES(CCMP128) cipher for maximum
compatibility with clients up to Wi-Fi 6E and GCMP256 for Wi-Fi 7-capable clients.

At this time, many mobile clients offer partia or not-so-user-friendly support of OWE/Enhanced Open. Test
with your clients to measure the support.



Having two separate guest WLANS (one Open and one OWE/Enhanced Open) can be a solution, especially
if you keep the OWE-secured guest WLAN on 6 GHz only and the fully open one on 5 GHz only. However,
you must segregate the two guest WLANSs into different subnets; otherwise, the Open WLAN negates the
security benefit of the secure WLAN by providing unencrypted access to the same subnet.

(O WPA + WPA2 (O WPA2 + WPA3 @ WPA3 () Static WEP () None

} Needed if using CWA or other web portal
i techniques requiring MAC filtering |

Lobby Admin Access

WPA Parameters Fast Transition
WPA Policy WPA2Z Policy Status Disabled v
GTK Randomize WPA3 Policy v
Over the DS
Transition Disable Beacon Protection |« ¥ETER
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) v CCMP256
GCMP128 GCMP256 " Auth Key Mgmt (AKM)
FT + 802.1X 802.1X-SHAZ256
Protected Management Frame SUITER192-1X OWE —
SAE FT + SAE
PMF Reduired v SAE-EXT-KEY FT + SAE-EXT-KEY
Association Comeback Timer* 1 Transition Mode WLAN ID 0-4096
SA Query Time* 200

OWE configuration on the Cisco Meraki dashboard

Aswith Cisco 10S XE, we recommend creating a separate Guest SSID with Enhanced Open / OWE that
operates on 6 GHz.

Configure this on the Cisco Meraki dashboard under Wireless > Access Control by selecting ‘Opportunistic
Wireless Encryption (OWE)' as the Security method.

SeCU r”y Opportunistic Wireless Encryplion hd

Open (no encryption)

Any user can associate

© Opportunistic Wireless Encryption (QWE)

Any user can associate with data encryption

Password

Users must enter a passphrase to associate @



When running firmware up to MR 31, the only supported WPA type is 'WPA3 only', and the dashboard does
not let you select a different method.

PMF is mandatory in this configuration, while FT (802.11r) cannot be enabled.

Note that the label "WPA3 only' is misleading because OWE is not part of the WPA3 standard; however, this
configuration refers to OWE without Transition Mode.

OWE Transition Modeis available in afuture MR 32.1.x release.

WPA encryption @ WPA3 only ~

i}

8021w O

© Required (reject unsupported clients)

The AES(CCMP128) cipher is enabled by default for maximum compatibility up to Wi-Fi 6E clients.

GCMP256 can be enabled alongside CCMP128 for compliance with Wi-Fi 7 requirements.

Advanced WPA3 settings  (cipher and Ak sulte settings)

WPA3 Cipher Suite GCMP 256

I/T\ Certain Cipher suite and AKMs are required for capable APs to operate in 802.11be (Wi-Fi 7) mode. Please refer to
“_/ documentation for more details.

Additional WPAS3 and related options

While WPA3 options are best described and covered in the WPA3 deployment guide, this section covers
some additional recommendations for WPA3 specifically related to 6 GHz and Wi-Fi 7 support.

Beacon protection



This feature addresses a vulnerability in which an attacker can transmit beacons that impersonate the
legitimate access point and modify fields to change security or other settings for already associated clients.
Beacon protection adds an information element (Management MIC) to the beacon that acts as a signature,
proving that the legitimate access point sent the beacon and that it has not been tampered with. Only
associated clients with a WPAS3 encryption key can verify the beacon legitimacy; probing clients have no
means to verify it. Clients that do not support the additional information element (that is, non-Wi-Fi 7
clients) must simply ignore it, and it does not normally cause compatibility issues unless a client has a
poorly programmed driver.

After 17.18, the beacon protection elements are enabled automatically if your WLAN is Wi-Fi 7 compliant,
regardless of whether you enable the beacon protection checkbox.

This screenshot shows an example of the content of the Management MIC Information Element:

v Tag: Management MIC
Tag Number: Management MIC (76)
fag length: 16

KeyID: 6
IPN: 350200000000
MIC: c0105301caf902ffl

GCMP256

Until the Wi-Fi 7 certification, most clients implemented AES(CCMP128) cipher encryption. CCMP256
and GCMP256 are specific variants related to the SUITE-B 802.1X AKM. Although some early Wi-Fi 7
clients on the market claim Wi-Fi 7 support, they do not always implement GCMP256 encryption. This can
become an issue when Wi-Fi 7 APs enforce the standard and prevent clients without proper GCM P256
support from connecting.

When GCMP256 is enabled, the Robust Security Network Element (RSNE) in the Beacon Frames for the
WLAN advertises the capability in the Pairwise Cipher Suite List as shown here.

Pairwise Cipher Suite Count: 2
v Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) GCMP (256) 0@:0f:ac (Ieee 802.11) AES (CCM)
~ Pairwise Cipher Suite: 0@0:0f:ac (Ieee 802.11) GCMP (256)
Pairwise Cipher Suite OUI: @0:0f:ac (Ieee 802.11)

Pairwise Cipher Suite type: GCMP (256) (9)

v~ Palrwise Cipher Suite: ©0:0f:ac (Ieee 802.11) AES (CCM)
Pairwise Cipher Suite OUI: 00:0f:ac (Ieee 802.11)
Pairwise Cipher Suite type: AES (CCM) (4)

Troubleshoot and verify

The latest version of Wireless Configuration Analyzer Express has a Wi-Fi 7 readiness check that evaluates
your 9800 configuration against al the Wi-Fi 7 requirements mentioned previoudly.



https://developer.cisco.com/docs/wireless-troubleshooting-tools/wireless-config-analyzer-express-gui/

If you are still unsure whether your configuration is Wi-Fi 7 ready, the WCAE identifies what is wrong.

WLAMNz + Policies In Use

Troubleshooting checklist

Mot i use on anry valid Tag

Mot in use on any valid Tag

ssss

i Readhe Band: Al
Radio Dperation: 2 4GHz 563

0 Radia Band: Al
Radi Dperation. 2 4GHz 56tz

y  Sacuity Pebcien wiRL.

BGHz Disabled

WPAD aes
urth; GWE
PMF: Riscrired

Satic WEP

Gz Disabled

WRAZ AES

Aunh: BOZ 1x FT-802. 1x OKE
PWIF: Disabled

* TheWeb Ul (in R32 or 17.18.2 and later) tells you whether your WLAN complies with the Wi-Fi 7
standard. Use this document to verify that the security settings are compliant.

» Make sure the client supports Wi-Fi 7. A Windows laptop requires at least Windows 11 24H2. Make
sure the wireless adapter drivers are up to date.

» The command "netsh wlan show drivers' in Windows is very useful to list the capabilities of the

wireless adapter and verify its status.

» For alaptop, go to the adapter settings and verify that the adapter has 11be mode enabled. Many
adaptersinitialy shipped with 11be disabled and operated as 11ax for compatibility.
* In case of doubt, take an over-the-air packet capture to verify that:
» The AP isbroadcasting an EHT information element in the beacon. This can be captured with
any sniffer; it does not need to support Wi-Fi 7 because the beacon is sent at legacy rates.
 If the APis correctly broadcasting EHT, the client must send the EHT element in its association
request. If it does not, either the client does not consider the AP security settings compliant with
Wi-Fi 7 or 802.11be is disabled in the adapter properties.
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