Configure Posture on Catalyst 9800 WL C and | SE
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| ntroduction

This document describes how to configure a posture WLAN on a Catalyst 9800 WL C and I SE through the
Graphic User Interface (GUI).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» 9800 WLC general configuration
* |ISE policies and profiles configuration

Components Used

The information in this document is based on these software and hardware versions:

* 9800 WLC Cisco I0S® XE Cupertinov17.9.5
* |dentity Service Engine (ISE) v3.2
» Laptop Windows 10 Enterprise

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Wireless LAN Controller RADIUS NAC and CoA Feature Flow
1. Client authenticates using dot1x authentication.

2. RADIUS Access Accept carries redirected URL for port 80 and pre-auth ACL s that includes allowing IP



addresses and ports, or quarantine VLAN.

3. Client isre-directed to the URL provided in access accept, and put into a new state until posture
validation is done. The client in this state talks to the I SE server and validate itself against the policies
configured on the ISE NAC server.

4. NAC agent on client initiates posture validation (traffic to port 80): Agent sends HTTP discovery request
to port 80 which controller redirects to URL provided in access accept. The | SE knows that client trying to
reach and responds directly to client. Thisway the client learns about the I SE server |P and from now on,
the client talks directly with the | SE server.

5. WLC allows this traffic because the ACL is configured to allow this traffic. In case of VLAN override,
the traffic is bridged so that it reaches the | SE server.

6. Once | SE-client completes assessment, a RADIUS CoA-Req with re-auth service is sent to the WLC.
Thisinitiates re-authentication of the client (by sending EAP-START). Once re-authentication succeeds, the
| SE sends access accept with anew ACL (if any) and no URL redirect, or access VLAN.

7. WL C has support for CoA-Req and Disconnect-Req as per RFC 3576. The WL C needs to support CoA-
Req for re-auth service, as per RFC 5176.

8. Instead of downloadable ACLs, pre-configured ACLSs are used on the WL C. The | SE server just sends the
ACL name, which is aready configured in controller.

9. This design works for both VLAN and ACL cases. In case of VLAN override, we just redirect the port 80
isredirected and alows (bridge) rest of the traffic on the quarantine VLAN. For the ACL, the pre-auth ACL
received in access accept is applied.

Thisimage provides a visual representation of this feature flow:
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feature wor kflow

For this use case, an SSID which is only used for corporate users are enabled for posture. No other use
cases, such asBY OD, Guest, or any others exist on this SSID.

When awireless client connects to the Posture SSID for the first time, it must download and install the

Posture Module on the redirected portal of the ISE, and finally applied with relevant ACL s based on the
posture check result (Compliant/Non-Compliant).

Configure

Network Diagram
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AAA Configuration on 9800 WL C

Step 1. Add the I SE server to the 9800 WL C configuration. Navigate to Configuration > Security > AAA
> ServerGroups > RADIUS > Servers > + Add and enter the RADIUS server information as shown in
the images. Ensure Support for CoA is enabled for posture NAC.



_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

-+ Add

RADIUS
( Administration Servers Server Groups
TACACS+
Licensing Name Y Address
LDAP

’ Troubleshooting

9800 create radius server

Create AAA Radius Server X
Name™* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text v
PAC Key CoA Server Key (@) F——

Key Type Clear Text v Confirm CoA Server Key essee

Key* (@ LEETE) Autornate Tester

Confirm Key™* sesee

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1000

Retry Count

"0 Cancel | ] Apply to Device

9800 create radius details

Step 2. Create an authentication method list. Navigate to Configuration > Security > AAA > AAA Method
List > Authentication > + Add as shown in the image:



B . Cisco Catalyst 9800-CL Wireless Controller Welcom

Configuration~ » Security~ > AAA  Show Me How °

<+ AAA Wizard

Servers / Groups AAA Method List AMA Advanced
Authentication

| + Add |
Authorization

Name T Type Y Group Type h 4
Accounting
default login lacal
1 10

Walk Me Through >

9800 add auth list

Quick Setup: AAA Authentication x

Method List Name™ posture-authn-list
Type* dot1x v | (@D
Group Type group v | (&

Fallback to local

Available Server Groups Assigned Server Groups
Idap — radius —
) =
tacacs+ - _
) =)
] )
<] (¢

ll.%] Apply to Device

9800 create auth list details

Step 3. (Optional) Create an accounting method list as shown in the image:



Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting

9800 add account list

Quick Setup: AAA Accounting x

Method List Narme™ POSTUREacct
T'},"DB* identity L @
Available Server Groups Assigned Server Groups
Idap |'T| radius |-?-|
tacacs+ — -
B B
Ed )
(«] B

=l Apply to Device

9800 create acct list details

WLAN Configuration

Step 1. Create the WLAN. Navigate to Configuration > Tags & Profiles>WLANs> + Add and
configure the network as needed:

Configuration~ > Tags & Profiles~ > WLANs

[ -]

9800 WLAN add



Step 2. Enter the WL AN general information.

Add WLAN x

General Security Advanced
Profile Name* | posture_demo | Radio Policy @
33ID* | posture_demo | Show slot configuration
6 GHz
WLAN D" K | sows (oo ()0

€ WPA2 Disabled
Status enaseD () © WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaeleD [}

5 GHz
2.4 GHz

802.11b/ | 80211blg v |
g Policy =~ ——

[El Apply to Device

9800 create WLAN general

Step 3. Navigate to the Security tab and choose the needed security method. In this case, choose 802.1x
and the AAA authentication list (that you created in Step 2. in the AAA Configuration section) are needed:



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

@ WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering

Lobby Admin Access

WPA Parameters Fast Transition
WPA WPAZ o Status | Adaptive Enabledw |
Palicy Policy ) :
GTK . OS!EN Ower the DS
Randomize Policy
Reassociation Timeout * | 20 ‘

WPA2 Encryption

AES(CCMP128) [~ CCMP256
GCMP128 GCMP256 Auth Key Mgmt
802.1x v | PSK
Protected Management Frame Easy-PSK CCKM £
_ _ FT + 802.1x FT + PSK
PMF | Disabled v 802.1x- PSK-SHA256
SHAZ56

[=] Apply to Device

9800 create WLAN security L2

Edit WLAN

A Changing WLAM parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Authentication List posture-authn-list «

Local EAP Authentication

9800 create WL AN security AAA



Policy Profile Configuration

Inside a Policy Profile, you can decide to assign the clients to which VLAN, among other settings (like
Access Controls List (ACLSs), Quality of Service (QoS), Mobility Anchor, Timers, and so on). Y ou can
either use your default policy profile or you can create a new one.

Step 1. Create anew Policy Profile. Navigate to Configuration > Tags & Profiles > Policy and create a
new one:

_ Configuration~ > Tags & Profiles~- > Policy

+ Add
Dashboard
Admin Y Associated & Y
Monitoring Status Policy Tags Policy Profile Name
V] Y | posture_demo_pp
(] default-policy-profile
1 10 -

9800 add policy profile

Ensure the profile is enabled.



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mability Advanced

Name* | posture_demo_pp ‘ WLAN Switching Policy

Description | Enter Description ‘ Central Switching ENABLED .
Status Central Authentication enasten
Passive Client Central DHCP enased [
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

9800 create policy profile general

Step 2. Choose the VL AN. Navigate to the Access Policies tab and choose the VL AN name from the drop-
down or manually type the VL AN-ID. Do not configure an ACL in the policy profile:



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

HTTP TLV Caching IPvd ACL | v |

DHCP TLV Caching IPVE ACL | v |

WLAN Local Profiling URL Filters ®

Global State of Device Disabled ()

Classification r .
Pre Auth | v

Local Subscriber Policy Name | v ; '
Post Auth | v |

VLAN

VLAN/VLAN Group | VLAN1072 v |

Multicast VLAN

9800 create policy profile VLAN

‘ Enter Multicast VLAN ‘

Step 3. Configure the policy profile to accept | SE overrides (allow AAA override) and Change of
Authorization (CoA) (NAC State). Y ou can optionally specify an accounting method too:



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
WLAN Timeout
Session Timeout (sec) | 1800 ‘ ®
Idle Timeout (sec) | 300 ‘
Idle Threshold (bytes) | 4] ‘
Client Exclusion Timeout (sec) ‘ &0 ‘
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required b
DHCP Server IP Address 10.10.10.1

Show more ===
AAA Policy
Allow AAA Override v
NAC State '
Palicy Mame | default-aaa-policy x » |

Advanced

Accounting List | POSTUREacct

Kv|

WGEB Parameters

9800 create policy profile Advance

Policy Tag Configuration

Inside the Policy Tag iswhere you link your SSID with your Policy Profile. Y ou can either create a new

Policy Tag or use the default-policy tag.

Navigate to Configuration > Tags & Profiles > Tags > Policy and add a new one if needed as shown in the

image:

Fabric Profile

Link-Local Bridging

mDMS Service | default-mdns-ser .. w |
Policy - Clear
Hotspot Server | v |
User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security | Not Configured v |
Parameter Map Clear
Flex DHCP Option

for DNS

Flex DNS Traffic

Redirect

WLAN Flex Policy

WLAN Central Switching

Split MAC ACL v

Air Time Faimess Policies

[l Update & Apply to Device




Configuration~ > Tags & Profiles~ > Tags

Site RF AP

==

Policy Tag Name

|‘ﬁ;::\"| I

= Vionitorin (8]

default-policy-tag

vdministration 1 10 »

9800 policy tag add

Link your WL AN Profileto the desired Policy Profile:

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-policy-tag
Description Enter Description

Vv WLAN-POLICY Maps: 1

+ Add

WLAN Profile YT Policy Profile h §

posture_demo posture_demo_pp

1 10

9800 policy tag details

Policy Tag Assignment

Assign the Policy Tag to the needed APs. Navigate to Configuration > Wireless > Access Points > AP
Name > General Tags, make the needed assignment, and then click Update & Apply to Device.



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is

Location® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b
Ethernet MAC

Site default-site-tag v B
Admin Status

RF default-rf-tag v B

AP Mode Local v

9800 policy tag assignment

Redirect ACL Configuration

Navigate to Configuration > Security > ACL >+ Add to create anew ACL.

The ACL used for Posture Portal Redirect has the same requirements as the Central Web Authentication
(CWA).

Y ou need to deny traffic to your | SE PSNs nodes as well as deny DNS and permit all the rest. This redirect
ACL isnot asecurity ACL but apunt ACL that defines what traffic goes to the CPU (on permits) for further
treatment (like redirection) and what traffic stays on the data plane (on deny) and avoids redirection. The
ACL must look like this (replace 10.124.57.141 with your |SE IP address in this example):



Edit ACL x

ACL Name* POSTURE_REDIRECT_#
Rules
Sequence®
Source Type any v
Destination Type . any v
Protocol ahp v
Log

Sequence T

Source Y Destination YT

t Action T SourcelP Y Wildcard

10 deny any
20 deny 10.124.57.141
30 deny any
40 deny any
50 permit any

9800 redirect ACL details

Policy ACL Configuration

ACL Type

Action

DSCP

1
10.124.57.141
any
any
any

any

IPv4 Extended

permit

Mone

Destination Y
Wildcard

Protocol Y

ip
ip
udp
udp

tcp

Source Y Destination T

Port Port DsCP T
None None None
Nane None None
MNone eq domain None
eqdomain  None None
MNone 2q wWww None

Disa

Disa

Disa

Disa

Disa

In this case, you need to define separate ACLs on 9800 WL C for | SE to authorize the Compliant and Non-
Compliant scenarios based on posture check resuilt.

Configuration~ > Security~ > ACL

+ Add # Associate Interfaces

ACL Name

POSTURE_COMPLIANT_ACL

POSTURE_MNON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

1 |101r|

9800 ACL general

e

ACL Type
|Pv4 Extended
|Pv4 Extended

|Pvd Extended

For Compliant scenario, simply use per mit all in this case. As another common configuration, you can aso

have | SE not to authorize any ACL in the compliant result, which is equivalent to per mit all on the 9800

side:



Edit ACL x

ACL Name* POSTURE_COMPLIANT ACL Type IPv4 Extended
Rules
Sequence* Action permit -
Source Type any v
Destination Type any v
Protocol ahp v
Log DSCP Mone L
+ Add
Sequence Y Source Y Source Y Destination Y Destination T Source Y Destination T
t Action T P Wildcard P Wildcard Protocol ¥  Port Port DSCP ¥ Log °
10 permit any any ip None MNone None Disable
1 10 «

9800 ACL - Compliant

For Non-compliant scenario, the client only allows access to certain networks, usually the remediation
server (ISE itself in this case):

Edit ACL x

ACL Mame* ‘ POSTURE_NON-COMP ACL Type IPv4 Extended

Rules

Sequence® ‘ Action permit v

Source Type | any A

Destination Type | any -

Protocol | ahp -

Log DsSCP None v
Sequence T Source Y Destination Y Destination T Source YT Destination T

T Action ¥ SourcelP YT Wildcard P Wildcard Protocol T  Port Port pscP Y Log
10 permit 1012457147 any ip MNone MNone MNone Disa
20 permit any 1012457141 ip MNone None MNone Disa
30 permit any any udp Mone eq domain Mone Disa
40 permit any any udp eqdomain  None None Disa
50 deny any any ip MNone MNone Mone Disa
1 | 10 «

9800 ACL - Non-Compliant



AAA Configuration and Posture Setting on | SE

Posture Requirement: In this example, the requirement to determine compliance is to detect whether a
specific test file exists on the desktop used to test Windows PC.

Step 1. Add WL C 9800 as NAD on the ISE. Navigate to Administration > Networ k Resour ces >
Network Devices> Add:

= Cisco ISt

Metwork Devices

—
Network Devices
Defoult Device

Device Security Settings

Add Network Device 01

= Cisco |5]
Network Devices

Netwark Devices
Default Device

Dewvice Sacunity Ssttings

Add Network Device 02

Network Device Groups

Mot

Network Device Profiles

rk Devices List > WLCHS00

Network Devices

Name WLC3800
Description
1P Address . 1P 10.124.60.41 P
Davice Profile &% Cisco
Mode! Name

Software Version

Network Device Group

Location All Locations
IPSEC No
Device Type Al Device Types

Metwork Device Groups

Metwork Device Profiles

RADIUS Authentication Settings I

RADIUS UDP Settings

Protocol RADIUS

Administration - Network Resources

External RADIUS Servers

External RADIUS Servers

RADIUS Server Sequences NAC Managers

Administration - Network Resources

RADIUS Server Sequences MNAC Managers

I Shared Secret (T2 1]

I Show

] Use Second Shared Secret

Second Shared
Secrot

I CoA Part 1700

I Set To Default

RADIUS DTLS Setiings
] DTLS Required

Shared Secret radius/dtls

Coh Port 2083

CA of ISE . )
cates for Cos  Select if required (optional)

DNS Name

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors



Step 2. Download Cisco Secur e Client Headend Deployment Package and Compliance module on Cisco
Software CCO website.

Access Cisco Software Download and search Cisco Secure Client:

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2.42-webdeploy-k9._pkg
Advisories [

Secure Client 5.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect
version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.
cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9 pkg
Advisories [

| SE Compliance module 4.3

Step 3. Upload Cisco Secure Client Headend Deployment Package and Compliance module packageto
ISE Client Provisioning. Navigate to Work Centers> Posture > Client Provisioning > Resour ces. Click
Add, Choose Agent resour ces from local disk from the drop-down box:

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Policy

Add
Resources +

Client Provisioning Portal

0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

Agent Configuration

(T

Agent Posture Profile

AMP Enabler Profile

O O 0o g

Upload Secure Client


https://software.cisco.com/download/home

Cisco ISE

Work Centers - Posture

Owverview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—

Eliest Provisloning Belcy

esources il

Cliemt Prewvisiomng Podtal 0 Natve Typi Varshon Last Updata
[m] CiscoTemporalAgentOSX 4.10.02051 CiscoTemporaligentOEx 4.10.2081.0 Z021/08/10 031231

I O  GiscoSecureGlientCompsanceModuleWindows 4.3.3335.6146  GiscoSecureCleniCompliancohodisoWindows 4.3.3335.6146 I 02410330 19:28:34

(] Cisco-ISE-Chrome -NSP Native Supplicant Profile Mot Applicable 0160007 D4:01:12
O  GiscoAgentlessOSX 4.10,02051 GiscoAgentiessOSK 4.10.7051.0 2021/08/10 03:12:36
[m} bloomiest-Posture for Windews AgentProfile Mot Applicable 2024703530 19:31:40
O  AnyGonneciDesktopWindaws 4.10.7073.0 AryConneciDes kiogWindows 4.10.7073.0 2024/03/30 19:47:18
(] Mac DsXSPWizard 2.7.0.1 Mac DsXSPWizard 2.7.0.1 ZO2V0B0 0T 22T
O  GiscoagentiessWincows 4.10.02051 GiscoAgentiessindows 4.10,2051.0 2021/08/10 03:12:33
[m} Cisco-ISE-NSP Hative Supplicant Profile Mot Applicable 201610707 04:01:12
0 WLCHS00-windows AgeniContig Noi Applicable 2024/04/01 17:44:50
() WinSPWWizard 3.0.0.3 WinSPWizard 3003 ZH2VI0B0 034227
0  GCiscoTemporaligentWindows 4.10.02051 CiscoTemparaligentWindows 4.10.2081.0 2021/08/10 03:12:28

CiscoSecureClisntDesktopWindows 5.1.2.042

CistoSecweChamDesktapWindows

202403730 19:20:54

5.1.2.42 I

Upload Secure Client and Compliance Module successfully

Selected 0 Toasd 13

Daseription

With CM: 4.3.1858 4353
Cisco Secure Glent Win...
Pra-confligured Native 5.
With GM: 4.3.1856.4353
test windows PG for con...
AryCannect Secure Mab. ..
Supplicant Pravisiening ..
With GM: 4.3.2227.6145
Pra-configured Native 5

Test for WLESH00 Wirele

Supplicam Provisioning
Wikh CM: 4.3.2227 6148

Ciaeo Sacurs Chant fof

Step 4. Create Agent Postur e Profile. Navigate to Work Centers > Posture > Client Provisioning >

Resources > Add > Agent Posture Profile:

Cisco |SE

Overview Metwork Davices Client Provisioning Policy Elements

Chent Previsioning Palicy

DloCrmtesl- Pastare 1o Windws
Rezoutces
Agent Posture Profile

Clitrit Preisioning Porisl

Name
Blogminst- Pesture for Windows

Description:
test wingows: PC for connectng WLCSE0D

Agent Behavior
Farameies

Enabie debug log
Dperate on non-B02. 1K wineless
Enabie signature check

Log file size

Femadiation iEmer

Stealth Mode

Enable natifications in stealth mode

Agent Posture Profile

Posture Policy

Wark Centars - Posture

Policy Sets Troubleshoat
Value
No ~
No ~
No ~
5 L)
4 ins
Oinabiied
Diaabled

Reports Settings

Description

Enables the debug Iog on the agent

Enabies v ~BOZ. 1K wirehess r

agent 1o operate on

Ghock

0 3ARtUrE Of xe runming tham

The maximum agent log file size

tenarks.

&

If the wser faits to rerediate within this specified time, mark 1hem a8 non- compliant

Agent can act as either chentle
without any user imerface.

Display user notifications even when in Steahth mode.

ar standard mode. When stealth mode is enabled, it runs s a service

Step 5. Create Agent Configuration. Navigate to Work Centers> Posture > Client Provisioning >

Resources > Add > Agent Configuration:



= Cisco ISE Work Centers . Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

————
Client Provisioning Policy

Resources

Client Provisioning Portal a 1
- oI e * Select Agent Package: CiscoSecureClientDesktopWindows 5

I * Configuration Nama: WLCAB00-windows I

Test for WLC9800 Wireless dot1x
Description:

Description Value Notes

* Compliance Module CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection
I ISE Pasture |
VPN

Lero Trust Access

J

Network Access Manager

) (

Secure Firewall Posture
Network Visibility

Umbrella

]0 0O

Start Before Logon

<] [i

I Diagnostic and Reporting Tool

Profile Selection

* ISE Posture bloomtest-Posture for Windows b

Add Agent Configuration

Step 6. Confirm the Client Provisioning portal. It is OK to use default portal for testing. (Please generate
CSR and Apply for an SSL certificate from the CA server, and replace Certificate Group tag on this portal,
Settings, Otherwise, a certificate untrusted warning occurs during the test process.)

Navigate to Work Centers> Posture > Client Provisioning > Client Provisioning Portals:

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Palicy

E— Client Provisioning Portals

Client Provisioning Portal =
I ' ieinning You can adit and customize the default Client Provisioning portal and create additional ones

Create

Client Provisioning Portal
(default)

Default portal and user experience used
1o install the posture agents and verify
compliance on user's devices

Choose Client Provisioning Portal 01



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Palicy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings

lient P isioni Poli ' z i i
Cliont Provisioning Policy Portal Behavior and Flow Settings Portal Page Customization

Rescurces

I Client Provisioning Portal Portal & page Settings

“ Portal Settings

HTTPFS port:* B443
(8000 - 8598}
Bidirectional por:* R449
(8000 - 8998)
Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
@ Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configura authentication methods at:

Administration > ldentity Management >
ldentity Source Sequences

Choose Client Provisioning Portal 02

Step 7. Create Client Provisioning Policy. Navigate to Work Centers > Posture > Client Provisioning >
Client Provisioning Policy > Edit > insert new policy above.

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Glient Provisioning Policy

Client Provisioning Policy

Resources

Clignt Provisioning Portal
Dafine the Client Provisioning Policy 10 determine what users will receive upon login and user session inidation:
For Agent Configuration: version of agent, agent profile, agant compliance module, andfor agent customization package.
For Native Supplicant Conliguration: wizard profile andjor wizard, Drag and drop rules 1o change the ordor

-
Rule Mame Identity Groups Operating Systems Other Conditions Results
Pl WLEE800-Windaws Ay Windows Al Candition(s) WLCH800- windaws Edit
| 105 Ay Appss i05 ANl Congitian(s) Ciseo-1SE-NSP Ediit
-} Andratd Any Androld Condition(s) Cisco-1SE-NSP Edit
N ] Winaws Ay Windgws Al Condition(s) CiscoTemporalAgentivia Edit
dows 4.10.02051 And
WinSPiizard 3.0.0.3
And Ciaga-13E-NSP
= | AL O Ary M OEX Condition(s) CiscoTemporalAgentOSK Edit

41002051 And
MacOsREMWizard
2.7.0.1 And Cisea-I1SE-
NSP

Chromebooi Amy Chrome 05 A1l Condition(s) Cisco-ISE-Cheome-N5P Edit

Create Client Provisioning Policy



Step 8. Create File Conditions. Navigate to Work Centers > Posture > Policy Elements > Conditions >
File> File Conditions> Add:

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Conditions e File Conditions List > WLCS800-Posiure-dema
Anti-Malware File Condition
Arti-Spyware
Anti-Virus I Mame * WLCS800-Posture-demo I
Application
Description test for WLC 9800
Compound

Dictionary Compound * Operating System Wing Al -

Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type S—— - I
File
Firewall * File Path USER_DESKTOP WLC9800-Posture-Demo.txt ()

Hardware Attributes
* File Operanor Exists
Pateh Mansgement

Registry
Seript
Service

Use

Create File Condition

Step 9. Create Remediations. Navigate to Work Centers > Posture > Policy Elements > Remediations >
File> Add:

= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Paolicy Elements Posture Policy Palicy Sets Troubleshoot Reports Settings

3 File Remediations List > WLCS800-Posture-Demo

Conditions

File Remediation

Application =
* Name WLC9800-Posture-Demo o©
Anti-Malware
Anti-Spyware Description your PC must have file named WLC9800-Posture-
Anti-Virus
I Compliance Module Any version
File
Firewall Version 1.0
Launch Program
File Uploaded WLC9B00-Posture-Demo.txt

Link

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Requirements
Allowed Protocols
Authorization Profiles

Downloadable ACLs



Create File Remediation

Step 10. Create Requirement. Navigate to Work Centers> Posture > Policy Elements > Requirements >
Insert new Requirement:
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Amowed Protocols
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Create Posture Requirement

Step 11. Create Postur e Policy. Navigate to Work Centers> Posture > Insert new policy:
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Posture Policy
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Create Posture Policy

Step 12. Create three Authorization Profiles: Posture status is Unknown; Posture status is Non-Compliant;
Posture Status is Compliant. Navigate to Policy > Policy Elements > Results > Authorization >
Authorization Profiles> Add:



Dictionaries Conditions Results

Authentication w

Allowed Protocols

Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Authorization o

Authorization Profiles

Downloadable ACLs

]
Profiling >

O
Pasture >

O
Client Provisioning >

Create Authorization Profiles 01

Dictionaries Conditions Results

—
Authestication -
Allawad Protocois
* Namea
Authorization -
Auwthorization Profiles.

Descripion
Downlosdable ACLs

Name

WLC2800

WLCO800-Posture - Compliant

WLCS200- Posture -NenCompliant

WLCHE00- Posure-Unknown

Authorization Profiles & WLGSS00-Posure-Unknown

Authorization Profile

WLCSB00-Posure-Unknown

* Access Type

Prafiting > ACCESS_ACCEPT w
Posture > Network Device Proflle & Cisco  ~ @
Client Provisioning > Service Template =]

Track Movement oo

Agentless Posture oo

Passive Identity Tracking [ ()

~ Common Tasks

O Veice Domain Pormission

Profile

& Cisco ()
& Cisco O

% Cisco (D
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Description

Create Authorization Profiles 02
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O Suppress Prafiler CoA for endpoints in Logical Prafile

Wab Redirection (CWA, MDM, NSR CPF) (D
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POSTURE_REDIRECT_ACL w Value Client Provigioning Portal (def -




Dictionaries Conditions Results

Authentication

Allowed Protocols

Authorization

Autharization Profiles
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Posture
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Authorization Profile

* Name

=Posture-Compliant

w WLC9800-Posture-Complian!

Description

* Access Type

»
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Agentless Posture O
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~ Common Tasks

O Interface Template

ACCESS_ACCEPT v
Cisco L]
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[ Web Authentication (Local Web Auth)

Airespace ACL Name

POSTURE_COMPLIANT_ACL

[ Airespace IPv6 ACL Name

Create Authorization Profiles 03
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Authentication >
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Authorization Profiles
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Profiling »
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Results
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* Name

WLC9B00-Posture=-NonComp

Diescription

* Access Type ACCESS_ACCH
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~ Advanced Attributes Settings

Step 13. Create Policy Sets. Navigate to Policy > Palicy.



Policy Sets

+) Sistus  Policy Sat Nama

Dageription

Create Policy Sets

Sets> Add Icon:

Conditions

o WP Address EQUALS 10.124.60.41

sdbes SEA0 COMTAINS posture_damo

Allowed Protocals | Server Sequonce  Hits  Actions  View

Dolaul Network Accass &

Defauit Network Access

Step 14. Create Authentication Policy. Navigate to Policy > Policy Sets > Expand " WL C9800-Posture-
Demo" > Authentication Policy > Add:
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©  WLCOBOO-Posture-Dem

» Austhontication Policy (2)

AND

T Mormalised

weork Acces:

Paolicy - Policy Sets

s-Device I Address EQUALS 10.124.60.41

i Racius S0 CONTAINS postus_dema

¥ Status  Rule Name Conditions
L '- o W "
©  Oofou

Create Authentication Policy

Dafault Notwork Access X

Hits  Actions

Inernal Users

* Options

All_User_ID_Storas

*  Options

Step 15. Create Authorization Policy. Navigate to Policy > Policy Sets > Expand " WL C9800-Postur e-

Demo" > Authorization Policy > Add:

Securlty Groups

Salect from list

Saloct from list

Salect rom list

Results
) Status  Rule Name Caonditions Profiles
] b +Status EQUALS WLCHB00-Postura-Co
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Examples

1. Connected test SSID posture_demo with correct 802.1X credentials.

T e _—

% pasture_dema

Secured
Enter your user mame and password
| wicIB00-user |

i [ essend e

a4 Cancel

Metwaork & Intemet settings

Change settings, such 5 making & connection metered.

El -

2. The browser pops up the Client Provisioning Portal URL. Click Start to detect Posture Agent. Waiting
for the detect Posture Agent result, 10 seconds countdown.

3. If the PC does not have any version of Posture Agent installed, you can see result "Unable to detect
Posture Agent”. Click Thisismy first time here. You need to download and install Agent.
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4. Posture Agent runs and gets the posture requirements from I SE.
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5. When the checking result meets the Posture requirement, the PC sends a Posture Compliant report to | SE.
I SE triggers CoA because the Posture Status changed for this endpoint.
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Verify

On C9800 GUI, verify that the client gets proper ACL based on Complaint / Non-Complaint posture result.

Compliant:
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On ISE, simply check the Radius live logs to confirm if correct policy matched.

By TB 2008 DEERIS.L [ -] 8 wie HEOT s FLETE. o LTS
My P0. 2004 0346308 -] & [LETE S E LR
Moy T8, 2004 0380278 B 8 whe R0 FLETE SR

L WS- Pasue- Lsksiws

WACHBN-Postue - Complan

WLCABDD- Postusre - Demo + > Poavers - Complisng

WLCIEHE Poile - Demo »r Podbers - Lsknswn

005 Propomes

Comphint

Comphint




Troubleshoot

Checklist

» Ensurethe client connects and getsavalid IP address.
» Ensure that the WL C gets the correct redirect URL and ACL from ISE. Y ou can check it via GUI:

Cliant

Mo = 1 »  Clients
-
Chants ®
Socurity Information

]
e
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Local Policies

Reudinnt Policies

* If theredirection is not automatic, open a browser and try arandom IP address. For example, 10.0.0.1.
If redirection works, it is possible that you have a DNS resolution problem. Verify that you have a
valid DNS server provided via DHCP and that it can resolve hostnames.

* If the browser was redirected to the I SE portal URL but the page won't load, check if the ISE domain
name is added to the DNS server; if not, the client cannot resolve the portal URL. To resolve this
problem, check the Static | P/Host name/FQDN under the Authorization Profile to provide the IP
addressin redirect URL. However, this can be a security concern because it exposes the | P address of

the ISE.
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Collect Debugs



Enable Debugs on C9800

Enable Debugs on ISE
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