Configure Verify Troubleshoot | ntel Analyticson
9800 SeriesWC

Contents

Introduction

Backaround Information

Prerequisites
Reguirements
Components Used

Configure
9800 CLI
9800 GUI

Verify
9800CLI
9800 GUIL

Troubleshoot

RA Traces
Enable the RA Traces on the 9800
Turn off RA Traces and Copy to TFTP Server

Embedded Packet Capture
Start EPC on the 9800

Stop EPC and export to TETP server
What to Look for in the EPC

Client Debugson AP
Start debuas
Stop Debugs

OTA Packet Capture

Intel Adapter Driver Version Note

| ntroduction

This document describes the configuration and operation of the Intel Connectivity Analytics feature on a
9800 Series Wireless Controller.

Background I nformation

As an aspect of Cisco Enterprise Wireless Device Analytics feature, Intel Wi-Fi adapters can now send
diagnostic information to 9800 series controllers, such as:



 Client deviceinformation, including:
» PC manufacturer/model
» OSversion, adapter driver version
* RF environment information, including RSSI of the associated Access Point (AP), and of neighbor
APs

Prerequisites

» 9800 Series Wireless Controller
 Aironet/Catalyst/Cisco Wireless Wave 2 / Wi-Fi 6/6E/7 APs
* Intel Wi-Fi adapter (AC9560, AX200, AX201, AX210, or later)

Requirements

9800 WC must have Cisco IOS XE® 17.6.1 or later installed
The Intel Wi-Fi adapter must have 22.50 or later driver installed
The WLAN must have Protected Management Frames (PMF) enabled or optional
The client must be configured to use either the native Windows supplicant or AnyConnect NAM
 If using NAM, see Cisco bug ID CSCwc57807 for the minimum NAM and Windows versions
necessary to work with PMF

Components Used

In this lab setup:

* 9800-L-C running 17.6.3
» AP4800, C9105, C9120, C9130
» Lenovo X1 Carbon Gen 9 PC running Windows 11, with Intel AX201 adapter with 22.150 driver

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

9800 CL I

1. Enable network assurance.

9800-L#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.


https://tools.cisco.com/bugsearch/bug/CSCwc57807

9800-L(config)#network-assurance enable

2. Enable device classifier.

9800-L (config)#device classifier

3. Enable device analytics on each WLAN.

Note: "device-analytics' and "device analytics pc-analytics' are enabled by default and "device-
analytics export” is optional. Also enable optional or mandatory PMF (which can impact client
connectivity and/or performance.)

9800-L(config)#wlan TUCSONLAB 1 TUCSONLAB

9800-L (config-wlan)#shutdown
9800-L(config-wlan)#device-analytics
9800-L(config-wlan)#device-analytics pc-analytics
9800-L(config-wlan)#device-analytics export # optional
9800-L(config-wlan)#security pmf optional # or "mandatory'
9800-L (config-wlan)#no shutdown

9800 GUI

1. Enable network assurance.

Configuration~ > Services~ > Cloud Services

Network Assurance DNA Spaces

MNetwork Assurance Configuration

Service Status [ENﬁ.ELED .|

2. Enable device classification.



Configuration~ > Wireless = > Wireless Global

Default Mobility Domain * default
RF Group Name* default
Maximum Login Sessions Per 0
User*®

Management Via Wireless [

Device Classification @

3. For each WLAN, under Advanced > Device Analytics, enable Device Analytics support, PC Analytics
support and (optionally) Share Data with Client.

Device Analytics

Advertise Support

<2
Advertise PC Analytics @
Support @

4. For each WLAN, set PMF to Optional or Required, this can impact client connectivity and/or
performance.

Share Data with Client

Protected Management Frame

PME Required v

Verify



Associate the Intel client to the wireless network.

9800 CL I

1. View the STA INFO report for the client MAC address:

9800-L#show device classifier mac-address 36da.2624.f622 detail
Client Mac: 36da.2624.f622
Device Type: LENOVO 20XXS3JCO1
Confidence Level: 40

Day Zero Classification: LENOVO
Device Name: Unknown Device
Software Version: 22.150.00.03
Device 0S: Windows 10

Device Vendor: Intel

Power Type: AC Powered

Hardware Model: AX201 160MHz

2. View the PC Analyticsinfo from the client. The PC Analytics data shown in the next exampleis not
populated until 5 minutes after the initial association. Cisco bug ID CSCwp19148 addresses this limitation.

9800-L#show wireless client mac-address 36da.2624.f622 stats pc-analytics

SeTected AP RSSI:: -55
Candidate BSSIDs:

Neighbor AP RSSI(dB)
683b.78aa.230e -62
04eb.409f.0d6e -55
3c41.0e3b.0d6e -64

Last Reported Time:: 08/02/2022 22:40:39
APs with Invalid IEs: None
APs not sending response:

BSSID Frame Type
084f.f983.4a4de Authentication Response
04eb.409f.0d6e Other Frame types


https://tools.cisco.com/bugsearch/bug/CSCwp19148

STA Info
Neigh AP
Low RSSI
Beacon Miss
Failed AP
Unknown APs

OpRPr OO
[eNeNeNoNoNe]

9800 GUI

1. View the STA INFO report, in Monitoring > Wireless > Clients > client MAC.:

2. Under the 360 View tab:
Client

360 View General QO0S Statistics ATF Statistics

General

Jser Mame
MAC Address 36da.2624.f622 = Deauthenticate
Uptime(sec) 1063 seconds
WLAN Mame TUCSONLAB
AP Mame ms C9120AXI1 (Ch: 165)

Device Type LENOVD 20XXS3JC01

Device 0S5 Windows 10

Client Performance Signal Strength: -42 dBm Signal Quality: 54 dB
Ch BW(Negotiated/Capable): 20 MHz/80 MHz

Capabilities 802.11ac Spatial Stream: 2

3. Under the General > Client Properties tab:



360 View General QOS Statistics ATF Statistics Mok
Client Properties AP Properties Security Information Clie
Max Client Protocol Capability 802.11Tac Wave 2
WiFi to Cellular Steering Mot implemented
Cellular Capability N/A
Regular ASR support DISABLED

Confidence Level 40
Day Zero Classification LENOVO
Software Version 22.150.00.03

Device Vendor Intel

Power Type AC Powered
Hardware Model AX201 160MHz

4. Under the General > Client Statistics tab (statistics viewable 5 minutes after theinitial client
association):



360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE
MNumber of Bytes Sent to Client 18769677 192.168.8.112 0x00000000
Number of Packets Received from 108802
Client
Number of Packets Sent to Client 61961
MNumber of Policy Errors 0
Radio Signal Strength Indicator -42 dBm
Signal to Moise Ratio 54 dB
PC Analytics Statistics
Neighbor APs Info Failed AP Report
Reported Time 08/02/2022 22:40:39 Last Reported Time 08/02/2022 22:40:39
Roaming Reason(s) APs with Invalid IEs
Selected AP RSSI -55 dBm BSSID Frame Type Es

Candidate BSSIDs

Neighbor AP RSSI APs not sending response
683b.78aa.230e -62 dBm BSSID Frame Type
i ey =
Odeb.409t.0dGe il 084f.f983.4ade Authentication Response
3c41.0e3b.0dbe ~64 dBm D4eb.409f.0d6e Other frame types

Troubleshoot

Y ou can collect any of these:

Client debugs from the AP

Client RA traces from the 9800

Over the Air (OTA) packet capture

EPC from the 9800, filtered on client MAC

These examples show aworking case (use the Windows supplicant) and a non-working case (using
AnyConnect NAM):

RA Traces

Enablethe RA Traces on the 9800

debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494



(have the client under test associate to the AP)

Turn off RA Tracesand Copy to TFTP Server

no debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494

(locate the latest ra_tracefile)

dir bootflash:

| include ra_trace

copy bootflash:ra_trace_MAC_38:87:d5:09:33:eb_211303_UTC_Fri_Aug_05_2022.7o0g
tftp://192.168.10.2/ra_trace.log

If PC Analyticsisworking with the Intel client, then the RA Traces can show the feature parsing the data
from the received action frame:

2022/08/05 21:12:14.083830 {wncd_x_R0O-0}{1}:
2022/08/05 21:12:14.083831 {wncd_x_R0-0}{1}:
2022/08/05 21:12:14.083836 {wncd_x_R0O-0}{1}:

Y ou can see data as reported, for example the driver version:

2022/08/05 21:12:14.083917 {wncd_x_R0-0}{1}:

Embedded Packet Capture

Start EPC on the 9800

monitor capture
monitor capture
monitor capture
monitor capture
monitor capture
monitor capture

MYCAP
MYCAP
MYCAP
MYCAP
MYCAP
MYCAP

clear

interface Ten0/1/0 both
buffer size 100

match any

inner mac 38:87:D5:09:33:EB
start

(have the client under test associate to the AP)

Stop EPC and export to TFTP server

[client-orch-sm] [24548]:
[dotll-validate] [24548]:
[dotll-validate] [24548]:

[dotll-validate] [24548]:

(debug):
(debug):
(debug):

(debug) :

MAC: 3887.d509.33eb IEE
MAC: 3887.d509.33eb Dot
MAC: 3887.d509.33eb PC

PC-Analytics SW Version



monitor capture MYCAP stop
monitor capture MYCAP export tftp://192.168.10.2/MYCAP.pcap
no monitor capture MYCAP

What to Look for in the EPC

In Wireshark, look for an action frame (wlan.fc.type_subtype == 0x000d) whose Category Code is "V endor-
specified Protected” (wlan.fixed.category code == 126). The payload can show the PC make/model in
ASCII:

17 35 82 82 @8 3d @@ 88 dd 21 @@ 17 35 8l 1f a8 5 = l..5

@3 83 @@ 96 16 81 88 Bl 86 4c 45 4e 4f 56 4T Ba LENOVO
32 3B 5B 58 53 33 43 43 3@ 31 @@ dd ee 88 17 35 25310 al 5
@5 @1 f2 9c 3e fl 21 e@ 11 31 @@ E 1

Client Debugson AP

Start debugs

terminal monitor
debug client 38:87:D5:09:33:EB

(have the client under test associate to the AP)

Stop Debugs

undebug all
terminal monitor disable
What to L ook for in the AP Debugs

Look for an INTEL_DEO_ANALYTICS line, asthe AP parses an incoming ACTION frame from the
client, for example:

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0674] [1659733933: 67444] [AP4800] [38:87:d5:09:33:eb] <ap
Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0675] CLSM[38:87:D5:09:33:EB]: US Action(d0) seq 1744 IF 3
Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0676] CLSM[38:87:D5:09:33:EB]: INTEL_DEO_ANALYTICS: Total



OTA Packet Capture

In this example, a MacBook running Wireless Diagnostics was used, refer to the Collect Packet Captures
Over the Air on a MacBook document. Y ou can see the client sending one or more ACTION frames that are
CCMP protected (wlan.ccmp.extiv & & wlan.fc.type_subtype == 0x000d.) As these frames are encrypted,
you cannot read the payload (Iook to the EPC, or a span from the APs switchport.)

If the client is not sending CCM P-protected management frames, ensure PMF is set to optional or
mandatory.

To verify the 9800 WC is correctly configured to advertise Intel Analytics, look at the beacon frame or
probe response. Find a vendor specific tag with the Cisco OUI (00:40:96 - such as, wlan.tag.oui ==
0x004096.) The next octet (in the Vendor Specific OUI Type field) has avalue of 0x2c, thisisthe DEO _IE.
The octet is bit-encoded; its fourth-least-significant bit is the Intel Analytics bit.

Intel Adapter Driver Version Note

Beginning with the 23.50.0 Intel driver bundle, all supported adapters apparently have the same 23.x driver
version (as seen in Windows Device Manager.) Depending on the adapter model and host CPU, a different
internal driver version (thisis reported to Intel Analytics) can bein use. For example, the AX211 driver
from the 23.90.0 bundle running on an Intel Corei7 13th Gen has an "outer” driver version of 23.90.0.2;
however, once you drill into the driver details, the "inner" driver version turns out to be 23.50.4.2.

- Driver File Details *
File Action View Help General Advanced Driver  Detads Events FResources
—— — alllF L@ Intd(F) Wi-Fi BE AX211 160MH
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'fi 10 INpULs and o g Dirivar Eravidar — 4 metvwifibus.inf_amd84_abde111fe8221178wwifibus.sys
i Audio Processing Ol:lj_,;,«" o reetwiwbe inf_amdéd_e02b45c1 bRfER0ntelHVRouterld.dl
3 Batteries / Diiver Diake: W26/2024 ~ Lnatstaia iof amdfd_al7hdSclhREMoatahatd d
@ Biometric devi Driver Vorson:  23.900.2 | 777 9| netwiwbe.nf_amd64_e02b45c b0 Netwiwldsys |
F — s
0 Bluetooth ¥ J Digital Sigrer Microsolt Windows Hamn—-“mmm Ld
@ Cameras 3 _ _ Puhhsnm_ — i
B computer §f g~ i
A | { DrverDetnis '-_"‘n?‘nw detais about the installed driver fles.
= Disk driveg | - o
& Display adhpters ———"
' Flrmw.;rq_rj Update 1 Update the driver for this devics Providar, Intal Comoration
A :m::}:rl;rrfa& Devi T ::;;T “Tﬁ ’“’:""’"“P‘“:fd"." P File Version: 235042
i R 12 the previcusl installed driver. Copyight  Copynght © Intal Comearstion 2023
w Mice and Jther pointi
Bl Monitors Disabls Diavica Disuble the device. Digital Signar  Microsalt Windows Hardware Compatibiity
b j Metwork aflapters Catalog File:  netwiwbe cat
& Bluelc%lth Device Uninstall Davice Lininstall the device from the system (Advanced).
rﬂ&w.ﬂ uConpact
N 1rnel(R) Wi-Fi 6E A I] oK
'L.I‘ Lenovo USE Ethen OK Caneal



https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
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