Configure and Troubleshoot Downloadable ACL s
on Catalyst 9800
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| ntroduction

This document describes how to configure and troubleshoot downloadable ACLs (dACLs) on Catalyst 9800
Wireless LAN Controller (WLC).

Background I nformation



A dACL refersto the network device that dynamically downloads ACL entries from the RADIUS server
when authentication occurs, rather than having alocal copy of the ACL and being assigned the ACL name.
A more complete Cisco | SE configuration example is available. This document focuses on the Cisco
Catalyst 9800 which supports dACLsfor central switching since the 17.10 release.

Prerequisites

This document aims to demonstrate dA CL s usage on Catalyst 9800 through basic SSID configuration
examples, showing how these can be fully customizable.

On the Catalyst 9800 Wireless Controller, downloadable ACLs are:

» Supported starting from the Cisco IOS XE Dublin 17.10.1 Release.

» Supported for centralized controller with local mode Access Points only (or Flexconnect central
switching).

» FlexConnect Local Switching does not support dACL.

Requirements

Cisco recommends that you have knowledge of these topics:

» Catalyst Wireless 9800 Configuration Model.
» Cisco IP Access Control Lists (ACLS).

Components Used

The information in this document is based on these software and hardware versions:

« Catalyst 9800-CL (v. Dublin 17.12.03)
e ISE(v.3.2)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212419-configure-per-user-dynamic-access-contro.html#toc-hId-1996302743
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-10/config-guide/b_wl_17_10_cg/m_dACL.html

Throughout this configuration guide, even if methods are different (for example, WLAN authentication,
policy configuration, and so on), the end result is the same. In the next scenario, two user identities are
defined as USER1 and USER2. Both are granted access to the wireless network. Each is assigned
ACL_USER1 and ACL_USER?2 as dACL s downloaded by the Catalyst 9800 from ISE.

Using dACL swith 802.1x SSIDs

Network Diagram

A
9800-CL (v. 17.12.03) %?
10.48.39.130
ISE (v. 3.2)
10.48.38.130

WL C Configuration

For details on 802.1x SSIDs configuration and troubleshooting on Catalyst 9800, refer to the Configure
802.1X Authentication on Catalyst 9800 Wireless Controller Series guide.

1. Configure the SSID. Configure a 802.1x authenticated SSID, using | SE as RADIUS server. In this
document, the SSID has been named DACL_DOT1X_SSID.

From the GUI:

2. Navigate to Configuration > Tags & Profiles>WLAN and create a WLAN:



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
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From the CLI:

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown

3. Configure the policy profile. Configure the policy profile that is used along with the SSID defined
previously. On this policy profile, ensure AAA Overrideis configured from the Advanced tab, as shownin
the screenshot. In this document, the policy profile used is DACL -8021X.

3a. As stated in the prerequisites section, dACLs are only supported for central switching/authentication
deployments. Ensure the policy profile is configured that way.

From the GUI:

1. Navigate to Configuration > Tags & Profiles > Policy, select the policy profile used and configure as
showed in the next screenshot:
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From the CLI:

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown




2. Assign the policy profile and SSID to the policy tag used.

From the GUI:

3. Navigate to Configuration > Tags & Profiles> Tags. From the Policy tags tab, create (or select) thetag
used and assign the WLAN and policy profile defined during Steps 1-2.
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From the CLI:

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X

4. Allow vendor-specific attributes. Downloadable ACL s are passed via vendor specific attributes (VSA) in
the RADIUS exchange between | SE and the WL C. The support of these attributes can be enabled on the
WLC by running these CLI commands.

From the CLI:

WLC#configure terminal



WLC(config)#radius-server vsa send authentication

5. Configure the default authorization list. When working with dACL, network authorization through
RADIUS must be enforced for the WL C to authorize any user authenticating to the 802.1x SSID configured.
The authorization phase is handled on the RADIUS server side. Therefore, the authorization list is required.
dACLs require the usage of aaa authorization networ k method. Y ou can use the default group radius with
the command aaa authorization network default group radius:

From the GUI:

1. Navigate to Configuration > Security > AAA and from the AAA Method List > Authorization tab,
create an authorization method similar to the next screenshot:
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From the CLI:

WLC#configure terminal
WLC(config)#aaa authorization network default group radius

If you do not want to define a default method, you must define a named method. Inthiscase, itisa
mandatory step to call out the AAA Authorization Method List that |SE must use, otherwise the WLC
cannot download the ACL.:



On the WLC:

<#root>

WLC(config)# aaa authorization network

aut hZl i st

group authz-server-group

On the ISE, send this attribute along with the dACL: cisco-av-pair = Method-List=authZlist

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ | Method-ListsauthZlist e

v Attributes Details
Access Type = ACCESS_ACCEPT
DACL = TestDACLs

cisco-av-pair = Method-List=authzZlist

| SE Configuration

When implementing dACL s in awireless environment with | SE, two common configurations are possible:

1. Per-user dACL Configuration: With this, each particular identity has a dACL assigned due to a custom
identity field.

2. Per-result dACL Configuration: When opting for this method, a particular dJACL is assigned to a user
based on the authorization policy it matched on the policy set used.

Per-user dACLS

1. Define a dACL custom user attribute. To assign adACL to a user identity, this field must be configurable
on the identity created. By default, on ISE, the ACL field is not defined for any new identity created. To
overcome this, you can use the Custom User Attribute and define a new configuration field.




2. Navigate to Administration > Identity Management > Settings > User Custom Attributes. Use
the + button to add a new attribute, in this example, the name of the custom attributeis ACL :

= Cisco ISE Administration - Identity Management
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SF
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Endpoint Purge
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AGL String String Max length L, 1] 4

Save Reset

3. Once configured, click Save.

4. Configure the dACL. Navigate to Policy > Policy Elements > Results > Authorization >
Downloadable ACL sto view and define dACL on ISE. Click Add button to create a new one.
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5. This opens a New Downloadable ACL configuration form. On this form, configure these fields:

Name: The name of the dACL defined.

» Description (Optional): A brief description on the usage of the created dACL.
* |IPVersion: The IP protocol version used in the defined dACL (version 4, 6 or both).

DACL Content: The content of the dACL, per Cisco IOS XE® ACL syntax.

In this document, the dJACL used isACL_USER1 and thisdACL allows any traffic except the one destined
t0 10.48.39.186 and 10.48.39.13. Once the fields are configured, click Submit button to create the dACL.

Repeat the step to define the dACL for the second user, ACL_USER2.
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6. Assign the dACL to a created identity. Once the dACL is created, you can assign it to any |SE identity
using the User Custom Attributes created in Step 1. TNavigate to Administration > I dentity
Management > Identities> Users. Click Add to create a user.
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7. On the New Network Access User configuration form, define the username and password for the created



user. Use the custom attribute ACL to assign the dACL created in Step 2 to the identity. In the example, the
identity USER1 using ACL_USER1 is defined.
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8. Once the fields are configured properly, click Submit button to create the identity. Repeat this step to
create USER2 and assign ACL_USERZ2toiit.




.....

Network Access Users

9. Configure the authorization policy result. Once the identity is configured and the dACL is assigned, the
authorization policy must still be configured to match the custom user attribute ACL defined to an existing
authorization common task.

10. Navigate to Policy > Policy Elements > Results > Authorization > Authorization Profiles. Click Add
to define a new authorization policy.

» Name: The name of the authorization policy, in this example, 9800-DOT 1X-USERS is used.

* Access Type: Thetype of access used when this policy is matched, in this
example ACCESS ACCEPT isused.

» Common Task: Match DACL Nameto InternalUser :<name of custom attribute created> for the
internal user. According to the names used in this document, the profile 9800-DOT 1X-USERS s
configured with the dACL configured as I nternalUser:ACL .
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11. Use the authorization profile in policy set. Once the authorization profile result is correctly defined, it
must be part of the policy set used to authenticate and authorize wireless users.

12. Navigate to Policy > Policy Sets and open the policy set used.

13. The authentication policy rule Dot1X matches any connection made viawired or wireless 802.1x. The
authorization policy rule 802.1x Users dACL implements a condition on the SSID used (that is Radius-
Caled-Station-ID CONTAINS DACL_DOT1X_SSID). If an authorization is performed on the
DACL_DOT1X_SSID WLAN, the profile 9800-DOT 1X-USERS defined in Step 4 is used to authorize the
user.
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Per-Result dACLSs

To avoid the task of assigning a particular dACL to each identity created on | SE, you can opt for applying
the dACL to a specific policy result. Thisresult is then applied based on any condition matched on the
authorization rules from the policy set used.

1. Configure the dACL. Execute the same steps from Step 2 from the per-user dACL s section to define the

dACLsrequired. Theseare ACL_USER1 and ACL_USER2.

2. Create identities. Navigate to Administration > I dentity Management > | dentities > Users and click
the Add button to create a user.
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3. On the New Network Access User configuration form, define the username and password for the created
user.
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4. Repesat this step to create USER2.
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5. Configure the authorization policy result. Once the identity and the dACL is configured, the authorization
policy must still be configured to assign a specific dACL to the user matching the condition to use this

policy.

6. To do so, navigate to Policy > Policy Elements > Results > Authorization > Authorization Profiles.
Click Add to define a new authorization policy and complete these fields:

* Name: The name of the authorization policy, in this example 9800-DOT 1X-USER1 is used.

* Access Type: Thetype of access used when this policy is matched, in this
example, ACCESS ACCEPT isused.

* Common Task: Match the DACL Nameto ACL_USER1 for an internal user. According to the
names used in this document, the profile 9800-DOT 1X-USERL1 is configured with the dACL
configured asACL_USER1.
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7. Repeat this step to create the policy result 9800-DOT 1X-USER2 and assign ACL_USER2 as DACL to
it.
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8. Use authorization profilesin a policy set. Once the authorization profile results are correctly defined, it
still must part of the policy set used to authenticate and authorize wireless users.

9. Navigate to Policy > Poalicy Sets and open the policy set used.




10. The authentication policy rule Dot1X matches any connection made viawired or wireless 802.1X. The
authorization policy rule 802.1X User 1 dACL implements a condition on the username used (that is
InternalUser-Name CONTAINS USERL1). If an authorization is performed using the username USERL1,
the profile 9800-DOT 1X-USER1 defined in Step 4 is used to authorize the user and the dJACL from this
result (ACL_USER1) is applied to the user. The sameis configure for username USER2 where 9800-
DOT1X-USER1 isused.

Notes on Using dACLswith CWA SSIDs

As described in the Configure Central Web Authentication (CWA) on Catalyst 9800 WL C and ISE
configuration guide, CWA relies on MAB and specific results to authenticate and authorize users.
Downloadable ACL s can be added to the CWA configuration from the | SE side identically as what has been
described previoudly.

War ning: Downloadable ACLs can only be used as network access list and are not supported as
pre-authentication ACLs. Therefore, any pre-authentication ACLs used in a CWA workflow must
be defined in the WL C configuration.

Verify


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html

To verify the configuration, these commands can be used:

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | nme | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>
show access-lists { acl-name }

FHOoFH OH OH H KR H W K R

In this example, the referenced relevant part of the WL C configuration corresponding to this example is
displayed:

aaa new-model
!
|
aaa group server radius authz-server-group
server name DACL-RADIUS
!
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
|
!
aaa server radius dynamic-author
client <ISE IP>
|
aaa session-id common
!
[...]
vlan 1413
name VLAN_1413
!
[...]
radius server DACL-RADIUS
address ipv4 <ISE IP> auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW " cXiGAUE]CR]APVANfcbROb
!
!
[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]



wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

The RADIUS server configuration is presented, running the show running-config all command:

WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out
radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-limit in 10

radius-server ipc-limit done 10

radius-server vsa send accounting

radius-server vsa send authentication

Troubleshoot

Checklist

» Ensure clients can connect properly to the 802.1X SSID configured.
» Ensure the RADIUS access-request/accept contain the proper attribute-value pairs (AVPs).
» Ensure clients use the proper WLAN/policy profile.

WL C One Stop-Shop Reflex

To check if the dACL is properly assigned to a particular wireless client, you can run the show wir eless
client mac-address <H.H.H> detail command. From there, some useful troubleshooting information can be
found, namely: the client username, state, policy profile, WLAN and, most importantly here, the ACS-ACL.

<#root>

WL Ct#show wireless client mac-address 08be.ac14.137d detail

Client MAC Address : 08be.ac14.137d
Client MAC Type : Universally Administered Address



Client DUID: NA
Client IPv4 Address: 10.14.13.240

Client Usernane : USER1

AP MAC Address : f4db.e65e.7bcO
AP Name: AP4800-E

Client State : Associated Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Nane: DACL_DOT1X_SSID Wreless LAN Network Name (SSID):

BSSID : f4db.e65e.7bc0
Association Id : 1
Authentication Algorithm : Open System
Client Active State : In-Active
[...]
Client Join Time:
Join Time Of Client : 03/28/2024 10:04:30 UTC

Client ACLs : None Policy Manager State: Run

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 35 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x

EAP Type : PEAP

VLAN Override after Webauth : No

VLAN : VLAN_ 1413

[...]
Session Manager:
Point of Attachment : capwap_90000012

IIF ID : 0x90000012
Authorized : TRUE
Session timeout : 28800

Common Session ID: 8227300A0000000C8484A22F
Acct Session ID : 0x00000000
Last Tried Aaa Server Details:
Server IP : 10.48.39.134
Auth Method Status List
Method : Dotlx

SM State : AUTHENTI CATED

SM Bend State : IDLE
Local Policies:

Service Tenplate : w an_svc_DACL-8021X_| ocal (priority 254) VLAN :

DACL_DOT1X_SSI D

VLAN_1413 Absol ute-Ti mer

28800



Server Policies:

ACS ACL : xACSACLx- | P- ACL_USER1- 65e89aab

Resultant Policies:

ACS ACL : xACSACLx- | P-ACL_USER1-65e89aab VLAN Name : VLAN 1413 VLAN : 1413 Absolute-Timer : 28800

WL C Show Commands

To see all ACLsthat are part of the Catalyst 9800 WL C configuration, you can run the show access-
lists command. This command lists all ACLs defined locally or dACLs downloaded by the WLC. Any
dACL s downloaded from ISE by the WL C have the xACSACL x-IP-<ACL_NAME>-
<ACL_HASH> format.

Note: Downloadable ACLs remain in the configuration if aclient is associated and usesit in the
wireless infrastructure. Once the last client using the dACL leaves the infrastructure, the dACL is
removed from the configuration.

WLC#show access-Tists

Extended IP access

[...]
Extended IP access
[...]
Extended IP access

[...]

Extended IP access

[...]
Extended IP access
[...]
Extended IP access

[...]

Extended IP access

[...]

Extended IP access

Tist

Tist

Tist

Tist

Tist

Tist

Tist

Tist

IP-Adm-V4-Int-ACL-global
IP-Adm-V4-LOGOUT-ACL
implicit_deny
implicit_permit
meraki-fqdn-dns
preauth-ise

preauth_v4

XACSACLx-IP-ACL_USER1-65e89%aab

1 deny 1ip any host 10.48.39.13

2 deny ip any host 10.48.39.15

3 deny 1ip any host 10.48.39.186

4 permit ip any any (56 matches)
IPv6 access Tlist implicit_deny_v6

[...]

IPv6 access list implicit_permit_v6

[...]

IPv6 access 1ist preauth_v6

[...]



Conditional Debugging and Radioactive Tracing

While troubleshooting the configuration, you can collect radioactive traces for a client assigned with the
defined dACL. These are some highlighted logs displaying parts of the radioactive traces during an
association process for client 08be.ac14.137d:

<#root>

24/ 03/ 28 10:43:04. 321315612 {wncd_x_RO-0}{1}: [client-orch-sn] [19620]: (note): MAC. 08be.acl4.137d Assc

2024/03/28 10:43:04.321414308 {wncd_x_R0O-0}{1}: [cTlient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

2024/ 03/ 28 10:43: 04. 321464486 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_R0-0}{1}: [dot11l] [19620]: (note): MAC. 08be.acl4.137d Associ ati or

2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO-0}{1}: [dot11] [19620]: (info): MAC. 08be.acl4.137d DOT1l state

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_R0-0}{1}: [client-orch-snm [19620]: (debug): MAC. 08be.acl4.137d

2024/ 03/ 28 10:43: 04. 322881795 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c

2024/ 03/ 28 10:43: 04. 323379781 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10:43: 04. 330181613 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Cdi er

2024/03/28 10:43:04.353413199 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl4.13
2024/03/28 10:43:04.353414496 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [19620]: (info): [08be.acl4.13

2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_RO-0}{1}: [client-auth] [19620]: (note): MAC. 08be.acl4.137d L2 Al


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/ 03/ 28

2024/ 03/ 28
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2024/ 03/ 28
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2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:
10:

43:

43:

43:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43:
43:
43:

43:

43:

43:
43:
43:

43:

43:

43:

43:
43:

04.

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.
04.
04.

04.

04.

04.
04.
04.

04.

04.

04.

04.
04.

353443674 {wncd_x_RO-0}{1}:

381397739 {wncd_x_RO- 0}{1}:

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879
381489488
381491463

381494016

381495896
381498320
381500186

381502409

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-auth]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]

[19620]: (info):
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:

MAC. 08be. acl4.137d di er

Send Access- Request tc

authenticator e9 8b e

User-Nane [1] 7 "USER!

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20
Cisco AVpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3



2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
M$®evT9 (Do«

2024/ 03/ 28

10:
10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:

10:

10:

10:

10:

10:

10:
10:

10:

10:
10:
10:
10:

43:
43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:
43:
43:

43:

43:

43:

43:

43:

43:
43:

43:

43:
43:
43:
43:

04.
04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.
04.
04.

04.

04.

04.

04.

04.

04.
04.

04.

04.
04.
04.
04.

381532045
381534716

381537215

381539951
381542233
381544465
381619890

392544173

392557998
392564273
392615218
392628179
392738554
726798622

726801212

726896276

726905248

727138915

727148212

727164223
727169069

727223736

727233018
727234046
727234996
727236141

%y03@<™CNbWi6\E&\q

10: 43: 04. 727246409

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

-TU+QB-2@”=[JNv"

{wncd_x_RO-0}{1}:

[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]

[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[dotlx] [19620]:

[ dot 1x]

[19620] :

[dotlx] [19620]:

[ dot 1x]

[ dot 1x]

[aut h-ngr]

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[aaa-attr-inf]

[19620] :

[19620] :

[19620] :

(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):

(info):

(info):

(info):

(info):

(i nf

[19620] :

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

[aaa-attr-inf]

[19620] :

RADIUS:
RADIUS:

Vendor, Airespace [26
Airespace-WLAN-ID [1]

RADI US: Nas-ldentifier [32] 17

RADIUS:
RADIUS:
RADIUS:
RADIUS:

wlan-group-cipher [18
wlan-pairwise-cipher[
wlan-akm-suite [188]

Started 5 sec timeout

RADI US: Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...

RADIUS: EAP-Message [79] 8 ..
RADIUS: Message-Authenticator
Valid Response Packet, Free t
[08be.acl4.137d:capwap_9000001

RADIUS:
RADIUS:

[ 08be. ac14. 137d: capwap_9000001-

[08be.acl4.137d:capwap_9000001

[ 08be. acl14. 137d: capwap_9000001-

[ 08be. ac14. 137d: capwap_9000001-

0): [08be.acl4.137d: capwap_9000C

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

(info): Applying Attribute : use
(info): Applying Attribute : cl
(info): Applying Attribute : EA
(info): Applying Attribute : Me
(info): Applying Attribute : EA
(info): Applying Attribute : G s



2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

10:

10:

10:
10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

10:

43:

43:

43:
43:

43:

43:
43:
43:

43:

43:
43:

43:

43:

43:

43:

43:

43:

43:

43:

43:
43:

43:

04.

04.

04.
04.

04.

04

04.
04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

04.

727509267 {wncd_x_R0-0}{1}:

727513133 {wncd_x_R0-0}{1}:

727607738 {wncd_x_RO-0}{1}:
728003638 {wncd_x_R0O-03}{1}:

728144450 {wncd_x_RO-0}{1}:

.728161361 {wncd_x_RO-0}{1}:
728177773 {wncd_x_R0O-03}{1}:
728184975 {wncd_x_RO-0}{1}:

728218783 {wncd_x_R0-0}{1}:

729005675 {wncd_x_R0O-03}{1}:
729019215 {wncd_x_RO-0}{1}:

729422929 {wncd_x_RO-0}{1}:

729428175 {wncd_x_RO-0}{1}:

729432771 {wncd_x_RO-0}{1}:

729435487 {wncd_x_RO-0}{1}:

729437912 {wncd_x_RO-0}{1}:

729440782 {wncd_x_RO-0}{1}:

729442854 {wncd_x_RO-0}{1}:

729445280 {wncd_x_RO-0}{1}:

729447530 {wncd_x_RO-0}{1}:
729529806 {wncd_x_R0O-03}{1}:

731972466 {wncd_x_RO-0}{1}:

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4.137d: capwap_9000C

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4.137d: capwap_90000C(
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADIUS: Send Access-Request t¢

[radius] [19620]: (info): RADIUS: authenticator 20 06 3

[radius] [19620]: (info): RADIUS: NAS-I1P-Address [4] 6 1

[radius] [19620]: (info): RADIUS: User-Name [1] 32 "#ACS

[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 32

[radius] [19620]: (info): RADIUS: Cisco AVpair [1] 26 "e

[radius] [19620]: (info): RADIUS: Vendor, Cisco [26] 30

[radius] [19620]: (info): RADIUS: Cisco AVpair [1] 24 "e&

[radius] [19620]:
[radius] [19620]:

(info):
(info):

RADIUS:
RADIUS:

Message-Authenticator
Started 5 sec timeout

[radius] [19620]: (info): RADI US: Received fromid 1812/



2024/03/28

2024/ 03/ 28

2024/03/28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:
43:
43:
43:
43:
43:

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.
04.
04.
04.
04.

731979444

731983966

731986470
732032438

732048785

732051657

732053782

732056351

732058379

732060673

732062574

732064854

732114294

733046258

733058380
733064555
733065483
733066816
733068704
733069947

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[radius] [19620]:

[radi

[radius] [19620]:
[radius] [19620]:

[radi

[radi

[radi

[radi

[radi

[radi

[radi

[radi

[radius] [19620]:

[svm

us]

us]

us]

us]

us]

us]

us]

us]

us]

[19620] :

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

(info): RADIUS: authenticator 2a 24 8
[19620]: (info): RADIUS: User-Name [1] 32 "#AC
(info): RADIUS: Class [25] 75 ...
(info): RADIUS: Message-Authenticator
[19620]: (info): RADIUS: Vendor, Cisco [26] 47
[19620]: (info): RADIUS: Cisco AVpair [1] 41 "
[19620]: (info): RADIUS: Vendor, Cisco [26] 47
[19620]: (info): RADIUS: Cisco AVpair [1] 41 "
[19620]: (info): RADIUS: Vendor, Cisco [26] 48
[19620]: (info): RADIUS: Cisco AVpair [1] 42 "
[19620]: (info): RADIUS: Vendor, Cisco [26] 36
[19620]: (info): RADIUS: Cisco AVpair [1] 30 "
(info): Valid Response Packet, Free t
(info): [08be.acl4.137d] Applied User Prc
[19620]: (info): Applied User Profile: M
[19620]: (info): Applied User Profile: M
[19620]: (info): Applied User Profile: e
[19620]: (info): Applied User Profile: m
[19620]: (info): Applied User Profile: c
[19620]: (info): Applied User Profile: i



2024/ 03/ 28

2024/03/28
2024/03/28
M$®evT9 (Do«
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

10: 43: 04. 733070971

10:43:04.733079208
10:43:04.733080328
%y0a@<™CNbWi6\E&\q
10:43:04.733091441

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43:

43:

43:
43:

43:

43:

43:

43:

43:

43:

43:

43:

04

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

. 733092470

733396045

733486604

734665244

734894043
734904452

734915743

740499944

742238941

744387633

745245318

745294050

745326416

751291844

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
-1U+QB-°@”= [ JNv"

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

[aaa-attr-inf] [19620]: (info): Applied User Profile:

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

(info):
(info):

Applied User Profile:
Applied User Profile:

[aaa-attr-inf] [19620]: (info): Applied User Profile:

[aaa-attr-inf] [19620]: (info): Applied User Profile:C s

[auth-nmgr] [19620]: (info): [08be.acl4.137d: capwap_9000C

[client-auth] [19620]: (note): MAC: 08be.acl4.137d L2 A

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cdier

[client-keymgmt] [19620]:
[client-keymgmt] [19620]:

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: epm acl

[buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: Index in

[ parser _cnd] [26311]: (note): id= consol e@onsol e:user=



2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43:

43:
43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

751943577

752686055

755505991

756746153
757801556

758843625

759064834

761186727

761241972

763131516

764575895

764755847

769965195

770727027

{iosrp_RO-0}{1}: [og] [26311]: (info): OG_PI_ACL_I NFO ogacl _configured: /

{wncd_x_R0O-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d di er

{iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user=

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
[client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD |

{wncd_x_R0-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c
{wncd_x_RO-0}{1}: [client-iplearn] [19620]: (info): MAC:. 08be.acl14.137d IF
{iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl |
{iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: |ndex in

{wncd_x_R0-0}{1}: [client-auth] [19620]: (info): MAC: 08be.acl4.137d di er
{iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user=
{iosrp_RO-0}{1}: [og] [26311]: (info): OG_PI_ACL_I NFO ogacl _configured: /

{iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user=

{iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e:user=



2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

772314586 {

osrp_RO-0}{1}:

772362837 {iosrp_RO-0}{1}:

773070456 {iosrp_RO-0}{1}:

773661861 {

osrp_RO-0}{1}:

775537766 {

osrp_RO-0}{1}:

777154567 {

osrp_RO-0}{1}:

778756670 {

osrp_RO-0}{1}:

778807076 {

osrp_RO-0}{1}:

778856100 {i osrp_RO-0}{1}:

779401863 {i osrp_RO-0}{1}:

779879864 {

osrp_RO-0}{1}:

780510740 {

osrp_RO-0}{1}:

786433419 {wncd_x_RO-0}{1}:

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: epm acl |

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: Index in

[ parser_cnd] [26311]: (note): id= consol e@onsol e: user=

[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[ bugi nf] [26311]: (debug): AUTH FEAT-I| AL- EVENT: epm acl |
[ bugi nf] [26311]: (debug): AUTH FEAT-I| AL-EVENT: Index in

[mpls_ldp] [26311]: (info): LDP LLAF: Registry notificati
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG_PI_ACL_INFG ogacl _configured: /
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac



2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

10:
10:
10:
10:
10:
10:
10:
10:

10:

10:

10:

10:

10:

10:

10:
10:
10:

10:

43:
43:
43:
43:
43:
43:
43:
43:

43:

43:

43:

43:

43:

43:

43:
43:
43:

43:

04.
04.
04.
04.
04.
04.
04.
04.

04.

04.

04.

04.

04.

04.

04.
04.
04.

04.

786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

789333126

789410101

789622587

789632684

789642576

789651931

789653490
789735556
789800998

789886011

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[cTient-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update, !
[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c

[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = O

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d I|F

[client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us
[aaa-attr-inf] [19620]: (info): [ Applied attribute : c
[aaa-attr-inf] [19620]: (info): [ Applied attribute : G s
[aaa-attr-inf] [19620]: (info): [ Applied attribute :bsr
[aaa-attr-inf] [19620]: (info): [ Applied attribute : t

[ewlc-qos-client] [19620]: (info): MAC: 08be.acl4.137d
[rog-proxy-capwap] [19620]: (debug): Managed client RUN

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢

Packet Capture

Another take to analyze is packet captures of the RADIUS flow for client association. Downloadable ACLs
rely on RADIUS, not only to be assigned to awireless client but also to be downloaded by the WLC. While
taking packet captures for troubleshooting dACL s configuration, you must capture on the interface used by
the controller to communicate with the RADIUS server. This document shows how to configure easily
embedded packet captures on the Catalyst 9800, which have been used to collect the capture analyzed in this

article.

RADIUS Client Authentication

Y ou can see the client RADIUS access-request is sent from the WL C to the RADIUS server to authenticate
USER1 (AVP User-Name) on the DACL_DOT1X_SSID SSID (AVP NAS-Identifier).



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

cess-Request id=02, Duplicate Request

Frame 48835: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)
Ethernet II, Src: Cisco b2:fe:ff (@0:1le:f6:b2:fe:ff), Dst: VMware_8d:@l:ec (00:50:56:8d:91:ec)
802,10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 10.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @8x5c (92)
Length: 571
Authenticator: 3642d8733b9fb2ac19Bd80s0fafaffTl

AVP: t=liser-Name(1) 1=7 val=USER1
AVP: t=Service-Type(6] l=b val=Framed(2)
teVendor=Specific(26) 1=27 wndeciscoSystems(9)
t=Framed-MTU(12) 1=6 val=1485
t=EAP-Message(79) 1=48 Last Segment[1]
t=Message-Authent icator(8@) 1=18 val=cdc761262dcd47e98de31bbAE09dal359
! t=EAP-Key-Name(182) 1=2 val=
: t=Vendor-Specific(26) 1=49 wnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
t=Framed-IP-Address(B) 1=6 val=18.14.13.240
Vendor-Specific(26) 1=4@ vnd=ciscoSystems(9)
t=Vendor-Specific(26) 1=32 vnd=ciscoSystems(9)
: t=Vendor-Specific(26] 1=28 wnd=ciscoSystems(8)
: t=NAS-IP-Address(4) 1=6 val=18.48.39.138
: t=NAS-Port-Type(61) 1=6 val=Wireless-802.11(19)
: t=NAS=Port(5) 1=6 val=3913
t=5tate(24) 1=71 val=333743584d5365737369616e494430383232373330304130303030303039463634393335..
: t=Vendor=Specific(26) 1=39 wnd=ciscoSystems(9)
Vendor-Specific(26) 1=41 wnd=ciscoSystems(9)
Called-Station-Id(38) 1=35 val=f4-db—eb-5e-Tb—c@:DACL_DOTLX_SSID
Calling-Station-Id(31) 1=19 val=88-be-ac-14-13-7d
t=Vendor-Specific(26) 1=12 vnd=Airespace, Inc(14179)
t=MAS-Identifier(32) 1=17 val=DACL_DOT1X_SSID
Unknown-Attribute(187) 1=6 val=288fachd
: t=linknown-Attribute(186) 1=5 val=R8&fach4
8 B AP s aes]. 48 briss Packwin: SEE - Displayed: 2 (2.0%] - gnsrest 1 [3.6H]

When the authentication is successful, the RADIUS server replies with an access-accept. For user USER1
(AVP User-Name) and when applying the AAA attributes, the vendor specific AVP ACS: CiscoSecur e-
Defined-ACL being #ACSACL#-1P-ACL_USER1-65e89aab.

Lemgth |ID S

T 9 P r
4B8. 394 39 19.48.39.134 18.48.39.138

Frame 48839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: WMware 8d:@liec (09:58:56:8d:@Liec), Dst: Cisco b2:fe:ff (8@8:le:f6ib2:fe:ff)
882.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.134, Dst: 18.48.39.138
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: @x5c (92)
Length: 348
Authenticator: 643ableaba94787735f73678ab53b28a

[Time from request: 8.859994880 seconds]
Attribute Value Pairs
WP: t=User-Name(1l) 1=7 val=USER1
AVP: t=Class(25] 1=48 val=434143533a38323237333030413030303030303046383439333541324430697365213439.
AVP: t=EAP-Message(79) 1=6 Last Segment[1]
AVP: t=Message-Authenticator(8@) 1=18 val=de@lc27adl8e8289dd5dEb29165ecET2
AVP: t=EAP-Key-Name(182) 1=67 val=\B31f\@05CHI6\8031VE B6x 00286 96R6\033q06750006467021(80{6%035/5 Gablidly\ 027 bbchEbbrid
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: &6
Vendar I0: ciscaSvstems (9]
~ WSA: t=Cisco-AVPair(1l) 1=6@ val=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-E5eB%aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL USER1-G5e8%9aab
AVFD T=Wendor-speciticlib) =58 wnd=MicrosoTt{311)
AVP: t=Vendor-Specific(26) 1=58 wnd=Hicrosoft(311)

SBT3 - Displrped: 3 (2.006] - lgnarest 1 [.0%)

DACL Download




If the dACL isaready part of the WLC configuration, it is assigned to the user and the RADIUS session
ends. Otherwise, WL C downloads the ACL, still using RADIUS. To do so, the WLC sendsa RADIUS
access-reguest, thistime using the dACL name (#ACSACL#-1P-ACL_USER1-65e89aab) for the AVP
User-Name. The WL C informs the RADIUS server this access-accept initiates an ACL download using the
Cisco AV pair aaa.event=acl-download.

s Lengih |ID e Destiate info
BE37 184 398 -39, . Access=Request id=B1, Duplicate Request
EQ3H it 1 9. 134 0.48. 39 B d=H

Frame B037: 184 bytes on wi 84 bytes captured (1472 bits)
Ethernet II, Src: Cisco b2:fe:ff ( b2:fe:ff), Dst: VMware_Bd:@l:ec (88:50:56:8d:01:ec)
802,10 Virtual LAN, PRI:

138, Dst: 18.48.39.134

Authenticator: b216948576cBa 1899e72d8709454

Attribute Value Pa
48,39,138
#-IP-ACL_USER1-65¢89aab

yal=aaa:event=acl=down Load

ac |-down Load
tor(80) 1=18 val=41da231159246db31B562060dbf70BFE

The RADIUS access-accept sent back to the controller contains the dACL requested, as shown in the
screenshot. Each ACL rule is contained inside a different Cisco AVP of type
ip:inacl#<X>=<ACL_RUL E>, <X> being the rule number.




B Length [ID Saures 3
8837 184 39 18.48.39.138 18.48.39.134 Access-Request id=81, Dup

- BB38 369 39 18.48.39.134 18.48.39, 138 Access-Accept id=81

Frame 8838: 369 bytes on wire (2852 bits), 369 bytes captured (2952 bits)

Ethernet II, Src: VMware 8d:@l:ec (99:50:56:8d:81:ec), Dst: Cisco b2:fe:ff (80:le:f6:b2:fe:ff)
802.10Q Virtual LAN, PRI: @, DEI: @, ID:

Internet Protocol Version 4, Src: 108.48.35.134, Dst: 10.48.39.13@

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

ib3ceS6Gefs

477651436554692148737850..

eny ip any host 198.48.39.15
Systems(9)

eny ip any host 18.48.39.186
5(9)

(9)
=38 val=ip:inacl#d=permit ip any any

Packetu: AXITY . Dinplaywd- 2 [1.0%]

Note: If the content of an ACL is modified after it has been downloaded on the WL C, the change
for this ACL is not reflected until a user re-authenticates (and the WL C performs a RADIUS
authentication for auser again). A changein the ACL is reflected by a change in the hash portion
of the ACL name. The next time this ACL is assigned to a user, its name must be different and the
ACL must not be part of the WL C configuration. However, clients that authenticate before a
change on the ACL continue to use the previous one until they fully re-authenticate.

| SE Operation L ogs

RADIUS Client Authentication

The operation logs show a successful authentication of the user USER1, where the downloadable ACL
ACL_USER1 isapplied. Parts of interest for troubleshooting are framed in red.

Cisco ISE

Staps
Overview Ll

1 Recoived RADIUS Access-Roguast

USER1

0B:BE-AC:V&:13:7D

Unkngrwn

Dofault >> Ded1%
EAP-Kay-Nomo siribite receed

Dofault >> BOZ, 1x User 1 dACL
1006 Retwmed RADIUS Access- Challenge

200-DOT1X-USER
9B00-DOT1X-USERT 11001 Received RADIUS Access- Request

11018 RADIUS is ro-using an oxisting s03sion



Extracted EAP-Response/MAK requesting to use PEAR

1230
Authentication Details el
12300 Prepared EAP-Request proposing PEAR with challenge
Sowrce Timestamp 2024-03-38 05:11:11.025 12625 Valid EAP-Key-Name sttibule receed
Received Timestamg 2024-03-28 05:11:11.036 11006 Retumod RADILS Accoss- Challengo
11001 Received RADIUS Access-Request
Palicy Server ]
11018 RADIUS s ra-using &0 existag s03sion
Evert 5200 Authentication succeeded 12307 Eviracied EAP-Response containing PEAR challengn-
a0 response and accepting PEAR 45 negotisted
Usemame USERY )
12318 Successfully negotiated PEAP version 0
User Type User 12800 Extracted first TLS record; TLS handshake started
Endpoint Id 08:BEAC:14:13:70 12805 Estracted TLS ClientHullo message
12806 Prepared TLS ServerHella message
Calling Station Id 08-be-ac-14-13-7d
12807 Prapared TLS Certifieate massage
Endpaint Profile Unknown 12808 Propared TLS SorvorKeyExchango mossage
. 12810 Prepared TLS ServerDone mess:
;u:nennﬂl i Mantity R age
pald 12305 Prepared EAP-Request with another PEAP challenge
\dentity Group Unkriown 11006 Retwmod RADIUS Access- Challenge
11001 Récaivid RADIUS Azcess-Request
Audit Session ld B227300A0000000DBABABEIF
11018 RADIUS is ro-using an existing sossion
Authentication Mathod detlx I 12304 Exracted EAP-Response containing PEAP chaliengo-
FESDONSE
Authantization Protecol PEAP [EAP-MSCHARVZ)
12305 Prepared EAP-Request with anather PEAP challenge
Sorvice Type Framed 11006 Retured RADIUS Access-Challenge
Metwork Devios gdefland-3800 11001 Received RADIUS Accoss-Roguest
11018 RADIUS is ra-using an existing session
Device Type All Device Types e

12308 Exiracied EAP-Response conlsning PEAR chalenge
Location All Locations Hpnse
12305 Prepared EAP-Request with anather PEAP challenge

NAS IPva Addrass 10.48.39.130
11006 Retumad RADIUS Access- Challenge
NAS Port Tyoe ‘Wireloss - IEEE 802.11 11001 Received RADIUS Access-Request
I Autharization Profile 9800-DOT1X-USERY I 1018 RADIUS is ro-using an oxisting session
Extracted EAP-Response containing PEAP challsngn-
Response Time 3568 millisecands 12304 rasponse

12318 Successfully nogotiated PEAP version 0

12810 Prepared TLS ServerDone message
Other Attributes 12812 Extracted TLS ClantkeyExchange mossage
12803 Extracted TLS ChangoCiphorSpec message
12804 Extracted TLS Finished message
DestinationPart 1812 12807 Prepared TLS ChangoCipherSnes message
12802 Propared TLS Finished message
12816 TLS handshake succeeded
12310 PEAP full handehake finshad succassfully
Framed=MTU 1485 12305 Prepared EAP-Request with anathor PEAP challonge
11006 Retwmed RADIUS Access- Challenge

Confighorsionid 73

Pratacel Radius.

NAS-Par 393

I7CPMSessioniD s 8227 H0AD000000DEERABEIF; 265 ession

Sk Dsise 49961088535, 11001 Recoived RADIUS Access-Roguast
— 000t sc.08 11018 RADIUS is ra-using an eaisting session

ypaps EXiracied EAP-Response containing PEAP challenge-
undsfined- 167 00:01:8e:04 response
undufined- 168 00:0f-ae:01 12313 PEAP inner mathad stafted

11521 Propared EAP-Request/idontity for inner EAP method
Network DeviceProfileid BOGASE05-3150-4215-0800-67530450i56c

12305 Prepared EAP-Roquest with anather PEAP challenge
IsThirdPartyDevicoFlow false 11006 Retumid RADIUS Access- Chalienge
11001 Received RADIUS Access-Request
11018 RADIUS is re-using an existing session

Extracied EAP-Riasponso contamning PEAP challengo-
respense

11522 Extracted EAP-Response/identity for inner EAR method
11806 Prepared EAP-Request for inner mathod proposing EAP-
AuthenticationStats AutherticationPassed MSCHAP with challenge

AcsSessionlD i5/490610885/35
SalectedAuthanticationlden...  Intamnal Users

12304
SelectedAutherticationiden...  AR_AD_Join_Points

SelectedAuthardicationiden Guest Users

12305 Prepared EAP-Request with anather PEAP challenge:
11006 Retuined RADIUS Azcess- Challenge
AutharizationPolicyMatehed . B02.1x User 1 dACL 11007 Recoived RADIUS Access-Roguast

IdentityPalicyMatchedRule Dot1X

11018 RADIUS is re-using an existing session

12308 Extracied EAP-Response contaning PEAR chalenge-
ISEPolicySelName Dafault respense

Extracied EAP-Response contaning EAP-MSTHAP
11808 challenge-response for inner method and accepling EAP-
515 MSCHAP a3 negotiatad

15041 Evaluating Identity Policy

15048 Queried PIP - Normalised Radius RadiusFlowType
TLECipher ECDHE- RS54 -AE5256-GOM-SHAIES 32072 Selocied idontity source sequonce = All_User_ID_Stores
15013 Selected Identity Source - Intemal Users

24210 Locking up User in Internal Users I0Siore - USERY
24212 Found User in Intemal Usors IDSiome
HastidontityGroup Endpaint Identity Groups:Unimnown 22037 Authertication Passed

11824 EAP-MSCHAP authenteation sttemnpt passed

12305 Prepared EAP-Request with another PEAF challenge
11006 Retumed RADIUS Access- Challenge

Deéwice Type Device Typetitll Device Types 11001 Recoived RADIUS Access-Requast

11018 RADIUS is re-using an existing session

123048 Exiracied EAP-Response conlaning PEAR chalenge -
Name USERY response

EndPoirMACAddess 0B-BE-AC-14-13-7D

lentitySelectonMatchadRule  Dot1X

TotalAuthenLatency

ClieniLatency 147

TLEVersion TLSwiZ

DTLSSuppon Unknawn

Network Device Profile Cisco

Location Locationi#hll Locations

IPSEC IPSECHIs IPSEC DaviceliNo



Extracted EAP-Response for inner method containing

EnabiloFl 1

EnableFlag Enabied 1810 e rtinp challenge-rasponse

RADIUS Usermame USERY 11814 Inner EAP-MSCHAP authentication succeeded
11515 Prepared EAP-Success for inner EAP method

NAS-Idanitifier

DACL_DOT1R_SSI0

Davice IP Address

CPMSessioniD

10.48.36.130

B2273004000000)DE48AREIF

Called-Station-10

10-b3-ch-22-99-c0:DACL_DOT1X_SSID

sefvice-typesFramed,
audit-session-id =822 7 300A0000000DE4SABEIF,

12314
12305
11006
11001
11018

12304

PEAP innar method finished successfully

Prepared EAP-Request with anather PEAP challenge
Returned RADIUS Access- Chalienge

Recewed RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Respanse containing PEAP challenga-
response

mathed sdetx,
clignt-iif-id=2113931001, 24715 "SE has nod confirmed locally pravious successiul maching
vian-ads 1413, authentication for uses in Active Directory
tisea-wlan- #4id=DACL_DOT1X_SSID, . P—
CiscolVPair wian-profile-name=DACL_DOT1X_SSID, 15036 Evaluating Authorization Pokcy
AuthanticationidentitySionesimoemal Bsers, 24209 Loaking up Endpaint in Internal Endpaints IDStore -
FQSubjectName=927 3fe30-8c01-1106-996c- USER
515400b4B52 Viluser 1,
UniqueSubjectiD=94b3604t5049DBcc ot 2130868041 3790 24211 Found Endpolet in Imamal Endpoints IDStore
Srdd 15048 Gueried PIP - Network Access.UserName
15046 Quaried PIP - InternatUsor Hame
15018 Selected Authorization Profile - 9800-DOT1X-USERT
Result 11022 Added the dACL specified in the Authorization Profile
22081 Max sossions policy passed
Class CACS-8227300A0000D00 DE4BABEIF ise[45961 08B/ 35

EAP=Kay-Nams

cisco-av-pair

ME-MPBPE-Sond Koy
MS-MPPE-Recy- Ky

License Types

Session Events

19:86:05:40:45:8d:a0:0b:35:03:a4: 1bab 87 b8 72:04: 160 3
D93 H:37:29060:05:88:03:01:40: 23:00:03: 96 61:65:32:048: 0

2 dB-57:5b:F1 :2d:62:d3:6b:00:19:c1: -0:bacB5:0
LETETEH

ACS:CiscoSecure-Defined- ACL=RACSAGLE-IP-ACL_USER1-
65060220

Essantial license consumed.

l 2024-03-28 05:11:11.035

duthentication succeeded

22080
12306

New accounting session crosted in Session eache
PEAR authanlication succoeded

Prepared EAP-Success

Returned RADIUS Access-Accept

DACL Download

The operation logs show a successful download of the ACL ACL_USERL. Parts of interest for
troubleshooting are framed in red.




Cisco |SE

Overview

Ewent 5232 DACL Download Succeeded
LHsaenami RACSACLA-IP-ACL_USER! - B5e80aab:
Endpaoint id

Endirsint Prafily

Authorization Result

Authentication Detalls

Sourco Timesteenp

Received Timestamn

3024-03-78 05:43:04. 755

024-03-78 05:43:04. 755

Policy Server Y
Event £232 DACL Downlosd Succoaded
Usaenama RACSACLA-IP-ACL_USER! - 65a80aab

Hetwork Device
Divice Tyt
Location

AT IPed Addrass

Response Time

Othor Attributes
ConligVersionld
DestinationPort
Pratoced
HetworkDeviceProfileld
IsThirdParyDovicaFlow
AcsSessionlD
TotslAuthnl slarey
ClientLatoncy
DTLSSuppert

Network Device Profie
Locasion

Device Type

IPSEC

gdefland- 38040
Al Dirvics Typard
Al Locations
10.48.39.130

1 miliseconds.

73

ianz

Radius

bO&H9505-1160- 42 15-aBDe-6753d450f50c
talse

ise/450E10855/ 88

1

a

Uinikncwn

Cisco

LocaionAll Locations.

Device Typettdil Device Types

IPSECHIS IPSEC DinvicatiNg

RADIUE Usemarme

HACSACLE-IP-ACL_USERT -65e8%ab

Device IP Addross T0.48.30.130
"
CPMEazsicalD 2:‘3021 pilidsg) ARzHKOW akd guiE TupAl
SRACRRVEEE i SEMESN,
i saacweanteaci-download
Rosult
Class CACS: 03027 VEOW 2 adlipHEg GUkE lupild
& Focsellise/499610885/43
gisoo-an-pair iprinacit 1 =dary i any host 10.48.39.13

CiSCo=me-pair

Cisoo-anv-pair

iS00I Pair

iprinacliZ=dery ip any host 10.48.39.15
ipinacitk=dery ip any host 10,48 30, 186

Ipinacimd = parmit i any Bny

Staps

11001
nez
i1iir
11002

Recenved RADIUS Accoss-Request
RADHUS crantid B naw S033i00
Generated a new session ID

Returned RADIUS Access-Accapt



