Troubleshoot CWA with WL C 9800 and | SE
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This document describes how to troubleshoot Central Web Authentication (CWA) with Wireless LAN
Controller (WLC) 9800 and Identity Services Engine (ISE).

Background I nfor mation

Network administrators looking to secure wireless access for personal devices often opt for wireless
networks that use CWA. This document focuses on the flow chart of CWA, which helpsin the
troubleshooting of common issues. It covers common issues in the process, how to collect logs related to
CWA, how to analyze these logs, and how to collect an Embedded Packet Capture (EPC) on the WLC to
confirm traffic flow.

CWA isthe most common setup for companies that allow users to connect to the company network using
their personal devices, also known as Bring Y our Own Device (BY OD). Thisinformation provides
troubleshooting steps to perform prior to opening a TAC case.



Here isthe CWA packet flow:
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CWA Packet Flow

Detailed Flow

First Association and RADIUS Authentication:
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First Assocition and RADIUS Authentication



DHCP, DNS and Connectivity Check:

DHCP Server DNS Server ISE

Client WLC . . h

DHCP, DNSand Connectivity Check

The connectivity check is done using captive portal detection by the client device operating system (OS) or
browser.

Device operating systems are pre-programmed to perform an HTTP GET towards specific domains:

» Apple = captive.apple.com
» Android = connectivitycheck.gstatic.com
» Windows = msftconnectest.com

Browsers aso perform this check when opened:

» Chrome = clients3.google.com
» Firefox = detectportal.firefox.com

Traffic interception and redirection:
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|_Client receives URL to guest login page |

Traffic interception and redirection

Client login into | SE guest login portal:

Client AP WLC

Client login into | SE guest login portal

Client login and CoA:
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Client login and CoA

Troubleshoot

Common Symptom of a User not Being Redirected to L ogin Page

Let us start with the first part of the flow:
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First Assocition and RADIUS Authentication

Isthe First RADIUS Authentication Successful ?

Check the MAC filtering authentication result:
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| SE Live logs showing mac filtering authentication result

Ensure that the advanced option for the authentication is set to Continue if the user is not found:
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User not found advanced option

Doesthe WL C Receivethe Redirect URL and ACL?

Check ISE live logs and WL C client security information under Monitoring Verify that the ISE sends
Redirect URL and ACL in the Access Accept and it is received by WLC and applied to the client in the
client details:
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Redirect ACL and URL

Isthe Redirect ACL Correct?

Check ACL namefor any typo. Ensure it is exactly likeit is sent by the I SE:
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Redirect ACL verification

Isthe Client Moved to Web-Auth Pending?

Check client details for Web Auth Pending state. If its not in that state, then verify if AAA override and
RADIUS NAC are enabled in policy profile:



woring” > Wireless = » Cllents Edit Policy Profile
Clients  Sieaping Clients IPv4 DHCP Required u
~~ DHCP Server IP Address
[

Sedected 0 out of 1 Chents

Client MAC T P T WLAN T Client

Address Address PG Address AP Mame T SO YD Type Eﬂ!POlICy

Allow AAA Overide 1

NAC State

NAC Type RADILS -

(
\

Client details, aaa override and RADIUSNAC

If the issue persists, revisit the flow:
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DHCP, DNS and Connectivity Check

DoesWLC Allow DHCP and DNS Traffic?

Verify the redirect ACL contentsin the WLC:
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Redirect ACL contentsin the WLC

The Redirect ACL defines which traffic is intercepted and redirected by the permit statement and which
traffic isignored from interception and redirection with a deny statement.

In this example, DNS and traffic to/from the ISE | P address are allowed to flow, and any TCP traffic on port
80 (WWW) isintercepted.

Does DHCP Server Recelve DHCP Discover/Request?

Check with EPC if DHCP exchange happens. EPC can be used with Inner Filters like DHCP protocol and/or
Inner Filter MAC where you can use the client device MAC address and obtain in the EPC only DHCP
packets sent by or sent to the client device MAC address.

In this example, note the DHCP Discover packets sent as broadcast on VLAN 3:
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WLC EPC to verify DHCP

Confirm the expected client VLAN in the policy profile:
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VLAN in the policy profile

Verify the WLC VLAN, switchport Trunk configuration, and DHCP subnet:

HLC1#show wian

i Server Manager

VLAN Name Ports

((—:l ~  Server Manager * DHCP

1 default ive 6Gi2, 6i3
2 employee

ctive — ari SERVERS
3 Euest active !:. Dashboard Al servers | 1 tots
11 mgmt active § Local Server —

Wi All Servers

WLC1#show ip int br i@l ADDS Server Nar

Interface IP-Address OK? Method Status Protecol

GigabitEthernetl unassigned YES unset up up - AD-2016 198.18.133.1 O finc - Performa
GigabitEthernet2 unassigned YES unset diown e DNS

GigabitEthernetd unassigned YES unset diown

Vlianl unassigned YES NVRAM down

Vian2 198.15.2.2 YES NVRAM up up

Vlan3 198.19.1.2 YES NVRAM up up

Vianll 198.19.11.18 YES NVRAM up up

WLC1#show run int vian 3

we need ip helper address on SVI

Current configuration : 109 bytes

interface Wlan3
description guest

ip address 198.19.1.2
no MOp €NdDLEG

no mop sysid

end

VLAN, switchport and DHCP subnet

VLAN 3 existsinthe WLC and it aso has a Switch Virtua Interface (SVI) for VLAN 3. However, when

verifying the DHCP server |P address, it is on a different subnet; therefore, an ip helper-address is needed on
the SVI.

Best practices dictate that SVIsfor client subnets be configured in the wired infrastructure, avoiding them at
the WLC.

In any case, the ip hel per-address command must be added to the SV regardless of where it resides.

An dternative is to configure the DHCP server | P address at the Policy profile:



WLC1#show run int vlan 3
Building configuration...

Current configuration : 141 bytes WLAN Timmout o
| Sassaon Tmeout (Soc 1800 o
inter-Face Vlan3 Wi Tumaoud (] a0 - R Ol - mang-sar.
description guest ‘ T
ip address 198.19.1.2 255.255.255.8 e ‘ Hotspot Senvar .
ip helper-address 198.18.133.1 ] Gl Bnchipion Titnaont (o) = User Defined (Private) Notwork

- Gusest LAN Session Timeout D - D
no mop sysid DHEP o

Drop Unecast
end
19681813310

et Confguead -

A

SVI can be at the WLC itself or in
the Wired network

Ip helper-address at SVI or Policy Profile

Y ou can then verify with EPC if the DHCP exchange is successful and if the DHCP server offers DNS
server |P(s):
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Doesthe Automatic Redirect Happen?

Verify with WLC EPC if the DNS server repliesto queries:
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DNS query and responses

« If the redirection is not automatic, open a browser and try arandom |P address. For example 10.0.0.1.
* If redirection then works, it is possible that you have a DNS resolution problem.

If the issue persists, revisit the flow:

Traffic interception and redirection

Doesthe Browser not Show the L ogin Page?

Verify if the client sends the TCP SY N to port 80 and the WL C intercepts it:
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TCP retransmissions to port 80

In this example, the client sends TCP SY N packets to port 80 but does not get any reply and performs TCP

retransmissions.

Ensure you have the ip http server command in the global configuration or webauth-http-enable in the

parameter-map global:

HLC1=

= —
Enter configuration cosmands, one per line. End with CNTL/Z.
WLC1(config)#ip http server

= graois =
HLC12show run | & hitp

redirect for-login mttp://portal.thewifilab.org/login.ntal

e i Qttp://198.19.11.18:88

P Ntep snticetion local
ip http secure-server
ip http secure-trustpoint _.thewi#ilab.org.pfx
ip nttp timeocut-policy idle 600 life BE400 requests 25
dp hittp session-idle-timeout 1288

destination transport-methad ﬁ

WLC1®show run | & http
redirect for-login hetp://portal.thewifilab.org/login. htal
enrollment url http://198.19.11.10:88

ip http secure-server
ip http secure-trustpoint _.thewifilab.org.pfx
dp http tisecut-policy idle 600 life 86400 requests 25
dp nttp session-ldle-timecut 1209

destination transport-sethod http
wLcie]]

WLC18show run | b parameter-map type webauth global
parameter-map type webauth global

type webauth
virtual-ip ipv4 192.8.2.1 virtual-host vip.thewifilab.org

http interception commands

After the command is applied, the WL C intercepts the TCP traffic and spoofs the destination IP address to

reply to the client and redirect.
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TCP interception by WLC

If the issue persists, continue with the flow:




Can the Client Resolvethe | SE Hosthame?

Verify if theredirect URL uses an IP address or hostname, and if the client resolves the | SE hosthame:

A common issue occurs when the redirect URL contains the | SE hostname, but the client device is unable to
resolve that hosthame to the ISE IP address. If ahosthame is used, ensure that it is resolvable via DNS.

Doesthe L ogin Page still not L oad?

Verify with WLC EPC and ISE TCPdump if client traffic reaches the | SE Policy Services Node (PSN).
Configure and initiate the captures on the WLC and I SE:
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WLC EPC and | SE TCPDump

After issue reproduction, collect captures and correlate traffic. In this example, the ISE hostname is
resolved, followed by communication between the client and | SE on port 8443:

=g e

S R 150 e
—

WLC and | SE traffic

Why is There a Security Violation due to the Certificate?

1. If you use a self-signed certificate on ISE, it is expected that the client throws a security warning when
it attempts to present the I SE portal login page.

On the WLC EPC or | SE TCPdump, you can verify if the | SE certificate is trusted.

In this example, the connection closes from the client with an Alert (Level: Fatal, Description: Certificate
Unknown), which means the | SE certificate is not known (trusted
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| SE untrusted certificate

If checked on the client side, you see these exampl e outputs:

We can
bypass
arning

Client device that does not trust |1 SE certificate

If redirection works but login fails, check the final part of the flow:




Client login and CoA

Doesthe Guest Login fail?

Check ISE logs for failed authentication. Ensure credentials are correct.

Cisco ISk

1
Overview Steps

Authentication Details

2023-01-13 21:32:29.201

' Make sure you using correct
kc:redentials ©

Guest authentication fails due to wrong credentials

Doesthe L ogin Succeed but the Client does not Moveto RUN Sttate?

Check ISE logs for authentication details and results:



Still getting Redirect-to-Portal 7777
Redirection loop

In this example, the client receives the authorization profile again that contains the Redirect URL and
Redirect ACL. Thisresultsin aredirection loop.

Check the Policy set. The rule checking Guest_Flow must be placed before the Redirection rule:

Status  Rule Namo Gonditions Profiles Security Groups Hits  Actions

Guest_Flow rule

Is COA Failing?

With EPC and ISE TCPDump, you can verify CoA traffic. Verify if the CoA port (1700) is open between
the WL C and I SE. Ensure the shared secret matches.
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8, Dat: Cluco ezaecfd (90:le:vE:ed:e)

Trteret Protocol Verdlen 4, See: 18.10.100.27, Ddf: 384.19.11.30
tagrem Frotocol, SrC POrt: 14564, Dst Port: 1709

E 8
ALE5T0 150.19.11,
AZIED 158, 18.433,37 98,19, 1330 RADIUS

CoAtraffic

S

Note: On version 17.4.X and later, ensure to also configure the CoA server key when you
configure the RADIUS server. Use the same key as the shared secret (they are the same by default
on ISE). The purpose isto optionally configure adifferent key for CoA than the shared secret if
that iswhat your RADIUS server configured. In Cisco IOS® XE 17.3, the web Ul smply used the
same shared secret as CoA key.

Asfromversion 17.6.1, RADIUS (including CoA) is supported through this port. If you want to use the
Service Port for RADIUS then you need this configuration:

<#root>

aaa server radius dynamic-author
client 10.48.39.28

vrf

Myt - i nt f

server-key ciscol23

interface GigabitEthernet0

vrf

f orwar di ng

Myt - i nt f

ip address X.X.X.X X.X.X.X



!if using aaa group server:
aaa group server radius group-name
server name nicolISE

vrf

f orwar di ng

Myt - i nt f

radi us

source

-interface G gabitEthernet0

Summary

Thisisthe summarized CWA checklist:

» Ensurethe client sits on the correct VLAN and gets an |P address and DNS.

» Get client details at the WL C and run packet captures to see the DHCP exchange.

» Verify that the client can resolve hosthames via DNS.

 Ping the hostname from the command prompt.

* The WLC must be listening on port 80.

» Verify the global command ip http server or global parameter map command webauth-http-enable.
» Toremove the certificate warning, install atrusted certificate on ISE.

» Thereisno need to install atrusted certificate on the WLC in CWA.



» Set the Authentication Policy at | SE Advanced option to Continue if the user is not found.
» Allow sponsored Guest users to connect and get the URL Redirect and ACL.

Main tools used in the troubl eshoot:

WLC EPC

. Inner filters: DHCP protocol, MAC address.
WL C Monitor

: Check client security details.

WLC RA tracing

: Debugs with detailed info at the WL C side.

ISE LiveLogs

. Authentication details.

| SE TCPDump

: Collect packet captures at the ISE PSN interface.

Resour ce | nformation

e Configure Central Web Authentication (CWA) on Catalyst 9800 WL C and ISE



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html

