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This document describes how to implement SDA for wireless with a fabric-enabled WL C and access points
on Cisco Catalyst Center.

Prerequisites

Requirements

Required knowledge includes:

» 9800 Wireless LAN Controllers (WLC) configuration
 Lightweight Access Points (LAPS)

* Cisco DNA



Components Used

The information in this document is based on these software and hardware versions:

» 9800-CL WLC Cisco IOS® XE, Version 17.9.3
e Cisco Access Points: 9130AXE, 3802E, 1832]
* Cisco DNA version 2.3.3.7

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

SD-Access

Software-Defined Access (SD-Access) automatically enforces security policies across the network by using
dynamic rules and automated segmentation.

SD-Access establishes an initial level of trust for each connected endpoint and continuously monitors the
endpoint to revalidate that trust.

If an endpoint behaves abnormally or athresat is detected, the administrator can immediately contain it and
take action before a breach occurs. This reduces business risk and protects resources.

SD-Access is integrated and can be deployed in both new and existing networks.

SD-Access is a Cisco technology that is an evolution of the traditional campus network that delivers intent-
based networking (IBN) and central policy control with the use of Software-Defined Networking (SDN)
components.

Three network-centric pillars of SD-Access:

1. A network fabric: It is an abstraction of the network itself that supports programmable overlays and
virtualization. The network fabric supports both wired and wireless access, allows it to host multiple
logical networks that are segmented from one other and are defined by business intent.

2. Orchestration: Cisco DNA isthe orchestrator engine of SDA. Cisco DNA functions like an SDN
controller. It implements policies and configuration changes in the fabric. Also incorporates atool that
supports network design and supports real-time network telemetry operations and performance
analytics through Cisco DNA Assurance. Therole of Cisco DNA isto orchestrate the network fabric
to deliver policy changes and network intent for security, quality of service (QoS), and
microsegmentation.

3. Policy: Identity Services Engine (ISE) isthe tool that defines network policy. | SE organizes how the
devices and nodes are segmented into virtual networks. 1SE also defines scalable group tags (SGTs)
that are used by access devices to segment user traffic asit enters the fabric. SGRs are responsible to
enforce the microsegmentation policy defined by ISE.



SDA is built on centralized orchestration. The combinations of Cisco DNA as the programmable
orchestration engine, | SE as the policy engine, and a new generation of programmable switches makesit a
much more flexible and manageabl e fabric system than anything that has come before.

Note: This document deals specifically with SD-Access Wireless.

The network fabric is composed of these elements:
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The wireless integration to fabric leads to several advantages for the wireless network for example:
addressing simplification, mobility with stretched subnets across physical locations; and microsegmentation
with centralized policy that is consistent across both of the wired and wireless domains. It also enables the
controller to shed data plane to forward duties while it continues to function as the centralized services and
control plane for the wireless network. Thus wireless controller scalability is actually increased because it no
longer needs to process data plane traffic, similar to the FlexConnect model.

SD-Access Wireless Architecture
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SDA Overview

There are two primary SDA supported wireless deployment models:

Oneisan over-the-top (OTT) method, atraditional CAPWAP deployment connected on top of afabric
wired network. The SDA fabric transports the CAPWAP control and data plane traffic to the wireless
controller:
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Over-The-Top Method

Over-The-Top Method

In this deployment model, the SDA fabric is atransport network for wireless traffic (a model often deployed
in migrations). The AP works very similarly to classic Local mode: both CAPWAP control and data planes
terminate on the controller, that means the controller does not directly participate in the fabric. This model is
often used when wired switches are first migrated to the SDA fabric but the wireless network is not yet
ready for full fabric overlay integration.

The other deployment models the fully integrated SDA model. The wireless network isfully integrated to
the fabric and participates in overlays, it allows different WLANS to be part of different virtual networks
(VNs). The wireless controller only manages the CAPWAP control plane (to manage APs), and the



CAPWAP data plane does not come to the controller:
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The wireless data plane is handled similarly to wired switches - each AP encapsulates datain VXLAN and
sendsit to afabric edge node where it is then sent across the fabric to another edge node. The wireless
controllers must be configured as fabric controllers, which is a modification from their normal operation.

Fabric enabled controllers communicate with the fabric control plane, it registers Layer 2 client MAC
addresses, and Layer 2 Virtual Network Identifier (VNI) information. The APs are responsible for
communication with wireless endpoints, and assist the VXLAN data plane by encapsulation and de-
encapsulation traffic.

SDA Roles and Terminology

The network fabric is composed of these elements:

» Control-Plane Node: Thisis the location mapping system (host database) that is part of the Location
Separator Protocol (LISP) control plane, that manages endpoint identity (EID) to location
relationships (or device relationships). Either the control plane can be a dedicated router that provided
control plane functions or it can coexist with other fabric network elements.



» Fabric Border Nodes: Typically arouter that functions at the border between external networks and
the SDA fabric, that provides routing services to the virtual networks in the fabric. It connects external
Layer 3 network(s) to the SDA fabric.

 Fabric Edge Nodes: Device within the fabric that connects non-fabric devices, such as switches, APs,
and routers to the SDA fabric. These are the nodes that create the virtual overlays tunnels and VNs
with Virtual eXtensible LAN (VXLAN) and impose the SGTs on fabric-bound traffic. The networks
on both sides of the fabric edge are inside the SDA network. They connect wired endpoints to the SD-
Access fabric.

 Intermediate Nodes. These nodes are inside the core of the SDA fabric and connect to either edge or
border nodes. The intermediate nodes simply forward SDA traffic as | P packets, unaware that there
are multiple virtual networks involved.

» Fabric WLC: Wireless controller that is fabric enabled and participates in the SDA control plane but
does not process the CAPWAP data plane.

» Fabric mode APs: Access points that are fabric enabled. Wireless traffic is VXLAN-encapsul ated at
the AP, which allows it to be sent into the fabric through an edge node.

» Cisco DNA (DNAC): The Enterprise SDN controller for the Software Defined Access (SDA) fabric
overlay network, and is responsible for both automation and assurance tasks. It can also be utilized for
some automation and related tasks for the network devices that form the underlay (that is non-SDA
related) as well.

* ISE: The Identity Services Engine (ISE) is an enhanced policy platform that can serve avariety of
roles and functions, not the least of which isthat of the Authentication, Authorization and Accounting
(AAA) server. | SE typically interacts with Active Directory (AD), but users can be configured locally
aswell on ISE itself for smaller deployments.

Note: The control planeisacritical infrastructure piece of the SDA architecture, soit is
recommended to be deployed in aresilient way.

Underlay and Overlay Networks

The SDA architecture utilizes fabric technology that supports programmable virtual networks (overlay
networks) that run on a physical network (an underlay network).

A fabricisan Overlay.



An Overlay network isalogical topology used to virtually connect devices, built over an arbitrary physical
Underlay topology. It uses alternate forward attributes to provide additional servicesthat are not provided by
the Underlay. It is created on top of the underlay to create one or more virtualized and segmented networks.
Due to the software-defined nature of overlays, it is possible to connect them in very flexible ways without
the constraints of physical connectivity. It isan easy way to enforce security policies, since the overlay can
be programmable to have a single physical exit point (the fabric border node), and one firewall can be used
to protect the networks behind it (whether they can be located). Overlay encapsul ates traffic with the use of
VXLAN. VXLAN encapsulates complete Layer 2 frames for transport across the underlay with each overlay
network identified by a VXLAN network identifier (VNI). Overlay fabrics tend to be complex and require a
significant amount of administrator overhead on new virtual networks deployed, or to implement security
policies.

Examples of network overlays:

GRE, mGRE
MPLS, VPLS
|PSec, DMV PN
CAPWAP
LISP

oTv

DFA

ACI

An Underlay network is defined by the physical nhodes such as switches, routers, and wireless APs that are
used to deploy the SDA network. All network elements of the underlay must establish I P connectivity via
the use of arouting protocol. While the underlay network is not likely to use the traditional access,
distribution, core model, it must use awell-designed Layer 3 foundation that delivers robust performance,
scalability, and high availability.

Note: SDA supports IPv4 in the underlay network and 1Pv4 and/or IPv6 in overlay networks.
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AP Join Workflow:

1. Admin configures AP pool in Catalyst Center in INFRA_VN. Cisco DNA pre-provision a configuration
on al the Fabric Edge Node to automatically onboard APs.

2. AP isplugged in and powers up. Fabric Edge discoversit’s an AP via CDP and applies the macro to
assign (or the interface template) the switch port the the right VLAN.

3. AP getsan IP address viaDHCP in the overlay.

4. Fabric Edge registers APs | P address and MAC (EID) and updates the Control Plane (CP).

5. AP learns WL Cs | P with traditional methods. Fabric AP joins as aLocal mode AP.

6. WLC checksif it is fabric-capable (Wave 2 or Wave 1 APs).

7. 1f AP issupported for Fabric, WLC queries the CP to know if AP is connected to Fabric.

8. Control Plane (CP) repliesto WLC with RLOC. This means AP is attached to Fabric and is shown as
“Fabric enabled”.

9. WLC doesal 2 LISP registration for AP in CP (that is AP “specia” secure client registration). Thisis
used to pass important metadata information from WLC to the Fabric Edge.

10. In response to this proxy registration, Control Plane (CP) notifies Fabric Edge and pass the metadata
received from WLC (flag that saysit is an AP and the IP address from the AP subnet).

11. Fabric Edge processes the information, it learnsit isan AP and createsaVXLAN tunnel interface to the
specified IP (optimization: switch sideisready for clientsto join).
The debug/show commands can be used to verify and validate the AP join workflow.

Control Plane

debug 1isp control-plane all

show Tisp instance-id <L3 1instance id> ipv4 server



(Must show the AP IP address registered by the edge switch where the AP is connected.)

show Tisp instance-id <L2 instance id> ethernet server

(Must show the AP radio as well as the Ethernet MAC address. The AP radio is registered by the WLC, and
the Ethernet MAC addressis registered by the edge switch where the AP is connected.)

Edge switch

debug access-tunnel all

debug 1isp control-plane all

show access-tunnel summary

show Tisp instance < L2 instance id> ethernet database wlc access-points

(Must show the AP radio MAC address here.)

WLC

show fabric ap summary

WLC LISP debugs

set platform software trace wncd chassis active rO lisp-agent-api debug

set platform software trace wncd chassis active r0 lisp-agent-db debug

set platform software trace wncd chassis active rO lisp-agent-fsm debug
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CAPWAP in VXLAN

1isp-agent-internal debug

Tisp-agent-Tib debug

1isp-agent-Tispmsg debug

1isp-agent-shim debug

1isp-agent-transport debug

1isp-agent-ha debug

ewlc-infra-evqg debug

Client SGT/VNID and RLOC [000000]

Client Onboard Wor kflow

Client Onboard Workflow

Fabric WLC



Client Onboard Workflow:

1. Client authenticates to a Fabric enabled WLAN. WLC gets SGT from I SE, updates AP with client
L2VNID and SGT along with RLOC IP. WL C knows RLOC of AP from internal Database.

2. WLC proxy registers Client L2 info in CP; thisis LISP modified message to pass additional info, like the
client SGT.

3. Fabric edge gets notified by CP and adds client MAC in L2 to the forward table and go and fetch the
policy from | SE based on the client SGT.

4. Client initiates DHCP Request.

5. AP encapsulatesit in VXLAN with L2 VNI information.

6. Fabric Edge maps L2 VNID to VLAN interface and forwards DHCP in the overlay (same asfor awired
Fabric client).

7. Client receives an | P address from DHCP.

8. DHCP snooping (and/or ARP for static) triggers the client EID registration by the Fabric Edge to the CP.

The debug/show commands can be used to verify and validate the client onboard workflow.

Control Plane

debug lisp control-plane all

Edge switch

debug lisp control-plane all

debug ip dhcp snooping packet/event

WLC

For LISP communication, same debugs as AP join.

Client Roams



Fabric WLC

FE1 - client update to AP

Client Roams Wor kflow

Client Roams Wor kflow

Client Roams Workflow:

1. Client roamsto AP2 on FE2 (inter-switch roaming). WLC gets notified by AP.
2. WLC updates forward table on AP with client info (SGT, RLOC).

3. WLC updatesthe L2 MAC entry in CP with new RLOC Fabric Edge 2.

4. CP then notifies:

» Fabric Edge FE2 (roam-to switch) to add the client MAC to the forward table that pointsto VXLAN
tunnel.
» Fabric Edge FE1 (roam-from switch) to do clean up for the wireless client.

5. Fabric Edge update the L3 entry (IP) in CP data base upon it receives traffic.

6. Roam is Layer 2 as Fabric Edge 2 has the same VLAN interface (Anycast GW).

Configure

Network Diagram
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WL C Discovery and Provision in Cisco Catalyst Center

Add WLC

Step 1. Navigate to the location where you want to add the WL C. Y ou can add a new building/floor.

Navigate to Design > Network Hierarchy and enter the building/floor, or create a new floor, as shown in
the image:
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Create New Floor

Create New Floor

Step 2. Add floor. You can also upload an image of the plant of the floor.

Add Floor X |
|
Floor Mame*
Floor 1
Parent
Lisbon
Type (RF Model) Floor Number®*
Cubes And Walled ... , 3
Floor Type® Thickness (m)*
Medium Floor (15dB... , 7

Floor Image

Drag floor plan here |
or

(Supparted farmats DXF, DWG, JPG, GIF, PNG, PDF)

© width(m) () Length(m) Height (m)
30 30 3

e

Add New Floor

Add New Floor

Step 3. Navigate to Provision > Inventory and add the WL C with Add Device. Add a
user name/passwor d to the WL C that Cisco DNA uses to access the WLC.

In the Add Device diaog, enter the WL C management | P address and the CL 1 credentials that Cisco
Catalyst Center usesto log in to the controller.



Inventory Plug and Play Inventory Insights

. ) Two (2) Warning Alerts on this page. Expand to see detail.
C'\ Search Hierarchy

~ & Global

O Unassigned Devices Focus: Inventory «
> & - - >
Filter | @ Add Device Tag Actions v @O | Take a Tour
> &
C] Device Name = IP Address Device Family

>
Add Device
Add Device

Step 4. On the WLC GUI, navigate to Administration > Management > SNM P > Community Strings
and verify the configured string. Add the correct SNM P community string when you add the WL C in Cisco
DNA, and ensure that netconf-yang is enabled on the 9800 WL C. Run the command show netconf-yang
status. At the end, click Add:

Administration~ > Management~ > SNMP

SNMP Mode enaslen )|

Genera SNMP Views | Community Strings I V3 User Groups V3 Users Hosts Wireless Traps
-+ Add

Community Name Y Access Mode e
private Read/Write
public Read Only

1 10 »

SNMP Configuration

SNMP Configuration

Step 5. Add the WL C IP address, CLI credentials (the credentials Cisco DNA usesto loginto the WLC
and these must be configured on the WL C before adding it to Cisco DNA), the SNMP string, and verify if
the NETCONF port is configured on port 830:



Add Device
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Add WLC
Add WLC
The WLC shows up as NA because Cisco DNA is still in sync process:
O NA 10.48.39.186 @ Reachable Not Available :\:_f:naged NIA NA

WLC in Sync Process

WLC in Sync Process

When it finishes the sync process, you can see the WL C name, |P address, if it is reachable, managed and
software version:



10,48,39,186  Wirgless Controllee @ Reachable Nat Available @ Managed N/A

WLC Synced
WLC Synced
Step 6. Assign the WL C to asite. On the device list, click Assign and choose a site:
Assign Device to Site
Serial Number Devices
9 9800-17-9-RMI-RP-HA.dns-ams.cisco %CWOOSCBSWC

Assign Deviceto Ste

Assign Deviceto Ste

Y ou can decide to assign the site now or later:

Assign Device to Site

© Now () Later
(O Generate configuration preview

Creates preview which can be later used to deploy on selected devices. View status in Work ltems
Task Mame*

Assign 1 Device(s) to Site

Assign Device to Ste Now or Later

Assign Device to Ste Now or Later

Add Access Points

Step 1. Once the WLC is added and reachable, navigate to Provision > Inventory > Global > Unassigned
Devices and search for the APs joined to the WLC:
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Step 2. Click Assign. Select the target site. Select the Apply to All checkbox to apply the assignment to

multiple devices.

Assign Device to Site

Serial Number Devices

F 3800E-1

K DO_NOT_MOVE.Static_AP1
K APOC75

Assign APsto Ste

Assign APsto Site

% Choose a floor

@ Apply to All (O

% Choose a floor

% Choose a floor

Navigate to your floor and you can see all devices assigned to it - WLC and APs:



Inventory
Q-
O Device Nome - 1P Addross Daovige Family Reachability
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Step 1. Navigate to Design > Network Settings > Wireless > Global and add an SSID:

Create SSD

Create SSD

Y ou can create an Enterprise SSID or aGuest SSID. In thisdemo, a Guest SSID is created:

e Add

Enterprise

Guest

Enterprise or Guest SSD

Enterprise or Guest SSD

Step 2. Choose the setting you want for the SSID. In this case, an open SSID is created. Admin status and

Broadcast SSID must be enabled:



= Cisco DNA Center

Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID

Wireless Network Name (SSI1D)*

Demo

Wireless Option @

© Multi band operation (2.4GHz, 5GHz, 6GHz) (O Multi band operation with Band Select () 5GHzonly () 2.4GHz only () 6GHz Only

Primary Traffic Type

Best Effort (Silver) v (@D

SSID STATE

Admin Status

D Broadcast 551D

SSID Basic Settings

SSD Basic Settings

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Demo (Guest)

Level of Security

L2 SECURITY

(O Enterprise () Personal () Open Secured ) Open

Least Secure

L3 SECURITY

(O Wweb Policy @ Open

Authentication, Authorization, and Accounting Configuration
A Please associate one or more AAA servers using Configure AAA link to ensure right configuration is pushed for the selected security setting.
9 Configure AAA

Mac Filtering

(0 Fast Lane G

(0) Deny RCM Clients (G



SSD Security Settings

SSD Security Settings

Caution: Do not forget to configure and associate AAA server for the SSID. The default method
list is mapped if no AAA servers are configured.

When you click next, you can see advanced settings for your SSID:

Advanced Settings

SSID Name: Demo (Guest)
nsition (B02.11r)
b O s
Neighbor List
Session Timeout 1800
11v BSS Transition Support
BSS Moz ldle Sorvice
300

B CEent User idle Timeout

SSID Advanced Settings

SSD Advanced Settings

Client Exclusion

B miroctod Multicast Sorvice

Step 3. After the creation of the SSID, you need to associate it to a profile. Click Add Profile:

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate’ to associate the S5I1D to Profile.

SSID Name: Demo (Guest)

o Add Profile

C)\ Search

0 profile(s) associated.



Add Profile

Add Profile

Step 4. Give anameto the profile, select Fabric and at the end click Associate Profile:

‘L Associate Profile Cancel

Profile Name

DemoProfile

Fabric

0 ves

Associate Profile

Associate Profile

Y ou are presented with a summary of the SSID and profile you created:



Summary

Review all changes

v Basic Settings  Edit

SSID Mame

Primary Traffic Type

Admin Status

Broadcast S5I1D

Security Settings
L2 Security

L3 Security

AAA Servers

Mac Filtering

Fast Lane

Deny RCM Clients
Enable Posture

ACL Name

Advanced Settings
Fast Transition (802.11r)
Over the DS

MFP Client Protection
Session Timeout

Client Exclusion

Radius Client Profiling

MNAS-1D

Network Profile Settings

DemoProfile

Demo

Best Effort (Silver) ()

Yes

Yes

open

open

Yes
MNo
Mo

Mo

Disable
Mo
Optional
1800
180

Mo

Edit

Fabric (Associated)



SSD Summary

SSD Summary

Step 5. Configure anew network profile:

Done!! Wireless settings saved successfully.

@ SSID Saved Successfully

© Profiles updated Successfully.

What's Next?

Please navigate to Network profile page for Assigning Sites, other Wireless profile configuration.

Configure Network Profile

<] Wireless Home

Configure Network Profile

Configure Network Profile

To create anew network profile without anew SSID creation, navigate to Design > Network Profiles,
select Add Profile> Wireless:

o Add Profile

Assurance

Firewall

Routing

Switching

Telemetry Appliance

Wireless



Add Network Profile Wireless

Add Network Profile Wireless

Step 6. Create the network profile. Give it aname and associate the SSID:

Metwark Profiles | Wireless

Add a Network Profile

Following tasks must be completed before creating a Wireless Network Profile.
1. Define SSIDs & RF Profiles under Network Settings & Wireless Wireless 7
2. Define Templates in Template Editor (optional) Template Editor [
3. Define Model Configs (Optional) Model Config &

Profile Name*

DemoNProfile

Site:  Assign
FProfile Type: wlan

5510s AP Zones Model Configs Templates Advanced Settings

v TN

_— ( |
331D )
A

Demo %
—

Fabric

Yes | (O No

Create Network Profile

Create Network Profile

Provison WLC

Step 1. Navigate to your building/floor. Select the WL C and Actions > Provision > Provision Device:



Focus: Inventory
Filter

Device Name =

OO0 @& O o

DO_WNOT_MOVE. Static_AP

Provision WLC

Provision WLC

WA Gt 1e9 (::I

Inventory

Software Image
g

)=17=9-RMI-RP-HA.dns

Provision

Telemetry

Device Replacement

Others

Compliance

Take a Tour

Device Family

3 Unified AP

Assign Device to Site

Provision Device

LAN Automation

Reachability (1)

@ Reachable

ble

ble

ble

LAN Automation Status

Learn Device Config
Configure WLC HA
Configure WLC Mobil

Manage LED Flash St

ity

atus

EoX Status (1)

& Not Scanned
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Compliance (1)
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Step 2. Verify the WL C configurations before provision it. Ensure that you add an AP location:

Step 3. Verify the device details, network settings, and SSIDs before provision it. If al iswell, select

Deploy:

|

B Hame

Deploy WLC Provision

Health Set

10



Deploy WLC Provision

Step 4. The device provision can be deployed now or later. At the end, select Apply:

Provision Device

© MNow

(O Later

(O Generate configuration preview
Creates preview which can be later used to deploy on selected devices. If Site assignment is invoked
during configuration preview, Device cantrollability configuration will be pushed to carresponding

device(s). View status in Work ltems

Tazk Mame*

Provision Device

Provision WLC Now or Later

Provision WLC Now or Later

The WLC is now provisioned.

Step 5. On the WL C side, navigate to Configuration > Wireless > Fabric and enable fabric status:

Configuration~ > Wireless~ > Fabric

General Control Plane Profiles

Fabric Status [ENABLED .]

Enable Fabric Satus



Enable Fabric Satus

Step 6. Navigate to Configuration > Wireless> Fabric > Control Plane and edit a control plane. Add the
IP addressand PSK. Click Update & Apply to Device:

e R Cdit Control Plane x

General Contral | control Plane Description default control plane nal
-+ Add
Control Plane I IP Address Y ‘
7 IP Address
default-contro, 0 10 10, XX00LXX
1
Password
Type
Unencrypted v
Pre Shared
Key
eepEPEOERERE

D Cancel

Add Control Plane

Add Control Plane

Step 7. (Optional) Create a new RF profile. Navigate to Design > Network Settings > Wireless > Global
and add the new RF profile:

Add RF Profile

Add RF Profile

Step 8. (Optional) Give anameto the RF profile and select the settings you want to configure. In this demo,
the default settings were configured. Click Save:
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Add Basic RF Profile

Add Basic RF Profile
Provision Access Points

Step 1. Navigate to your building/floor. Select the APs and Actions > Provision > Provision Device:

Focus: Inventory

Filter @ Add Device Tag fJActions ~

Take a Tour
= Device Name = Invantory > Device Family Reachability (1) EoX Status () Manageability (1) Compliance (1) Health Score Site
3800E Software Image 7 '3 Unified AP @ Reachable 4 Not Scanned @ Managed NIA 10 [Lisbon/Floor 1
) =
O 8800 17-9-RMI-BP-HA_dn Assign Device to Site bie A Mot Scanned @ Managed N/A 10 [Lisbon Floor 1
Telematry b3
APOCTS Device Replacement 3 ble 4 Not Scanned @ Managed NiA : ILisbon/Floor 1
LAN Automation
] DO_NOT_MOVEStatic_AP1  Others 5 ble 4 Mot Scanned @ Managed NIA 10 < fLisboniFlgor 1
LAN Automation Status
Compliance >

Manage LED Flash Statug

Provision APs

Provision APs

Step 2. Verify if the assigned site is correct and select Apply to All:



= Cisco DMA Center Metwork Devices f Inventory | Prc

Provision Devices

i ) =
o Assign Site @ Cenfiguration @ Summary

Sedial Number

@G Global/Lisbon/Lisbon/Floor 1w

F
& Apply to All (7)

K APOCTS # Global/Lisbon/Lisbon/Floar 1

K DO_NOT_MOVE Static_AP1 B Global/Lisbon/Lisbon/Floor 1 s

Assign Siteto APs

Assign Steto APs

Step 3. Select a RF Profile from the drop down list and verify if the SSID is the correct one:

I Provision Devices

@ Assign Site e Cenfiguration @ Summary

A Zones and SSIDs are listed from Provisioned Wireless profile(s) for each Access point. For newly added Zones and SSIDs, Please provision Controller prior to Access point provision.

9130AXE Access points with 17.6 version and higher, support advanced configurations to configure Radio Antenna profiles on Antenna slot
Advanced Configuration
Serial Number Device Name AP Zone Na RF Profile 5510=

B IB00E-| Not Applicable hd IDEmuRFmeile I W I Demo I

Apply to All ©

K APOCTS Mat Applicable o DemoRFProfile £ Demo

Demo

Not Applicable , RFProfil W
K DO_NOT_MOVE Static_AP1 ot AppRcable . [DemeRERIoMS

Slect RF Profile

Sdect RF Profile

Step 4. Verify the settings on the APs. If al iswell, select Deploy:
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Tah Enties Erabied Eraties
DCA Chansely. 1.6 11 36, 40, 48, 4B, 52, 36, $0, 64 I7, AN, 45, 49, 52, 57, 61, 65
igrared DCA Chasnsty () A 1E0.153,157, 081 145.153,157,781
Chasnel Width 0 M 20 M Beat
Supponed Dets fares (in Meps | LRFRTEZESWEE 2 &9, 92,98, 74,38 48 84 6.9, 92,18, 24 30, 48 84
Maradanony Data Rates (n M08 | L L] L]
—————— —= o
TBE Power Theeahold (in diim) -] e re
e S0P MWE Lo AUTD
g Ciipen E E] E ]
Deploy APs Provision
Deploy APs Provision

Step 5. The device provision can be deployed at the moment or later. At the end, select Apply:

Provision Device

© Now
QO Later

(O Generate configuration preview
Creates preview which can be later used to deploy on selected devices. If Site assignment is invoked
during configuration preview, Device controllability configuration will be pushed to corresponding
device(s). View status in Work tems

Task Name*

Provision Device

Provision APs Now or Later

Provision APs Now or Later



Caution: When provisioning the APs, which are already part of the configured floor for the
selected RF profile, are to be processed and rebooted.

The APs are

now provisioned.

Step 6. On the WL C side, navigate to Configuration > Wireless > Access Points. Verify that the AP tags

were pushed

Configuration~ > Wireless~ >

from Cisco DNA:

% All Access Points
Total APs :3
tion : Country Code LSC Fallback
Misconfigured Misconfigured
No Na
Mo No
No No
1 10 w
Tags on APs
Tagson APs

Access Points

Misconfigured APs

Tag: 0 Country Code: LSC Fallback :

Select an Action v

Policy Tag
PT_Lisbo_Lisbo_Flo
orl_45ce?
PT_Lisbo_Lisbo_Flo
orl_45ce?

PT_Lisbo_Lisbo_Flo
orl_45ce7

Site Tag RF Tag
2;;;_'2“0‘“5"””-3 DemoRFProfile
igf_s'-_i;bo_mbonj DemoRFProfile
ggF;-iEM_Lisbon_3 DemoRFProfile

Location Country

default location PT

default location PT

default location PT

Step 7. Navigate to Configuration > Tags & Profiles>WLANs and verify that the SSID was pushed from

Cisco DNA:

Configuration

-+ Add

~ » Tags & Profiles~ >

Selected WLANs : 0

Slaltz

Name

4]

Demo_Global_NF_986e8d08

WLAN

WLAN

10 +

Create Fabric Site

WLANSs

Y D
* 17

Y ssiD

WLAN Wizard

Y Security T

[open],MAG Filtering



Step 1. Navigate to Provision > Fabric Sites. Create afabric site:

= Cisco DNA Center
Virtual Networks Fabric Sites Transits

Q Search Table

Create Fabric Stes

Create Fabric Stes

Step 2. Select the building/floor for your fabric site:



Fabric Site Location

A Fabric Site begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Site.

Q Search K74

Search Help
v &2 Global
O &

> O E

O &

O &

O &

O &
C&

> O &

O &

> O &

O &

W & Lisbon

A

!

A

S

A

b4

!

b4

A

~ @ Lisbon

O %= Floor 1

Sdect Fabric Ste

Select Fabric Ste

Step 3. Select an authentication template. In this demo, None was applied:



Authentication Template

Select a Template for the Fabric Site. The Template will apply a port-based network access
control configuration to all access ports on Edge Nodes and Extended Nodes.

O Closed Authentication @

(O Open Authentication 0)

O Low Impact ©

© None ©

Authentication Template

Authentication Template

Step 3. You can choose if you want to set up the fabric zone now or later:

Fabric Zones

Fabric Zones are optional. They reside within a Fabric Site and can only contain Edge Nodes and Extended
Modes. If Fabric Zones are used, only select Virtual Networks and Anycast Gateways (IP address pools) are
provisioned to the Edge Nodes in each Fabric Zone.

If Fabric Zones are not used, all Virtual Networks and Anycast Gateways are provisioned to all Edge Nodes
in the Fabric Site.

Setup Fabric Zones Later O Setup Fabric Zones Now o
All |P address pools and Virtual Networks are Specific IP address pools and Virtual Networks
provisioned to all fabric Edge Nodes. can be assigned to fabric Edge Nodes in one or

more Fabric Zones.

Select one or more areas, buildings, or floors to enable as a fabric zone
A Fabric Zone begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Zone.

LEGEND 2 Fabric Site

Q) Search Hierarchy

Search Help

2 Floor 1



Setup Fabric Zones

Setup Fabric Zones

Step 4. Verify the settings of your fabric zone. If all iswell, select Deploy:

Summary

Deploy Fabric Ste

Deploy Fabric Ste

Y ou have created a Fabric Site;

Success! You created a Fabric Site.

Your Fabric Site, Global/Lisbon/Lisbon/Floor_1, was created successfully. @

Fabric Ste Create

Fabric Ste Create

Add WLC to Fabric

Navigate to Provision > Fabric Sites and select your fabric site. Click top of your WL C and navigate to
the tab Fabric. Enable fabric to the WLC, and select Add:



Add WLC to Fabric

Add WLC to Fabric

AP Join

Step 1. Navigate to Design > Network Settings > | P Address Pools. Create an | P Address Pool.

=]
[~ ]
=
A
[z
IP Address Pool
IP Address Pool

Step 2. Navigate to Provision > Fabric Sites and select your fabric site. Navigate to Host Onboarding >
Virtual Networks.

INFRA_VN isintroduced to easily onboard APs. APs are in the Fabric overlay but INFRA_VN is mapped
to the global routing table. Only APs and Extended nodes can belong to INFRA_VN. Layer 2 Extension is
automatically enabled and turn on L2 LISP service.

Select INFRA_VN > Add:

h=h [

I

Edit Virtual Network

Edit Virtual Network



Step 3. Add an | P Address Pool with Pool Type as AP:

Edit Virtual Network S1-INFRA

Edit Virtual Network S1-INFRA

Step 4. Verify if the Layer-2 Extension is enabled.

Edit Virtual Network

Edit Virtual Network

With Pool Type = AP and Layer-2 extension to ON, Cisco DNA connects to the WL C and sets the Fabric
interface to VN_ID mapping for the AP subnet for both L2 & L3 VN_IDs.

Step 5. On WL C GUI side, navigate to Configuration > Wireless> Fabric > General. Add anew client
and AP VN_ID:



Edit Add Client and AP VNID x

Configuration~ > Wireles

MName* S52-INFRA
General Control Plane| 2 yniD* 8188
. Control Plane Name default=control=pl ...
Fabric Status
L3 VNID 4097
Fabric VNID Mappir  |p pgdress 172.16.0.0

MNetmask 255.255.255.0

Name

S2-INFRA -

0 Configure Multicast and IC ) Cancel

£ Update & Apply to Device

Add new Client and AP VN_ID

Add new Client and AP VN_ID

Step 6. Navigate to Configuration > Wireless > Access Points. Select one AP from the list. Verify that the
Fabric Statusis Enabled, the 1P address of the control plane, and the control plane name:

Edit AP x

Configuration *
AP Mode el . Primary Software Version 17.9.3.50
Vv All Acce Operation Status Registered Predownloaded Status N/A
Fabric Status Enabled Predownloaded Version NfA
Total APs : 3
CleanAir N3| Key Next Retry Time N/A
AP Name RLOC IP 10X XX XX Boot Version 1.1.2.4
APOC75-BDE:
1 Control Plane default- control 105 Version 17.9.3.50
Name plane
ol
SB00E Mini 105 Version 0.0.0.0

Verify AP Fabric Satus

Verify AP Fabric Satus

Client Onboard

Step 1. Add the pool to Virtual Network and verify that Layer-2 Extension toggleis ON to enable L2 LISP
and Layer 2 subnet extension on the client Pool/subnet. In Cisco DNA 1.3.x, you cannot disableit.



Add IP Address Pool

Add IP Address Pool

Step 2. Verify if the Layer-2 Extension and Wireless Pool are enabled.

Edit Virtual Network

Edit Virtual Network

Step 3. On WLC GUI side, navigate to Configuration > Wireless > Fabric > General. Add anew client
and AP VN_ID.

When the pool is assigned to the Virtual Network, the correspondent Fabric interface to VNID mapping is
pushed to the controller. Theseareal L2 VNID.



Configuration~ > Wireless~ > Fabric

General Control Plane Profiles

ENABLED .|

Fabric Status

Fabric VNID Mapping

-+ Add

Name Y L2VNID Y L3VNID Y IP Address Y Netmask T
S2-INFRA 8188 4097 172.16.0.0 255.255.255.0
10_1_0_0-52_CORP_VN 8189 0 0.0.0.0 0.0.0.0

1 10 v

Add new Client and AP VN _ID

Add new Client and AP VN_ID

Step 4. SSIDs are mapped to the pool in the respective Virtual Networks:

Floor 1

SSiDs
Wireless SSID's
Enablo Wireless Multicast Reset “
=Q

Traffic

SSID Mame Type Security 2 Address Paal Scalable Group

ype
Demo Ernerprise e veke+  10_1_0_0-S2_CORP_VN ; Assign SGT
) Persana Data

Mapped SSIDsM apped SSIDs

Step 5. A Fabric Profile with the L2 VNID is added to the pool chosen and the Policy Profileis mapped to
the Fabric profile, it is enabled for Fabric.

On the WLC GUI side, navigate to Configuration > Wireless > Fabric > Profiles.



Edit Fabric Profile

Configuration~ > Wi
A Modifying the profile may result in loss of connectivity

General Control Pl
Profile Name* s2-demo_Global_F_d3r
Description s2-demo_Global_F_d3r
Fabric Profile Nz
s2-demo_Globa. L2 VNID 8189
1
SGT Tag 2-65519

Fabric Profile

Fabric Profile

Step 6. Navigate to Configuration > Tags & Profiles > Policy. Verify the fabric profile mapped to the
policy profile:

Configuration = » Tags & Profiles~ > Palicy

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile
Admin T Associated 0 T
Status Policy Tags Policy Profile Nam¢
() default-policy-profil General Access Policies Q0S5 and AVC Mobility Advanced
o & Dermo_Globel F.b. WLAN Timeout Fabric Profile o s2-demo_Global_x » | B
] LY POLICY_PROFILE
Session Timeout (sec) 1800 (i) Link-Local Bridging
] PP-voice
fle 1 e mONS Service default-mdns-ser ... » B
1 10 + Idle Timeout (sec) 300 Policy Slear
Idie Threshokd (bytes) o Hotspot Server -

Fabric Profile configured on the PolicyFabric Profile configured on
the Policy

Verify
Verify Fabric Configuration on WL C and Cisco DNA

Onthe WLC CLI:



WL C1# show tech

WL C1# show tech wireless

Control plane configuration:

router lisp

locator -table default

|locator-set WLC

172.16.201.202

exit-locator -set

map-server session passive-open WLC

site site_uci

description map-server configured from Cisco DNA Center

authentication-key 7 <K ey>

CB1-Sl#show lisp session

Sessions for VRF default, total: 9, established: 5

Peer State  Up/Down In/Out

172.16.201.202:4342 Up 3d07h 14/14

WLC configuration:

wirelessfabric

wir eless fabric control-plane default-control-plane



ip address 172.16.2.2 key 0 47aaba

WL C1# show fabric map-server summary

M S-1P Connection status

172.16.1.2 UP

WL C1# show wirelessfabric summary

Fabric Status : Enabled

Control-plane:

Name | P-address Key Status

default-control-plane 172.16.2.2 47aaba Up

On the WLC GUI navigate to Configuration > Wireless > Fabric and verify if the Fabric Statusis
Enabled.

Navigate to Configuration > Wireless > Access Points. Select one AP from the list. Verify that the Fabric
Statusis Enabled.

On Cisco DNA, navigate to Provision > Fabric Sites and verify if you have afabric site. On that fabric site,
navigate to Fabric Infrastructure > Fabric and verify if the WLC is enabled as fabric.

Troubleshoot

Client doesnot Get | P Address

Step 1. Verify if the SSID isfabric. On WLC GUI, navigate to Configuration > Tags & Profiles> Policy.
Select the policy and navigate to Advanced. Verify if the Fabric Profile is enabled.



Step 2. Check if the client is stuck in IP learn state. On WL C GUI, navigate to M onitoring > Wireless >
Clients. Verify the client state.

Step 3. Verify if the policy is DHCP required.

Step 4. If the traffic islocally switched between AP - edge node, collect AP logs (client-trace) for client
connection. Verify if the DHCP discovery isforwarded. If no DHCP offer arrives, something iswrong on
the edge node. If the DHCP is not forwarded, then something iswrong on the AP.

Step 5. Y ou can collect an EPC on the edge node port to see the DHCP discover packets. If you do not see
the DHCP discover packets, the problem is on the AP.

SSID isnot Broadcasted

Step 1. Verify if the AP radios are down.

Step 2. Check if the WLAN is on status and broadcast SSID enabled.

Step 3. Verify AP configuration if AP isfabric enabled. Navigate to Configuration > Wireless > Access
Points, select one AP and on General tab you can see Fabric Status Enabled and the RLOC information.

Step 4. Navigate to Configuration > Wireless> Fabric > Control Plane. Verify if the control planeis
configured (with the IP address).

Step 5. Navigate to Configuration > Tags & Profiles> Policy. Select the policy and navigate to
Advanced. Verify if the Fabric Profile is enabled.

Step 6. Navigate to Cisco DNA and re-do the steps on Create SSID and Provision WLC. The Cisco DNA
must push the SSID to the WL C again.

Related I nfor mation

» Cisco Technical Support & Downloads
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